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[bookmark: _Toc227782566]Abstract
[bookmark: _Toc227782567]FinSure Bank (FSB) is a fast-evolving digital bank, which functions in different countries without a single security governance structure. The report will look at ISO / IEC 27001, NIST CSF 2.0, ITIL 4 and COBIT 2019 and analyze their various applications with respect to the operations of FSB. With the help of the strengths that are inherent in each of these standards, the report will introduce a nine-pillar, five-layer governance framework that would help counter the most crucial weaknesses of FSB, such as uncontrolled access to BYOD, almost complete reliance on the cloud, regulatory risk in different jurisdictions, and lack of incident response capabilities. Also, the report will conclude that a continually updated security standards is not a burden on administration, but a requirement of operation, FSB must constantly remind compliance as a continual commitment and not an activity that is performed once.
1. Introduction
[bookmark: _Toc227782568]Banks have been an easy prey to the cybercrime activities of many criminals over the years and with the emergence of digital-first banking, the exposure of banks to risks has only increased instead of reducing exposure. The ongoing shift to cloud-based solutions, which enables personal devices to connect to the systems and the use of the third parties to report to them have significantly increased the attack surface of the bank [1]. In this shift, FSB is in one of the most open locations where it is now transacting sensitive information across the international borders without a developed process of governing those processes and systems. Due to this reason, it is critical that the FSB should keep on carrying out compliance audits as a continuation of their governance structure. In this report, four important frameworks are reviewed and a proposing governance framework of FSB is suggested. To sum up, FSB cannot afford to wait until there is an update of the framework, they need to do something to make sure that their cyber security is still improving.
1.1 Assumptions
· [bookmark: _Toc227782569]FB uses the personal information of customers located in the EU and is under the GDPR.
·  FSB does not have any formal ISMS at the moment. 
·  BYOD is not controlled at all and there are no MDM controls. 
· Cloud infrastructure is based on a shared responsibility model - FSB has data protection responsibilities, irrespective of cloud provider. 
· FSB has a limited IT department and lack of a cybersecurity role. 
· Recommendations: These recommendations should be prioritised based on impact of risks and put in phases because of budget limitations. 
2. Security Frameworks — A Critical Review
Each of the four frameworks has something that FSB will need which is why this report is a combination of four of the frameworks. The approach in Section 3 is a synthesis of a combination of different models simultaneously, borrowing the best that each offers and eliminating the worst that do not meet the scale and circumstances of FSB [3].
2.1 ISO/IEC 27001
The most elaborate plan of creating an ISMS is the ISO/IEC 27001 which is based on the risk-based Plan-Do-Check-Act cycle and 93 controls within the organisational, people, physical and technical themes [4]. In the case of FSB, ISO 27001 will fill in the most critical gap - there is no ISMS at the moment. However, its physical security controls (A.11) are not that relevant when 90 per cent. infrastructure is in the cloud - implement the standard in FSB is to explicitly map it to the ISO/IEC 27017 to give it cloud specific advice. Complete certification is time consuming, a gradual plan of action with emphasis on the most hazardous control areas will be more possible.
2.2 NIST Cybersecurity Framework 2.0
NIST CSF 2.0 divides the security activity into six functions: Govern, Identify, Protect, Detect, Respond and Recover [5]. Its scalability and compatibility with the cloud suits in FSB environment. The disadvantage is that it is not prescriptive, and lacks a detailed control which means that, a small IT team with no cybersecurity knowledge may struggle to implement its functional categories. NIST CSF is more of a planning guide than a guide by itself a small and inexperienced team without much knowledge of security may not be able to transform its categories into daily use.
2.3 ITIL 4
ITIL 4 is a service management framework and not a security standard, the practices of which address what FSB does not have at the moment: the structured incident management and issue management and resolution mechanism [6]. What is more important to FSB, the fact that ITIL is geared towards constant improvement is more suitable in an organisation that must alter the way it thinks about security, rather than the tools it employs - it is a security as a continuous programme not a one-off implementation.
2.4 COBIT 2019
COBIT 2019 bridges the gap between IT governance and business strategy and sets accountability frameworks, at board and senior management tier [7]. FSB must have just this, a clear image of who makes security decisions and who is responsible in case an incident occurs. The main shortcoming that it has is the complexity - COBIT is oriented to larger organisations, and that is why this report utilizes its governance accountability framework, but ignores its more complex process architecture.

	Framework
	Key Strength
	Limitation for FSB
	Use in This Report

	ISO/IEC 27001
	Comprehensive ISMS; risk-based; globally recognised
	Physical controls irrelevant to cloud; certification resource-intensive
	Core ISMS structure and Annex A control set

	NIST CSF 2.0
	Flexible; scalable; cloud-compatible
	Not prescriptive; requires internal expertise
	Detection, response, governance function

	ITIL 4
	Strong incident management; continual improvement
	Service-focused, not security-specific
	Incident response lifecycle

	COBIT 2019
	Ties IT to business objectives; accountability model
	Complex; better suited to larger enterprises
	Governance structure and board accountability


Table 1: Security Framework Comparison for FSB
[bookmark: _Toc227782570]3. Security Governance Model proposal to FSB. 
The suggested model will be built on the principles of a layered and risk-focused model, which will combine the structural background of ISO/IEC 27001 and NIST CSF detection and response emphasis, ITIL 4 service management discipline, and COBIT 2019 governance accountability models. It has been organized into five levels and nine pillars.
[bookmark: _Toc227782571]FIgure1: FSB Five-Layer Governance Model
[image: ]
Figure 1: FSB Integrated Five-Layer Security Governance Model

[bookmark: _Toc227782572]3.1 Pillar 1 — Governance and Strategic Planning
The largest issue at FSB is not a technical issue. No one is responsible to take charge of security on a leadership level. FSB must establish an Information Security Steering Committee (ISSC) of the CEO, CIO, Chief Risk Officer and a new CISO. According to COBIT 2019, this committee sets strategy, implements policies, risk management and compliance requirements in all jurisdictions [7]. Business planning is to be done annually and security strategy needs to be incorporated in the same. With BYOD, it does not take long before personal and corporate risk become confounded. All the staff, contractors and third parties must have their roles and responsibilities written down as opposed to assumed.
[bookmark: _Toc227782573]3.2 Pillar 2 — Regulatory Compliance
The activities of FSB are multi-jurisdictional, which means that there is overlapping in regulatory requirements. Not adhering to GDPR will be penalized by a fine of up to 4% of global annual turnover [8] in itself. Table 2 summarises the main requirements.

	Regulation
	Key Requirement
	FSB Action Required

	GDPR
	Data protection; breach notification within 72 hours; DPO
	Appoint DPO; implement privacy by design; establish breach reporting process

	PCI DSS v4.0
	Secure cardholder data; quarterly vulnerability testing
	Encrypt all card transactions; conduct quarterly vulnerability scans

	FCA Resilience
	Cyber incident planning; annual resilience testing
	Document and annually test incident response plans

	AML / KYC
	Customer identity verification; transaction monitoring
	Deploy eKYC platform; implement real-time fraud monitoring


Table 2: Regulatory Compliance Requirements and FSB Actions

[bookmark: _Toc227782574]3.3 Pillar 3 — Risk Management
Currently, FSB does not have a risk formal process. No consensus of priorities, no documentation of decisions made and no means by which the board can prove that it has taken into account security risk. The proposed methodology will adopt the ISO 27005 cycle, which is identify, analyse, evaluate, treat and review [11]. This is to be owned by the CISO and at least once a year updated. Table 3 contains the first priority risk register.

	Risk
	Likelihood
	Impact
	Level
	Treatment

	Unmanaged BYOD data breach
	High
	Critical
	CRITICAL
	MDM enrolment; device encryption; mandatory MFA

	Insider threat / privilege abuse
	Medium
	High
	HIGH
	UEBA tools; least-privilege RBAC; PAM

	Third-party cloud failure
	Medium
	High
	HIGH
	SLAs with RTO/RPO; backup providers; BCP

	Phishing / social engineering
	High
	High
	CRITICAL
	Phishing-resistant MFA; security awareness training; email filtering

	Mobile banking fraud
	High
	Critical
	CRITICAL
	AI-based fraud detection; MFA; real-time KYC monitoring


Table 3: FSB Priority Risk Register

[bookmark: _Toc227782575]3.4 Pillar 4 — Security Policies
FSB has no written policies on which it can pin anybody down to a standard- no standard has been established. FSB requires a basic set, which is approved by the ISSC: a general Information Security Policy; Acceptable Use Policy, which underpins all users of BYOD; Access Control Policy (least privilege); Data Classification Policy (Public/ Internal/ Confidential/ Restricted); BYOD Policy that makes sure that all users subscribe to MDM; Incident Response Policy; and Third-Party Security Policy. Onboarding should include the re-examination of any policies every year and their communication.
[bookmark: _Toc227782576]3.5 Pillar 5 — Identity and Access Management
As the staff and contractors linking between different countries use personal devices to connect, regulating accessibility to what is arguably the most important thing that FSB can do.The IAM plan is to be built based on the principles of the Zero Trust Architecture - the users or devices are not trusted by default regardless of their position on the network [12]. The direction of flow of access decision is shown in figure 2.
[bookmark: _Toc227782577]Figure 2: Zero Trust Access Decision Flow
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Figure 2: Zero Trust Architecture — FSB Access Decision Flow

[bookmark: _Toc227782578]Specific controls: MFA is an organization-wide policy (users and even mobile banking clients) and Role-Based Access Control (RBAC) in order to restrict access to the functions of the position; Privileged Access Management (PAM) on more privileged accounts; Single Sign-On (SSO) to reduce the exposure of credentials; and the automatic identity lifecycle management to ensure that accounts are deprovisioned upon job termination.
3.6 Pillar 6 — Data Protection
[bookmark: _Toc227782579]Encryption of AES-256 at rest and TLS 1.3 at transit are the basic data protection processes. Along with encryption, FSB must also demand DLP tools to intercept unauthorised transfer, explicit data retention policy and privacy by design are part of its systems procurement processes. Internal audit is carried out once a year to ensure that GDPR is kept inline [8].
3.7 Pillar 7 — Network, Endpoint and Cloud Security
With 90 percent of infrastructure hosted on cloud and being accessed by mobile devices, traditional perimeter security is not sufficient. Recommended controls MDMs on all BYODs that have remote wipe capabilities; Next-Generation Firewalls (NGFW); Intrusion Detection and Prevention Systems (IDS/IPS); Cloud Security Posture Management (CSPM) to detect misconfigurations; Endpoint Detection and Response (EDR); mandatory VPN when remote access is necessary [13].
[bookmark: _Toc227782580]3.8 Pillar 8 — Third-Party and SLA Management
Supplier outage is your outage when 90% of your infrastructure is that of someone else. FSB does not have a fallback [14]. Necessary: pre-onboarding security testing; testing every year; minimum security requirements and breach notification policies in contracts; and SLAs with RTO and RPO targets as shown in Table 4.
	Cloud Service
	RTO
	RPO
	Uptime SLA
	Audit

	Core Banking Platform
	< 4 hours
	< 1 hour
	99.99%
	Annual

	Mobile Banking App
	< 2 hours
	< 30 mins
	99.95%
	Annual

	Customer Data Storage
	< 8 hours
	< 4 hours
	99.9%
	Bi-annual

	Fraud Detection System
	< 1 hour
	< 15 mins
	99.99%
	Quarterly


Table 4: Recommended SLA Targets for FSB Critical Cloud Services

[bookmark: _Toc227782581]3.9 Pillar 9 — Incident Response and Contingency Planning
[bookmark: _Toc227782582]Prevention controls reduce the number of occurrences - they do not eliminate. The formal incident response capability of FSB is to be a lifecycle, i.e., Preparation, Detection and Analysis, Containment, Eradication and Recovery, and Post-Incident Review [5]. This is plotted on context of FSB in figure 3.
Figure 3: NIST Incident Response Lifecycle — FSB Application
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Figure 3: NIST Incident Response Lifecycle Applied to FSB

Key items: 24/7 monitoring: a Security Operations Centre (SOC); log aggregation and real-time alerts: a SIEM platform; a definite severity (Critical/High/Medium/Low); a Business Continuity Plan; a Disaster Recovery Plan; and tabletop exercises at least once a year.
[bookmark: _Toc227782583]4. The Reason why the Security Standards should be constantly updated.
[bookmark: _Toc227782584]4.1 Threats are more rapid than standards are.
A 2019 written industry standard would not predict AI-generated phishing attacks, Ransomware-as-a-Service toolkit and live off-the-land attacks which are now a norm [15]. With FSB, fraud techniques of mobile banking are being enhanced by nearly every second. Its worst, filling in boxes on an old standard makes one think that they are safe. An organisation that is technically compliant but practically exposed is at a more perilous situation compared to one that acknowledges that it has gap holes.
[bookmark: _Toc227782585]4.2 New technology poses new risks which were not envisaged by old standards.
[bookmark: _Toc227782586]All of them presented risks of cloud platforms, AI applications, and Open Banking APIs which simply did not exist when initial standards such as ISO 27001 were initially written [13]. As a direct response to the perceived threat of quantum computing to modern public-key encryption that quantum computing poses, NIST is currently building post-quantum cryptography standards. The suggested AI-based fraud detection and Open Banking API solutions by FSB will require collaboration with the new guidelines, such as stipulations of the EU AI Act on high-risk financial AI systems, which are not reflected in the current frameworks.
4.3 Real events catalyze change in regulations.
The Capital One breach in 2019 that was the result of the wrongly configured web application firewall directly affected new cloud security configuration recommendations. Diverse attacks by SWIFT banking resulted in creation of SWIFT Customer Security Programme. The industry is improving its minimum over time by the pattern, breach, investigation, regulatory response, updated standard [16]. Without it, any weak points that were observed in an incident in one organisation would not impose any formal pressure on other organisations to correct the same weak point FSB should not wait until the next standard update. The threats that have not been covered by the standards yet can only be kept abreast of through vigilant incident reports and regulatory guidance.
[bookmark: _Toc227782587]4.4 Ethical, Cross-Border Dimensions.
[bookmark: _Toc227782588]As financial institutions have started using AI to credit score and detect fraud, ethical concerns of algorithmic bias and the decision of artificial intelligence have emerged that the existing frameworks were not designed to address [17]. The EU AI Act is a step towards ethical regulation of such systems being enforceable and FSB fraud detection tools would likely fall under its high risk category. Meanwhile, the multi-jurisdictionality of FSB operations means that regulatory harmonisation efforts, the EU-US Data Privacy Framework, Basel Committee principles of operational resilience, will continue to alter its compliance needs as time goes by [18]. Any compliance that is not dynamically carried out will never be the same. Constant interaction is not best practice - it is the least.
5. Conclusion
[bookmark: _Toc227782589]This report has reviewed the security, governance and compliance concerns in the face of the FinSure bank and how to react to the concerns in a systematic way. Lack of governance, uncontrolled BYOD, use of cloud and poor compliance are the major weaknesses of FSB, all of which are documented risks that have resulted in major incidences in other similar institutions. This is a risk-based roadmap model, which is grounded on ISO/IEC 27001, NIST CSF 2.0, COBIT 2019 and ITIL 4. The leadership base - formation of the ISSC and a CISO - has to be preliminary. In its absence, the technical controls suggested in this report lack any ownership and authority of the controls. The justifications of the ever renewed security standards are also noticeable. The nature of threats evolves, technologies pose new threats, breaches reveal gaps of control that must be addressed by standards. With FSB, the attitude towards compliance as a checklist, rather than a commitment would lead to nothing but the kind of incident that drives the next wave of regulatory change. Security does not end project in case of a bank which operates solely online. It needs to be continuously invested, to be truthful about what is working and to be ready to change.
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