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Introduction
Nowadays information systems are vulnerable to cybercrime, hacking, and terrorism. The target of these criminal activities is information important for the user or the company. When the information is relative to the user this makes me feel vulnerable to the user, but when this information is relative to a company this will result in bad publicity to the company. 
In this paper some topics about security will be discussed as the CIA model, then MITM  (Man in the middle) attack will be explained and how to detect and/or prevent this attack.
In the first instance, the CIA model will be explained which will be divided into different parts as, the explanation of what it is, then explain the meaning of each letter of CIA which refers to Confidentiality, Integrity, and Availability.
In the next part, the MITM attack will be explained and the types of this one as nowadays seven types of MITM are used for hackers these are IP spoofing, DNS spoofing,  HTTPS spoofing, SSL hijacking, email hijacking, WI-FI eavesdropping, and stealing browser cookies.
In the third part, the best way to avoid these attacks will be explained and which security measures can be taken to be safe.
CIA Model.
The CIA (confidentiality, integrity, and availability) model was designed to evaluate the information security of a corporation. Also, the CIA was created to proportionate standard bases to guide the evaluation and implementation of information security without considering the system or the organization. The CIA model has three important part:
· Confidentiality:
This part is focused on protecting sensitive information stored on the system, making this data inaccessible for people without authorization. Some of the methods that can help with this are encryption service, Password policy, management of user profiles 

· Integrity 
The integrity of security means that the information will not be modified or destroyed in an unauthorized way. This can be avoided by implementing strong measures to restrict unapproved changes. As well as prevention a backup should be done daily.

· Availability
Availability ensures that the system can be freely accessible for authorized people who need to access to complete their normal daily activities. This part of the system needs to be in constant upload and maintenance to avoid any error and the disconnection. 


[image: ]The next image will show how the part of the CIA protects the information system:







	

Man-in-the-middle attack
MITM is one of the most cybersecurity attacks used nowadays. The principal objective of MITM is two introduce the third part into the communication between two users, which gives the third party access to the data or information shared in the communication. 
[image: ]This data can be altered by the attacker and send it to the victim, and once this is open the system of the victim will be infected giving access to the attacker for all the data stored inside the system.  These kinds of attacks are undetectable until its too late and the attacker obtained enough information for further criminal activities.
This image shows how MITM could look like:











[bookmark: _GoBack]Example of a MITM attack:
In this example, the scenario will be a conversation between two users, Jack and Amy. 
Jack and Amy are using a safe channel to have a conversation, or this is what they think. But the reality is that a hacker (Dante) is inside their channel and the conversation instead of going from Jack’s PC to Amy’s PC is going throw Dante’s PC. This means that Dante has access to all the information shared by Jack and Amy. At this point, Dante makes himself the more transparent possible he is sending the messages from Jack to Amy with some changes and the same from Amy to Jack. As a result of this Dante can hijack their conversation without the knowledge of Jack and Amy.
How the MITM works?
This can be executed in different ways to make use of communication between other users. One example of these attacks is the use of fraudulent emails.
A user receives an email from a company that looks professional in this case the bank of the victim saying that “ Dear Client. A loan of 5000£ pound for you is available. You only need to register into your bank account using the link below and fill up a form where all the stipulation for the loan will be redacted Att. Bank Director “. So, when the victim goes inside of the link that connects with a website that looks like the original bank webpage. Once the victim is inside and registers into the account using the website developed by the hacker this data will go directly to the computer of the hacker giving him all the information necessary to take control over the bank account of the victim. 
The example above is a type of man-in-the-browser attack that requires a malicious malware or software but exist another way to realize. The other MITM attack requires a physical approach by the hacker to the victim using machines to copy bank cards or the information inside of a smartphone.
On the other side the MITM is divided into two parts interception, intercept the data, and decryption, decrypt the data intercepted. 
Another example of the most common attacks is to use a weak security router or they use their hotspot. Hackers look for routers that have weak passwords to introduce themselves to it to control all the data traffic. Normally the routers are located on places with free WI-FI or they can display a hotspot in a public place with the same name as the free WI-FI of a shop or restaurant. Once they have the control of the router or they create their WI-FI hotspot they activate tools to intercept and read the data from the victims. 
These tools are inserted in the red between the website that the victim is visiting and the victim’s PC so they have access to login data as a username and password.
On the other side, seven types of MITM exist.



Types of MITM
1. IP Spoofing
IP spoofing is used to mask the IP address of a computer and instead of this use the IP address of the victim’s computer. So, the hacker can access to the network where the user identification is done by their IP.
But the most common use for IP Spoofing is to make the spoofed IP address a target for a Denial-of-service attack (DDoS). The attacker will send packets to networks using as origin the IP Spoofed, so when the network response the packets will send to the victim’s computer making that the system crash by the overload of traffic.
On another hand, a hacker can spoof an IP address from a website that the victim used to visit and once the victim enters the website take all the victim’s data used to log in to the webpage.
2. DNS Spoofing
DNS Spoofing is like IP Spoofing, the difference is that in this case the attack will be done in a DNS Server. When a user is a victim of a DNS Spoofing the user can be sure that is accessing to a website that normally visits but the reality is that an attacker by diverting the traffic, leads the victim to a fraudulent website to take control over the victim data
3. HTTPS spoofing
Nowadays when the ‘https’ is showed on the browser  this means that the website is secure and is not any risk to access. 
By the way, this attack is available to fake the s on https which makes then an unsecured webpage looks secure. Which makes that all the data introduced by the user vulnerable to the attackers. 
4. SSL hijacking
The Secure Socket Layer is a protocol that encrypts the links between a web server and the user’s browser. So, on the SSL hijacking, the attacker uses a computer to secure the server giving full access to the information of the user.
5. Email hijacking
On this attack, the objective is to attack the user email account obtaining access to this one.
The email account can be from a normal user or a company. Once the attackers have access to the account, they start to send emails to the clients in the case that the account is from an organization and giving them instructions to access and obtain the data from the clients. In the case of a particular account, the attacker looks for all the accounts linked with the email to take all the data from them. 
 All the data obtained will be used filtering the data or sell in the black market. 
6. WI-FI eavesdropping 
On this case, cybercriminals look for creating a WI-FI hotspot with a similar name to the business around the location, so the user can connect to this hotspot and the attacker can have access to all the traffic information and data from the user, this one of the reasons to have on mind when connecting or devices to public WI-FI
7. Stealing browsers cookies
Cookies are defined as a part of information saved on your computer with data used to access some web pages, so like this, you don’t need to insert this data all the time when you open the same page. 
An example could be a cookie created to store the data from your Facebook account, username, and password. So, when you open Facebook you are sending it to the home page and you don’t need to introduce your credentials again.
So, when hackers take control of the cookies from a user they are taking control over all the data need it to access the different accounts of the victim.
Methods to protect against MITM attack
· Try to make sure that HTTP  has s and don’t avoid any notification of security even if it is https, because as was explained the ‘s’ of https can be fake.
· When you receive an email with a link from a company that you have any relation make sure that the email is trustable by calling the company and ask if they sent an email, by paying attention to the email address that sent the email.
· If you need to connect to a public WI-FI use VPN as this one encrypts your data  protecting them.
· Install an antivirus with web browser tools that protect the computer while is on the red. 
Most of the MITM attacks could be avoided by using a VPN. So, in the next part VPN will be explained and how this one can be used to protect the system against MITM.




What is a VPN?
A VPN is a secured channel created to connect systems to a private network.
The privacy on these networks is done by authenticating the connections between the network and the user, which encrypts the information preventing eavesdropping. The use of VPN is higher on companies where their employees work from home as the VPN proportionate stronger authentication controllers avoiding that unauthorized users insert into the company network. 
Some of the standard protocols used  by VPN are:
· Internet Protocol Security
· Transport Layer Security
· Microsoft Point-to-Point Encryption
How can VPN protect against MITM?
As was explained VPN creates a private and secure network between the user and the network, which helps to encrypt the data of the system and making difficult the access to the data for the cybercriminals.  To make a user safe the user has to install a VPN on the devices that use normally as smartphones, laptops, tablets, etc, and also needs to be installed on the router at the home network.
On another hand, a VPN is not the total solution as cybercriminals can develop strategies to avoid VPNs. For this is important to have an antivirus installed on the system as a guard for the data on the system, as well is important to avoid the connection into open WI-FI.
As the last point, other ways to secure data need to be discussed. For more protection, some encryption services are recommended to be implemented into the company system. These encryption methods are:
· Hash functions
· Symmetric Key Algorithms
· Data encryption Standard
· Triple data encryption Standard
· RSA Algorithm.
· Digital Signature.


· 
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