



Introduction
In this report the different aspects of building a server in an working network are looked at. Different areas such as ARP and routing tables, FTP, IP packet filtering, routing, failover clusters and network policies are looked into and explained. Tasks were completed in a Virtual Machine environment and the screenshots show the set-up of some tasks as long with the completion of tasks.

Task 1: Utilising ARP and Routing Tables

In the first task the ARP  -A command is run to view information of the machine. This included NIC’s in the machine, the physical MAC address of this NIC and the internet address of the NIC. When the ping command is used to ping hosts in the networks the ARP table is updates with which servers connect or are connected to.
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Task 2: Deploy core services (FTP)

The FTP service was implemented on Server 2 via the Role based and feature based installation. The Web Server (IIS) role is installed and the FTP server tick box is checked for install. In this case the ftpuser account was created within computer manager.

Once complete the network admin started up Internet Information Services (IIS) Manager to create the FTP site. The site was named 1STFTPSITE using port number 21 and the root drive C:\Inetpub/ftproot.  Basic authentication was selected for this particular server and the permissions set for the FTP were Read and Write. The last thing the admin checked was that the ftpuser had the correct permissions to the ftproot folder. Once the correct permissions were added a new folder was created in the ftproot folder names FTPUploads.
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A banner was also set up for the FTP as a way to show the user they are connected to the correct server.
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Once the FTP was set up the admin logged into a client PC to test if all worked. The first step was creating a FTPFiles folder on the C:\ drive and creating a text file to upload. Then the CMD was launched and ftp service on 192.168.101.1 connected to using the set username and password.

The admin then changed directory of the client PC which contains files to upload to the FTPServer, using dir listed what was stored in the directory and the admin could see the text file to upload. The admin entered put ftpfile2upload.txt to upload to the server. Finally the admin logged back into Server 2 to verify that the file had been uploaded successfully.
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Task 3: Installing and configuring the routing and remote access service

In task 3 the remote access  feature was installed on Server 1 and 2. The particular role installed with DirectAccess and VPN, Routing services which allowed the network admin to deploy VPN to the routers.

Once set up the network admin went through the Routing and Remote Access Server Setup Wizard and enabled LAN routing. This is the start of the set up to allow routers and devices that are not on the same network to talk to each other.

To finish of the set up the routing protocol RIP V2 was enabled to allow the system to learn about new networks. Network interfaces PublicNet and PrivateNet1 were added to RIP on Server 1 and PublicNet and PrivateNet2 were added to the RIP on Server 2.

To test the connection the network admin tried to ping Server 2 on its PublicNet IP address 192.168.1.101.
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Another test was taken on Client 1 whereby the admin tried to ping Client 2 on its PrivateNet2 IP address 192.168.101.2

The result of this was as follows, the ping works from Server 1 to Client 2. These seems to be an issue with Client 1 that has occurred since running through WS3 and WS4 as it is not able to ping anything.
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How do routers reference which network they are able to connect to?

Routers can use dynamic routing protocols to communicate between source and destination. They use an algorithm that allows the Router learn about existing networks around it or even the internet. Routing protocols mean the router can learn dynamically without the need for a network admin to intervene.

Routing protocols are generally split into 2 classes, distance vector and link state. Distance vector tends to use RIP and EIGRP whereas link state uses OSPF and IS-IS. [1] 

Distance Vector is based on a term “Routing by rumour” meaning it relies on the information it receives from neighbouring routers, in this method the router does not have an overview of the entire network. [1]

Link state is the opposite to routing by rumour, these routing protocols have an overview of an entire network. They know information about each link, its status and the speed. [1]

RIPv2 which is used in the network for this task is now an outdated routing protocol, it’s methods for selecting optimal routes and the substantial convergence time it takes to recalculate paths has made it nearly obsolete. [2]
OSPF is another dynamic routing protocol which is used in large IP networks. OSPF uses a link-state database to map the network topology. It uses this along with an link-state algorithm to determine the best route available to the destination. [2]

Another way the router can connect to another network is by a static route to a specified network. This is manually configured route which tells the router to send traffic with a destination IP address to a router. When the router receives the packet the destination IP is looked up in the routing table. Depending on what addresses are in the routing table depends on where the router next sends the packet, it sends the packet to the next hop address based on the destination IP for example if the destination address is 1.1.1.1 there may be an entry in the table for 1.0.0.0/8 with a net hop of 2.2.2.2 which the packet will be sent through because 1.1.1.1 is part of the 1.0.0.0/8 network.[3]





Task 4: IP Packet Filtering

In this task the network admin constructed 3 different filters for different scenarios.

Filter 1 – Stopping ‘anyone’ in PrivateNet1 from pinging the router firewall service

For this filter the network admin opened up the Routing and Remote Access tool from Server Manager and opened the properties of the IPv4 PrivateNet1 connection interface. In here an inbound filter was set to stop any device in the network from pinging the server. The protocol used for this was ICMP and the option ‘Receive all packets, except those that meet the criteria below’ was checked.
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Filter 2 – Restrict Access to FTP Service running on Server 2 to only hosts in PrivateNet2

The second filter was an outbound filter to restrict hosts on PrivateNet1 from accessing the FTP service on Server 2. This was set on Server 1 using TCP protocol, port 21 which is the FTP port used. 
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As the network admin was still able to access when testing an inbound filter was set up on Server 2. This filter was designed to stop PrivateNet1 devices connecting in.
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Once this was set up the network admin logged back into the device on PrivateNet1 and tried to connect to the FTP. The network admin was not able to connect to the FTP Service any more.
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Filter 3 – Only allow specific hosts in PrivateNet1 access the FTPService running on Server 2

The final filter was to only allow 192.168.100.1 to connect to the FTP service. For this the network admin set up inbound rules on Server 2 to drop packets except from 192.168.100.1
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This was tested by trying to connect onto the FTP service from 192.168.101.2 to which the client PC was not able to connect on. The next test was connecting on from 192.168.100.1 to which the FTP service was accessible.
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Task 5: Failover Clustering for high availability systems/services
Detailed explanations of the concepts that need careful consideration when the usage of such a system. Also show one possible role within Windows Server OS that could provision these requirements. Breakdown the aspects that need consideration when attempting to deploy this role/service.

A failover cluster is designed to increase the availability and scalability of clustered roles. The work in a way that if one clustered server fails then there are other servers that begin to provide the service to ensure there is no downtime to the organisation. The service proactively monitors the clustered roles to ensure they are all working properly, if they are not working for any reason they are restarted and moved onto another server. [4]

The Failover Clustering role can be installed through Server Manager on Windows Server OS but before installing the feature there are some prerequisites that need to be considered. These are:
· Ensure all cluster services are running a similar various of Windows Server
· Review hardware to ensure it supports the configuration  
· Servers – use set of matching computers that contain the same or similar components
· Each network adapter id dedicated to either network comms or iSCSI (not both) [4]
· Storage is compatible with Windows Server
· iSCSI – the network used for iSCSI should not be used for network communication [5]
· Ensure all servers can access the storage
· Ensure all servers are joined to the Active Directory
· Ensure it is a domain user who owns admin rights on all servers [5]

Once the network admin is happy all the prereqs meet the criteria for the failover install and the feature has been installed through roles and features on server manager the cluster wizard can be started up from the tools menu.

The network admin must select which servers he wants to have in the failover cluster, and the specify the cluster name and its IP address then confirm everything on the next page before clicking finish.[5]

The next step is to open up the Failover Cluster manager expand the storage and add a disk to the cluster storage.[5]

This is an effective feature to implement in a network to reduce downtime for critical resources. One new feature implemented with Failover Clustering in Windows Sever 2016 is its ability to use VM load balancing. This ensures that if a VM needs to migrate then it checked to see which are the busy servers (nodes) and live-migrates the VM to a less busy one. [5]

Task 6: Observational Task – Network Policy

The organisation employs around 300 employees across 3 locations, head office, civic office and IT. To ensure that the network and employees all run professionally in this environment a network policy is required to set rules for the users, and for the IT team to be able to help keep the network as secure as possible.

The policy contains auditing of various areas of the network to detect any sort of violations. Some areas that will be audited are:
· Account Logon – Audit credential validation and account logon events[6]
· Account Management – Audit changes to user accounts, groups and computer accounts[6]
· Detailed Tracking -  audit Data Protection API and process creation and termination and Remote Procedure Call events[6]
· DS Access – Audit active directory service access and changes[6]
· Policy Change – audit changes in authentication and authorisation policy[6]


Network Access
Users
In the organisation each user has their own log in which is 5 letters from their surname and the first letter of their first same for example Dave Smith would be SMITHD. The users are split into OUs, these OUs are:
· IT
· Finance
· MGMT
· 3rdParty
· HR
· CustomerService

The groups are used to identify which teams the users are a part of and to assign correct basic permissions. Other groups are then created with GPOs assigned to them to which the members of staff will be a member of to get permissions to more advanced areas.

This can be different drives, software’s and overrides on access to removable media etc. These extra permissions must be requested and authorised by managers to ensure that only staff that need these privileges are in these groups.


Computers
For the devices on the network, only domain joined devices will be able to connect to the network in any circumstance. There is no support for personal devices as they can pose a threat to the organisation. All devices have virus protection, are monitored accordingly and also in OUs for the IT team to keep track of which departments the PCs belong to.

There is also bitlocker encryption deployed across the network for laptop users to ensure that if in the case a laptop is stolen/lost/misplaced that the contents on the laptop are locked behind the encryption so they cannot be accessed.



Enforcement of Security Policies	
Policy enforcement is the act of detecting violations and taking action when violations occur but it all depends on the security policy and how threatening the violation is, in some cases it could just be as simple as logging the event, in other cases it could result in a response which could be to disable the offending user account or take the PC off the domain.  [7]

Analysis of Security Risks
Risk analysis is important in an organisation as security measures cannot always provide 100% protection against all threats. Risk analysis helps identify the current security controls in place, the vulnerabilities and the threat of these vulnerabilities. [8] The business runs a successful security risk model that is based of 4 steps:
· Identify – Determine critical assets, diagnose data created, stored and transmitted by these assets. Create risk profile.
· Assess – Assess the Identified security risks for critical assets. Determine how to effectively and efficiently deal with risk mitigation. Analyse the correlation between assets, threats, vulnerabilities and mitigation controls
· Mitigate – Define mitigation plan and enforce security controls on risks. 
· Prevent – Implement tools and processes to minimise threats and vulnerabilities in the organisation[9]

One example of this in the organisation is security updates auditing on laptop and desktop devices. The security team have now set up a policy from analysis of past security risks where laptops and desktops that have not connected to the network in 2 months will be disabled and required to be rebuilt before being used again. This is because security patches are unlikely to be installed which leaves a vulnerability to the network that could be exploited causing issues for the organisation.

Scope of security changes
The business uses ISO 27001 scope to develop the Information Security Management System within the business. [10] The design and implementation of the organisation’s ISMS is influenced by the business and security objectives and the security risks and control requirements. 

The ISMS will evolve systematically in response to changing risk, the organisations compliance with ISO27001 is formally assessed and certified by a qualified certification body. [10] 

The use of 27001 helps protect the businesses reputation when dealing with cyber attacks and also improves structure and focus, it helps set clear information risk responsibilities to help the organisation keep a clear vision. [11]

Mitigation in event of violations
In the event of violation certain steps are required to mitigate and contain the incident. It is important in the event of a breach that the business is transparent with customers and shareholders and do everything possible to protect everyone involved.[12] 

The first step to mitigate a known breach is to organise a response team. This will include staff from several departments and they will deal with the aftermath of a breach in all aspects of the business. The team will contain members from forensics, legal, IT, HR, operations, communications and management. These members of staff will work together to provide updates and to get the breach under control.[12]

The second step is to secure the area. This step involves different actions depending on the situation of breach. In the case where equipment is affected these should be taken offline or replaced, in other cases the physical and logical environment will be monitored and frozen as required. Finally if password or access is affected, passwords will need to be updated and access for authorised users will also need to be changed.[12]

They key step of mitigation leads to prevention of further attacks. It is important for the business to remove the vulnerability. This involves specialists finding the source of the issue and investigating. This step can take the longest as the vulnerability could have originated from a number of areas including third-party providers. It is important to investigate what data, apps or systems were compromised and determine how many individuals are affected.[12]

The final step is to keep everyone up to date with the situation, stakeholders should be informed of the situation and a clear statement should be delivered without disclosing information that could add further risk. The breach should be reported to relevant bodies such as the ICO. [12]
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mmand Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\NWT-CT>ping 192.168.1.161

Pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.101: 2 timecins
Reply from 192.168.1.101: bytes=32 time-ms
Reply from 192.168.1.161 2 time=ims
Reply from 192.168.1.101:

Ping statistics for 192.168.1.101
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms





image8.PNG
d P

Pt
Pinging 192.168.101.2 with 32 bytes of data
PING: transmit failed. General failure.
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Ping statistics for 192.168.161.2
Packets: Sent = 4, Received = ©, Lost = 4 (166% loss),

C: \Users\NWT-CT>ping 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

ping statistics for 192.168.161.2:
Packets: Sent = 4, Received = ©, Lost = 4 (166% loss),
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Pinging 192.168.100.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.160.1
Packets: Sent = 4, Received = O, Lost = 4 (106% loss),

:\Users\NWT-CT>ping 192.169.101.1

Pinging 192.169.101.1 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

ping statistics for 192.160.101.1:
Packets: Sent = 4, Received = O, Lost = 4 (106% loss),

:\Users\NWT-CT>
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:\Users\NWT-CT>ftp 192.168.161.1

Connected to 192.168.101.1.

220-Microsoft FTP Service

220 WELCOME to the Uni FTPSERVER.

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.101.1:(none)): ftpuser

331 Password required

Passuord:

230 User logged in.

Ftp>
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