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In this report I am going to talk about the different types of security measures which can be implemented and what they’re also speaking about the advantages and disadvantages of each of the security measures. In the second part of the report, I will be discussing different techniques which an organisation can implement into their business have a secure network for employees to use and this will all be dependent on the case scenario given.
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The security frameworks which I will be discussing are ISO 27000 and NIST which are both cybersecurity frameworks. ISO 27000 is a framework which focuses on providing high security against potential threats to the network and internal security threats which can be harmful to accessing sensitive data, it is an advantage for any business which sell services online or even just solely have an online presence so there will be many attempts on a business which majority of the attacks will be online and larger the business the more attacks which will be attempted. Also, another advantage of ISO 27000 is because this framework gives organisations reasonable solutions which are affordable for small organisations and the most effective solutions depending on the organisations price budget which is a huge key factor for businesses as small businesses have a smaller budget to than larger businesses.[12]
The NIST framework is a cybersecurity framework which focuses on the most effective practices for managing cybersecurity risks which align with an organisation’s business goals. As the NIST framework would be beneficial to an organisation because it allows the organisation to visually understand the cybersecurity security risks and allow an organisation to put processes which can manage the risks which can occur in the network, this is only possible due to the NIST framework consisting of five different purposes which the framework needs to meet, such as identify, protect, detect, respond and recover and as these functions would be implemented into a network this allows the NIST framework to be optimised for an organisation to have a highly secure network which is not vulnerable to attacks from occurring.[9]
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Firewalls
Firewalls are essential for a network because the purpose of a firewall is to stop any further danger to spread across the network to users on the network and the firewall on the network allows the network to be protected from any network-based threats and attacks. As the firewall consists of routers being screened, as the screening routers are a multipored IP router which sets rules to each IP packets which is incoming, and it decides if the information should be forwarded or not and this can filter the packets which can become a threat to the network. An advantage of firewall is that it monitors network traffic which is being communicated with the network and this can include information outgoing and incoming the firewall is able to filter information incoming if the firewall has been configured to the user’s rules being set and if the information doesn’t meet with the firewall rules, then the information will not go through to the user. Another advantage of a firewall is that it prevents any unauthorised access to any hackers trying to gain access to the network as the firewall can block hackers from gaining access which can led to emails, workstations and data etc being accessed, this can also lead to other problems such as phishing or even emails being sent with a virus attached leading to infect the network with a virus.[1]
VPN
A VPN can be used in a network by users on a network when they’re using the internet, so if an organisation using VPNs on all the workstations can protect specific location of the users on the network and the VPN will provide an IP address for that workstation which is based in a different location. As an advantage of VPN’s is that if someone in the organisation is wanting to send data to a different part of the VPN network all the data will be sent to a gateway and from there the data is processed and encrypted and then sends the data over the internet to the receivers gateway and once it has reached to the receiver the data is decrypted to allow humans to process and understand the data which has been sent over. Another advantage of a VPN is that if you’re on a public network which doesn’t require a password to connect then a VPN is able to create a private IP address for the device to deter you from any on the public networks as if a hacker is to go onto the network they’re able to gain access to the user’s connected by knowing their MAC addresses and IP addresses on the network which can led the hackers gaining access to personal information on the users devices on the public network, but the VPN avoids this by giving a different IP address for the user, so the user will basically go under the radar from the hacker and won’t be seen.[3]
Access controls
Access controls is a main component for an organisation because access control gives authorisation to certain people to access data, resources etc. This can allow the organisation to sort which roles can access data depending on their importance to the organisation and this can allow sensitive data to be accessed by the correct people rather than the incorrect people which may not know how to hold the data as well as less authority to handle sensitive data as if the data were to be leaked it can lead to personal information of employees and customers or even confidential information of the organisation which can cause a bad reputation towards the organisation. Access control requires authentication of the user, and this can give appropriate access to data to users in the organisation once the users have been authenticated. There are different ways to authenticate users in an organisation as one layer of authentication can be logins, such as username and a password also to add a second layer of security can be a 2FA and this can be a generated number sequence which is sent through either phone number or email, and this can make it more difficult for attackers to obtain a phone number or email to receive the 2FA code.[5]
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Physical security in an organisation is important when protecting a network because many incidents can occur which might not be related to online attacks, an example of physical security which can make the network vulnerable is natural disasters or even man-made disasters which happen in real life. An example of physical security being implemented in an organisation would be to use magnetic cards to gain access to rooms which hold servers, offices and etc which can be detrimental to an organisation if the wrong person is able to gain access to these rooms there can be harmful attacks within the organisation and may not be traceable to the culprit. A disadvantage of magnetic cards to accessing doors is that if the magnetic card is lost then anybody can enter the rooms with authorisation and they might not affiliate with the organisation or even have malicious intent due to misunderstandings with the employees.
Another type of physical security which is important for an organisation is traffic control and this means controlling and monitoring traffic which comes in and out and in the physical security terms of this would be to use screened windows to close off as organisations hold sensitive and powerful equipment which holds servers, routers, switches and etc which create and sustain the network and using screened windows allow the rooms to be hidden or even not giving a visual representation to employees which shouldn’t have access to the room, as there is possibilities of employees to have misunderstandings in an organisation which can lead to malicious intent to harm or destroy a network.[11]
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Cryptography is a practice which uses algorithms which are mathematical and there are used to encrypt and decrypt data which is being sent and received across a network and cryptography is used to protect any data which is sensitive such as personal information, financial details etc. As cryptography should be used in an organisation because it protects data as it follows the procedures of confidentiality, integrity and availability. Cryptography has three types of algorithms which can be used depending on the purpose of how the data will be protected. The three different types of algorithms are secret key cryptography, public key cryptography and hash functions. Secret key uses one key in which they’re both used for encryption and decryption, an example of this would be that the sender uses the secret key to encrypt plaintext and then sends the ciphertext to the receiver and then the receiver will use the same key to decrypt the ciphertext to be able to understand the plaintext. Public key cryptography only uses one key for encryption and a private key is used to decrypt the data which has been sent to the receiver and the approach of using public key cryptography is used to secure communication over the internet. The last algorithm which is used in cryptography is hash functions. Hash functions don’t use any keys to encrypt and decrypt data rather it converts data which is being sent into a hash value which is a fixed length of string, hash functions are used to verify the integrity of data and a slight change in the data will result the hash value to be completely different.[7]
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Intrusion detection system (IDS) is a critical tool for organisation to monitor the information systems to which is under the organisation and the intrusion detection system collects information from different devices and sources which are connected to the network. Once the information has been obtained from the devices and network sources the information is analysed to discover any vulnerabilities in the security of the organisation. As there are many advantages and disadvantages with intrusion detection system and some of the advantages which contribute to the security of an intrusion detection system is that intrusion detection systems monitor network traffic in real time, so the intrusion detection system can detect unusual or malicious activity when it happens, and this can allow for problems and weaknesses in the network to be fixed immediately to prevent any further problems to occur in the future or in the present. Another advantage of intrusion detection systems is that the intrusion detection system is placed outside of a firewall meaning when the intrusion detection system detects any unsuspected attacks and the firewall can detect different types of attacks and meaning this can make the security of the network to become more optimised, than just a firewall securing the network. There are also disadvantages of an intrusion detection system as one of them are that when an intrusion detection system is monitoring the network it may read normal activity to become malicious which can cause false alarms, and this can create confusion to administrators of the network and can also waste time and resources to attempt to fix a problem that is usually normal activity to occur in a network. Another disadvantage of intrusion detection systems is that not all security solutions can be solved by using intrusion detection systems as different problems can occur on a network which an intrusion detection system cannot detect such as a physical security vulnerability. [10]
Intrusion Prevention Systems
Intrusion prevent systems is the process of detecting threats and intrusion attempts in the network, with intrusion prevention systems they monitor any packet traffic which detect any malicious activities. The intrusion prevention system can also make actions to prevent any of the attacks from happening meaning before the attack has happened the intrusion presentation system can secure a network prior of an attack happening. The disadvantages of an intrusion prevention system are that they accept any traffic which is being sent to the network, but stop any requests if it appears to threaten the network and this can become a disadvantage because traffic which is malicious can be undetected and may get into the network and the attacks could be deployed meaning the intrusion prevention system will be useless as it can only prevent any attacks from happening before, they happen.[10]
Honeypots
Honeypot is a trap which is set to counteract any attempts which are trying to gain access to information systems which are not authorised, and honeypots usually consists of a computer, data or a website which is part of a network. Honeypots work by tricking the attackers into thinking that they’re intruding a real information system and the attackers will continue with the attack without knowing it is a trap and that all their actions are being monitored, from them being monitored the attackers information will be compromised such as the IP address and also will provide information on the techniques which the attacker used to infiltrate the system and from the information gathered system administrators are able to go to the source of the attack to fix any insecurities to avoid the problem from occurring again. Advantages of honeypots is that honeypots only collect data when an attack is being taken place or whenever someone is interacting with the honeypots and due to this an organisation will shorten the number of logs due to the quality of recorded interactions which the honeypots have recorded and this makes it easier for the organisation to analyse and reflect. Another advantage of honeypots is related to the first advantage is that when honeypots are recorded there will be less false recordings and it is able to record less false recordings because honeypots only record any interaction which is unauthorised in the network. Disadvantages of honeypots is that honeypots only record anything which is being interacted with and this means the honeypot is not a passive device which is able to record activity on other systems and this means honeypots are only useful if you know a system is going to interacted by an attacker and this limit honeypots. Another disadvantage of honeypots is that the risk is high meaning an attacker can use a honeypot to attack other systems which do not have honeypots on the system, but this can depend on the type of honeypots an organisation is using, as a rule of thumb the more complex a honeypot is the greater the risk of an attacker being able to take advantage of the system.[1]
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Organisation structure/chart
The organisation chart which I set up for SwanTech is important for the organisation because every staff department is evenly divided into their own departments meaning each department will have an easier time to communicate with customers due to the correct department which the customer needs, but a disadvantage of the chart which I created was that as the networking department, customer support department and IT technicians department if a problem occurs in which one department needs to communicate to the another they cannot communicate with them directly they would need to speak to the CEO of the organisation to then set up a communication between them and this can cause long delays for problems to be solved. An example of this would be that the customer support department may have an issue with a hardware problem in the workstation then the department they would need to contact would be the IT department but as the customer support department cannot contact them directly they would need to contact the CEO to put both departments in touch to fix the problem. 
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Polices
Policies are essential for any organisation as polices are guidelines and rules which every organisation must follow to ensure that the security of data and systems are safe. So, as in the case scenario given it is a must for SwanTech to ensure that polices are in place to keep sensitive data safe and secure from any attackers and the polices which can be introduced into SwanTech can be a wide range such as access controls for the users in SwanTech and firewalls etc. There is many polices which can be used in SwanTech which is relevant to the scenario which is data security polices and incident response polices this is crucial for SwanTech employees to follow the policies to establish a secure network and to avoid any data leaks. There are also physical polices which are required in the organisation such as employee's authentication when entering either the building or even providing credentials for authentication for the workstations and the employees within SwanTech and doing this will avoid any unauthorised access in which can lead to data leaks in which this is the privacy policy. Another important policy which SwanTech is provided to follow is safety policies which is mainly physical in which can be related to equipment in the network such as workstations, servers, routers and switches etc, the safety policy is important to follow because if employees are not trained or aware of how to use the equipment safely and this can avoid any damages to the equipment, such as misusing the network equipment which can potentially crash a server if it does occur. Another policy which is important for SwanTech to use is technology policies as in the scenario technology is always used to provide customers their services remotely online, so training employees to be familiar with using the email and internet etc effectively and this can also train the employees not to interfere with any personal uses of social media or email etc and this can cause distractions in work in which can lead to procrastination or even delay’s in discovering and fixing vulnerabilities in the organisation’s network.
Conclusion in Policies
In conclusion for policies organisation always must have policies set in place and should be followed by everyone within the organisation as it will always benefit everyone with how smoothly the organisation will operate such as all rules in the organisation will keep the organisation safe and it is especially important that SwanTech follow the policies which are related to the organisations goals and objectives as every organisation policy will be tailored due to their own needs.
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Every organisation is compiled to follow the laws as there are different laws and regulations which organisations need to follow which are general data protection regulation (GDPR) and it is important that organisations need to follow the laws because if SwanTech didn’t follow the laws it can result in large significant fines. The ethics side of compliance is important as it protects the security of the data and includes the privacy of the customers and employees within the organisation. SwanTech must follow GDPR. GPDR is important for SwanTech as this law ensures to include measures to protect personal data and the strategies used to protect this data is encrypting personal data of the customers or employees within the organisation and when these strategies are in place they must be tested to see if the data confidentiality, integrity, availability and resilience, it is important for SwanTech to test and measure how effective the measures are as data breaches can occur or anything related to data being leaked to the public. 
Conclusion in Compliance (Laws and Ethics)
In my conclusion SwanTech need to follow the general data protection regulation law as it will ensure data will be secure from any outsiders which do not have authorised access or even hackers trying to infiltrate a system for personal information, and this avoids any fines or penalties for SwanTech.
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SwanTech need to put in place strategic plans for security as thoroughly developing a plan for either security on a network or even a plan for recovering the safety of a network after an attack has occurred to the network is important. The governance is also a key factor to include as the measures which are used by SwanTech should always be objective depending on what SwanTech want to achieve in the future as an organisation. As planning for the future for SwanTech is crucial due to the fast growth in which was stated in the scenario.[13]
Risk Management
The approach in which I would take related to the scenario would be to identify all the potential threats which can affect SwanTech information systems, an example in the scenario it mentioned that they solely have an online presence to sell their services and due to an online presence personal information from customers are saved onto the database, so a threat which would arise from this would be frequent DDOS attacks to the network or even data leaks which can lead to personal information of customers to be leaked to the public. Also, to enhance the risk management in SwanTech would be to thoroughly train the employees to allow them to identify a problem which could arise in the future and could potentially be exploited and allowing the employees to recognise the problems this can save the organisation from future data breaches. The key takeaway for SwanTech is to identify the assets which need to be protected in top priority of the organisation it can also include with problems which may be minor but can escalate into a bigger problem in the future. [14]
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In conclusion risk management is highly essential for SwanTech because this allows the organisation to put in plans to anticipate for attacks in which SwanTech will always be ready for any attacks or even something minor in the organisation can become a larger problem in the future, so it is important for SwanTech to put risk management plans in place to avoid these problems from occurring in the future affecting the organisations goals and objectives.
Contingencies Planning 
As in the scenario SwanTech is an online organisation which sells their services and provides consultancy services to other organisations and users. A contingency plan is essential for SwanTech due to all their services being online there is a lot of vulnerabilities which can appear on SwanTech network and basically putting a contingency plan in place for the organisation allows SwanTech to find solutions to recover from when an attack has either already occurred or even before the attack has even begun and the contingency plan basically eases the impact when an attack occurs due to a plan being in place to counteract the attack. When SwanTech create a contingency plan, it is key that the plan they choose must be expected to succeed and it is important that the contingency plan is able to identify when an uncertain outcome could threaten an achievement of a goal which the organisation is trying to achieve.[2]
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In my conclusion contingency planning is a very important component for SwanTech to use as it will prepare the organisation for any attacks which have happened or before the attack has happened and this can allow the organisation to have a sense of reassurance if anything does go wrong as they’re able to get back onto their feet if a problem does happen or even ease the impact of an attack which could’ve been more detrimental if a contingency plan was not in place.
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Protection mechanisms in SwanTech is a must as this can improve the security of systems majorly and this can be different aspects of security which can be physical, and security related to online. An example of a type of protection mechanism which should be in place for SwanTech is for the users in the network to have login credentials to access their own account on the network, as having these mechanisms in place identifies users on the network in which protects the data of the employees and to enhance the login credentials SwanTech can put in place a password changes every month or even another protection mechanism which can be put in place related to login credentials would be implementing additional security questions or even a 2FA to enhance the security for the login credentials and to avoid any attempts of unauthorised access. The other protection mechanisms which should implemented in SwanTech should be related to physical security mechanisms such as servers being in a secure room with employees needing key cards to access the server room as the servers are one of the most important components to run a network as it holds all the data which has been recorded on the network, so having that room highly secured with magnetic cards to access the room or even having protection of the server in case of a natural disaster such as fires having water sprinklers can take out the fire, but having water resistant cases over the servers can save the servers from water damage if a natural disaster does occur. Also having backups on the server is important for SwanTech so having a backup every week or even every other day is important in case a natural disaster happens and destroys the servers having back-ups will prevent the loss of data.[6]
Conclusion in Protection Mechanism
My conclusion in protection mechanism in SwanTech is that it is essential that the organisation thoroughly decides which protection mechanisms will ensure a network which is safe and secure for all users as well a workplace in which is safe and secure from any unauthorised access. The protection mechanisms have a wide range especially in the terms of network security as attackers have many methods which they can use to try to gain access to the network.
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