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Name: Michael Andrew Elliott

Student No.: 1809306

Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
The network address cannot be 172.16.2.0/24 as this would not support the sufficient number of total hosts. To be able to have a network with sufficient hosts the network address should be 172.16.2.0/20 which will provide 4096 hosts (212) which are more than enough for the total hosts with the ability to expand if necessary.

Based on the network address 172.16.2.0 the subnets can be calculated as follows:

Subnet A: 16 hosts would be 172.16.2.0/27 which provides 30 hosts.
Subnet B: 2000 hosts would be 172.16.2.0/21 which provides 2046 hosts.
Subnet C: 6 hosts would be 172.16.2.0/29 which provides 6 hosts.
Subnet D: 500 hosts would be 172.16.2.0/23 which provides 510 hosts.
Subnet E: 60 hosts would be 172.16.2.0/26 which provides 62 hosts.
Subnet F: 180 hosts would be 172.16.2.0/24 which provides 254 hosts.
Serial links between routers (2 hosts x 2): would be 172.16.2.0/30 which provides 2 hosts.

To work out the range of addresses for this lab we will start with the largest number of hosts and work down to the lowest number. This will result in the following.

	Subnet
	First IP Address
	Last IP Address

	Subnet B 
	172.16.0.1
	172.16.7.254

	Subnet D
	172.16.8.1
	172.16.9.254

	Subnet F
	172.16.10.1
	172.16.10.254

	Subnet E
	172.16.11.1
	172.16.11.62

	Subnet A
	172.16.11.65
	172.16.11.94

	Subnet C
	172.16.11.97
	172.16.11.102

	R1/R2
	172.16.11.105
	172.16.11.106

	R2/R3
	172.16.11.109
	172.16.11.110
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.11.64
	255.255.255.24
	172.16.11.65
	172.16.11.94
	172.16.11.95

	B
	172.16.0.0
	255.255.248.0
	172.16.0.1
	172.16.7.254
	172.16.7.255

	C
	172.16.11.96
	255.255.255.248
	172.16.11.97
	172.16.11.102
	172.16.11.103

	D
	172.16.8.0
	255.255.255.254
	172.16.8.1
	172.16.9.254
	172.16.9.255

	E
	172.16.11.0
	255.255.255.192
	172.16.11.1
	172.16.11.62
	172.16.11.63

	F
	172.16.10.0
	255.255.255.0
	172.16.10.1
	172.16.10.254
	172.16.10.255

	R1/R2
	172.16.11.104
	255.255.255.252
	172.16.11.105
	172.16.11.106
	172.16.11.107

	R2/R3
	172.16.11.108
	255.255.255.252
	172.16.11.109
	172.16.11.110
	172.16.11.111

	
	
	
	
	
	



Report on Features of IPv6
IPv6 was developed by the Internet Engineering Task Force (IETF) due to the limitations of IPv4 being able to sustain the growth of devices using the Internet. The IPv4 network protocol uses the 32-bit addressing scheme and extended this to 128 bits giving the number of addresses from 232 to 2128 which is a huge number and this should sustain an infinite number of devices[1].
Instead of using 32 bits of 4 octets IPv6 uses 128 bits without the use of octets and uses hexadecimal rather than binary. IPv6 addresses are written as the example below.
2001:0db8:85a3:0000:0000:8a2e:0370:7334
Instead of using a dot (.) to separator IPV6 uses a colon (:), each grouping between each colon is termed a quartet or hextet and is a hexadecimal number between 0000 and ffff. Groups within the IPv6 addresses can also be simplified using various techniques[2].
Where a group of addresses contain all zeros, these can be shortened to include just one zero. Using the example above 
2001:0db8:85a3:0:0:8a2e:0370:7334
The address above can be shortened even further by removing leading zeros in an address, therefore the address above would become.
2001:db8:85a3:0:0:8a2e:370:7334
Where there is one or more consecutive groups containing zeros these can be shortened further using consecutive colons. Using the example above this would be represented as follows
2001:db8:85a3::8a2e:370:7334
Furthermore, IPv6 uses a similar naming convention to the Classless Internet Domain Routing (CIDR) in IPv4. A typical IP address in IPv6 written with a prefix length is represented as follows.
2001::cf:0:bb98:1234/64
The prefix of 64 informs that the network prefix is 64 bits.
IPv6 addresses are usually split in to two 64-bit sections. The first 64 bits is the network prefix which are broken down into the global routing prefix and the Subnet ID (. The second 64 bits being the user address which is called the interface ID[1].
Within IPv6 there are reserved addresses this includes the unspecified address which is never assigned to any node as it is indicating the absence of an address. The address that uses all fs (the equivalent of all ones in IPv4) can also not be used written as The address is written as 0:0:0:0:0:0:0:0. The loopback address is represented as 0:0:0:0:0:0:0:1.
IPv6 has different types of addressing schemes, this includes unicast, multiclass and anyclass addresses[3].
Unicast Addresses
The unicast address is the most common type of address that can be assigned to one network interface. The unicast address identifies one individual interface on a network and can be used for one device to communicate with another device in the network. 
There are five different types of unicast addresses which includes global unicast addresses, link-local addresses, site-local addresses, unique local addresses and special addresses (as described above).
Global unicast addresses are the same as public IPv4 addresses and are unique and can only be assigned once to devices on the Internet. Link-local addresses are used to communicate with other devices on the same network and must be unique to a device on the individual network. Link in IPv6 is a term to describe a subnet. Link-local addresses cannot be routed to the public network. Unique-local addresses are similar to link-local addresses but can only be used on devices that never need to or access from another network.
Multicast Addresses
IPv6 replaces the need for broadcast addresses with the multicast addressing scheme. A multicast address is a set of reserved addresses which are designed to go to only to certain systems. Reserved ranges can be used for certain applications such as the Network Time Protocol (NTP) used for time information. Within a multicast network every device sees the multicast frame but only the device set up to process the frame will process it.
Anycast Addresses
Anycast addresses are similar to a multicast addresses and can be assigned to multiple network devices. An anycast address has to be assigned to a router and cannot be used as a source address. The most common use for anycast addresses is in DNS.


IPv6 provides a more efficient way of routing, routing tables in IPv6 have which have a much smaller footprint which in turn enables faster routing[1]. IPv6 makes better use of route aggregation than IPv4. This aggregation is a way of combining multiple specific routes and shortening them into a single common route. Under this method network layer addresses are arranged into a hierarchical manner with Internet service providers being a assigned a contiguous block of IP addresses. This method also enables the entire IPv6 network to change IP addresses on-the fly so to keep aggregation working.
Security within IPv6 is also improved, which is achieved by providing the option for the Internet Protocol Security (IPsec) protocol to be applied within a network structure. If IPsec is applied to a given network then every packet sent over that network is encrypted[1].
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