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The Importance of Cyber Security: Developing a Zero Trust Security Framework for Vigilant Trust & Asset Management (VTAM)

[bookmark: _Toc216462945]ABSTRACT
This report presents a comprehensive cybersecurity framework for Vigilant Trust & Asset Management (VTAM), a medium-sized financial services firm that recently faced phishing and ransomware attempts. The company’s board has requested a modern, resilient security approach to protect operations, client data, and financial integrity.
The framework proposed here combines the principles of Zero Trust Architecture with the NIST Cybersecurity Framework[1] (CSF) and ISO 27001 standards [2] . It identifies VTAM’s main threats, analyses the weaknesses behind previous incidents, and outlines realistic mitigation, monitoring, and awareness measures.
The proposed solution uses simulation and analysis tools such as Cisco Packet Tracer [3]and Wireshark [4][5]to test network behaviour and defensive controls. It aims to provide an affordable, practical security structure suitable for hybrid operations across cloud and on-premises systems. [6]

[bookmark: _Toc216462946]1. Introduction
Vigilant Trust & Asset Management (VTAM) operates within a heavily regulated financial sector, where confidentiality, trust, and uninterrupted service are vital. Over the past year, the firm has been targeted by multiple cyber incidents — notably, a phishing campaign that bypassed email filtering systems and an attempted ransomware infection through a malicious attachment.[7]
Although operations were restored quickly, the events revealed several weak points in VTAM’s network design, user awareness, and access control. With the firm’s shift towards hybrid work, remote connectivity, and cloud storage, its attack surface has expanded significantly.
Recent developments such as AI-driven phishing, “vishing” (voice phishing), and Ransomware-as-a-Service (RaaS) have made cybercrime more accessible [8]to non-technical attackers. To keep pace, VTAM requires a modern, adaptive framework built on Zero Trust principles [9][10] , ensuring that no user or device is automatically trusted and that all access is verified continuously.
Before implementing such a framework, it is crucial to understand the networking fundamentals that support secure communication and control.

[bookmark: _Toc216462947]2. Networking Fundamentals in Context
[bookmark: _Toc216462948]Cybersecurity begins with a solid understanding of how data moves within and beyond the company’s infrastructure. At VTAM, most services follow a client–server model [11] , where employees’ devices (clients) send requests to central servers that manage applications and databases. This structure is easier to secure than peer-to-peer systems, as data flows can be monitored through controlled gateways.
The physical layer consists of switches, routers, and access points connected via Ethernet cables and secure wireless networks. Switches deliver packets directly to their destinations, while routers manage traffic between the internal network and the Internet. Each device has a specific role: routers direct communication, switches organise data traffic, and firewalls act as barriers between trusted and untrusted zones.
At a logical level, VTAM relies on the TCP/IP model, which defines how data is divided, transmitted, and reassembled. TCP ensures reliable delivery by confirming receipt, while IP assigns unique addresses so devices can identify one another.
Several key protocols ensure smooth and secure communication:
· HTTP/HTTPS: Enables web access; HTTPS encrypts data for privacy.
· DNS: Converts human-readable domain names into IP addresses.
· DHCP: Automatically assigns IP addresses to devices joining the network.
In practice, these components interact through physical and logical layers — all of which must be protected. Using Cisco Packet Tracer, VTAM’s IT team can simulate data transfers, test segmentation policies, and observe how devices respond to simulated threats. This understanding forms the base of the Zero Trust design.
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The threat landscape facing financial institutions has evolved rapidly. The following are the main categories currently affecting VTAM and similar firms:
· Phishing and Social Engineering: Attackers use convincing, AI-generated emails or calls to steal login details.
· Ransomware-as-a-Service (RaaS): Malware rented out by criminal groups enables even inexperienced users to launch attacks.
· Supply Chain Attacks: Breaches through third-party software updates, such as the SolarWinds compromise, highlight dependency risks.
· Insider Threats: Employees or contractors may intentionally or accidentally leak data.
· Cloud Misconfigurations: Poorly secured SaaS environments can expose sensitive client information.
· Network Exploits: Inadequate segmentation allows attackers to move laterally once inside the network.
These threats expose the limitations of traditional “perimeter-only” security, where once inside, users and devices are trusted. A Zero Trust model, supported by segmentation, continuous verification, and identity control, addresses these issues directly.

[bookmark: _Toc216462950]4. Modern Security Policies (Zero Trust, NIST CSF, ISO 27001)
To strengthen VTAM’s resilience, the security framework integrates Zero Trust with NIST’s five core functions — Identify, Protect, Detect, Respond, and Recover — ensuring security remains an ongoing process rather than a one-time project.
[bookmark: _Toc216462951]4.1 Identity and Access Management (IAM)
To strengthen VTAM’s resilience, the security framework integrates Zero Trust with NIST’s five core functions — Identify, Protect, Detect, Respond, and Recover — ensuring security remains an ongoing process rather than a one-time project.
4.1 Identity and Access Management (IAM)
Every user, device, and application must be authenticated and authorised before accessing resources. Implementing Multi-Factor Authentication (MFA) and role-based access control (RBAC) ensures that even verified users can only access what their job requires.
4.2 Network Segmentation and Least Privilege
The network should be divided into segmented zones (for example, HR, Finance, and Client Services), isolated through VLANs and firewalls. Least privilege principles reduce internal risks, ensuring employees only see data relevant to their tasks.
4.3 Data Protection and Encryption
Sensitive financial data must be encrypted both in transit and at rest, using AES-256 and TLS 1.3 standards. Data Loss Prevention (DLP) systems can prevent unauthorised transfers via email or removable media.
4.4 Patch Management and Secure Configuration
The SolarWinds incident demonstrated how outdated systems can create vulnerabilities. Automated patch management and system hardening tools ensure software stays updated and misconfigurations are minimised.
4.5 Vendor and Cloud Security
VTAM’s third-party providers should meet ISO 27001 compliance. All vendor contracts must include clear expectations around security audits and incident disclosure.
Figure 1. Zero Trust Network Layout – created using Cisco Packet Tracer, showing segmented zones, user authentication points, and secure data flow
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In this scenario, an employee is authorized to work both remotely and from the company office. Before arriving at work, the employee decides to start preparing tasks from home using a business-configured laptop that already includes the OSI-based network setup.
However, due to limited cybersecurity knowledge, the employee connects to a public Wi-Fi network without understanding the potential risks. This exposes the connection to trackers and unauthorized interception, as the data transmitted may not be encrypted.


To ensure safe access, the employee should use a VPN (Virtual Private Network), which hides the IP address and encrypts traffic between the laptop and the company’s internal systems. Even when using networks that appear legitimate — such as those asking for registration through a portal with email and password (often managed via Cloudflare or captive firewalls) — the connection remains vulnerable if additional security layers are not in place.
[image: A diagram of a network

AI-generated content may be incorrect.]
      This example highlights the importance of secure authentication, encrypted tunnels, and Zero Trust verification, even for routine tasks performed outside the corporate perimeter.

[bookmark: _Toc216462952]5. Technical and Administrative Mitigation Measures
[bookmark: _Toc216462953]5.1 Technical Controls
· Firewalls & IDS: Regulate data traffic between network zones and detect intrusions.
· Endpoint Detection & Response (EDR): Monitors and isolates compromised endpoints.
· SIEM (Security Information and Event Management): Collects and correlates logs across servers, routers, and applications for real-time alerts.
· Network Access Control (NAC): Blocks non-compliant or unauthorised devices.
· Encryption & VPNs: Enforce secure remote connections for hybrid workers.
[bookmark: _Toc216462954]5.2 Administrative Controls
· Policy Framework: Clear guidance on acceptable use, password management, and reporting.
· Incident Response Plan: Defines detection, containment, eradication, and recovery steps.
· Risk Assessments: Regular reviews based on NIST standards to prioritise mitigation.
Figure 2. An illustration how system logs are collected, correlated, and analysed for early detection of anomalies, followed by automated alerts and human validation for incident response: [image: ]
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Continuous monitoring is at the heart of Zero Trust. VTAM should maintain a 24/7 Security Operations Centre (SOC) or outsource this service.
The SIEM platform aggregates data from endpoints, firewalls, and cloud services, allowing analysts to detect anomalies early.
Incident Response Phases:
Detection & Alerting – SIEM flags suspicious behaviour.
Containment – The affected system is quarantined.
Eradication – Malware is removed and vulnerabilities patched.
Recovery – Systems restored and monitored for residual activity.
Review – Lessons learned feed into improved policies.
Figure 3. Incident Response Cycle – created in PowerPoint, visualising the five phases from detection to post-incident learning: [image: ]
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Even the strongest technology can fail if users are untrained. A major cause of breaches remains human error — usually a misplaced click or ignored alert.
To combat this, VTAM should run an ongoing awareness initiative:
Simulated phishing exercises each quarter.
Short, engaging video briefings for staff.
Certification-based technical training (e.g., CompTIA Security+).
Policy refreshes sessions during onboarding and annually. Such measures encourage a culture of vigilance, where employees actively contribute to the organisation’s cybersecurity posture.

Figure 4. Training and Awareness Dashboard – designed in PowerPoint, showing participation rates, test scores, and progress tracking. [image: ] As shown in Figure 4, the goal is to transform employees from potential vulnerabilities into active defenders through education and engagement.
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This report has outlined a practical and forward-looking cybersecurity strategy for VTAM. By combining network fundamentals, Zero Trust architecture, and continuous monitoring, the firm can move from a reactive to a proactive security stance.
The integration of NIST CSF and ISO 27001 ensures compliance and repeatability, while simulation tools such as Cisco Packet Tracer and Wireshark enable ongoing improvement.
Investing in MFA, SIEM, encryption, and employee training not only reduces downtime but also strengthens client confidence — an essential outcome in the financial sector.
Ultimately, cybersecurity is not a destination but a continual process of learning, testing, and improving. VTAM’s success will depend on how consistently it reviews and evolves its defences in response to an ever-changing digital landscape.
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