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[bookmark: _Toc532836498]Introduction:
[bookmark: _GoBack]According to the cisco report, data creating by the devices of information technology is in an alarming rate which moves from Terabytes to Zettabytes in recent years. [1] The concern of hosting these devices make possible to build data centre. Data centre organises the host computing technology by the resources it provides to public in a centralized networking place. The resources and services are provided via the internet, private network or over the wide-area network (WAN) in a business centre, an enterprise, branch office of a campus building and from different location remotely.  Therefore, it is crucial role of data centre network architecture to ensure the network resources running around the clock (24/7). [2] The data centre resources include storage hardware, server, cables, racks and including security elements such as firewalls, load balancer etc. which all are configured for services to millions of customers. Thus, A data centre operates a large scale of data in computing technology to manage, store, collect and share date for the business organization. [3] The report focuses on developing a centralized information technology for the management of UWTSD combined from TSD and SMU with software and device running in day to day operation. 
[bookmark: _Toc532836499]Case information briefing:
The Information technological operation of newly formed UWTSD from merger campus TSD and SMU determined to centralize the IT management system. As for University requirement to build a data centre to control the IT operation and equipment to manage and keep the ICT infrastructure and its resources. In this report, author designs a data centre to support the UWTSD IT operation which focuses mainly on scalability, performance, fault-tolerance, security, energy usage and management in detailed and finalised by conclusion.

[bookmark: _Toc532836500]Schematic Overview of UWTSD IT system:
The data centre topology design is implemented for considering information technological management system of merger newly formed UWTSD campus to connect both TSD and SMU campus remotely via internet access. In this design, Data centre technological operation centralize the networking system of SMU and TSD campus into newly formed UWTSD IT system which will establish more manageable, secure and reliable resources from potential security threats and vulnerabilities to information system. The data centre tropology is designed in accordance with the cisco collapsed core (Two-tier) internetworking model attached below.
[image: Data center.PNG]

The above topological model is preferred for its networking performance, availability, scalability, resiliency, maintenance and to reduce network cost. The collapsed core refers to a design when the functions of distribution layer and core layer are established by a single device. The distribution and core layers are collapsed in the tropology into multilayer switches by implementing similar benefit of sustainable Three-tier model. [4] The tropology explained into four section logically and technically which includes TSD campus. SMU campus, Internet server farm and Internet service provider (ISP).
[bookmark: _Toc532836501]Data centre Network design:
The diagram of newly formed UWTSD data centre design is built in two-tier architecture in which includes access layer 2 switches and aggregation layer multiplayer switches. This type of design has been widely used for its popularity in collapsed server connectivity, maximum density of layer 3 switch which provides both switching and routing functionalities to interconnect in access switches and various servers’ VLAN. The benefit to prefer such model are due to high performance in network, security, scalability, simplicity and fault tolerance. [5]
[bookmark: _Toc532836502]SMU & TSD campus:
TSD, a merger of UWTSD network connected with SMU campus remotely although two campus located in different area but share same database each other by using private internet connection. TSD and SMU campus links in secure connection by multilayer switches, router and several host devices. Each campus network also includes two multilayer-switches for security and redundancy into a hub device which connects to host devices such as printer, laptop, computer. To protect the campus network over public, such designs are set up for any unauthorized access and authorized access for staff, student and shared resources such as online library, student journals etc.
[bookmark: _Toc532836503]Server Rooms:
Servers are computer program to manage centralized resources in the network. In the tropology design server rooms contain full of necessary servers for different services of UWTSD data centre, the server including application server, database server, file server and web server.  Data centre servers controls all computing data and information resources of merger campus of UWTSD safe virtually as well as physically. There are various mechanisms for hosting connectivity to provide service over the internet in the data centre such as cabling, energy supply and maintenances. Additional servers are attached with each primary server to avoid interruption during the services which ensures continuous services in case of any server failure redirect to alternative service in a glimpse of light. 

[bookmark: _Toc532836504]Load Balancing:
Cloud computing data centre contains hundreds of thousands of servers providing huge service such as high-performance computing, big data application and web services. To achieve guaranteed required performance and efficient resource utilization into such services, load balancing is the key to overcome these network traffic in data centre. [6] Load balancing is a system to distribute network traffic around all available resources. As demand of resource increases when more clients connect to server, it is required to scale up the server resources and server load balancing solution implemented to distribute the load across the servers. server load balancing refers to spreading the network workload of a hosting application among the servers. A device named load balancer, functions the load-balancing. The load-balancer analyses the information which receives from the client request. The device performs functioning base on load-balancing algorithm and divides load correctly among the servers. There are two types of load balancing done which are for server-to-server and client-to-server traffic. [7]
In the topology, client request of host connection is forwarded from multilayer switches through a load-balancer. Any request comes from server are sent to the client and response back to host request via load-balancer device. The device also monitors the outbound and inbound server traffic joins to the switches. [8] 

[bookmark: _Toc532836505]Scalability and cost efficiency:
One of the most influential challenging of a data centre network design is scalability and cost. The design of the network plays an important role in the ability to scale up and down depending on the business requirements. Scalability defines into the capacity to kepp rapid growth in the number of hosted devices and in its performance in the data centre and the quality of services, the amount which are offered. Higher performance is required in traffic patterns of very short-term changes to avoid packet loss and plan implies longer-term trends mapping growth to the capacity of data centre. Scalability on hosted device is important to leverage the cost of resources by adding more ports for routers, servers, switches and other service device seamlessly. Higher density refers to slot density which determines the slots growth ultimately of the system. [9] The newly formed UWTSD could increase more campus due to continuous growth and network scalability is only solution to cope with uninterrupted ongoing services for student, staff and management. A cost effective and scalable design of the data centre brings the possibility of potential expansion of UWTSD.
[bookmark: _Toc532836506]Availability and sustainability:
High availability means to the components and systems of the data centre which offers standby operation continuously over the year. High availability is determined, and all possible failures are predictable into full redundant architecture. Each potential component’s failure implies in predetermined failover as well as fallback time. The acceptable failover limit is considered the worst-case scenario in the failure condition and in the application availability viewpoint. [12] Moreover, hardware and software system are equipped with various redundant components that are required to maintain and taste regularly to make sure standby operation of UWTSD network. 

[bookmark: _Toc532836507]High performance and flexibility:

Data centre network (DCN) is built in complex infrastructure to provide services like emailing, web search, online marketing, stock exchange, banking and other e-commerce business for big data processing and cloud services. The big challenge comes over the past decade in such tree-based network on high performance and flexibility in the data centre network. There are data-sensitive as well as time-sensitive applications running which take up high bandwidth such as Hadoop, MapReduce and video steaming (YouTube, Netflix) process huge amount of date and time-sensitive application such as web search, advertising, online shopping consumes less downstream bandwidth data processing, all are required high performance in data centre. On the other hand, a flexible data centre design offers new services to accommodate without redesigning the architecture or any big changes for maintenance outside the normal periods. A modular design is the characteristics of flexibility approach which is simple to add more modules at UWTSD data centre. [12]

[bookmark: _Toc532836508]Security:
The key concern of business organisation is to protect the enterprise’s data and information from vulnerability and security threat. All information of the enterprise is preserved in the data centre therefore cloud service provider deploys strong security devices such as firewalls, IDS, IPSec etc to control secured access at the database network.  The impact of data centre means of losing data and application conduct the dramatic catastrophe to an organisation. Data centre offers services of storing large amount of data containing files, applications, documents and other important contents which influence attacker to target a scope for hacking, attacking and stealing. The statistic of computer security institute studied (1988-2002) that denial of service (DoS) attack, the data loss, stealing confidential information, hacking, data alteration, virus and malware infects are the most frequential cyber-attack and security threat in data centre network. [10] The security of UWTSD data centre is considered to be physical and virtual/network threat. It is important to implement security system in the data system to avoid exploitation of data from all site and keep anti-virus, internet security, secure software, firewall and application up-to-date updated to filter any potential threat.  Proper maintenance, hosting, powering, switching, backing-up and redundant servers of failure should adequately be provisioned in case of incident. 


[bookmark: _Toc532836509]Fault Tolerance:

The data centre network must be designed in a manner of recovering automatically in case of any failure and continue adequate performance during the presence of failure. Fault tolerance is a computing system of which built in capacity and capability of network system to continue its operation to preserve input/output execution in correct manner in the situation of operational faults or circuit interruption. Redundant links are deployed at the hardware level to ensure connectivity in the event of hardware failure. Routing algorithms at the hardware make use of redundancy to recover communication failure. Replication techniques are used for redundancy at the application level from exploiting the underlying approaches. [11] The UWTSD data centre will use redundancy hardware solution to prevent network failures by deploying multi-port network interface cards (NIC) which provides active standby ports automatically in case of active port failed. A software will look up any failure during the network execution and recover the failure with alternative path.
[bookmark: _Toc532836510]Energy usage and Management:

The data centre growth is flowing continuously in recent years of which power consumption puts huge impacts on environments and sustainable nature. Researchers are looking for effective solutions to reduce power consumption with desired service level and keeping quality of service objectives at the data centre. It was estimated that 61 billion kilowatt-hours electricity consumed in 2006 that cost $4.5 billion in US data centre as well as expected double in the following years. Due to such power consumption, global warming is threating human life, depletion of fossil fuels and rising energy cost. [13] Furthermore, individual data centre powering cost increases significantly. There are two ways to consume energy which are by IT equipment like storage, servers, networking cables, switches, routers and by infrastructure services like cooling system, power conditioning systems.  UWTSD data centre are well equipped with such energy consumption system.

[bookmark: _Toc532836511]Usage of renewable sources of energy:

Power consumption at data centre increases high demand in energy which needs to improve environmentally friendly to implement into three possible ways; increasing energy efficiency, distributed renewable power and utilization rates. [14] Multinational companies like Google, Amazon, Microsoft contribute towards sustainable and reliable data centre by using renewable energy sources as well as they invest a lot of money on green power generation. Wind turbines produces energy by converting wind into electricity power and Photovoltaic solar panels produces energy from sunlight converting into electricity power, are the most widely used in green power source architecture in data centre environment. In the last decade, Amazon is producing power from wind farm since 2016 and backup 40% of its energy usage. Renewable sources are challenging due to unconditional weather for example, availability of wind for solar energy and photovoltaic (PV) solar energy cannot be produced at night time. Moreover, renewable energy relies on geographical area and weather condition. [15] UWTSD data centre plans to invest producing renewable energy considering in environment and location. 

[bookmark: _Toc532836512]Green Data centre:
Green computing architecture is a mechanism of energy system to use computer resources without harming ecosystem. Nature is the source of generating abundant and cheap electricity for data centre. For instance, Western Massachusetts climate has sustainable temperature of -3c in winter and 23c in summer. The cool climate can be used to deploy cooling station located in cold area which could reduce energy power for cooling generation -facebook built its data centre in Sweden for cold weather. [16] The green computing system is a practice of designing, manufacturing and utilizing computers, storage, servers with least impact or no harm on environment. SMU and TSD campus should cope with green technology by renting pay-as-you-go energy usage and transmit data accordingly. 


[bookmark: _Toc532836513]Risk Management: 

Risk management refers to a status of possible network vulnerability that could exploits performance of computer system and violet the reliability of computer network at the data centre. UWTSD should be aware of monitoring any possible network vulnerability and instant solution to avoid any loss. The data centre of UWTSD has equipped with firewall and high security device and software to monitor the network threads on the multilayer switches. On the other hand, cisco network service offers standard auditing and provides secured network equipment to implement reliable performance. 

[bookmark: _Toc532836514]Conclusion:
To summarise the report, the management and information technology of UWTSD to merge the two campus TSD & SMU is centralized by data centre network architecture. The data centre design and technology for UWTSD showed a network topology that discussed in this report including primary mechanism of data centre are; network availability, load balancing, reliability, scalability, security, performance, fault tolerance, risk management and energy usage.  The information technology of UWTSD can manage and establish ICT infrastructure in the data centre design.
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