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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


[bookmark: _Toc26732242]Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
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Internet protocol version 6 came about due to the imminent depletion of IP addresses in the IPv4 scheme. Appendix 1 taken from ripe.net shows the dwindling numbers of IPv4 addresses available. IPv6 was developed in 1997 by IETF (Internet Engineering Task Force).

[bookmark: _Toc26732244]Running out of addresses.

IPv4 has a theoretical maximum of around 4.2 billion addresses. Every device connected to the internet requires an address. With exponential growth of devices connected there is now a need to increase the amount of addresses. This is one of the main reasons IPv6 has been created. IPv6 theoretical maximum number of addresses is 3.4x1038 addresses – a very large number. 
The reason for this is the number of bits that the address is made up of. IPv4 contains 32 bits or 4 octets of dotted decimal, whereas IPv6 contains 128 bits or 8 blocks of hexadecimal numbers.

No More Network Address Translation?

With IPv6 there are enough available addresses for every device to have its own public facing IP address. NAT was developed for IPv4 to conserve the amount of IP addresses; it allows multiple devices on a private network to connect to the internet with 1 public IPv4 address. With IPv6 end to end connectivity means that each device communicates directly with each other without a device having to modify the IP header first. NAT is possible with IPv6 which is discussed further below.


[bookmark: _Toc26732245]How is it written.

An example of a IPv6 address is 2001:0000:9d38:6ab8:1c48:3a1c:a85a:b1c2. This represents 128bits of either 1’s or 0’s in a hexadecimal format. 

[bookmark: _Toc26732246]Breaking it down.

An IPv6 address is made up of 2 parts. A Network part and a Node part each containing 64 bits. First part is used for routing where as the second part identifies the node or device. The node is derived from the mac address using IEEE unique identifier. 

The 64 bits of the network part can be further broken down into 48 bits of Global network address and 16bits for subnet.
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Similar to IPv4, IPv6 has non routable addresses and non-Internet routable addresses, these are called Link Local and Unique Local addresses.
IPv6 Link local addresses are similar to the IPv4 169.254.0.0 addresses. Normally a 169.254.x.x address is allocated to a device when no DHCP is present on the network. In IPv6 these addresses start with fe80:. These addresses are present on all devices supporting IPv6. 
A Unique local on the other hand is an address which is able to route on an internal network however isn’t able to route out onto the internet directly. These are similar to the IPv4 private address ranges 10.0.0.0/16, 172.16.0.0/12 and 192.168.0.0/16. [1]

[bookmark: _Toc26732247]Shortening Techniques.

128 bits IPv6 address is not an easy number to remember and thankfully there are shortening techniques. 

If we use the example address of 2001:0000:140f:0000:0000:0000:875A:1323.

Any repeating string of 0’s can be omitted once, using 2 colons, so the above can be shortened to 2001:0000:140f::875a:1323. The device will fill in the empty space with 0’s until it has 128 bits. 

The example above can be further shortened by removing leading 0’s from a block of 4x 0’s., so the above now becomes.

2001:0:140f::875A:1323

We can see from the above that we first removed a string of 0’s – which can only be done once. Followed by removing any leading 0’s and a block of 4x 0’s becomes 1x 0. 

[bookmark: _Toc26732248]IPv6 NAT.

In theory with IPv6, every device can have a public facing/routable IP address which negates the need for NAT (Network address translation). However for control and potentially security not allowing all device direct internet connection can be set via the network administrator and thus creating a NAT – a number of device behind a routable address such as a firewall/router.

[bookmark: _Toc26732249]Security

There are arguments for and against stating that IPv6 is more secure that IPv4. DeNardis [2] explores the claim of IPSec which is included with IPv6 providing better security that IPv4. The article mentions that IPv6 is mandated to include IPSec however, IPsec is often implemented with IPv4 and that it’s not IPv6 protocol that improves the security but the inclusion of IPSec.

With every device having a unique address Menezes quotes Gruia [3] who says that currently with IPv4 it’s easy to impersonate another IP host and access secure resources, were as with IPv6 it is easier for a ‘server’ to determine the data/packets origin and therefore preventing malicious users.

NAT = Security
With every IPv6 device having a public routable address does this make it less secure than IPv4 with NAT? NAT was never designed to be used for security, with IPv6 more emphasis is put onto correctly implemented and maintained firewalls which should also be done with IPv4 even if a NAT is used. [4]

Summary

IPv6 offers many improved features and benefits over IPv4, however it seems many companies are holding onto IPv4. Whether this is due to a lack of knowledge or because they aren’t being forced to use IPv6 yet. Full IPv6 implementation will happen sooner rather than later due to the shortages of IPv4 addresses and the exponential growth of devices now connecting to the Internet. 
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Appendix 1

Graph from Ripe.net showing the rapid depletion of IPv4 addresses globally. (https://www.ripe.net/manage-ips-and-asns/ipv4/ipv4-pool)
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NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B – 2000 hosts
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.7.254
	172.16.7.255

	D – 500 Hosts
	172.16.8.0/23
	255.255.254.0
	172.16.8.1
	172.16.9.254
	172.16.9.255

	F – 180 hosts 
	172.16.10.0/24
	255.255.255.0
	172.16.10.1
	172.16.10.254
	172.16.10.255

	E – 60 Hosts
	172.16.11.0/26
	255.255.255.192
	172.16.11.1
	172.16.11.62
	172.16.11.63

	A – 16 Hosts
	172.16.11.64/27
	255.255.255.224
	172.16.11.65
	172.16.11.94
	172.16.11.95

	C – 6 Hosts
	172.16.11.96/29
	255.255.255.248
	172.16.11.97
	172.16.11.102
	172.16.11.103

	R1-R2
	172.16.11.104/30
	255.255.255.252
	172.16.11.105
	172.16.11.106
	172.16.11.107

	R2-R3
	172.16.11.108/30
	255.255.255.252
	172.16.11.109
	172.16.11.110
	172.16.11.111
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The different layers in the graph represent the following:

« In dark blue (bottom layer), you can see the status of 185.0.0.0 (the last /8) which
is available for allocation.

« In light blue (middle layer), you can see the other available addresses we have in
our pool. This category includes addresses received from IANA's Recovered IPv4
Pool. It also includes previously allocated or assigned address space that was
returned by resource holders in our service region (e.g., when an LIR closes
down) which are then added to the available address pool after a quarantine
period.

o Invery dark blue (top layer), you can see the address space that is currently
reserved. Included in this category is a /13 for temporary assignments, a /15 for
assignments to IXPs. This also includes recovered address ranges still in
quarantine.
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