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Introduction
As technology has progressed, human beings have found exciting ways to implement it into almost every aspect of life, especially healthcare. One of the reasons for these technological changes is that healthcare sectors worldwide face a rising population, low death rates, and numerous new health conditions appearing. Moreover, those from the older generations have experienced significant modifications to the process of accessing medical assistance at our local GP surgeries. GP’s surgeries have come a long way from using an analogue system to integrating technological methods into their practice. However, it has been debated whether technology’s influence has had a more positive or negative effect on GP surgeries overall. Throughout this essay, one will be looking at the changes in technology’s legal, ethical and security aspects within GP surgeries. In addition to exploring some of the significant contributions’ technology has provided.

General Technological Adjustments
Over 95% of GP surgeries in the UK are currently storing patients’ information electronically. Medical professionals have played a crucial role in developing and implementing the UK’s national electronic medical record system. With this level of accessibility, it is interesting that fewer patients (18.7%) were aware they could access medical records online, an increase of 3.3 percentage points compared with 2019 (15.4%) (GP Patient Survey, 2020). Technological innovations arguably have improved time management and structure to GP Surgeries. Traditionally consultations took place face to face at various places; according to Dr Purvis based in Hull, they expressed that in the 80s, their schedules were varied. For example, they could have appointments every five minutes in the afternoon or evening, sit and wait all morning and be on call at night. Whilst other times could see 100 patients back-to-back in a day. Technology has enabled GP Surgeries to consult with patients remotely, especially during the Covid 19 pandemic. With remote access, patients with chronic illnesses can have their routine checks carried out at home, which could cut down on the number of times ill patients have to travel to a clinic (Liddell, et al.,2008).  Nevertheless, it should be considered that not everyone has internet access and are unable to use the system.  
[bookmark: _Hlk71579376]Furthermore, the electronic appointment booking service called “Choose and Book” has allowed more freedom and provided an excellent work balance for GP Surgeries (Liddell, et al.,2008). GP Surgeries now have a range of hospitals, appointment dates and times they can choose from. Currently, around 97% of GP surgeries use Choose and Book to make referrals, and approximately 40% of all referrals to specialist care go through the Choose and Book system. (Liddell, et al.,2008).  In addition, almost half of patients (48.3%) were aware they could book appointments online, an increase of 4.2% compared with 2019 (44.1%) (GP Patient Survey, 2020).
The usual open hours for GP Surgeries are 8 am -6 pm, and in the past, prescriptions given by the GP need to be collected from the reception and then taken to the chemist. However, this is not conducive for those who work 9-5 and travel at least an hour back home. Furthermore, the out-of-hours period from 6.30 pm to 8 am on weekdays and all day at weekends and bank holidays are only for emergencies. The Electronic Prescription Service (EPS) was created to combat this issue; it helps dispense and reimburse prescriptions. Initially, this has been a prolonged process, where only 10% of prescriptions were sent through EPS, and the EPS is dispensing only 2% in 2008 (Liddell, et al.,2008). However, the GP Patient Survey 2020 conducted demonstrated that more than two in five patients (43.7%) was aware they could order repeat prescriptions online, increasing 3.0% than 2019 (40.6%) (GP Patient Survey, 2020). 
Moreover, technology allows patients to manage and be more vigilant about their health. Patients have access to general information about medical conditions, which could be relieved through holistic self-treatment and self-care.  With the rapid evolution of technology, it has been stated that innovations such as Wi-Fi scales, blood pressures cuffs, the google contact lens (that monitors glucose levels), to even the propeller inhaler could transform the way respiratory conditions are treated (Young, 2016).
On the other hand, patients may become too independent with their health and no longer feel the need to seek professional advice. Patients may have digital health kits, where doctors act as advisors and navigators through the health system (Young, 2016). Possibly because of increased awareness of the different treatment options available, consumers are becoming more demanding in asking clinicians for specific treatments, whether via active campaigning by patient groups or an individual requesting a specific treatment from his or her GP (Liddell, et al.,2008). There are over 160 000 health care apps in the Apple and Android stores; however, these apps have not been approved by the NHS (Young, 2016). Additionally, one of the critical findings of the Whole System Demonstrator trial was that patients with ‘technology’ felt more socially isolated (Young, 2016).
Additionally, it has been stated that technology could improve GP Surgeries’ quality of care. Practice-based commissioning facilitates GP Surgeries to deliver new services through technology (Liddell, et al.,2008). For example, GP Surgeries could purchase equipment to treat more patients rather than referring them to a hospital specialist. However, GP premises cannot accommodate new clinical services, such as treatment rooms for physiotherapy or audiology (Liddell, et al.,2008). Likewise, it has been voiced that these technological advances could increase the workload of GP surgeries, thus reducing the quality of care. Furthermore, it is publicly known that the adoption of technology into the healthcare sector is slow and disparate; yet this could be due to government policy.

3. Ethical Implications 
When discussing the changes occurring in healthcare, ethical contributions to medical technology should go beyond issues of application in clinical practice. Nevertheless, Hossein (2020) believes that current technology is not ready for mass deployment due to deficits between care ethics and efficiency of technology in healthcare. An ethical issue that has arisen is companies monetising information about the patient and medical staff. By the ethical standards of care for patients and family, trust is required to build a relationship between doctors and patients; technology can destroy this trust, affects the quality of care and patient safety. Furthermore, an ethics committee works with all medical community members to find moral solutions to complex medical cases (Hossein, 2020).
Nevertheless, many have argued that this committee does not address significant concerns about the effects of technology on GP Surgeries. Hossein (2020) declared that the main challenges with technology are conflicting goals, as many stakeholders may have ulterior motives, breaches to confidentiality and privacy due to third-party involvement without patients consent, and handling conflicts between instrumental rationality and care in respecting dignity and vulnerability. On the other hand, the Data Ethics Framework promotes and ensures data is handled appropriately and responsibly by the government and the wider public sector. It also facilitates public servants to understand ethical considerations to address within their schemes and provides specific actions to encourage sensible innovation, advance transparency, accountability, and fairness (Government digital services,2020).

4. Legal Guidelines
It should be noted that the government policy in the last few decades has influenced how technology has been utilised in healthcare. One initiative that had a significant yet problematic impact was the NPFIT. As a result of the NHS review conducted by Lord Darzi, the NPFIT was established in the year 2002 - 2005 to encourage the use of electronic health records for patients and create interconnected pathways for GP surgeries & hospitals (Liddell, et al.,2008). Although in the NPFIT early stages, it received a positive response due to the advantages of electronic exchange of patient data (Eason, 2007). However, negative aspects began to emerge when the implementing stage happened. Many realised that the application was not appropriate for their needs; for example, 60% of GP surgeries were upset that the systems they had already purchased would be replaced for the NPFIT recommended system despite it having the same function as the previous ones (Eason, 2007). Nevertheless, this matter was resolved by collaborating with the NPFIT and the company that supply systems for GP Surgeries to create a new product that became available to GP surgeries (Eason, 2007).
Strategic Health Authorities legally required to stimulate innovation through funds and prizes for new advances that directly benefit patients and the public (Liddell, et al.,2008). Furthermore, under national mandate and GP contract, digital clinical competencies must be accredited through the GP IT Futures Framework (NHS England, 2019). For instance, the NHS funds GP Contract holders’ solutions and a signed CCG-Practice Agreement. Individual practices from the accredited systems offered in the GP IT Futures Catalogue will determine GP IT Futures Foundation Capabilities (NHS England, 2019).

Security Regulations
There are two ways of interaction with service users in the health care record system. Such as healthcare staff documenting the results from the patient’s consultation and subsequent users who can access data about patients (Eason, 2007). Regarding the NPFIT programme, confidentiality issues arose as many GP surgeries were concerned about patient’s data falling into the wrong hands. This concern resulted in two staff failing to record clinical information regarding patients; by ending the first feedback session, approximately 30% of records were noted (Hendy et al.,2005). Nevertheless, technology resulted in an immense collection of data that has been made easily accessible for research. However, this information can be confusing for GP surgeries and patients, as there is too much information to sort through.
NHS Digital have guidelines on reporting data breaches available in the DSP Toolkit. It should be noted that data breaches may occur without data loss or loss of access to data, therefore, holds severe continuity risk (NHS England, 2019). As data controllers, GP Surgeries must follow GDPR Article 33 and report personal data security breaches to the Information Commissioner’s Office (ICO) without undue delay within 72 hours (NHS England, 2019). Data controllers have access to specialist services that can provide expert advice and guidance in a data breach. Management of a High Severity Total Loss of access to Patient Records Incident may occur due to several possible causes, perhaps a host system failure, network failure, power failure, premises disruption and system configuration fault denying permissions (NHS England, 2019). Each GP surgery should have an activated Business Continuity Plan approved by the CCG, which response to threats to data security and will also include a response to the loss of access to patient records (NHS England, 2019).   

Financial restrictions
A key barrier to implementing technological advances is funding, as technology can cause unanticipated costs and create new demands. The lack of funds to invest in the essential medical equipment and trained staff contributes to the inefficient resources to deliver the support services needed (Liddell, et al.,2008).  Furthermore, there is a tipping point at which the cost of collecting information from patients outweighs the benefits it provides, a point at which technology is no longer feasible. Arguably, the benefits of technologies are often comprehended over long timescales (between four to five years or longer). Hence, strategies like silo budgeting, short-term financial planning, and diverse requirements across commissioned hinder local uptake (Liddell, et al.,2008). For example, GP Surgeries need to get approval for their spending plans from PCTs, which creates a barrier of showing evidence case for booking systems; GP Surgeries do not always know how best to present their plans (Liddell, et al.,2008). There is a diversity of buying points that prevent the health service from achieving economies when purchasing technologies, which means that the technologies are more expensive for local buyers (Liddell, et al.,2008).

Conclusion
To conclude technology has made some significant contributions to how GP surgeries operate, from improved booking systems. Furthermore, it has increased accessibility between medical professionals and the wider public, encourage patients to be more concerns about the health. However, there are still some ethical issues that need to be addressed, continuous funding needs to be explored to maintain and develop these technological advances further and legislation needs to continue to be vigilant with how Technology is used and safeguard the rights, dignities of patients. 
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