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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	2000
	172.16.0.0
	255.255.248.0
	172.16.0.1
	172.16.7.254
	172.16.7.255

	500
	172.16.8.0
	255.25.254.0
	172.16.8.1
	172.16.9.254
	172.16.9.255

	180
	172.16.10.0
	255.255.255.0
	172.16.10.1
	172.16.10.254
	172.16.10.255

	60
	172.16.11.0
	255.255.255.192
	172.16.11.1
	172.16.11.62
	172.16.11.63

	16
	172.16.11.64
	255.255.255.224
	172.16.11.65
	172.16.11.94
	172.16.11.95

	6
	172.16.11.96
	255.255.255.248
	172.16.11.97
	172.16.11.102	
	172.16.11.103

	6
	172.16.11.104
	255.255.255.248
	172.16.11.105
	172.16.11.110
	172.16.11.111

	6
	172.16.11.112
	255.255.255.248	
	172.16.11.113
	172.16.11.118
	172.16.11.119
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Introduction

Since being developed in the late 1990’s, IPv6 was designed to provide 128bit addressing instead of the 32bit supplied by the older IPv4 model. The increase in the abundance of smart devices such as smart watches, smart phones, laptops and Bluetooth speakers meant that a larger range of addresses were required to support the increase in these devices. IPv6 has been designed to support the growing numbers of users, applications, appliances and services [1] by supporting an astronomical number of address as opposed to the 4.3 billion supported by IPv4, making it the long-term strategy for addressing.

Structure

IPv6 addressing uses a hexadecimal format that coverts 128bits into 8 groups of 4 hexadecimal digits. Within an IPv6 address structure, the first octet identifies the address as a multicast address, followed by a flags field, scope field, and a 112bit group ID [2].  After being converted into the hexadecimal format, the address remains long however there are two rules that IPv6 uses to shorten the addresses; rule 1 will discard any leading zeros and rule 2 will replace any two octets of zeros together with colons e.g 
2001:0db8:85a3:0000:0000:8a2e:0370:7334 would become 2001:0db8:85a3:::8a2e:0370:7334.

Address Types

[bookmark: _GoBack]IPv6 addressing consists of three address types; Unicast, Anycast and Multicast. Unicast is a one-to-one traffic flow that identifies a node within a network and will send an address packet to that node which will contain an interface address, the address is then placed in the destinations header which is sent to the network device. Switch configuration is not required for unicast because they can already handle it by default. Multicast addresses are used to identify groups of interfaces and are defined as an identifier for a set of interfaces that belong to different nodes [3]. Multicast is know as one-to-some or one-to-group traffic flow, meaning that the server within a multicast environment will only send out for example, one video stream leaving it to the switches to send the traffic only to the devices that have requested it; this allows the server and switches to perform better. Multicasting is primarily used for things like video conferencing, pc imaging, VoIP and video monitoring because data is sent directly to the user, while the user does not need to send anything back. Multicast requires switches to support multicast features using IGMP or PIM. Anycast is quite similar to multicast because it uses groups of nodes to send and receive data packets, however when a packet is sent to an anycast group it is only delivered to one of the group members [4]. Anycast can also be used to identify a group of routers that belong to an ISP, these addresses represent the intermediate forwarding routers in the IPv6 header so that a packet can be forwarded be a specific group of routers [5].

Advanced Functionalities

IPv6 offers an impressive number of advanced functionalities, especially when compared to IPv4. The most obvious and most important feature of IPv6 would be the huge amount of address space that it offers. IPv6 addresses have a length of 128bits, therefore allowing for an address space of 3.4x1038 which is the equivalent to approximately 340 undecillion addresses. This could mean that IPv6 will never get used up completely, making it future proof. IPv6 also supports stateful and stateless auto configuration. Stateful configuration requires a certain level of human intervention because a DCHPv6 server is required for the installation, the DCHPv6 server keeps a record of all the nodes that use its configuration information [6]. Stateless configuration allows nodes to connect to a network and automatically generate IPv6 addresses without any manual configuration or help from a DCHP server [7], making it the better option for small businesses and organisations. Another function of IPv6 is that it uses multicast to communicate with hosts instead of broadcast, as well as anycast which is used to improve routing efficiency. When an anycast address receives a packet it will decide which member of its assigned group will receive the packet [8]. IPV6 also allows for better mobility, meaning that the same IP address can be kept while the user is in a different geographical location, allowing applications to maintain upper layer connections when changing location.

Security

When it comes to security, IPv6 isn’t any secure than IPv4.  The security of IPv6 is less mature than IPv4, meaning that it has a few more vulnerabilities, but that is mainly down to the fact that the internet protocol still isn’t widely used enough for people to find and iron out all the problems. IPv6 is still very early on in its life which means that there is less confidence in the protocol than in IPv4, but as general knowledge of the security increases then so will the reliability of it. IPv6 is still relatively new to the market, and not all of its vulnerabilities have been tested, however overtime more of its defects will be found and vendors will need to act quickly to patch any bugs [9] which will eventually lead IPv6 to become much more popular and used more frequently.

Conclusion

IPv6 is still a new internet protocol that shows fantastic future potential. People have great confidence in IPv4 and many applications still use it, and will remain that way for the foreseeable future, however due to the major growth in the amount of applications and devices being created, IPv6 is a much more future-proof addressing system due to the amount of addresses that can be created. Many ISP’s and mobile phone network providers are moving to IPv6 and are trying to lead the change over to the new network protocol. This will be a slow process, but as larger businesses move to IPv6 then more will follow. These businesses will help to iron out the security issues with IPv6 which will eventually bring it to the mature standard of IPv4, potentially making it the new standard for IP addressing. 
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