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[bookmark: _Toc84969205]
[bookmark: _Toc101686656]Introduction
This document demonstrates the creation and management of network resources such as FTP servers and the use of network policies and security practices. The document also includes demonstrations of routing and packet filtering.
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Description automatically generated]

Setting up NTFS permissions, first logging in to NOSSTASK domain as an admin and creating a folder and text file with specific permissions.

[image: Graphical user interface, application

Description automatically generated]

Setting permissions so users cannot write to the document. Results shown above demonstrate that members of the user’s group cannot write to this folder.

Creating a share on Server 1, a “share” just refers to a storage location which is accessible through the network:
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Allowing users to cache files, making the files available when offline.
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Setting up permissions for different users.			
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Share created successfully.
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Mapping the network drive, allowing users on the network to find the shared drive easily as it will show up as a locally connected drive in Windows..
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On Client 1 – Mapping the network drive.
[image: Graphical user interface, text, application

Description automatically generated]
On server 1- creating a new organisational unit for non-administrators.
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Creating a new user within the group.			
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Description automatically generated]Refusing access to the control panel and pc settings for users within the non-admin group.	
Testing the control permissions on Client 1:
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Server1: Repeating the process to restrict access to the CMD prompt.
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On client 1:[image: A screenshot of a computer
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Blocking access to all removeable storage.
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Creating a new OU and moving the client computer into the group.
Restricting client machines so users cannot install any programs via the Windows installer.
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Changing and enforcing password policies in the nosstask domain.





















Task2
[image: Graphical user interface, text, application

Description automatically generated]

Confirming that client 1 has the correct default gateway. So that it can connect to the external network via server 1. Also checking that server 1 and server 2 can communicate and that client machines can communicate with the respective hosts.
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Description automatically generated]
Client 2 pinging server 2.
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Pinging Server 1 from Client 1.
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Pinging server 1 from server 2.




[image: Graphical user interface, text

Description automatically generated]

Route print from server 1.
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Installing an FTP (file transfer protocol) server onto server 2 using server manager application.
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Creating a test file on client 2 which will be uploaded to the server via FTP.
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Creating a new local user on Server 2 which will be used for connecting to the FTP.
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	Creating a FTP site and defining where uploaded content will be stored on Server 2.
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Description automatically generated]Defining which users can access the FTP site. 	[image: Graphical user interface, text, application

Description automatically generated]Creating a banner for the FTP site with welcome and exit messages.
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	Granting the local user created previously access to full control of the FTP folder.
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Logging into the FTP server on client 2.
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Checking what files are currently stored in client FTP folder.










Uploading the test file to the FTP from client 2.
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Description automatically generated]
Uploading file to the server from client 2.
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Confirming file transfer on Server 2.
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Description automatically generated]Setting up routing on both servers via server manager feature install tool. Should allow client 1 to communicate with client 2.
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Description automatically generated]Setting up LAN routing on Server 1.


[image: Graphical user interface, application

Description automatically generated]Adding RIP and adding the network interfaces.
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Description automatically generated]Repeating the process on server 2.
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Description automatically generated]Pinging server 1 from Client 2 confirming that client 2 can communicate to server 1 via server 2 which is on the public network which server 1 is also connected to.
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Description automatically generated with medium confidence]

Pinging server 2 and client 2 from client 1.
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Adding an IP filter to block the ping protocol from accessing server1 from any hosts on PrivateNet1.
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Description automatically generated with medium confidence]
Confirming that the rule is in effect and working properly by attempting to ping server one from privateNet1 (client 1).
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Description automatically generated]
Setting up a TCP filter to block clients on privateNet1 from accessing FTP on server 2 via port 21 (should block port 20 as well).
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Description automatically generated]Confirming client1 no longer has access to FTP services.
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Blocking entire privateNet1 from accessing the service.
Blocking everyone apart from client 1 on privateNet1 from accessing FTP services on server2.
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Drop all packets except from the host which is defined in the rules.
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Description automatically generated with medium confidence]
Confirming that rules are working by accessing ftp from client 1.













[bookmark: _Toc97240843][bookmark: _Toc101686657]Task 3 Observational  Tasks
This section is a discussion of ‘sound’ password principles in modern network environments, failover clustering for systems and services, and network policies for an enterprise network.
[bookmark: _Toc101686658]Sound Password Principles
In terms of AD (Active Directory) the author would use group policy to enforce and control requirements when users create their passwords. The requirements could include requirements such as length, complexity (in terms of use of numbers, capital letters, and symbols). Specifically, the author would suggest forcing users to include at least one capital letter, one symbol and at least 8 characters when creating their passwords. The password could be a single word or phrase however, what ever the password is it should not be related to the user in anyway. For example, it shouldn’t include their name or birthday.
The group policy could even determine the ‘lifetime’ of a password. For example, users may have to change their password once a month. As demonstrated previously setting password principles for AD is typically done through the group policy object in the AD administrative centre application.
A useful tool used to check for breached usernames, passwords and emails is available at https://haveibeenpwned.com/[1].
0. [bookmark: _Toc101686659]Failover Clustering for Systems and Services
[2] Failover clustering refers to a group of independent computers which work together with the aim of increasing availability of systems and services on an enterprise network, for example FTP (iSCSI) is an example of a service which may be targeted by failover clustering. These independent computers are sometimes referred to as Nodes. The idea is if one node fails another can take its place and continue to provide the service to users on the network. The aim is to facilitate HA (High Availability) or CA (Continuous Availability).

[bookmark: _Toc101686660]Creating a Failover Cluster
To begin installing the feature the author uses the ‘add roles and features wizard’ in the server management application in Windows Server 2019.
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Selecting the desired server for installing the feature onto and adding the required features for failover clustering.
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This process would then be repeated on another server, creating nodes. These nodes could be configured for cluster shared storage which would allow the servers to share the same storage volumes (Cluster Shared Volumes) allowing any hosts connected to the servers to access the storage even if one of the servers is down.





[bookmark: _Toc101686661]Types of Failover Configurations
There are typically three ways of configuring a failover server [3]:
· Cold server / failover – A cold server or failover is not actually connected to the primary network but is accessible whenever the primary network goes down unexpectedly or is not accessible. These servers may take some time to power on and boot. Meaning RTOs (Recovery Time Objectives) and RPOs (Recovery Point Objectives) are going to be long. Meaning the cold failover solution should not be applied to any critical services such as domain login etc.

· Warm server/ failover – A warm server or failover is an in between solution which isn’t fully activated until needed but it isn’t shut down completely. This server will occasionally receive updates from the primary server so that in the case it goes down the warm server can takeover without too much disruption. This solution shouldn’t be applied to critical features or services but can be used as a last resort.

· Hot server / failover – Hot servers provide the most reliability by constantly receiving updates from the primary server. Allowing it to instantly takeover in the event of the primary server going down. These are the most resource intensive as the hot server needs to constantly receive updates from the primary server. However, this does result in near zero data loss and near zero RTPs and RPOs.
[bookmark: _Toc101686662]Enterprise Network Policies
This section aims to draft policies for an enterprise network with multiple locations, including drafts for a suitable network topology and network access groups.
[bookmark: _Toc101686663]Network Topoloy
Considering that this network will consist of multiple physical locations its very important to consider the network topology. The author has created a draft diagram which demonstrates a suitable Centralised topology, this is shown below and was created using coggle: https://coggle.it/diagram/YlVeLCaOf2ZqnfoA/t/central-pop-point-of-presence-server/c811dba7c3dbd91364d91a6058d694f52a4fe73f3e3fc1a99f8b162d51f99324 [image: ]

The diagram above demonstrates a simple two site with central server enterprise topology where each site has access to the central server and its services as well as their own site-specific services which are also connected to the central server so that they can be managed from one place. This is commonly referred to as a star topology. This way if site one wants to communicate with site two, they are required to go through the central server. This is useful for setting up site-specific policies and access rights. For example, with this configuration administrators can easily restrict hosts in region two from using site-specific services for region one. It also means that one site can operate without the other. For example, if region one servers were to become unavailable it wouldn’t affect users in region two. However, if the central server were to go down each site would only have access to its site-specific services.

[bookmark: _Toc101686664]Security Policies [4]
· Account management – Account management refers to the administrative tasks related to account management such as creating, use, access rights and removal of user accounts on the network. For the network layout previously demonstrated this could all be done from the central server. However, the author would recommend allowing site admins to create and manage accounts for their specific sites. Users of the enterprise network may also require that they be able to use their accounts cross site.
· Email Policy – This policy would aim to set rules for the use of company email. For example, the central server may receive and filter all inbound emails before sending them to the destination. One region or site may have different rules for receiving emails from outside of the enterprise (to deal with customers) whilst the over may only need to see emails originating from inside of the enterprise.
· Personal Device Policy (BYOD) – This policy refers to the guidelines and rules surrounding connecting personal devices to the enterprise network. Personal devices include any device which can connect to the network such as mobile phones, laptops etc.
· Password Policy – Password policy aims to establish a standard for creating strong, resistant passwords and other password related procedures such as the ones discussed previously in this document.
· Workstation configuration – As well as deciding what each site has access to it’s also possible to decide what services each hosts have access to via packet filtering rules. These policies would be implemented and enforced at the local server level for each building. For example, each building may have a specific computer which is used to communicate with the central server or other sites on the same enterprise network.

Conclusion
In this document the author has demonstrated the ability to manage and maintain network resources, applying appropriate network polices, routing and packet filtering within the deployed services on a network. This has been achieved via a type 2 hypervisor (VM Oracle Box). The author has also discussed failover clusters and their configurations. Finally, the author drafted a simple enterprise network topology along with a basic security polices relating to the network.
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mmand Prompt

jMicrosoft Windows [Version 16..19044.1288]
(c) Microsoft Corporation. All rights reserved

c: \Users\steven>ping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data

eply from 192.168.11.1: bytes=32 time<ims TTL=128
{Reply from 192.168.11.1: bytes=32 time<ims TTL=128
Reply from 192.168.11.1: bytes=32 time<ims TTL=128
Reply from 192.168.11.1: bytes=32 time<ims TTL=128

ping statistics for 192.168.11.1

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds

Minimum = ems, Maximum = 6ms, Average = ems

C: \Users\steven>_
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@ o f
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iicrosoft Windows [Version 16.0.19044.1288]
(c) Microsoft Corporation. All rights reserved.
:\Users\Guare>ping 192.168.1.1

pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: 2 timecins TTL-128
[Reply from 192.168.1.1
[Reply from 192.168.1.1
[Reply from 192.168.1.1:

2 time<ins TTL-128
2 timecins TTL-128
Ping statistics for 192.168.1.1

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimun = @ms, Maximum - ems, Average = 6ms
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dministrator: Command Prompt

jiicrosoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 192.168.10.200

pinging 192.168.16.260 with 32 bytes of data:
Reply from 192.168. 2 time<ins TTL-128
Reply from 192.168. 2 time<ins TTL-128
Reply from 192.168. 2 time<ins TTL-128
Reply from 192.168. 2 timecins TTL-128

ping statistics for 192.168.10.200:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Administrator>,
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15...08 06 27 1d cd 2e Intel(R) PRO/1006 MT Desktop Adapter

08 00 27 78 od 65 Intel(R) PRO/1066 MT Desktop Adapter #2
Software Loopback Interface 1

IPva Route Table

Network Destination Netmask Interface Metric
127.0.6.0 255.0.6.0 on-Link 127.6.6.1 331
127.6.6.1 255.255.255.255 on-Link 127.6.6.1 331

127.255.255.255 255.255.255.255 on-Link 127.6.6.1 331
192.168.1.6  255.255.255.0 on-Link 192.168.1.1 281
192.168.1.1 255.255.255.255 on-Link 192.168.1.1 281

192.168.1.255 255.255.255.255 on-Link 192.168.1.1 281
192.168.10.6  255.255.255.0 on-link  192.168.10.206 281
192.168.10.200 255.255.255.255 on-link  192.168.10.200 281
192.168.10.255 255.255.255.255 on-link  192.168.10.200 281
224.0.6.0 240.0.6.0 on-Link 127.6.6.1 331
224.0.0.0 240.0.0.0 on-link  192.168.10.200 281
224.0.6.0 240.0.0.0 on-Link 192.168.1.1 281

255.255.255.255  255.255.255.255 on-Link 127.6.6.1 331

\ 255.255.255.255  255.255.255.255 on-link  192.168.10.200 281

255.255.255.255  255.255.255.255 on-Link 192.168.1.1 281
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(c) Microsoft Corporation. All rights reserved.
C:\Users\Stevensping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data:
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims

Ping statistics for 192.168.11.
‘ Packets: Sent = 4, Received = 4, Lost = @ (0% loss)
Approxinate round trip times in milli-seconds:

Minimum - ems, Maximum - ems, Average = ems

C:\Users\Steven>ftp 192.168.11.1
Connected to 192.168.11.1.
226-Microsoft FTP Service

226 Steven's FTP site

206 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.11.1:(none)): FtpUser.

331 Password required

Passuord:

230-tielcone to the FTP server site.
230 User logged in.

Ftp> o
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[Fhicrosoft Windows [Version 16.0.19044.1288]
(c) Microsoft Corporation. All rights reserved

C: \Users\Steven>ping 192.168.10.200

Pinging 192.168.10.200 with 32 bytes of data
fReply from 192.168.16.206: bytes-32 time<ims TTL-127
Reply from 192.168.10.200: bytes=32 time<ims TTL=127
Reply from 192.168.10.200: byte:
Reply from 192.168.10.200: byte:

2 timecims TTL=127

ping statistics for 192.168.16.260:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems
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:\Users\Steven>route print

Interface List
10...08 06 27 d7 €2 6b Intel(R) PRO/1600 MT Desktop Adapter

Softuare Loopback Interface 1

IPva Route Table

Network Destination Netmask Gateway Interface Metric
0.0.0.6 0.6.0.6  192.168.11.1  192.168.11.2 281
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331
127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.11.6  255.255.255.6 on-link 192.168.11.2 281
192.168.11.2 255.255.255.255 on-link 192.168.11.2 281
192.168.11.255 255.255.255.255 on-link 192.168.11.2 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 240.0.6.0 on-link 192.168.11.2 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link 192.168.11.2 281
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C:\Users\Gware>ping 192.168.16.201

Pinging 192.168.10.201 with 32 bytes of data:
Reply from 192.168.10.201: bytes=32 time<ims TTL=127
Reply from 192.168.10.201: byte:
Reply from 192.168.16.201: bytes-
Reply from 192.168.10.201: byte:

2 time<ims TTL=127
2 time<ims TTL=127

Ping statistics for 192.168.10.201:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Mininum = @ms, Maximum = ems, Average = 6ms

C:\Users\Guare>ping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data:
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes-32 time<ims
Reply from 192.168.11.1: bytes=32 time<ims

Ping statistics for 192.168.11.
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Guare>.
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(c) Microsoft Corporation. All rights reserved.
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