Research and Application of the Model Based on the Data Security Problem of CoffeeBlue

Abstract：This article analyzes the importance of data security in the company’s strategy, and analyzes their respective characteristics, protection methods, and Pros and cons.  Finally, aiming at the business characteristics of the coffee blue company, it analyzes the company’s need to consider six aspects including the combination of business strategy and network security strategy, prevention of network attacks, data security risk analysis, purchase of data insurance, protection of data privacy, and establishment of cloud security services. Use the knowledge and information obtained by the research institute and optimize it, start from the relevant management and technical indicators, use the PDCA security information sharing model to protect the company's data security, and directly link the senior leaders with relevant data security responsibilities, in awareness and action. Both can play a better protective role.
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1.Introduction
[bookmark: _GoBack]Data security is a must for every corporation. Today every organization, regardless of whether it is part of government, academia, or private industry, is vulnerable to network attacks. Such attacks will cost the organization in the range from millions to billions depending on the size of the organization, the value of its assets, and the magnitude of the attacks. These malicious attacks could steal secrets of an organization and/or could result in lost productivity. It could also affect the services provided by the organization. Due to the potential catastrophic consequences to the businesses and the people, a corporation must take cyber security seriously just as it takes its business strategies, finances and profits[1]. 

2. Model Research
（1）A two-way defense system model of a large data calculation of SAT
This model can guarantee the security of big data computing, combining the concept of security research and trust cloud with big data security. The model of user data evidence through the dynamic safety factor; gradually determine the behavior of security permissions according to the reliability test implementation behavior[2].
The core idea of big data security is to avoid risks through a series of security solutions; and trusted-cloud idea that combines the trusted cloud network together verifies and judges the information request from the Web terminal to ensure the validity and security of big data[3]. Therefore, malicious requests will be cut off, which achieves the purpose of security protection and strengthens the security of the cloud.
When constructing the system model, this paper refers to the research of the behavior-based two-layer trust model in the service grid environment and the DPSO resource load balancing algorithm in the big data environment. At the same time, the optimization algorithm idea of ​​particle swarm is used for reference in the security authentication of big data, and the optimized dynamic factor is used to regulate the security authority of the big data terminal and terminal, thereby designing cloud network applications, network services, network resources and the cooperative dependence between cloud clients determines their mutual security relationship and achieves two-way security defense. The two-way defense architecture can be divided into:
(a) The behavioral data splitting center (S layer) is responsible for the distributed processing of big data. In terms of data splitting algorithms, the data set is preprocessed first, and the tasks submitted by the terminal are divided into subtasks without logical associations using the MapReduce framework.  Gather the positive and negative classes into several sub-clusters; then use the SMO algorithm to cross-learn the positive and negative sub-clusters of the pairwise combination to obtain multiple basic classifiers; finally, perform integrated learning on these basic classifiers to find out the different  Data segmentation class, complete data segmentation[4].
(b) Behavioral Data Analysis Center (A layer), responsible for the analysis of big data, that is, concurrent processing operations of big data. In the process of processing, the big data terminal service center covers a large virus data center, stores terminal analysis reports, and conducts risk assessment on the terminal. When a terminal submits an illegal task, the terminal is responsible for actively submitting an analysis report to the cloud, and isolates its own illegal tasks for further analysis by the cloud cluster server.
(c) Behavioral data packaging center (T layer), complete data processing integration, data conversion and packaging storage. In the implementation process, fully consider the encrypted storage of data, use the IMA measurement list results and data signature strategy to ensure the accurate packaging of the data, and avoid the value uncertainty and data accuracy problems caused by the complexity of the platform. At the same time, the analysis report submitted by the terminal is analyzed and monitored, suspicious files are comprehensively processed, and the safe data and reasonable processing opinions are finally issued to the cloud terminal for use.
(d) Cloud client. The cloud terminal is the bottom layer of the entire system. It not only has to report its own analysis report, but also is responsible for its own optional operations on the processing opinions sent by the cloud.
The dynamic SAT two-way defense mechanism is a research concept that is different from other data security defense models. The research focus mainly includes two aspects, namely, the acquisition of the dynamic security factor of the big data terminal and the data security between the data of the big data terminal and the terminal data Authentication and legality authentication.  This is mainly reflected in the fact that cloud service providers randomly calculate dynamic security factors to improve the security level, while terminal security mainly relies on the security and legal trust relationship between the terminal object entities themselves and each other.
The advantage of the model is that it surpasses the previous traditional methods of intercepting web threats and the previous technical solutions that detect most of the signature files in the database, so that web threats can be intercepted before they reach the user terminal or big data terminal.  At the same time, the solution reduces the computational time overhead of the big data terminal, and enables the cloud to make faster judgments on the user's trust level and authority. The solution not only can meet the current big data network security defense application requirements in terms of functional architecture, but also has high defense capabilities against the most harmful unknown threats. Therefore, It can be deployed and commercialized on the core network and backbone network of the 10 Gigabit network. However, the quality of the algorithm for solving the big data security trust factor needs to be further improved; at the same time, a comparative analysis of the algorithms under different particle populations should be carried out.

（2）ISO 27000
According to Straub, one of the relevant challenges in information security management is the incomplete information about the security risks in the company as well as available control to address them. To fill in this gap, international security management standards and guidelines as ISO 27000 series standards are widely employed in enterprises[5]. It incorporates several informal rules that enable to reduce the rising number of threats, resolve existing security issues and improve the security targets in general[6].
ISO 27000 series security standards designed as ‘ISO 27000 family of standards’ or ‘ISO 27k’ are the most prominent international standards adapted by enterprises[7]. It provides guidelines for information security and presents both physical and security practices and procedures[8]. It includes in particular ISO 27001, ISO 27002 and ISO 27005 standards, which vary in scope and purpose as well as in depth, level of detail and granularity[9] .
The establishment and implementation of an information security management system in accordance with the ISO 27000 series of standards generally starts from information assets and formulates corresponding information security measures according to the importance of the assets to ensure business continuity. The system can regulate employee behavior, effectively implement technical measures, and ensure the effectiveness and continuity of the information security system. The establishment of an ISMS information security management system can not only prevent and avoid the occurrence of information security incidents, but also respond in a timely manner to reduce losses when an information security incident occurs[10].
For the information security management system, it is required to establish and manage the ISMS, which is specifically reflected in the establishment of ISMS, implementation and operation of ISMS, monitoring and review of ISMS, maintenance and improvement of ISMS; and document management requirements, which are specifically reflected in document control requirements and record control requirements; For management responsibilities, it is required to make management commitments and manage resources, which is specifically manifested in the provision of resources and training, awareness and ability cultivation; there are also corresponding management requirements for internal audits, management reviews and ISMS improvements.
The control requirements for the system are from the security policy, information security organization, assets, human resource security, physical and environmental security, communication and operation management, access control, information system acquisition, development and maintenance, information security incident management, and business continuity.  The twelve control domains of management and compliance put forward specific control requirements respectively.
By benchmarking against the ISO 27000 standard, establishing a scientific and effective management system and conducting analysis and certification, you can fully analyze your own network operation and management status, discover the existing problems, refine the internal processes, and standardize the construction of network operation and maintenance that meets the actual requirements.  The service management system guides its practice and continuously improves its own IT service management level.  By constructing a network operation and maintenance management system, it is possible to clarify the internal audit and management review system, compile network operation and maintenance service management documents, and sort out the management process used to regulate and guide the network operation and maintenance service.
Professor Kristian Beekers studied the use of ISO27001 standards to establish an information security management system. In addition, he proposed to rely on existing requirements engineering methods and models to establish an information security management system in accordance with the requirements of laws, regulations and privacy issues[11]. Alan Gil-lies draws on the ISO27000 standard to propose a five-stage information security management system (5S2IS), including formulating plans, formulating target agreements, evaluating the effectiveness of agreement implementation, improving the effectiveness of agreement implementation, and optimizing and improving the agreement.  The code of conduct is integrated into the various steps of 5S2IS, namely the ten communication and operation management pointed out by ISO27000.
Related foreign scholars such as Neil MacDonald emphasized that big data and information security are interrelated. The era of big data must pay attention to the information security of enterprises, and pointed out that security departments and infrastructure are extremely important for information security management. With the rapid development of information technology, people's lives are gradually inseparable from information interaction, and the era of information has arrived.  People’s information is collected more and more, they will face more and more risks.  Whether the information is actively leaked or stolen by an attack, this is not what we want to see. Therefore, relevant companies must ensure the safety of customer information, which is not only an ethical requirement but also a legal requirement.  There are more and more methods of information theft, and the means of information defense need to be stronger. Corresponding international and national standards need to be more detailed and updated, not only requiring more rigorous processes and strict requirements, but also standard terminology.
The main change in the standard is that it is now internationally recognized, which means that in addition to the international recognition of the British Standard, organizations can build a global framework to manage their information security.  Whether it is for the organization's own business information, such as financial information, intellectual property rights, employee information, etc., or for information communicated between customers or third parties and the organization, the standards are applicable.  In fact, it is the only international standard by which organizations can conduct an objective and independent assessment of their information security management system.  The new international standard updates mainly focus on the following areas: risk assessment, contractual responsibilities, scope, management decisions, and measurement of the effectiveness of selected control measures.  The biggest impact is the requirement to measure the effectiveness of the selected control measures or combination of control measures.

（3） DSMM（Data security capability maturity）model
The DSMM model takes data as the center and focuses on the data life cycle security in the big data environment, including data collection security, data transmission security, data storage security, data processing security, data exchange security, and data destruction security. The four aspects of construction, system processes, technical tools, and personnel capabilities build the dimension of security capabilities. According to the organization's data security construction, the DSMM model divides the capability maturity level into 5 levels, which are, in order, informal execution level, plan tracking level, fully defined level, quantitative control level, and continuous optimization level. The purpose is to provide a benchmark for the organization to measure the current data security practices, processes, and methods of ability, and to evaluate the maturity of the organization in the industry.
The DSMM model framework is shown in the figure 1.



Figure 1: DSMM model framework

According to the definition of the overall data security capability maturity level of the organization and the organization's data security management requirements, the organization should first clarify the target maturity level of its data security capability, and can choose the short-term and long-term goals that suit the actual business situation of its own business.  , Through the security capability assessment, identify the current status of the data security capability and analyze the difference with the target capability level, on this basis, carry out the rectification and improvement plan of the data security capability.
The DSMM model focuses on the data security capabilities that organizations should have when carrying out data security work, and proposes a hierarchical evaluation method for the maturity of the data security capabilities of the organization to measure the data security capabilities of the organization, and promotes the organization to understand and improve its own data security. At the same time, it promotes the exchange and sharing of data between organizations.  The DSMM model assesses the maturity of the data security capabilities of the entire organization, not limited to a certain system.
The DSMM model has complete data security requirements and a sound system, but it is intended to evaluate the data security capabilities of organizations with big data services and functions, rather than a general data security assessment program. Compared with other models that focus on the construction of data classification and classification, DSMM focuses on evaluating the data security assurance capabilities of organizations from the data life cycle.  Other models may have higher autonomy for the configuration of different data security scenarios, and organizations can adopt corresponding management strategies and technical means according to the actual situation; the DSMM model has relatively unified requirements for different data security scenarios.

3. Case Analysis
It can be seen from the case that CoffeeBlue is sold globally and nearly 95% of the IT services provided by the company using the cloud are based on wireless networks.  Employee data, customer data, and the company’s intellectual property security have become the main issues the company considers.
According to the three models or framework standards studied above, we can delineate a framework of safety requirements for the company, which mainly includes technical requirements and management requirements.
The evaluation items include identity authentication, access control, intrusion prevention, malicious code prevention, and trustworthiness.  Verification, data integrity, backup and recovery, etc. In general, the evaluation process is standardized and comprehensive, and the idea of ​​establishing a defense-in-depth and fine defense system is strengthened. Evaluation indicators are divided into two aspects: technology and management, which is easy to sort out and implement.
Finding solutions to the data security problems faced by CoffeeBlue
(a) Cyber Security Strategy has to be Integrated with the Business Strategy
Cybersecurity is a necessity for every company, so it must be aligned with business strategy.  CoffeeBlue can't weaken its daily business by implementing too strict network security strategy.  For example, when users must go through multiple identity verifications to access the website, otherwise they will not be able to access and conduct business. A balance needs to be established.  Similarly, CoffeeBlue can hire one or more full-time data security experts or data protection personnel to carry out daily protection and maintenance, and solve the problems in a timely manner.  And should understand the relevant issues and provide wise advice to the company to develop a comprehensive business and network security strategy.
(b) Protecting Against Cyber Attacks
Appropriate protection and detection methods should be developed for network attacks, appropriate intrusion detection systems should be installed, and appropriate access control strategies should be implemented. Network security must be directly linked to it by a senior leader in order to increase the importance of the enterprise and prevent unauthorized intrusions and insider threats.
(c) Conduct data security risk analysis
A qualitative or quantitative risk analysis should be performed to determine the risk exposure factors of the asset, the number of possible attacks, and calculate the asset loss when the asset is stolen or tampered with.  Based on the risk analysis performed, a data security strategy can be formulated.
(d) Purchase network-related security insurance
Once the risks have been identified, a business strategy has been developed.  Subsequently, CoffeeBlue can purchase the corresponding network insurance, just like preventing natural disasters.  Although this may be a relatively big challenge, it must be balanced with the financial expenditure that CoffeeBlue can afford to purchase.
(e) Protect data privacy
Appropriate access control technology must be used to protect data. Personal data will include customer data, coffee membership card data and employee data. Therefore, there must be a corresponding data privacy policy.  Now there are many data analysis tools that can be used to extract sensitive data. In addition to enforcing appropriate privacy policies, sensitive data should also be encrypted, which is also a requirement of relevant laws and regulations.
(f) Establish cloud security services
Although cloud security is only one aspect of a company's overall network security practice, as more and more companies hand over their valuable assets to cloud service providers.  The company should also check the security and privacy policies enforced by the service provider.  Check whether they manage the data in a secure way, what happens if the data is deleted, and whether they have followed the proper process to delete the data. CoffeeBlue must realize that cloud services are just a technology.  When conducting risk analysis, many technologies such as databases and networks must be considered.
In terms of management, based on the requirements for data classification and hierarchical protection, first formulate overall data management methods and related documents, and then establish related systems to standardize the technical system, and put forward relevant requirements for process management.  In terms of technology, data behavior security, content security, and environmental security are used as index classification directions, including the main data behaviors, key data security technologies, and data operating environment, which can effectively evaluate the data security status of the organization.
The corresponding indicators of management and technology are shown in Figure 2


Figure 2: Management and technical indicators

The evaluation items have good versatility and can be adjusted according to the different security needs of various organizations in business development, which is helpful for evaluating organizations with diversified information systems.
In 1996, the U.S. Department of Defense issued the "Information Assurance Order" (S-3600.1), which defined information assurance as "protection and defense of information and information systems, Ensure its security features such as availability, integrity, confidentiality, authenticity, non-repudiation and controllability.
Based on this, the security sharing model can be established mainly by the four links of the PDCA cycle, Plan, Do, Check and Action, which represent the establishment of the necessary goals and processes, the implementation process, monitoring and measurement, and continuous improvement. This can be applied to the data security problems faced by CoffeeBlue.
(a) Plan：Develop a data security sharing plan
The P-phase sharing plan needs to be determined according to the security attributes of the data.  It mainly covers three basic security attributes, namely confidentiality, integrity and availability.  In addition to the above-mentioned security attributes, shared data should also have unique security features, that is, immutability and traceability. Confidentiality stipulates the access control authority of different users in the data. Only users with authority can obtain data and perform related operations.  Provide an effective way of identification for each user.  It stipulates the technical methods of access control and the access authority of each user to prevent unauthorized access, and establishes an audit mechanism to provide a complete set of security supervision programs such as scientific and effective security event monitoring, tracking, analysis and accountability.  Integrity means that any data in it cannot be forged, modified or deleted by unauthorized users or in an imperceptible way.  Availability means that users with permission can access and use the relevant data in the system at any time, and they can continue to provide reliable services after being attacked, and they can still recover and restore in a short period of time when some functions are damaged by the attack.  To provide undifferentiated services for users with the same level of access authority. Immutability means that after the shared data has been verified by each authorized node and a consensus is reached, no one can modify it.  Do not tamper with the requirements.  Data is open and transparent to all departments, and the entire process of generating transactions, verifying transactions, and recording transaction data is implemented by a distributed consensus mechanism based on an asymmetric encryption algorithm.  Traceability means that any changes in the data state resulting from processing will be recorded in chronological order, and related to each other, and the entire change process from the release source to the latest state of the data sharing activity can be queried.
(b) Do：Implement a data security sharing plan
The task of the execution link is to take specific security measures to achieve the data security sharing goals determined in the planning stage according to the guidelines and strategies of the planning stage.  In this link, security control measures can be implemented throughout the entire process of data sharing activities, that is, pre-security predictions, in-event monitoring and processing, and post-event analysis and traceability methods are adopted to build a data sharing system into a system capable of predicting, monitoring, responding, protecting, recovering, and recovering.  Security defense system with analysis and other functions.
(c) Check：Check the data security sharing plan
In the whole process of sharing management activities, it is necessary not only to verify the effects of the data security sharing plan through monitoring, review, and evaluation, but also to monitor the planning stage, execution stage and subsequent improvement stages of the data security sharing model.  The purpose is to maintain the security state of the data throughout its shared life cycle.  Therefore, the focus of this link is on real-time monitoring, response and assessment of the security status of the data throughout the shared life cycle.
(d) Action：Improve data security sharing plan
This link is mainly to make a conclusion on the data security sharing plan, that is, whether to continue to implement the improvement or choose to abandon and re-make a new plan.  This link requires timely correction of the existing security problems and weaknesses in the existing security system, dispatching special personnel to supervise and track the implementation, and further investigation and analysis of new situations and new problems arising from the improvement process, and prepare for the next round PDCA cycle.  Through the dynamic cycle of work methods, CoffeeBlue can continuously improve the security assurance capabilities of data sharing.




Figure 3: Conceptual model of data security contribution


4.Conclusion
All in all, more and more companies today use cloud computing, big data, artificial intelligence and other emerging technologies to dig deeper and actively explore data. Data-driven has become an irreversible development trend for many companies. In order to regulate the use of data (especially customer information data) by enterprises, it is not only necessary to support national standards and laws and regulations. For companies with larger business expansions such as CoffeeBlue, it is important to use data reasonably to protect customers and themselves.  Data security has become an unavoidable issue in the development process. First of all, through the standard benchmarking and localization system to complete the mapping of external requirements to internal systems, and pave the way for the implementation of the system at the top of the enterprise, there must also be a direct link between the responsibilities of high-level leaders and data security.  Subsequently, the data assets are sorted out through the data asset life cycle management system. The management organization system and technical support system in the framework provide support for security protection at different stages of the data life cycle from a management perspective and a technical perspective, respectively.  The inspection and rapid response system provide a compensation mechanism for the entire framework, and the operation evaluation system provides an update mechanism for the entire framework.
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