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Introduction
Cloud computing is a paradigm shift in the way applications are developed, deployed and managed, providing scalable, flexible and cost-effective computing resources over the internet. An organization can obtain the same services, including computing, storage, and networking, as well as databases, from the cloud service provider, without investing in the expensive physical infrastructure [1]. Figure 1 shows the virtualisation is the foundation of cloud computing, enabling several virtual machines to run on a single physical machine and utilise its resources efficiently, optimising resource usage and cutting infrastructure costs. More recently, containerisation has become a light-weight option which packages applications and their dependencies into portable containers allowing for faster deployment and better consistency across computing environments [2]. 
[image: Virtualization vs. Containerization, a Comparative Approach for Application  Deployment in the Computing Continuum Focused on the Edge]
[bookmark: _Toc235628554]Figure 1 Comparison of Virtualisation and Containerisation architectures illustrating the use of virtual machines and container technologies.
Source: [3]
Docker has gained immense traction and popularity as the perfect platform for implementing containerisation, owing to its efficiency and portability[4]. This report explores the concepts of virtualisation and containerisation and shows how Docker technologies can be applied to create images, deploy containers, connect to Docker Hub, use Docker volumes, connect to Docker networks and introduces Docker concepts like load balancer, scalability, application gateway and serverless computing.
[bookmark: _Toc235628596]Principles of Virtualisation
Virtualisation is a core technology that supports the current cloud computing world as it allows multiple computing systems to run on a single physical hardware platform. According to [5], virtualisation uses software to abstract hardware resources and efficiently provide them to multiple virtual machines (VMs). 
[image: Virtualization architecture. | Download Scientific Diagram]
[bookmark: _Toc235628555]Figure 2 Architecture of virtualisation illustrating the relationship between server hardware, the hypervisor, and multiple virtual machines.
Source: [6]
Figure 2 illustrates a hosted (Type 2) hypervisor architecture, where multiple virtual machines (VMs), each with its own guest operating system and applications, run on a virtualization hypervisor installed on the host operating system.
The hypervisor enables efficient resource sharing by allowing multiple isolated virtual machines to operate simultaneously on the same physical server hardware. This abstraction improves resource utilisation, simplifies infrastructure management, and provides the flexibility required by cloud service providers to deliver scalable and cost-effective computing services. Hence, virtualisation is the backbone of Infrastructure as a Service (IaaS) platform like Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform.
[bookmark: _Toc235628597]Definition of Virtualisation
Virtualisation is the process of building virtual equivalents of computing resources such as servers, storage devices, operating systems and networks so that multiple virtual machines (VMs) can run on a single physical machine. Efficient sharing of physical resources, optimized use of hardware, lower infrastructure costs, and easier system management are all benefits of this technology [7]. One of the important parts is the hypervisor or Virtual Machine Monitor (VMM), which allocates resources and isolates virtual machines. A VM is a virtual computer with the same operating system and applications as its host computer and runs as a separate computing unit on the same physical hardware, allowing organisations to securely and efficiently run multiple workloads on shared physical computers[8]. 
[bookmark: _Toc235628598]Types of Hypervisors
Figure 3 shows the hypervisors are broadly divided into Type 1 (Bare-Metal) and Type 2 (Hosted) hypervisors. 
[image: Type-1 and Type-2 Hypervisor | Download Scientific Diagram]
[bookmark: _Toc235628556]Figure 3 Comparison of Type 1 (Bare-Metal) and Type 2 (Hosted) Hypervisor Architectures.
Source: [9]
· A type 1 hypervisor runs directly on the physical machine, without the need for a host operating system. Since there is no middle operating system layer, Type 1 hypervisors offer higher performance, stability, security and efficient resource utilization[10]. These qualities have made them the preferred option for enterprise data centres and cloud computing. Some common examples are VMware ESXi, Microsoft Hyper-V Server, Xen Hypervisor, and Kernel-based Virtual Machine (KVM). Type 1 hypervisors are widely used by cloud service providers like Amazon Web Services and Microsoft Azure to provide highly scalable virtual infrastructure. 
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[bookmark: _Toc235628557]Figure 4 Architecture of a Type 1 Hypervisor Supporting Multiple Virtual Machines
· Type 2 hypervisors, run as an application above the traditional host operating system[11]. Instead of communicating directly with the physical hardware, it relies on the host operating system to access hardware resources. While type 2 hypervisors are typically easier to install and use, they add overhead since requests have to go through the host operating system to be transferred to the hardware. 
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[bookmark: _Toc235628558]Figure 5 Type 2 (Hosted) Hypervisor Architecture Supporting Multiple Virtual Machines
[bookmark: _Toc235628599]Benefits and Limitations of Virtualisation
The benefits of virtualisation, such as resource utilisation, cost savings, and flexibility of infrastructure, have made it an essential technology in cloud computing. Multiple virtual machines can run on a single physical server, optimising the efficiency of hardware usage and minimising idle resources and capital expenditure[12]. Virtual machines offer robust isolation guarantees that failures or security breaches in one VM cannot directly impact other VMs, enhancing system reliability and security[13]. Moreover, virtualisation facilitates rapid provisioning, backup, migration, and disaster recovery, making the management of infrastructure much easier. Although virtualisation has many benefits, there are some drawbacks. This requires a separate guest operating system per virtual machine, which increases the need for memory, storage and processing power compared with container-based technologies. 
[bookmark: _Toc235628600]Docker and Containerisation
Docker is an open-source containerisation platform that allows developers and system administrators to create “containers” containing applications, their runtime environment, libraries, dependencies and configuration, are lightweight and portable. Unlike the traditional virtual machines, Docker containers share the same kernel as the host operating system, which makes them more efficient in terms of resources usage, start-up time and deployment, according to [14]. All of these attributes have made Docker one of the most popular technologies in modern cloud-based application development, DevOps and microservices development models. 
[bookmark: _Toc235628601]Docker Installation
The virtual machine is running Kali Linux, and Docker is installed to enable the development and deployment of application containers. After installation, the Docker daemon was configured to enable communication between the Docker client and the Docker engine. The installation was tested with the docker run hello-world command to download and run a test image from Docker Hub. The successful execution was indicative that Docker was properly installed and could pull images, create Docker containers and run applications. It confirmed that the Docker environment was up and running, and ready for the upcoming hands-on exercises, such as creating a Docker image, deploying a container, networking, using persistent storage, and integrating with Docker Hub, as shown in Figure 4.
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[bookmark: _Toc235628559]Figure 6 Successful Docker Installation Verification Using the docker run hello-world Command.
[bookmark: _Toc235628602]Creating the Web Application
For a demo of container deployment, a simple HTML webpage was created as the app that will be deployed in a Docker container. The webpage displays the student's name, student ID, module and programme information, and a brief statement confirming that the webpage is served from an Nginx Docker container, as shown in Figure 5. The website is a intentionally minimalistic application, which provides an excellent illustration of the deployment of static web content with the help of the Docker technology. The reason to create a custom HTML page instead of the default Nginx webpage is to ensure that the Docker application copies user-created files into the image build during the image-building process. 
[image: ]
[bookmark: _Toc235628560]Figure 7 Source Code of the HTML Webpage (index.html) Used for Docker Container Deployment.
[bookmark: _Toc235628603]Dockerfile Creation
A Dockerfile was developed to specify the steps used in creating the Docker image. A Dockerfile is a configuration file written in text, which automates the building process of the image as it details the base operating environment, the application files, the configuration settings, the operating parameters, and so on. The use of a Dockerfile allows the creation of identical images on different systems, thus improving reproducibility during deployments. The first instruction,
· FROM nginx:latest
Instead of building an operating environment from scratch, Docker downloads the latest stable Nginx image from Docker Hub, providing a lightweight and production-ready web server. Uses the official Nginx image as the base image. Instead of creating an operating environment from the ground up, Docker downloads the latest stable version of Nginx from Docker Hub to have a lightweight and production-ready web server. The second instruction,
· COPY index.html /usr/share/nginx/html/index.html
Copies the custom HTML webpage to the default web directory of Nginx web server. Thus, the default Nginx home page will be changed to the custom home page developed for this practical exercise. The final instruction,
· EXPOSE 80
This instruction is not intended to publish the port but it provides useful metadata and makes it easier to read because it lets the user know that the communication port for the application being containerised is the one being specified. 
[image: ]
[bookmark: _Toc235628561]Figure 8 Dockerfile Used to Build the Custom Nginx Docker Image.
[bookmark: _Toc235628604]Building the Docker Image
The HTML webpage and the Dockerfile were developed and then the Docker image was built by running the docker build command. As Docker reads through the Dockerfile, it builds a new Docker image that is based on the instructions provided by the Dockerfile,as shown in Figure 9. The build context is passed to the Docker daemon for processing, and consists of the Dockerfile and application files. Docker adopts a layered architecture that builds upon each instruction as a read-only layer, making builds efficient and storage space savings. 
[image: ]
[bookmark: _Toc235628562]Figure 9 Building the Docker Image Using the docker build Command.
[bookmark: _Toc235628605]Verifying Docker Images
Once the Docker image created, the local images were checked with the docker images command. This command prints out details like image size, image ID, image tag, repository name and image creation date. The results showed that the customised cloudwebsite image was successfully created together with the Nginx base image and the Hello World image. To ensure that the necessary application image is available before deployment, the image repository is verified. It also means that Docker has managed to complete the build process and that the image is ready to run, share, or publish to Docker Hub for future use.
[image: ]
[bookmark: _Toc235628563]Figure 10 Verification of Docker Images Using the docker images Command.
[bookmark: _Toc235628606]Running the Container
Once the Docker image has been verified, it was then run as a Docker container with the docker run command. After creating the customised cloudwebsite image, the port 80 in the container was mapped to port 8080 on the host machine, enabling the web application to be accessed via a browser, as shown in Figure 11. The name cloudcontainer was chosen for the container to make it easier for management and identification purposes. The successful deployment showcased Docker's ability to quickly launch isolated, portable and consistent application environments on various computing platforms.
[image: ]
[bookmark: _Toc235628564]Figure 11 Running the Docker Container Using the docker run Command.
[bookmark: _Toc235628607]Verifying Running Containers
The status of the container was confirmed with the docker ps command after running the container. This command lists all containers that are currently running, including ID, image, status, ports and names. The output verified that cloudcontainer was running well and host port 8080 was mapped to the port 80 in the cloudcontainer web application, thus allowing the browser to reach the web application. 
[image: ]
[bookmark: _Toc235628565]Figure 12 . Verification of the Running Docker Container Using the docker ps Command.
[bookmark: _Toc235628608]Web Application Deployment
The success of the deployment of the Web application was checked by accessing it at http://localhost:8080  using a Web browser. The browser showed the HTML page with the student information and the module details which had been customized as per the application but this indicates that the server (Nginx) was serving the application properly. This was a proof of the HTML file was successfully copied into the Docker image and that the port mapping that was set up worked as expected. 
[image: ]
[bookmark: _Toc235628566]Figure 13 Custom HTML Webpage Hosted Using the Docker Container.
[bookmark: _Toc235628609]Docker Hub Authentication
Docker Hub is the official cloud-based storage and distribution hub for Docker images. Images can only be published when a user authenticates themselves to prove that they are the owner of the account and are authorised to access the repository. 
[image: ]
[bookmark: _Toc235628567]Figure 14 Docker Hub Device Confirmation During CLI Authentication.
[bookmark: _Toc235628610]Tagging the Docker Image
Prior to publishing the Docker image, it was assigned a repository tag using the docker tag command. Image tagging is the process of linking a locally created image to a repository and version from Docker Hub. For this hands-on activity, the image was annotated with the Docker Hub username in combination with the version identifier v1. Version tags can be used to manage multiple releases of containerised applications. Instead of replacing old images, the different versions can be kept in the same repository, so that developers can go back to a previous version when needed. Version control enhances software maintenance, guarantees deployment stability, and streamlines application lifecycle management. 
[image: ]
[bookmark: _Toc235628568]Figure 15 Docker Hub Account Registration and Username Configuration.
[bookmark: _Toc235628611]Publishing the Docker Image to Docker Hub
After tagging the Docker image, it was published to Docker Hub using the docker push command. Docker Hub is a repository and distribution platform for Docker container images, allowing developers to easily share and deploy their applications. As the upload continues, Docker will reuse the same layers as the image was already uploaded, and only transfer new layers that have been added, minimizing upload time and storage space use. 
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[bookmark: _Toc235628569]Figure 16 Registration success
[bookmark: _Toc235628612]Docker Hub Repository
Once the image was uploaded successfully, the cloudwebsite image was then retrieved from Docker Hub to check if the image was published successfully. The repository showed the image name, version tag and repository information, which also indicated that it was available for future deployment. Docker Hub serves as a public central repository of images, allowing developers to pull, share and push images to it with the help of the docker pull command. By centralizing the approach, deployment is more uniform, version control is easier, and collaboration and continuous integration/continuous deployment (CI/CD) are more readily achievable in today's cloud-native application development paradigm.
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[bookmark: _Toc235628570]Figure 17 Docker Images
[bookmark: _Toc235628613]Docker Image Layers
Docker has a layered image system with each instruction in the Dockerfile resulting in a separate read-only layer. This will help to reduce the time spent on rebuilding and distributing images, as well as on storage space. This makes it easier to create images faster, store less disk space, and only upload modified images to Docker Hub. The layered design facilitates updates to the application, portability and deployment performance in various Docker-enabled environments.
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[bookmark: _Toc235628571]Figure 18 Docker pushing repository
[bookmark: _Toc235628614]Docker Volumes
Data inside a Docker container automatically gets removed when the container is removed. To address this, Docker provides volumes that provide persistent storage that is outside the scope of the Docker container lifecycle, as shown in Figure 19. In this hands-on activity, a Docker volume named myvolume was created via the docker volume create command. A Docker volume persists after containers have been stopped, removed, or recreated, preserving their data [15]. This feature is essential for production use like databases, web servers, and enterprise systems where you need persistent data storage.
[image: ]
[bookmark: _Toc235628572]Figure 19 Docker account checking
A new Nginx container was launched after the volume creation with the volume mounted to the web server directory [16]. The volume was mounted and thus could utilize the persistent storage in addition to the internal file system. This separation allows for more flexibility in the application's execution process, and for ease of container maintenance since the containers can be replaced without losing application data.
[image: ]
[bookmark: _Toc235628573]Figure 20 Repository information
The state of the volume container was then checked with docker ps, to ensure the container was running and that required ports were open. This verification made sure that the volume had been properly attached during the container creation process.
[image: ]
[bookmark: _Toc235628574]Figure 21 Volumes creation
Lastly, the web server Nginx was accessed using http://localhost:8081 and was seen working properly with the Docker volume defined below. No custom HTML content was found in the volume that was mounted and the default Nginx Welcome HTML file was shown in the browser. However, the Browser response was positive and the same confirmed the successful configuration of persistent storage.
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[bookmark: _Toc235628575]Figure 22 . Running a Docker Container Using a Docker Volume.
[bookmark: _Toc235628615]Docker Networking
Docker offers flexible networking options to allow for communication between containers, while keeping them isolated from the host operating system. For this hands-on lab, a custom Docker bridge network was configured and named mynetwork. The dedicated bridge network allows containers that are linked to that network to communicate directly, with each other, by using container names instead of IP addresses, which makes service discovery easier and the applications more scalable when there are multiple containers, as shown in Figure 23.
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[bookmark: _Toc235628576]Figure 23 network ports checking
The available Docker networks were then verified using the docker network ls command, confirming that the newly created custom network existed alongside Docker's default bridge, host, and none networks.
[image: ]
[bookmark: _Toc235628577]Figure 24 nginx installation
A new container was then deployed and attached to mynetwork, showing that Docker can attach containers to customisable networks. Custom networking allows containers to communicate securely with each other, and to be separate from other unrelated workloads running on the same host.
[image: ]
[bookmark: _Toc235628578]Figure 25 mynetwork port
Finally, using the command "docker network inspect mynetwork", the network configuration was checked. The output of the inspection contained detailed information about the configuration, such as the name of the network, the allocation of the subnet, the address of the gateway and the name of the connected container and its IP address. This validation provided confirmation that the container has been correctly added to the custom bridge network and is able to communicate with other containers within the isolated network. Microservices architectures rely on Docker networking as a key building block, as it allows various containers to communicate securely while remaining logically isolated from external systems[17]. For this reason, custom bridge networks are crucial in the deployment of scalable cloud-native applications.
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[bookmark: _Toc235628579]Figure 26 network ID list
[bookmark: _Toc235628616]Cloud Computing Concepts
Cloud computing offers organisations a highly scalable, reliable and cost-effective computing infrastructure by means of Internet-based services. These technologies are used by modern cloud service providers like Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP) to help apps be highly available, fault resilient, and able to serve millions of users at a time. At the core of these technologies are load balancing, scalability and application gateways, which are considered essential elements of cloud-native architectures. Together these technologies deliver enhanced application availability, resource efficiency, effective workload distribution and the ability to defend applications hosted in the cloud from failures and security attacks. This section critically reviews these three concepts of cloud computing with the implementation example of Amazon Web Services (AWS).
[bookmark: _Toc235628617]Load Balancing
Load balancing refers to the act of having client requests coming in and spreading them out across several servers or computing resources in order to not overload one server. In the cloud environment, users can be requesting thousands or millions of clients at the same time. If no load balancing is implemented, all requests would be sent to one server, which would lead to high resource usage, slow response, and even service failure. Amazon Web Services uses Elastic Load Balancing (ELB) to implement load balancing to automatically distribute the incoming network traffic across multiple Amazon Elastic Compute Cloud (EC2) instances deployed in one or more Availability Zones[18], as shown in Figure 27. 
[image: Elastic Load Balancer [ELB]— The ultimate need to tackle your user traffic!  | by Neel Shah | AWS in Plain English]
[bookmark: _Toc235628580]Figure 27 ELB
Elastic Load Balancing continuously checks the status of each server, and automatically forwards traffic to healthy servers. This feature helps to make applications more reliable and reduce service interruptions. There are various types of load balancers available on AWS, such as the Application Load Balancer (ALB), which supports applications that process HTTP and HTTPS traffic and the Network Load Balancer (NLB), which supports high-performance applications that process TCP and UDP traffic, and the Gateway Load Balancer (GWLB), which deploys virtual network appliances, as shown in Figure 28. 
[image: Resolve DNS names of Network Load Balancer nodes to limit cross-Zone traffic  | Networking & Content Delivery]
[bookmark: _Toc235628581]Figure 28 Network Load Balancer
The high-availability, automatic-fault-tolerant load balancers are optimized for various applications. Load balancing is an implementation that ensures the even load distribution of computing resources and thus enhances the application performance significantly. 
[bookmark: _Toc235628618]Scalability
Scalability is the capability of the cloud computing system to scale up or down based on the needs of the applications. One of the key benefits of the cloud is that organizations only end up paying for the resources that they use. When the number of users grows more resources can be automatically assigned. On the other hand, when demand drops, resources are eliminated which are not necessary to reduce the operational costs. There are two main types of scalabilities in cloud computing: Vertical scaling and horizontal scaling. Vertical scaling means enhancing the virtual machine with more processing power, memory or storage[19], as shown in Figure 29. 
[image: Horizontal vs. Vertical Scaling: Key Differences]
[bookmark: _Toc235628582]Figure 29 Vertical scaling  and Horizontal scaling
Vertical scaling is quite easy to accomplish, but is constrained by the maximum hardware capacity of the server. Horizontal scaling or scaling out means adding more virtual machines or containers to spread out the application workloads. The horizontal approach offers flexibility, fault tolerance and is nearly infinitely scalable and is the preferred method for modern cloud-native applications. Auto Scaling continually checks and measures metrics like CPU usage, memory consumption and network traffic[20]. AWS automatically starts new EC2 instances when demand spikes and stops instances that are not being used when demand falls, based on the setup of the scaling policies. 
[bookmark: _Toc235628619]Application Gateway
An Application Gateway serves as an intelligent router, security enforcer, SSL terminator and traffic manager for Web apps running in cloud environments. An application gateway evaluates application-layer protocols (e.g., HTTP and HTTPS) to decide where to send each network packet. This is mostly achieved in Amazon Web Services using Application Load Balancer (ALB). The ALB provides advanced capabilities such as host-based routing, path-based routing, HTTPS encryption, SSL certificate management, authentication integration, and Web Application Firewall (AWS WAF) protection. Application gateways enhance application performance and security by depressing SSL connection, screening malicious requests, and routing traffic to the proper back-end services. For instance, the different application modules can be mapped to different server groups by URL path or domain name. This is especially useful in microservices architectures, where a number of services are independent, yet behave as a unified application to end users. An integration of application gateways into a cloud environment thus boosts scalability, security, application management and efficient traffic routing. 
[image: How to securely publish Internet applications at scale using Application  Load Balancer and AWS PrivateLink | Networking & Content Delivery]
[bookmark: _Toc235628583]Figure 31 AWS Multi-VPC Architecture with PrivateLink for Secure Application Connectivity
[bookmark: _Toc235628620]Practical Importance of Load Balancing, Scalability and Application Gateways
While load balancing, scalability and application gateways have different purposes, they work hand in hand to deliver scalable, secure and highly available services in the cloud. Load balancing spreads out client requests across servers and avoids overloading the system, thus improving system reliability. It dynamically scales up or down resources as per the requirement of the application ensuring consistent performance and avoiding unnecessary infrastructure cost. In the meantime, application gateways offer intelligent traffic routing, secure communication, SSL termination, and application-layer security. In AWS, these technologies are frequently deployed as a single Cloud architecture. The Application Load Balancer receives incoming client requests, routes the requests, and acts as a security filter[21]. The traffic is then spread out on several EC2 instances that are part of an Auto Scaling Group. AWS Auto Scaling automatically starts new EC2 instances behind the load balancer as demand from the user grows. The load balancer will redirect the service traffic if any server fails, providing service availability. The orchestration of these technologies can deliver a wide range of organisational advantages such as increased fault tolerance, availability, user experience, workload distribution, resource efficiency, and cost savings. As a result, these technologies are now integral components of the cloud-native architectures that power enterprise web applications, e-commerce stores, online banking systems, healthcare and distributed systems.
[bookmark: _Toc235628621]Driving Forces of Cloud Computing
Cloud computing is the current universal paradigm of computing due to its ability to offer IT services in a more efficient, economical and flexible way to organisations than would be possible using traditional on-premises infrastructure. All the businesses, irrespective of their verticals, increasingly shift their applications and services to cloud platforms to cut down their infrastructure cost, optimize their operations and to quickly meet the shifting demands of the business[22]. This has been promoted by a number of technology and economic considerations such as cost saving, elasticity, scalability, flexibility, high availability, high performance, pay-as-you-go pricing, automation and the introduction of serverless computing.  A main factor in the uptake of cloud computing is that of cost reduction. Operating traditional IT infrastructure demands that organisations buy expensive servers, networking hardware, storage solutions, software licences, invest in data centre buildings, electricity, cooling and maintenance. These costs in the form of investments are avoided by cloud providers, who provide computing resources as a service. Organisations pay only for what they use and are not liable to financial risk as it increases their return on investment. Additionally, cloud service providers take care of infrastructure, software updates, and hardware maintenance, enabling companies to concentrate on their main business operations. 
[image: Five things you should do to create an accurate on premises vs cloud  comparison model | AWS Cloud Financial Management]
[bookmark: _Toc235628584]Figure 33 Comparison of Traditional Infrastructure Costs and AWS Elastic Resource Scaling
Source: [23]
Figure 33 shows the compares cost of traditional on-premises infrastructure with AWS cloud computing, showing that traditional hardware requires large upfront capital investment and often results in overprovisioning or underutilisation. Cloud platforms allocate resources as and when needed unlike regular infrastructure, which would need manual hard upgrade when needed. This allows applications to function efficiently when there's a high demand and have enough resources when the demand is low. Scalability is another term that is closely related to elasticity, allowing cloud environments to scale up and out or scale down and in. Vertical scaling is used to scale up existing virtual machines, while horizontal scaling adds new instances of computing resources to spread workloads across several servers. Cloud services like Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP) have built in means of auto-scaling that constantly track system usage and add more resources to the system when certain performance thresholds are breached. Cloud computing offers also great flexibility. Applications can be deployed from anywhere, across a variety of operating systems, programming languages and application frameworks, without having to be constrained by the physical size of the hardware. This agility allows companies to quickly build, test, deploy and update applications, as well as support remote work and international collaboration. One other key benefit is high availability, which guarantees that services continue to be delivered even if individual hardware components fail. High availability is achieved by cloud providers by running applications across multiple geographically separated data centres and Availability Zones.
[image: Architecture I: How to Get High Availability | AWS Startups Blog]
[bookmark: _Toc235628585]Figure 34 High Availability Architecture Using AWS Multi-Availability Zones and Elastic Load Balancing
Source:[24]
 In case of failure of one server or data centre, traffic is automatically rerouted to healthy resources, thus reducing downtime and increasing business continuity. Cloud platforms also provide high performance capabilities using cutting-edge cloud computing infrastructure, high-speed networking, solid-state storage, and intelligent resource provisioning. Advanced monitoring services continuously fine-tune resource allocation to maintain consistent performance of the application across different workloads. Pay-as-you-go pricing is another key enabler for cloud adoption, and not just for big data. Organisations are not charged for hardware that can handle maximum expected usage, but are charged only when they use it. This pricing structure is more cost-efficient and allows small to medium sized businesses to use enterprise class computing infrastructure without the huge initial costs. Last but not least, automation is a key aspect of contemporary cloud computing. Clouds platforms automate infrastructure provisioning, software deployment, monitoring, scaling, backup, security patching and disaster recovery[25]. Along with this, the infrastructure-as-Code (IaC) tools like AWS CloudFormation, Azure Resource Manager (ARM), and Terraform further ease the management of infrastructure by allowing cloud environments to be deployed in a programmatic manner, minimizing human error and maintaining deployment consistency.
[bookmark: _Toc235628622]Serverless Computing
One of the major developments in recent years is the arrival of serverless computing or Function as a Service (FaaS). Serverless Computing, in contrast to traditional application deployment methods, lets the developer deploy a function that only runs when it's invoked by some event[26]. Infrastructure provisioning, operating system maintenance, scaling, availability and server administration are all automatically handled by the cloud provider. AWS's solution for serverless computing is called AWS Lambda, which lets developers run application code when triggered by events from other AWS services, like Amazon S3, API Gateway, DynamoDB, and CloudWatch. With AWS Lambda, the cloud service automatically provisions and scales computing resources and function execution, eliminating manual infrastructure management. Likewise, Microsoft Azure Functions allows for event-driven application behaviour, and is designed to integrate with Azure Storage, Azure Event Grid, Azure Service Bus, and many other Azure cloud services. Azure Functions can be written in various programming languages and scales automatically based on the demand of the applications. Google Cloud Functions offers similar serverless functionality in the context of Google's Cloud Platform. It allows developers to run simple application logic on cloud event basis without having to worry about infrastructure, scalability and availability. 
[bookmark: _Toc235628623]Comparison of Serverless Computing and Containerisation
	Feature
	Serverless Computing
	Containerisation (Docker)

	Startup Time
	Very fast (milliseconds)
	Fast (seconds)

	Cost
	Pay only during function execution
	Pay while containers remain running

	Infrastructure Control
	Minimal user control
	Full control over runtime environment

	Scalability
	Automatic and event-driven
	Requires orchestration (e.g., Kubernetes, Docker Swarm)

	Deployment
	Individual functions
	Complete applications and services

	Resource Management
	Managed entirely by cloud provider
	Managed by developers or administrators

	Best Use Cases
	Event-driven applications, APIs, automation, data processing
	Microservices, enterprise applications, long-running services



[bookmark: _Toc235628624] Conclusion
The advent of cloud computing has revolutionized the design, deployment and management of the modern computing infrastructure by providing cost effective, scalable and flexible computing services. This report critically analysed the basic concepts of virtualisation, its relation with hypervisors and how these allow multiple VMs to be efficiently hosted on a physical platform, thereby boosting the utilisation of resources and managing the infrastructure. The use of Docker was shown, demonstrating how much easier it was to package an application and its dependencies into a small, portable container than to use virtual machines. The creation of a Docker image, deployment of the image in the container, publishing the image on Docker Hub, configuring Docker volumes, and Docker networking highlighted the real-time use of container technologies in cloud computing systems. The report also assessed the significance of cloud computing technologies such as load balancing, scalability, application gateways and automatic resource management with a real-life example of AWS. All of these technologies combine to maximize application availability, optimize workload distribution, enhance fault tolerance, and ensure consistent application experiences while lowering operational costs.
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[ (konal_nakun® ali)-[~]
$ docker run hello-world

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:

1. The Docker client contacted the Docker daemon.

2. The Docker daemon pulled the "hello-world” image from the Docker Hub.
(amd64)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https: //hub.docker. con/

For more examples and ideas, visit:

https://docs.docker. con/get-started/
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[ (komal_nakun® kali)-[~/CloudAssignnent
$ docker ps
CONTAINER ID  IMAGE COMMAND

d8991491edsb  nginx "/docker-entrypoint
ched2eac2fb3  nginx "/docker-entrypoint
abg06264dusd  cloudwebsite "/docker-entrypoint

(komal_nalun® kali)-[~/CloudAssignment |
Cs

CREATED
17 seconds ago
3 minutes ago
39 minutes ago

STATUS
Up 17 seconds
Up 3 minutes
Up 39 minutes

PORTS
80/tcp
o

081-80/tcp
1:8080->80/tcp

NAMES
networkcontainer
volumecontainer
cloudcontainer
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[ (komal_nakun® ali) - [~/CloudAssignnent ]
$ docker network inspect mynetwork
L

{

"Name”: "mynetwork”,
"Id": "03d82db5c22390a098538F0e6dfd4470c65efSe702absFdab3agibard1arcees”,
"Created”: "2026-07-21T10:58:35.673957926+01:00",

"Scope”: "local”,

"Driver”: "bridge”,

"EnableIPv4”: true,

"EnableIPv6”: false,

"IPAMT: {
"Driver”
"options
"Config™: [

{

"default",
i

"Subnet”: "172.18.0.0/16",
"Gateway”: "172.18.0.1"

1
h
"Internal”:
"Attachable”: false,
"Ingress”: false,
"ConfigFron”

"Network
h

"Configonly”: false,
"Containers”: {
"d8991491ed8b05002b1chc0f f4836ad6F8C7F086bb79b6e3cI247 F57b9b2dA1F": {
"Name”: "networkcontainer”,
"EndpointID”: "52327f75242Ca61c3197a4b50b56667d707761eed219816bd4174c92bF354dF" ,
"MacAddress”: "6e:fb:f1i8b:as:es”,
"IPviAddress™: "172.18.0.2/16",
"IPv6Address”:

}
h
"Options"
"Labels!

1

[ (onal_nakun® kali)-[~/CloudAssignnent
1 |




image1.jpg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant

UNIVERSITY OF WALES

Trinity Saint David




image2.png
V

irtualization

x86 ARM

CHRING

Debian Debian

Stress-ng

e

Containerization

™

5

Docker compose

kubernetes

5

Docker compose

kubernetes

&

Docker engine

&

Docker engine

podman

podman

N—

\

A Stress-ng





