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[bookmark: _Toc39523551]1 Introduction
This assignment will be about researching different cyber security issues that are affecting business and organisations around the world. The research will be about different kind of attacks how to stop them e.c.t. once research has been conducted different hacker techniques will be exercised and will be analysed. By conducting the exercise, it will be easier to analyse what the attack is and how to prevent it. 
[bookmark: _Toc39523552]1.1 Why has cybersecurity become an important issue? 
Cyber security has become important because the devices that are used in everyday tasks contain confidential information such as sensitive data , personal identifiable information and protected health information [1]. Not only do everyday devices contain this confidential information of the user but also companies , websites and organisations etc. how companies will store this information is via devices that are connected to their network, for example personal information such as name , address , student , customer , employee number , income , outcome etc. will all be stored within a database that the organisations have created. 
[bookmark: _Toc39523553]1.2 What threats exist?
When a user is looking to protect their devices and their personal information, they need to be aware of what dangers exist and how they should protect themselves from these dangers. Having known what dangers exist this will allow the user to be wary of any suspicious content they may come across. Not only knowing what threats exist but the user should also know how these threats are carried out.






A website was found called information security forum this is a non-profit organisation that has a membership with many of the world’s leading organisations, they are dedicated to investigating and resolving key issues in information security and risk management [2]. This website has experience with many organisations and this website has posted a threat horizon for 2019. This threat horizon involves key cyber security issues that they have identified for businesses and organisations. These threats are:
[bookmark: _Toc39523554]Disruption
Disruption is an issue that focuses on the reliance of a network connection. By a company, organisation relying on a network connection to operate this will mean that the network will need to be constantly operating and never in a down state. 
Within disruption lies a key issue of a premeditated outage that will bring the trader to its knees [3]. A premediated outage is a difficult issue to prevent as a network  will never know when an attack is incoming or planned, in order to prevent an outage  the network will need to be secured successfully and if any attack does happen to any device then it will notify the network and the network management team will be able to identify the attack and resolve it. Before a device on the network or the network itself is forced in a down state.
The second issue that lies within the disruption threat is ransomware [3]. Ransomware is a software attack that will then send user a corrupt a file, email etc that contains a virus. This virus will suspend the user’s system until the user gives the attacker what the attacker wants.





The third issue that will be discussed has become a more modern solution as this issue is people of authority within an organisation coerced into revealing information [3]. This problem can be eradicated by the organisation training their employees in cyber security and making them aware of threats and issues that exist and how they should deal with these issues if they appeared. Not only will this rely on the organisations providing training, but this will also rely on organisations having a safe and secure network. As if an employee was able to leak information then there is a network security issue that the organisation should address immediately. As if key information is released then this could pose a great danger to the company as they will have failed to follow the data protection act. 
[bookmark: _Toc39523555]Distortion
The first factor of information distortion is automated misinformation [3]. Companies and organisations in the modern world utilise different technology and computer methods to store information. For example, a method that is most common is the use of databases, within a database this is where information can be stored and altered. As well as manual alteration databases will allow automatic alteration. When creating automatic alterations within a database or a network it is important that the features are setup appropriately. As the information that is automatically updated can be confidential information that should never be misinterpreted and should always be accurate as it is confidential information of a customer, user. 






The second factor is about how falsified information can affect performance [3].  Not only is it important to have accurate and up to date information, but it is also important to make sure that no information that is stored is falsified or has been forgotten to be updated. For example, if a business is unable to be accurate with its income then the business will likely have more money going out than coming in which will make the business harder to manage. So, having up to date information can be crucial when running a business that relies on electronic management. As the information will likely be stored within a database that will display the total of incomings and outgoings.

The final factor within this section is a block chain. A block chain is where cryptocurrency is stored in a public database [4].  Within this database it will be made up of digital blocks, within these digital blocks this is where purchases with cryptocurrency will be stored. With each purchase a block will come with its own unique identity that is produced, this unique ID is what will be used to gain access to that specific purchase record. The issue with this factor is that if a hacker is able to gain access to a block chain and is able to acquire these unique ID addresses then the hacker will be able to acquire information that the ID contains. The information that can be acquired will be the order number which will contain the buyer’s username and purchase details. This is where a block chain poses a threat is that if a data block has been accessed then the buyer’s information will be displayed giving the hacker access to confidential information.





[bookmark: _Toc39523556]Deterioration
The first factor of deterioration is regarding surveillance laws that will expose corporate secrets [3]. When setting up a company or organisation there is many surveillance devices that can be placed in a building or within a network. The surveillance devices are used to monitor an area where they are placed. Once placed the footage on surveillance devices can be recorded and stored and can be viewed at any time by authorised personnel. When managing a surveillance device, it is crucial for only authorised personnel to have access to surveillance devices as they will have key footage which can capture any event that happens within the monitored area. 
The second factor of deterioration is privacy regulations [3]. When any computer network or databases are set up there are regulations that exist and need to be followed. these regulations will fall in line with the data protection act, as any company/ organisation that involves any sort of computer credentials will need to follow the data protection act. Failing to follow this act can lead to the employee suing the company for not keeping their information confidential.	Comment by Carlene Campbell: 
Start sentence with capital letters.
The third and final factor is rushing out AI [3]. When AI is being introduced it is crucial for the organisation to implement over time rather than rushing it, as when AI is being introduced it is being used to improve the system that is already in place. As AI can be unpredictable this can lead to a major cyber security threat as it will be unstable and the actions that the AI carries out may not be what the organisation / company wanted. As well as this making sure the AI is secured and protected should be vital before implementing the AI as if there is a weakness to the AI that is being implemented then hackers will likely focus their attacks on the AI and exposing the other weaknesses within the organisations network.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
[bookmark: _Toc39523557]2 Future trends of cyber security 

As technology and computing becomes more advanced over time this means that the security measures for these devices on a network will need to be constantly updated and making advancements. Only will security measures be constantly upgraded but new hacking methods will also be produced or any hacking methods that already exist will be upgraded by the hackers to penetrate the new security measures. In order for a network to stay secured the network will need to look at what methods exist and what methods are
currently trending. By looking at what methods are trending this will allow a network security team to prepare their network to defend against the new hacking methods that are being produced.
[bookmark: _Toc39523558]2.1Phishing 
A trend that has been identified is phishing becoming more deadly. Phishing attacks involve a digital message such as an email that is sent to a user [5]. Within this email there will a file or a link once the receiver clicks on the link or the file, the link or file will open and will plant a virus within the users system to retrieve personal information such as credit card details , location , name , username and password etc. 
[bookmark: _Toc39523559]2.2 Phishing targets

In 2018 research was carried out to discover who were the targets for phishing. By looking at the stats below it is clear to see that the main target was financial organisations followed by email, cloud, payment services and    SaaS.
 The financial industry was a main target as in a finance company this is where customers bank account details will be kept which would be a target for hackers. As hackers will look for a way to acquire personal information that will benefit them.





[image: ]Figure 1Phishing targets
[bookmark: _Toc39508161]Figure 2 Phishing targets [8]








[bookmark: _Toc39523560]2.3 Ransomware
Ransomware is a hacking software method that can be sent to a user and will disable the user’s machine.  By disabling the users machine ransomware will allow the hacker to make demands from the victim. Once the demands have been met by the victim the hacker will then remove the ransomware as the hacker has acquired what the hacker required. 
[bookmark: _Toc39523561]2.5 Delivering Ransomware
Originally ransomware would be distributed via emails and exploit kits. Using these methods would go under the consumers / businesses radar as it would look like a normal email being received [6]. For the modern delivery of Ransomware hackers will select their target, by selecting a target this will allow the hacker to acquire the information on the target and will be able to create an attack that will be aimed for that specific target. When selecting a target the hacker will need to consider the scale of the business or target as targeting a large business will result in the Ransomware costing more to deliver as it will be targeting a large group of people. 
[bookmark: _Toc39523562]2.6 Exploit kits
Spelevo exploit kit is a part of Ransomware. The way a splevo exploit kit works is by placing an advert or a link on a website, once the user has accessed this website they will need to click this link to remove the advert or to allow them to access the content. Once the link has been clicked by the user this will then open a new tab for a user that will redirect them to another website, this is where the exploit kit will try and install itself within the users system to acquire information on the user [7]. 

[bookmark: _Toc39523563]2.7 Targets 
When a hacker is considering a target for ransomware factors will need to be considered. These factors include the targets location, income, data value, operating system and status. All of these factors will decide the hackers target and pay-out, as for example if the hacker is targeting a someone of important status who is rich then the hacker will demand a higher amount of money because the hacker has identified the targets status and location. Not only is the demand a pay-out for the hacker but this is also a way for the hacker to acquire funds to improve the ransomware that was used or the hacker will take these funds and fund to hack a bigger target. 

	












[bookmark: _Toc39523564]3 Lab 1 Email tracker
In order to access email tracker, it first hard to be installed.
[image: ]
[bookmark: _Toc39508162]Figure 3 Email tracker install
	Once email tracker was installed it could then be accessed. Once opened this was presented and the advanced edition was selected, so that the user can gain the access to the features that where required.
[image: ]
[bookmark: _Toc39508163]Figure 4 Email tracker features
Once the edition was selected the user then clicked on my trace reports here is where a report can be produced from an email.
[image: ]
[bookmark: _Toc39508164]Figure 5 My trace reports
Once this tab was selected this pop up appeared. Within this pop-up this Is where the emails original code could be inputted to trace the email.
[image: ]
[bookmark: _Toc39508165]Figure 6 Trace pop up

	
[image: ]To get the email code an email was accessed within Gmail, within this email the show original function was used to acquire the email in its original state.
[bookmark: _Toc39508166]Figure 7 Show original









Once the show original function was used a new tab would open, within this tab this is where the emails code will be displayed and can be copy and pasted into the email tracker trace.
[image: ]
[bookmark: _Toc39508167]Figure 8 Email code
Once the code was acquired it would then be copy and pasted into the trace function in email tracker. 

Once trace was enabled email tracker would then produce a report based on the email. The report will contain the emails route and IP addresses that were used to deliver and send the email.
[image: ]
[bookmark: _Toc39508169]Figure 9 Email report
[image: ]Figure 10 Email code trace


















Once the report was completed within email tracker. The website was then accessed to acquire a more in-depth report on the email that was received.
[image: ]
[bookmark: _Toc39508170]Figure 11 Website report





This report would then show the email map route. As is displayed the email was sent from Atlanta Georgia USA to United Kingdom. This can only be known because it was traced by the email tracker.
[image: ]
[bookmark: _Toc39508171]Figure 12 Route map
To follow on from the routing map the report would then show the IP address route of the email. This would contain the IP address from the sender to the receiver.




[image: ]The final evidence that the report included was details on the owner’s device that is sending the email.

[bookmark: _Toc39508173]Figure 13 Device report
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Figure 14 IP Route






Figure 15 Email map








[image: ]Once the user was done looking at the report and wanted to revisit email tracker. Then the original report will be saved, and the user will see the first report that was created displayed when email tracker is accessed.















[bookmark: _Toc39523565]3.1 Conclusion
To conclude email tracker the user thought that using email tracker was very beneficial as this software is able to trace where an email was sent from and the journey the email took. By looking at where the email came from and the senders details the user is able to use this software and the report that was gathered to make a judgement on whether the email that was received was legit. 
























[bookmark: _Toc39523566]4 Lab 2 CyberGhost

For this lab CyberGhost was utilised in order to surf the web anonymously by accessing a VPN server.

First of all, CyberGhost was installed, once installed it would ask the user to connect to a server.
[image: ]
[bookmark: _Toc39508175]Figure 16 CyberGhost no connection

Once opened the south Korea server was chosen by the user. By choosing the south Korean server this would make the users location changed from the original location to somewhere in south Korea.
[image: ]
[bookmark: _Toc39508176]Figure 17 South Korea server

Once a connection to the server was established it, CyberGhost would then present the user with the MBPS the user was getting.
[image: ]
[bookmark: _Toc39508177]Figure 18 Server MBPS
Another feature that CyberGhost brings is for the user to allow connection features. For the purpose of this lab no features where needed to be turned on. Whereas if the user wanted to use a virtual private network then they will need to consider enabling these features for their network.
[image: ]
[bookmark: _Toc39508178]Figure 19 VPN features



Once the Virtual private network was enabled. The user then searched for what is my IP address on the Mozilla Firefox web browser. This link would allow the user to view their devices Ip address and location. 
[image: ]
[bookmark: _Toc39508179]Figure 20 IP Location


When zoomed in on the map this is what the pings looked like for red (original location) and purple (altered location).
[image: ]
[bookmark: _Toc39508180]Figure 21 Original location
 [image: ]
[bookmark: _Toc39508181]Figure 22 Altered location

When the VPN was turned off the user then checked this website again to see if there was any change. Once the map loaded the user found out that with the VPN turned off the original location and IP address will show.


[image: ]
[bookmark: _Toc39508182]Figure 23 Original location




[bookmark: _Toc39523567]4.1 Conclusion 

After using cyberghost the user came to the assumption that a VPN network is beneficial when trying to access content that is region locked. Not only is VPN good for a accessing a different countries server but it is also a good way to surf the web anonymously and protect the users IP address when surfing the web. As when a website is accessed the users IP address will be stored by enabling cookies but if the user is using a VPN then the VPN IP address will be stored. As well as these two factors a VPN connection is also a good way for the user to keep their IP address and location secure from any hackers.  The user is able to hide their location as a VPN network will automatically change the user’s location and IP settings.














[bookmark: _Toc39523568]5 Lab 3 Malware

To start off this lab Malware had to be downloaded and installed. This software will be used as an antivirus software, this lab will go into how malware works and what the software does for the user’s computer.
[image: ]
[bookmark: _Toc39508183]Figure 24 Malware installation


In the picture below is the options that Malwarebytes will present to the user once logged in. once logged in the user is able to use Malwarebytes to scan their system for any viruses. The user is also able to turn on real tome protection settings as seen in the bottom right box. These real time protection features can be turned on to protect the user’s system from any viruses by preventing them.

[image: ]
[bookmark: _Toc39508184]Figure 25 Malware menu

Once the user presses the scan button Malware will present the user with the screen below. The screen below is showing the scan that is currently happening on the user’s system. This scan is to detect any viruses that is on the user’s system.
[image: ]
[bookmark: _Toc39508185]Figure 26 Malware scan
Once the scan has finished a report will then be produced of the user’s system. This report will notify the user if there are any viruses on the user’s system. In this case no viruses where reported so no further action needed to be taken as the user’s system is already clean.
[image: ]
[bookmark: _Toc39508186]Figure 27 Malware scan report







Once the scan summary has finished and the user clicks done. There is a scan report that the user can then access, this scan report will allow the user to see an overall summary of the report that was gathered on their system. Not only is the summary presented but the user will also be able to look at an advanced version report of their system. In this advanced report this is where the user can see the specifics of their system and if a threat has been detected within their system.
[image: ]
[bookmark: _Toc39508187]Figure 28 Advanced report

Another feature that Malware has is a scan scheduler. This scan scheduler is a manual schedule that the user can set up for the software to scan their system on a regular basis. This is a good method of protecting the system as a scan is scheduled to be complete at a certain time.
[image: ]
[bookmark: _Toc39508188]Figure 29 Scan scheduler



[bookmark: _Toc39523569]5.1 Conclusion
After downloading and using Malwarebytes the user thought that this service is very beneficial for their device and for company/organisation. The reason the user thought that Malwarebytes is a good service because once installed it will protect the user’s device and it will also deliver the user a scan report. As well as a scan report of the users system there is also a malware scan schedule which the user can setup, by having a scan scheduler this could make the user feel that their device was more protected as this software would always scan for viruses when scheduled.  Another feature is the ability to remove the viruses not only does this software notify the user of viruses on their system, but it will also allow the user to remove any viruses that are found. Utilising this software is a safe and secure way for the user to make sure there are no viruses within their system.












[bookmark: _Toc39523570]6 Lab 4 Cryptography
Cryptography will be used to encrypt and decrypt message within a file.
To begin this lab cryptool was downloaded and installed
[image: ]
[bookmark: _Toc39508189]Figure 30 Cryptool
For the next stage the start-up example box will be closed, and the user will click file and open a new one. In this new file the user entered the information that they wanted to encrypt.  The RC2 will be discussed in the next image as RC2 is what is required to encrypt the information.
[image: ]
[bookmark: _Toc39508190]Figure 31 Encrypted message


When RC2 was clicked a new box would open. In this new box this is where the user can set the key length of the encryption. For this lab the user set the key length as 8 bits and 0.5 as the hexadecimal number.
[image: ]
[bookmark: _Toc39508191]Figure 32 Key length encryption
Once the key length the user would then click encrypt which will then encrypt the message. Once the message was finished encrypting this is how the message would display.
[image: ]
[bookmark: _Toc39508192]Figure 33 Encryption
Once the message was encrypted the file can then be saved and sent to a user. Once the file is sent to a user the user will need to decrypt the message as the message has been encrypted to protect the file.
[image: ]
[bookmark: _Toc39508193]Figure 34 Encryption save file









After the file has been saved the user will now open the file.
[image: ]
[bookmark: _Toc39508194]Figure 35 RC2 file open
Once the user opens the file, they will be presented with the key entry prompt. This image shows that the encryption has worked on the file. In order to decrypt the file the user will need to set the same key length of 8 bits and 0.5 hexadecimal once these settings have been set the user can then click decrypt and the unnamed1 pop up will decrypt and show the original message.
[image: ]
[bookmark: _Toc39508195]Figure 36 Decryption settings
Once the settings have been set correctly the user can then click decrypt. As the settings where correct this pop up was removed and the original message was displayed along with its encryption.
[image: ]
[bookmark: _Toc39508196]Figure 37 Decrypted message

[bookmark: _Toc39523571]6.1 Conclusion
This method of file encryption can be very useful but in order for this file decryption to work the user will need to be in contact with the sender. As the file decryption will require the receiver to know the specific key length and the correct hexadecimal setting, once the correct settings have been applied the file can then be decrypted. Although this requires a lot of communication this method of file encryption is very useful as seen in the lab the original message will be encrypted to numbers and letters which are hiding the original message. Once the settings have been applied the message will then become encrypted and will be sent in the encrypted form, to decrypt the file the receiver will need to know the decryption settings.  By completing this lab the user was able to successfully send   an encrypted file and decrypt the file, after watching how file encryption works the user believes that this method is also a good way to keep the users files secure and safe when distributing them as by encrypting a file the information will be hidden until decrypted.












[bookmark: _Toc39523572]7 Packet tracer
In this section of the report a packet tracer design will be shown along with configurations on the devices. Within the packet tracer design there will be a password encryption, firewall and access control lists.
[image: ]
[bookmark: _Toc39508197]Figure 38 Packet tracer design

[bookmark: _Toc39523573]7.1 Password encryption
To start off with the configuration command. The first configuration was adding a host name to the routers and to the switches, by adding a hostname this would give the routers and switches a name which would be r1, s1 and s2. Once the host name was configured the user then decided to add a password and then they added an encryption onto the password, by having a password this would make the device more secure by having credentials. Having just a password wasn’t secure enough for the user so the user added an encryption onto the password, this encryption would hide the password from its original form so only the creator will know the password as they created the password unless they shared the password with others. In the below images this is displaying the cli configuration that the user applied to s1 the basic configurations displayed below will also have been set on s2 and r1.  
[image: ]
[bookmark: _Toc39508198]Figure 39 S2 configuration
[image: ]
[bookmark: _Toc39508199]Figure 40 Service password-encryption
[bookmark: _Toc39523574]7.2 Firewall
Once the devices were added to the topology the IP addresses were also configured to pc0 and pc1. Both of these pcs within the network will have their own unique IP address, each of the pcs IP addresses will be needed as they will need to ping each other.  The pcs will need to ping each other as this is where testing the firewall will be put in place, the firewall has been put in place to prevent the devices on this network getting any viruses or packets sent to them from outside the network.
[bookmark: _Toc39523575]7.3 IP configuration 
These 2 Ip addresses where applied to pc0 and pc1. These IP addresses will be needed for the ping stage and to test the firewall service. 
[image: ]
[bookmark: _Toc39508200]Figure 41 PC0 IP configuration
[image: ]
[bookmark: _Toc39508201]Figure 42 PC1 configuration
[bookmark: _Toc39523576]7.4 PC ping
Once the IP addresses were set and each of the devices where configured the user made sure that each device could ping each other. By the devices pinging each other this means that the devices are able to communicate with one another within the network. Not only was the user making sure that a connection was established but the user was also making sure that the packets being sent where being sent successfully.
[image: ]
[bookmark: _Toc39508202]Figure 43 PC0 pinging PC1
[image: ]
[bookmark: _Toc39508203]Figure 44 PC1 pinging PC0

[bookmark: _Toc39523577]7.5 Firewall setup
Once the pcs where setup the user then decided to configure a firewall setting to pc1. The firewall has been set to deny ICMP packets, by denying packets this will allow PC1 to no longer receive packets. By denying packets this will allow the PC to be more secure as it won’t accept any incoming packets, so this reduce the pcs chances on the network to receive any viruses that are sent to this pc.
[image: ]
[bookmark: _Toc39508204]Figure 45 Firewall configuration
[bookmark: _Toc39523578]7.6 Ping after firewall
Once the firewall was configured the user wanted to test if packets would be denied or accepted on PC1. To test this the user had PC0 to ping PC1, represented below is the results of PC0 pinging PC1. To test this the user had PC0 to ping it’s self once this was completed it was reported that there was 0% packet loss which was expected. Once the first test was completed the user carried out the second test which involved PC0 pinging PC1, as expected the results where different. Where as in figure42 there was a 100% packet transfer success before the firewall, now there is 0% packet success. The reason it has changed from 0% to 100% is because the firewall was set up after the first ping was carried out, now having the firewall setup to deny packets it has done exactly what the user intended the firewall to do and that was to deny packets.

[image: ]
[bookmark: _Toc39508205]Figure 46 Firewall test
[bookmark: _Toc39523579]7.7 Conclusion
For the firewall setup this would be very beneficial to an organisation such as a university, organisation or business. The reason is because  it is a cyber security defence that is used to counter virus such as ransom ware , fake emails and corrupted files etc. as viewed in the packet tracer implementation it was clear to see that the firewall was successful and achieved what the user intended it to do. By denying packets coming in this will reduce the risk of any viruses existing on this pc. Although this is a countermeasure it does not mean that it is not impenetrable. As these counter measures also have hacking counters to them so it is vital that when a firewall is implemented that it is kept up to date and that no vulnerabilities exist within the user’s network. Along with firewall it would be suggested to use virus detection software such as malware bytes which was used in a in one of the labs during this report. Having these 2 features will greatly increase your network defences as the user will have the firewall that will stop incoming packets and then the user can access malware bytes to scan their system for any viruses.



[bookmark: _Toc39523580]7.8 Access list
Once the firewall was in the place the user then decided to add a few more devices to the network. These devices where 3 extra pcs, 1 router, 1 switch and a server. Within this network this allowed the pcs to not connect to a switch but to a router and a pc. The user will configure an IP address to the router, this address will be the default gateway. By setting the default gateway this will allow the pcs to connect to the router which will then give them access to the server.
[image: ]
[bookmark: _Toc39508206]Figure 47 Access list
To start off with the configuration the PCS, switch and router had to be assigned an IP addresses. The most important IP address here is the routers address. The routers address will be the default gateway for the network, this is where the pcs will get their connection from. Once the default gateway was set on the router the default gateways address was then added on to PC2, PC3 and PC4. 
[image: ]
[bookmark: _Toc39508207]Figure 48 Default gateway



Once the routers gateway set it was then time to set up the IP address for the server. The server and the router will be essential when making the ACL list. As these will be the hosts of the access control list which will be configured in R1. 
[image: ]
[bookmark: _Toc39508208]Figure 49 Server0 default gateway

For the final part of the configuration the user went into router and had to configure an access control list. This list that has been configured will tell the router what IP address can’t ping the network. As displayed in the screenshot below the access lists displays that 192.168.10.2 which is PC3 to not ping the network. Whereas the permit any section will allow other devices to ping the network.
[image: ]
[bookmark: _Toc39508209]Figure 50 Access list configuration
The screenshots below will represent that the access list has worked. As PC3 is unable to ping the default gateway and the server address whereas the PC2 and PC4 are able to ping both addresses.
[image: ]
[bookmark: _Toc39508210]Figure 51 PC2 ping
[image: ]
[bookmark: _Toc39508211]Figure 52 PC3 ping
[image: ]
[bookmark: _Toc39508212]Figure 53 PC4 ping






[bookmark: _Hlk39522644]
[bookmark: _Toc39523581]7.9 ACL conclusion
For ACL the user also believes that this method will be good when implemented into a company network, as the devices will need to be manually applied to the ACL list. This is also where the disadvantage comes in off for an organisation like a university, they will need to employ someone who will add the devices to an access list which can be a very tedious task. Although this was a simple demonstration within packet tracer. The user thought that if applied right the ACL list can be very beneficial as it can only allow certain devices access within the network. As seen in the ACL ping screenshots it is evident that PC3 failed to ping the server and the router because the router was set to 
[bookmark: _Hlk39522603]be very beneficial as it can only allow certain devices access within the network. As seen in the ACL ping screenshots it is evident that PC3 failed to ping the server and the router because the router was set to deny access to 192.168.10.3. by failing to ping the set addresses this means that this device wasn’t able to send any packets or do any file transfers across the network.  So for example if in the university there was a device that was suspect to an attack or had a virus on it the network manager could access the ACL list and deny network access to this device, the only problem that comes with this is that the network manager will need to know the devices IP address in order to block it on the ACL list. With so many devices in a university environment it can become difficult for the network manager to find the suspect IP address and block this device as there will be so many devices within the university.






[bookmark: _Toc39523582]8 conclusion
After researching the future trends of cyber security, it is evident that hacking methods are becoming more and more vicious in the modern day. In order to counter these attacks, it is best for the cyber security team to find out how these attacks are improving and how they can defend their network from these devices. Once task 1 was completed the user then completed cyber security experiments these experiments where email tracker, cryptography, VPN and malware bytes. Each one of these was used by the user to experience what using these different software was like. It turns out that all of these labs the user found beneficial when protecting their device for example email tracker is beneficial for finding out where an email came from and accessing an email report containing in depth details, next was cryptography which was encrypting and decrypting a file  the cryptography lab was the lab that the user thought they would use less as this lab requires communication between the sender and the receiver. Thirdly for VPN this was a software that the user has come across before so the user thought that VPN was really good for protecting their devices as seen in the lab the IP address of the users device will change to their selected country. Lastly for the lab software there was malware this software is a must for any device or company as malware will scan the user’s device for any viruses.
To conclude with packet tracer the user setup a network that was going to be used in a smart campus. Within this network there where switches, routers PCS and servers.  Within packet tracer the user configured the devices with their own IP address and did configuration within the cli to acquire the ACL control and to enable firewall.  By setting this up in packet tracer the user is able to test the settings they setup by pinging each device. For the real implementation of a network a lot more defences will need to be set up as this would be the university network, so there should be no vulnerabilities,
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged with the literature, however, you need to utilise more peer reviewed articles. Key concepts discusses. The appropriate referencing used (Grade mark: 77.78%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]35

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have demonstrated very good research knowledge in most areas. How do these all link together? The analysis and evaluation of the literature is missing in some areas making them seems to be isolated sub-areas. You have given an excellent account of the lab exercises and how users and organisations could benefit; though you could expand more in this area. (Grade mark: 88.89%)
	[bookmark: totalANA]45
	[bookmark: markANA]40

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report need formatting as well as some of the figures. There are grammatical errors. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]81%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	 You demonstrated relevant knowledge and understanding by explaining the theories and concept in a meaningful way. Could be improved if more peer reviewed articles were used. (Grade mark: 75.00%)
	20
	15

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have documented the physical packet tracer design. Your implementation discussion could inter-relate more how to combat or enhance challenges to the University.    (Grade mark: 75.00%)
	20
	15

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: _GoBack]Your practical design are two isolated LANs (firewall and ACL, similar to another student,), they are not a connected converged network. The password implemented on the routers and switches are not encrypted and if compromised can easily be known. Though you have discussed a practical design, this was not implemented.  You have not demonstrated understanding of implemented a Packet Tracer design in an advanced way. (Grade mark: 33.33%)
	60
	20

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	50%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	




Page 26 of 26

image1.png
WHO IS BE;NG +ARGETED?

In 2018 we identified phishing sites targeting 1,263 different brands belonging to 773 parent
institutions. The top five targeted industries accounted for 839% of total phishing volume.

Payment Services

Financial





image2.png
0 ACCBG000: Practical X @ eMailTrackerProRea X M Welcome to CCNATY X | M Original Message X | @ eMailTrackerProRep X | @ eMaillrackerProRep X | + - X

C @ File | C:/Users/User/.VirtualBox/eMailTrackerPro/readme.html pig e

Support

Online Manual

FAQ

New Release Information
Tutorials

aCkerPro Requirements

‘Windows 98/Me/2000/XP/2003 Server/7/8
Mac 0S X

Sun's Java Version 6 Update 11 or above
An Internet Connection

EmailTr

tracer and

Emalm filter

Distribution

eMailTrackerPro has a 15-day trial period, use of the software
beyond the 15-day trial period requires purchase of a license.
The installation cip.exe is freely distributable, provided that it is
not modified in any way. Refer to the Purchase page for
licensing_information.

}‘( wsualware
2N

License Agreement
SN Tha fulll liranca anraamant far aMailTrackarPra ran ha faind kv v

@ Lab 1-2 (3).pdf ~ £) emtexe ~ @ Lab 1-2 (2).pdf ~ @) cybersecurity.docx ~ @ Lab7 (2).pdf ~ Show all X

1
ﬂ P Type here to search 01/05/2020





image3.png
File | Mylnbox | Help

Yy 99 7 o

el Resglye Q. | WURLE REGUEL FRAR | swowme SR ERRSH

View Check Mail Rules & Filters Views & Search Trace

‘Welcome to eMailTrackerPro version 10.0b (build 4116)
Delete Rule Subject

A Type here to search

Date From

Noem

Edition Selection

=Trace emails and email
addresses

=Find the location of the
email sender

=Locate the Sender's ISP
o report ahuse

=Quickly identify
misdirected emails

=Helps identify
fraudiphishing emails

=Identify spamrmers
=Report abuse

(Gurrent Editior)
=Al Standard edtion
features plus

=Trace multiple emails at
once
=Stop spam before it
reaches your In Box
=Validate emails before
they reach your In Box
=Automatically remave
unwanted ermails
=Identify mistirected
ermails before delivery

| Show this dialog when eMailTrackerPro starts oK

Location

No mail to show
Sender IP

” Rules &Fitters

AddRde  AddFRer P X
waie | Biack | Fiters

Japanese Language
Chinese Language
Russian Language
DNS Blacklisted

18:20
B2

01/05/2020





image4.png
£9 eMailTrackerPro v10.0b Advanced Edition. Trial day 1 of 15

File | Help

A
1 HERs AlidRs | aBBg Settinos

Home | Subject Welcome to CC.. X

The trace is complete, the information found i displayed on the right

# Hop IP
192.168.0.1
213.105.225.45
6225442174
84.116.136.98
B 1129.250,66.101
9 129.250.4.125
10 129.2506.147
129.2506.17
12 1292506116

Hop Name

‘swan-core-2b-x-023-0.network virginmedia. net
p2.cvx1-bis. dial. ntl net

uk-lon01 c-i2-3e-6-0.aorta. net

ae-6.104 londen2.uk bbgin.ntt net

‘ae-4.124 londen12.uk bbgin.ntt net
‘ae-7.120.nwiknj03.us. bb.gin.ntt.net
121.nwiknj03.us. bb.gin.ntt.net
122.asbnva02.us bb.gin.ntt.net

Location

(United Kingdor)
(United Kingdor)

Londan, UK

Londan, UK

Londan, UK

Englewood, Colorado, USA
Englewood, Colorado, USA
Ashbum, VA, USA

New Trace

View Report

v

From:
To:

Date: Thu, 30 Apr 2020 12:34:35 +0000

‘Subject: Welcome to CCNALV7 via the Summer of Love
Location: Atlanta, Georgia, USA

Misdirected: No
Abuse Addres
Abuse Reporting: To automatically generate an email
abuse report

From IP: 198.2.131.27

system Informati

‘@ The system is running a mail server (ESMTP
Mailchimp) on port 25. This means that this system
can be used to send email

@ The system is running a web server (nginx/1.8.1) on
port80 ). This means that this
system serves web pages

‘@ There is no HTTPS server running on this system
(the port is closed).

‘@ There is no FTP server running on this system (the
portis closed).

Domain Whois

Email Header

00 E

01/05/2020




image5.png
=4

e | etp
i
18

Home.

Al traces complete

Subject: Welcome to CCNA1v7 via the Summer of Love

Misdirected: No

From: open.Lniversity.cisco@gmail.com
Sender IP: 198.2.131.27

Abuse Address

Location: Atlanta, Georgla, USA

Export Rules.
TralEdition

£9 Visualware eMailTrackerPro Trial (day 1 of 15)

eMailTrackerPro by Visualware

Iwant To:

O e e

A received emal message often cotains nformatian that can lacate the computer where the message was
‘compased, the company name and sender's ISP ( )

@ T T e e
el ke ok felon skt nbwer st o mal ettt adres, Rl

ot get any information abou the sender of mail rom an adress but can silproduce useful nformation

Enter Details

e

To prosesd, paste the email headers nthe box belaw ( )

Nete: If you are using Micrasaft Outlaok, you can trace an emall message directly rom Outlack by usingthe.
eMaiTrackerPra sharteut on the taokar.

Email headers:

Deliversa-To: callumj2ses@gmail.com ~

Received: by 2002:a05:6538:90bc:0:0:0:0 wich SMIE id y28csple0ssssn
Thu, 30 Apr 2020 05:34:37 -0700 (EDT)

X-Google-Smep-Source: APiQVPIEXWBINalRIYCWEvUXSA3kO4a/V/3YockuIVTva

X-Received: by 2002:a25:80d0:: with SMTP id clémrS454305ybm.98.1588
Thu, 30 Apr 2020 05:34:37 -0700 (EDT)

< >

v

Trace Cancel

Network Contact Information: The following details referto the netwark responsible for the computer that originated the email

ML Report K.
Subject From

P

(Welcome to CClopen.university. 198.2.131.27

18:02

=]

01/05/2020




image6.png
T ACCBS000: Pr- X

@ Lbi2@p x

@ eMailtrackert X

@ evalisckert X M Welometo X M Original Mess X | 4

<« C @ mailgoogle.com/mail/u/0/#create-filter/has=Iist93A(23baf6627549010ed3cc177b.206220 ist-idmesvnensizeoperator=s_.. ® % @ &
<] .
R = M Gmail Q. list(23baf6627649010ed3ccf77b.206220 list-id mesvnet) X - ®
B
E‘ LT—
+ e <« o e o ¢ 2 = oM L] e X
ompose =
Welcome #n CONANZ via tha Qummar of | aua s & o
nbox a5
Qb « Reply
*  Stared Andrew Smith s Forward
lumj2699
© snoozed ot
> sent Add Anrew Smith, Kapilan Radhalcishnzn, Ron Austin, Tom Nolan to Contacts ist
P .
Delete this message K
[ +
Block ‘Andrew Smith Kapilan Radhalaishnan, Ron Austin, Tom Nolan'
Report spam
Report phishing
Show orginal
Make a phone call
Translate message b

[ ————
B Welc
298 The first

@ 212 (ot B et

P Type here to search

Download message

Mark as unread

Show all




image7.png
T ACCB600O: Practical - X | @ Lab 1-2 (2).pdf X | @ eMailTrackerPro-Or X | @ eMaillrackerProRea X | M Welcome to CCNAT. X M Original Message X+ -

C @ mail.google.com/mail/u/0?ik=2844ac6a21&view=om&permmsgid=msg-f%3A1665400913177213397 QY e :

Original Message

Message ID <230af6627549010ed3cC1177b eebb26de0.20200430123431 b3e5bd85ec.d39c100b@Maii27 11 rsgsvnet=
Created at Thu, Apr 30, 2020 at 1:34 PM (Delivered ater 2 seconds)

From. *Andrew Smith, Kapilan Radnakishnan, Ron Austin, Tom Nolan" <open.university cisco@gmail com> Using MailChimp Mailer - ~CIDb3e5bd35ecoeebb26de0™
T Callum2899@gmai. com

Subject: Welcome to CCNATVY via the Summer of Love.

SPF: PASS with IP 198.2.131.27 Leam more

DKIM: "PASS with domain gmail mesvnet Leam more

DMARC: FAIL' Learn more

Download Original

Delivered To: callusjasssgguail.con

6:6 with SHTP 1 y2scspressssanke;
Thu, 30 Apr 2826 65:34:37 6708 (POT)
X-Google-Satp_Source: APIQyPTEE]NaLRIYCHEUNSA3KO%a/V/ 3YOCFOV7VaGUD /SOHJVKDNEDS a32740/ YGRS
by 2002:205:5000:  With SHTP i clonrS4sa3esybm. o5, 1586250077402;
Thu, 30 Apr 2028 7 0708 (P0T)
BRC-Seal: i11; a-rsa-sha2se; t-1585250877; cvenone;
degoogle. con; s=arc-20160816;
D-VBQCBUYGHUNL7DRDED/ rWLFI/PC6FPIISeSUTYAURUDPELRIKAVVKCY7SISQIYTT
X9LeOtSPDEIVHA I PDSHelXG1UNSDQHORE0TTLD/ VEReARL /ELUprAYYFa%g.
351bunETHQENEKHyVEdeche<oTHEK FKaMIIYAKRZTZC 3PS +HUENOG/hbmsml
X5/ ZXMOES T e MUNDSF SC4 G4 D I3HOZ3XTWeQEA14F TphPOLNO/ EH4dGLPZEUTD.
EHIGgHUS7UPSGTD7aWHS 22107 520, 28pNGPBOZTIVCK BXKELYKIVEEGHGDeY.
enza-
SRCHessage-Signature:
homine-versior

i=1; aorsa-shazss; cerelaxed/relaxed; d=google.com; s=arc-20168516;

i5t-unsubscribe-post: List -unsubscribe: List-1d

D=KnSGHPTCCKaRESbbS B XYpdBC3L T laksGc]r
D=RATKKUY 1LV 3KTSPSRIGE L CAST T /Y920KBSIHABVEYHY T16IKE SOKCUIEX
ZKPECSKPUx)540LOSOAVTMIpBANKZIRADC 35+02+0VEpTVVrhONLIGOINSSS e
NOTEG20BE RO ZoK HeDIFaei35 Y exAedESoL Se4RSpSAVpFISLHTTSC
BYSV/ 70HAUYFXIRy2UZO PSP 4ar 43HC3) JANL UMV AQUBNEZ 1 165700323
350Va0HBATOFFENGSE03TSpIICHGP 1 206U 26Ny DEUQIIOBQSZAS  FEGQ0MVRCEY
5r0e=
ARC-Authentication-Results: i=1; mx.google.con;
kin-pass header.i-3grail.ncsv.net header. 5=k header.b=PyKEUSXa;
ki=pass header i-Gnailchinpapp.net. header. s=k1 header. bCBXCaso;
+ domain of bounce-nc.us17_3047832. 2656572 Sesbb250ea@nailar. at 111 rsgsy.net designates 155.2.131.27 35 permitted sender) Sutp.nailfron=bounce-nc.us17_See76329. 2666572 -Seebhedeageai 12y . atIIL.rsgsv.net;

@ Lab 1-2 (3).pdf ~ £) emtexe ~ @ Lab 1-2 (2).pdf ~ @ cybersecurity.docx ~ @ Lab7 (2).pdf ~ Show all X

ﬂ P Type here to search 01/05/2020





image8.png
TOACCE X | @ lab7 X | @ eMa X | @ eMai X | M Welc x ™M Of £)

Fi | Hap

C @ mailgoogle.com/mail/u/07ik=2844ac6a218view=om&permi Y=

Orgina Message 1%
Eromnl|
MeSSE08 2749010603677 85625080 0200430123431 033500850 S30C1OOB@MAIE a1 1304 o i
Crototat T, Aor 30,2020 a 134 P Dt sr 2 ) Youcan view prevaus
o A0iow S, Kakan Rachalaitnan, on s, o Nos” < nversyGsco@gmal o Usn
frehie et
T Cotumzsssgamaicom
Suect ikame o CCNAWT va he SumartLove
S eassumipise213127 Lot
oM PASS win oran amat mesuna L s
owsre.  PAL Laamnors

race Wfomation

Select an emall fr

£9 Visualware eMailTrackerPro Trial (day 1 of 15)

eMailTrackerPro by Visualware

IWant To:

raco an omai 1 ave rocetved

A recaes i mssage ot corsins frmetin il can e s s whics g was
compmsed e carpeny e senr's P (10020

) ook upnetwork responsi for an e address

Enter Detalls

PSR ——
e e e e
Emaiheaders

Cancel

Trace

HIA Report K

St

From

—

@ Lab 1-2 3).pdf ~ £D emtexe

A Type here to search

Show all

17:51

01/05/2¢




image9.png
0 ACCBE000: Prac X | @ Lab1-2@pdf X | @ eMaillrackerPro X | @ eMaillrackerPro X | M Welcometo CC' X | M Original Messac X @ eMaillrackerPrc X +

C @ File | C/Users/User/eMailTrackerPro/V8/reports/report-20200501-1752-0.html Q¥ e

oll

How to Report Email Abuse _eMaiTrackerPro Manusl FAQ Visushare Home sMsilTrackerpro

Tdentification Report for ‘Wielcome to CCNALV7 via the Summer of Lov’

|Computer 108.2.131.27 has been found. It almost cartainly located in Atlanta, Georgia, USA 35 i has an
|exack match n the shiaiTrackerora database.

[This systam s = mail and wusb server (cick hers for detais).

Netuwork Contact Informations The folloving detais rafer to the network that the system is on.

[=] 675 oncs de Laon Ave NE Suite 5000

5 Click here to hide the in-depth information on this emai (mers inf
« The clossst tracable 19 for this mail vias takan from the mil ssrver that the sandar first communicated with |
The actual sender P vias 127.0.0.1 but ths is not 2 global internet IP so cannot be traced. It may give 2

clus about the sender though.
Th closest tracable 19 o the sendar vas - 198.2,131.27

+ The sender of this email appeared to have the address open.universiy.cisco@gmail.com. This information is
easily faked 50 should not ba traated as conlusive.

/2 Click here to hide the route map (mere info)

[Th folloiing map shovis the routs batuvesn yau and the entity to which you tracad. A sold ine reprasents 3 hop
o 2 knouin location, and  dettad lie reprasents 2 hop to 2 guessed location.

oo,

here to show information on each hop along.the route (mere info
here to show further owner dstails (more infa)

ki 1000 Copyight © Vsare Ine 2053

X

@ cybersecurity.docx ~ @ Lab7 (2).pdf ~ Show all

@ Lab 1-2 (3).pdf ~ £) emtexe ~ @ Lab 1-2 (2).pdf ~

H A Type here to search





image10.png
= (: )

[The following map shows the route between you and the entity to which you traced. A solid line represents a hop
lto a known location, and a dotted line represents a hop to a guessed location.





image11.png
k here to show the analysis of the system's ap,

ns (more info;

The system is running a mail server (ESMTP Mailchimp) on port 25. This means that this system can be
used to send email
The system is running a web server (nginx/1.8.1) on port 80 (click here to view it). This means that this
system serves web pages.

There is no HTTPS server running on this system (the port is closed).

There is no FTP server running on this system (the port is closed).





image12.png
=

lick here to hide information on each hop along_the route (more info,

[The table below identifies the Internet route taken to reach the destination requested.

This iz valusble data when tracking the end because it helps qualfy the actual final position. In some instances the final
location has baen derived from the netuiork registration details, which is often the head offce location for the Intarnet Service

dar (159). The ISP location is aften local to the destination traced, but sometimes slzo locatad slzewhare, partculary in the
case of large national I5Ps. The physical (authoritative) locations of systems in last 2 or 3 hops of tha routa provide halpfu
location information s they are often in the vicinty of the destination being traced. Authoritative locations are shown in bold,
locations derived from registration details appear in talic.

Address of Hop | Name of Hop Location

192.168.0.1 (Private)

213.105.22545 | swan-core-2b-xe-023-0.network.virginmedia.net United Kingdom
62.254.42.174 m686-mp2.cvx1-b.is.dial.ntli.net United Kingdom
84.116.136.98 uk-lon01c-ri2-ae-6-0.a0rta.net London, UK
129.250.66.101 | ae-8.r04.londen12.uk.bb.gin.ntt.net London, UK
129.250.4.125 2e-4.r24.londen12.uk.bb. gin.ntt.net London, UK
129.250.6.147 2e-7.r20.nwrknj03.us.bb.gin.ntt.net Englewood, Colorado, USA
129.250.6.17 26-0.r21.nwrknj03.us.bb.gin.ntt.net Englewood, Colorado, USA
129.250.6.116 26-3.r22.25bnva02 us. bb.gin.ntt.net Ashburn, VA, USA
129.250.4.166 2e-1.r23.atinga05.us bb.gin.ntt.net Englewood, Colorado, USA

129.250.5.58 2e-1.201.atinga05.us.bb.

ntt.net Englewood, Colorado, USA

- (unnamed)

198.2.131.27 mail27.atl1 11 rsgsv.net Atlanta, Geort

, USA





image13.png
# eMaillrackerPro v10.0b Advanced Edition. Trial day 1 of 15

Bl - E
e HiiFs Al o
T—— 5

reror ()

Subect: Welcome to CCNALY? via he Summer of Love
Misdirecics o
From: cpanunbersty clicogigmallcom

Sede P 196213177

s Adbess:

Location: Aserts, Georgle, USA

ﬂ £ Type here to search





image14.png
VPN not connected!

Commatic
&R BaciPlayer v

The COVID-18 pandemic i paing the way for
o, Watch video.




image15.png
All servers

Trial ends in: 23h 41m Upgrade

- ntry ect to and CyberGhost your traffic through the encrypted VPN tunnel
a Name A Distance Load Favorite
A (ran
4
36 users 3729km  12% Die >
* Ireland 5
© ‘ 328 users 1091km  33% Die >
Isle of Man 5
117 users 990km  41% Die >
[+
Israel 5
= 39 users 3015km  33% Die >
Italy 4
] ‘ 1899 users 648km  29% D >
|
Japan . VPN connected!
966 users 9,186km  49% Die >
Kazakhstan 5
O 44 users 4176km  15% Die >
- Connected to:
| et 6382km  17% Die >
W 47 users Seoul, Korea *
/@ K 169.56.100.102
orea
3O 49 users 8406km  54% D >
Latvia 5
& 108 users 1136km  20% Die >
& 2 Licchtenstein o
117 users 462km 4% Die >
o @ Lithuania 5
141 users 1117km  25% Die >

ﬂ P Type here to search " 02/05/2020




image16.png
*
®
o
=
9

(o

All servers

Name A

Iran
36 users

Ireland
328 users

Isle of Man
117 users

Israel
39 users

Italy
1899 users

Japan
966 users

Kazakhstan
44 users

Kenya
47 users

Korea
149 users

Latvia
108 users

Liechtenstein
117 users

Lithuania
141 users

ﬂ A Type here to search

Distance

3,729 km

1,091 km

990 km

3,015 km

648 km

9,186 km

4,176 km

6,382 km

8,406 km

1,136 km

462 km

1,117 km

Load

2%

33%

41%

33%

29%

49 %

15%

7%

54 %

20 %

41%

25%

Favorite

DAY

w
w
w
w
w
w
w5
w
w
Ay

Trial ends in: 23h 41m Upgrade

Connected to:

Seoul, Korea
Q 169.56.100.102 *

1 Kbps
Ry A -~

Mbps
21 .03 Maximum reached
Mb
2 8 o 88 Downloaded
. Hours
00:01 e

02/05/2020




image17.png
Q

Q 0 0 & %

]

Connection features

Turn on th s below to make the

Block Ads

Stop annoying, intrusive ads, banners, popups and video ads once and for all!

@D off

Block Malicious Websites

Filter and block malicious content and harmful website before they can reach you

@D off

Block Online Tracking

Block all attempts to track and store your behavior and digital footprint on the Internet.

@D off

Automated HTTPS Redirect

Force your connection to HTTPS to ensure you browse the most secure version of any website.

@D off

Data Compression

Keep data costs under control: CyberGhost compresses images and other elements to reduce your internet usage.

@D off

P Type here to search 5 m @ . w

Trial ends in: 23h 40m

VPN connected!
00:02:40

Connected to:

Seoul, Korea
Q 169.56.100.102 *

10:31
02/05/2020

B





image18.png
m

4—5‘ &) Update Your Geolocatic X l + v

&~ = O @ & | https://whatismyipaddress.com/location-feedback

$86,500

£81,900

ENQUIRE NOW

Geolocation Map for 169.56.100.102

Grammarly's new tone detector can help you
convey the tone you intend in your emails.

Fieng
y coand <8
Map  Satellite Sueds 3 o
i wssa |
Kuml 7
s 7
Germany s Untane ~
o Kazakhstan o .
aly
Soain o
9 North Turkey i ‘x Japan
Atlantic o Afghanistan ontNess
Ocean (L)
Algeria | (jbya  EQVPL Pakistan
Ml Niger e Thaland
chod T
Venezuela. Nigeris; Ethiopia.
colombia
i O R - - £t 3 Kema o E
P [ e
B Cines
pens Angola
Bovia -
rorte ) wanguicwr Indian
South ctswana ocean Ausalia
Google Atiantic \epdate 20202000k L1 Temms ofuse
Geolocation Details for 169.56.100.102
9 wac 9 Provider A 9 Provider 8 9 Provider ¢ 9 Provider b
Latitude 516384 37.561 37.4388 35.994
Longitude -3.9252 126.9827 127.13% -78.8986
|Accuracy (m) 115
Country Korea (south) south korea united states
State/Region seoul teukbyeolsi gyeonggi-do north carolina
city seoul seongnam-si durham
Postal Code 100-011 13332 21701
Organization c001879 softlayer technologies ¢
isp softlayer technologies inc. softlayer technologies

02/05/2020




image19.png
< - O o £ | https://whatismyipaddress.com/location-feedback

gooTTOT provaTTor

ks
o
R

Geolocation Map for 169.56.100.100

Map Satellite

ENGLAND
Cambridge

W Brighton '%
o e A 5 e, A e A 3

Geolocation Details for 169.56.100.100

9 wac 9 Provider A 9 Provider 8 9 Providerc. 9 Provider o
Latuce 516384 37561 37.4385 35904
Longitude  -3.9252 126 9827 127.139 788986
|Accuracy (m) 160
Country Korea (south) South korea united states
tate/Region seoul teukbyeolsi gyeonggi-do north carolina
city seoul seongnam-si dutham
Postal Code 100011 13332 27701
Organization 001879 softayer technologies ¢
isp Softiayer technologies inc. softiayer technologies.
Connection high (b) corporate n

Select Accuracy W[ Select Accuracy /| Select Accuracy ~ W[ Select Accuracy

Update Geolocation @





image20.png
< - O @ £ | https://whatismyipaddress.com/location-feedback * i\f L (=

Yo pro v /\
Geolocation Map for 169.56.100.100
Geolocation Details for 169.56.100.100

9 wac 9 Provider A 9 Provider 8 9 Providerc. 9 Provider o
Latitude 516384 37.561 37.4388 35.994
Longitude -3.9252 126.9827 127.13% -78.8986
|Accuracy (m) 160
Country Korea (south) south korea united states
State/Region seoul teukbyeolsi gyeonggi-do north carolina
city seoul seongnam-si durham
Postal Code 100-011 13332 27701
Organization 001879 softlayer technologies ¢
isp softlayer technologies inc. softlayer technologies
Connection high () corporate u

Select Accuracy [ Select Accuracy ][ Select Accuracy ][ Select Accuracy  [[i[Select Accuracy /|
Update Geolocation @

~





image21.png
< - O m

<3| & Update Your Geolocatic X

& | https://whatismyipaddress.com/location-feedback

geolocation providers.

Geolocation Map for 80.6.195.105

Tanwriyd
ells

Satellite figzn

 Newport [N

Fishguard

Map

Newcastle | 1
Emiyn

~ Beacons
National Park
( (7

e

lbrokeshire |

Coast ' B watern
ional Park [Grberth

\
Y

apdoe ©2020 Ggie 110 o 0 | e o e[ Fpor st

Geolocation Details for 80.6.195.105

9 wac 9 ProviderA 9 Provider B 9 Provider ¢ 9 Provider 0
Latitude 516384 516469 516737 51644
Longitude  -3.9252 38936 39102 39414
lAccuracy (m) 122
Country united kingdom united kingdom united kingdom
tate/Region swansea city and county of swansea wales
city swansea swansea landore
Postal Code sat a6 sat 2pe
Organization swansea virgin media virgin media limited

We've invested in extra stock so you
can keep things running smoothly

1034
02/05/2020

@





image22.png
Apps Documents

Best match

Clipboal ” Malwarebytes

App
Apps
B Mail
Search the web
/O ma - See web results
Documents - This PC (1+)
Photos (2+)
Folders (4+)

Settings (3+)

¢ & 8240

Malwarebytes
App

Open

Run as administrator
Open file location
Pin to Start

Pin to taskbar

Uninstall

= A

Editing | Dictate





image23.png
9 Malwarebytes Premium Trial 4.1.0 — X

™ | Premium Trial o ® O

Awesome! Your computer is protected.

Your Premium trial has 13 days left.

O 8 D

Detection History Scanner Real-Time Protection
Items quarantined last scan 0 Scheduled scans Tomorrow
02:50
Total items in quarantine 0 Web Protection

Malware Protection

Ransomware Protection
Scan
Exploit Protection

8668





image24.png
9 Malwarebytes Premium Trial 4.1.0

™ | Premium Trial

O Scanner

Scanner

Scan Scheduler Reports

Threat Scan in progress...

v
v
v

v

>

Checking for updates
Scanning memory
Scanning startup items
Scanning registry
Scanning file system

Pause ‘ ‘ Cancel

Automatic updates protect against the latest threats

Stay ahead of the latest online threats with cybersecurity that updates automatically. Upgrade to Premium

Scan duration

40s

tems scanned

109,802

Detections

0

X

[mien ] 0 & ©

02:33

=]

02/05/2020




image25.png
Malwarebytes Premium Trial 4.1.0 - X
yt

™ | Premium Trial o ® O

O Scanner "4

Scanner Scan Scheduler Reports

Threat Scan summary
02/05/2020 0234

|/ 271424

Items scanned

Threats detected 0

J PUPs detected 0

PUMSs detected 0

L Detections ignored 0
Detections quarantined 0

Enrre—

ﬂ A Type here to search 02/05/2020




image26.png
Malwa

n report

Summary Advanced

Log details

Software information

41056

02:37
02/05/2020

B




image27.png
9 Malwarebytes Premium Trial 4.1.0

™ | Premium Trial

O Scanner

Scanner Scan Scheduler Reports

Manage when and how scheduled scans run on your system.

Type ~ Starting on

Threat Scan 03/05/2020 02:50

Frequency

Repeats every day

I missed

Scan atnext opportunity

Schedule scan

X

[mien ] 0 & ©

02:35
02/05/2020

=]




image28.png
Window Help

tarting example for the CrypTool version family 1.x (CT1)
CrypTool 1(CT1) is a comprehensive and free educational program
about cryptography and cryptanalysis
offering extensive online help and many visualizations

IThis text file was created in order to help you to make your first steps with CT1.

Press F1 to obtain help. L:1 C:1 P:1 NUM
- 23:41
AOE B & o L





image29.png
Window Help

RC4...
DES (ECB)... Callum studies Cyber networks and secuity
DES (CBQ)...

Triple DES (ECB)...

Triple DES (CBC).

AES (CBO)... Shift + Strg + R

Further Algorithms >

AES (self extracting)...

Licapas [ [ M|

: 23:44
A B 7 dx
3 & = 7 T 10572020 ¢




image30.png
gnatures/PKI Indiv. Procedures Analysis Options Window Help

| Slw(@)s| 4lmle| o= 2

Callum studies Cyber networks and secuity

Key Entry: RC2

Enter the key using hexadecimal characters (0..9, A..F).

Licapas [ [ NumM[
4 D g

01/05/2020

Press F1 to obtain helj





image31.png
CrypTool 1.4.40 - RC2 encryption of <Unnamed1>, key <05> - X
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

D@2 & B@ &= 28

CT RC2 encryption of <Unnamed1>, key <05>

00000000 [ED 20 42 F2 CD 74 58 1E E7 3E SE SE 79 ED 67 2C 85 FE E8 AD F5 S5A 41 EC 43 40 50 7F 92 D7
0000001E D7 SC ED 2B 7F 77 E3 F6 DD C4 DF 78 23 03 A0 D7 C2 99

Press F1 to obtain help.

A Type here to search





image32.png
CrypTool 1.4.40 - RC2 encryption of <Unnamed1>, key <05> -
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

Save As

« ~ 4 B> ThisPC > Desktop > v | & | SearchDesktop

Organise v New folder B==
A Name Date modified

Quick access S SA 41 EC 43 40 50 7F 92 D7

l Lab8 01/05/2020 18:05
|| Lab1 email 01/05/2020 23:40
l Project material 26/04/2020 23:24

[ Desktop

Downloads
Documents
=] Pictures
|| Lab1 email
[ | lesson 1
|| lesson 2
| Project material

v <

- A
File name: | Cry-RC2-Unnamed1
Save as type: | Binary file (*.hex)

A Hide Folders

Press F1 to obtain help. |L:2 C:19 P:49

A Type here to search





image33.png
Procedures Analysis Options Window Help

l Open

4 B> ThisPC > Desktop > o Search Desktop

Organise v New folder B m o
[ Desktop # A~ Name Date modified
¥ Downloads # Lab8 01/05/2020 18:05
Documents Lab1 email 01/05/2020 23:40
[&] Pictures » Project material 26/04/2020 23:24
Lab1 email ]
lesson 1
lesson 2

Project material
@ OneDrive
3 This PC

¥ Network ol 5

=

Press F1 to obtain helj
23:50
01/05/2020





image34.png
CrypTool 1.4.40 - Cry-RC2-Unnamed1.hex —
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

D|e|ef @2 $|%@ &= 2%

€ Cry-RC2-Unnamed1.hex

00000000 DD 20 42 F2 CD 74 58 1E E7 3E SE SE 79 ED 67 2C 85 FE E8 AD F5 S5A 41 EC 43 40 50 7F 92 D7
0000001E D7 SC ED 2B 7F 77 E3 F6 DDL.C4 DF 78 23 N3 40 N7 C2 9

Key Entry: RC2 X

Enter the key using hexadecimal characters (0..9, A..F).

Key length: |8 bits vI

—

Press F1 to obtain help.

A Type here to search





image35.png
CrypTool 1.4.40 - Cry-RC2-Unnamed1.hex —
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

Dee|do| & B@ £ 28

Elf! RC2 decryption of <Cry-RC2-Unnamed1.hex>, key <05>
(Callum studies Cyber networks and secuity

00000000 [ED 20 42 F2 CD 74 58 1E E7 3E SE SE 79 ED 67 2C 85 FE E8 AD F5 54 41 EC 43 40 50 7F 92 D7
0000001E D7 SC ED 2B 7F 77 E3 F6 DD C4 DF 78 23 03 A0 D7 C2 99

Press F1 to obtain help. L1 G P

A Type here to search





image36.png
B Cisco Packet Tracer - C:\Users\User\Desktop\1704228 cyber security.pkt - X
File Edit Options View Tools Extensions Help

EERSO0OLL2FFCLYTARQOE B S
T @il /s med MR

hecess st
Ve

”

ServerPT
-~ Serverd 1010101

2621XM
168.10.10 10.10.10.10

PCPT )
PC2 192 168.10.1

pePT PCPT
PC3192168.102  PC4 192.168.10.3

PEL P LI GGELELEE G ELEEEELE]

4331 4321 1941 2901 2911 | (819I0X 819HGW 829 1240 | PTRouter PT-Empty | 1841 2620XM | | 2621XM 2811

<

H A Type here to search e L)

CGR1240
w

< 12:11
3 ) 04/05/2020 Es




image37.png
Physical Conf CLI Attributes
Ve 0

\
\ -

. — ] l'-i 0 X 2 10S Command Line Interface ?

T—u r=—- 1 26 WS-C2960-24TT 12.2 C2960-LANBASE-M

X Q @ X E /7 1

Cisco I0S Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)FX, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2005 by Cisco Systems, Inc.
Compiled Wed 12-Oct-05 22:05 by pt_team

Press RETURN to get started!

SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

SLINK-5-CHANGED: Interface FastEthernet0/2, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to up

switch>

Switch>en

switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config) #enable

% Incomplete command.

switch (config) #hostname s1

s1(config) #enable secret class

s1(config)#no ip domain lookup

51 (config)#line con 0

51 (config-line) #password cisco

51 (config-line) #login

51 (config-line) #logging synchronous

s1(config-line)#line vty 0 4

51 (config-line) #password cisco >
s1(config-line) #login
s1(config-line)#|

, - ; - . Ctrl+F6 to exit CLI focus Copy Paste

Top

01:01
04/05/2020

@





image38.png
Physical Conf CLI Attributes
Ve 0

:
\ -

. — ] l'-i 0 X 2 10S Command Line Interface ?

T—u r=—- 1 26 WS-C2960-24TT 12.2 C2960-LANBASE-M

X Q @ X E /7 1

Cisco I0S Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)FX, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2005 by Cisco Systems, Inc.
Compiled Wed 12-Oct-05 22:05 by pt_team

Press RETURN to get started!

SLINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

SLINK-5-CHANGED: Interface FastEthernet0/2, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to up

User Access Verification

Password:
Password:
Password:

sl>en
Password:

slfconfig t

Enter configuration commands, one per line. End with CNTL/Z.
51 (config) #service-password encryption

$ Invalid input detected at '"' marker.

s1(config) #service password-encryption
s1(config)#|

Ctrl+F6 to exit CLI focus

12:26
04/05/2020

@





image39.png
! Cisco Packet Tracer - C:\Users\User\Desktop\ 1704228 cyber security.pkt -

(IR N - 0 X ?
Q@

E Physical Config Daskiop Programming Attributes

Interface FastEthemet0 N ~

IP Configuration

O pHep @ Static

IP Address 192.168.1.10

‘Subnet Mask 2552552550

Default Gateway 0000

DNS Server 0000

1Pv6 Configuration

O bHeP O Auto Config (® Static

IPv6 Address !

Link Local Address FE80::206:2AFF FEAD:C34B

1Pv6 Gateway

IPv6 DNS Server

802.1X >

Use 802.1X Security

Authentication MD5

Username

2621XM 2811

Password

12:40
04/05/2020





image40.png
! Cisco Packet Tracer - C:\Users\User\Desktop\ 1704228 cyber security.pkt

EERS%0

r=n

L

Q@ B

®pci — O

Physical Config Daskiop Programming Attributes

Interface FastEthernet0

IP Configuration

O bHeP (® Static

IP Address 192.168.1.11

‘Subnet Mask 2552552550

Default Gateway 0000

DNS Server 0000

1Pv6 Configuration

O pHep O Auto Config @ static

IPv6 Address !

Link Local Address FE80::290:21FF FE89:A1CO

1Pv6 Gateway

IPv6 DNS Server

802.1X
[] Use 802.1X Security
Authentication MD5
Usemame

Password

12621XM 2811

12:42
04/05/2020





image41.png
Physical Config Programming Attributes

L 5 .
Q @ B 71

mmand Line 1.0

1.11

o)\ Logical E

g .168.1.11 with 32

byt
byt

D

byt

1.11

f50-2XT
Suitch0

13:35

03/05/2020




image42.png
Physical Config Programming Attributes

L i - ?

Q a
1.1
E g .168.1.10 with 32

byt
byt
bytes
byt

D

.168.1.10

f50-2XT
Suitch0

13:37

03/05/2020




image43.png
! Cisco Packet Tracer - C:\Users\User\Desktop\ 1704228 cyber security.pkt - X

ons___ Hel
N ' - ®pc1 - [} X 2
iERS0L D .
— r—n Physical Config Deskloy Programming ~ Atibutes
T a@ X/ = —
Service
Interface | FastEthernet0 v
Inbound Rules
Action ~ | Protocol v
Remote IP Remote Wildcard Mask
Remote Port Local Port
Save Remove Add
Remote Remote Remote Local
Action Protocol P Wild Card Port Port
1 Deny IcMP 192.168.1.0 000255 - -
v
>
° Realtime ) Simulation
{ 2811
<
>
g 0 C ~ 138 =





image44.png
=R S0 L
Q@ g o7

=B

Firewall

f50-2
Switcho

¥ pco

Physical

Minimum =

Config

Programming

byt
byt
bytes
byt

4, Received = 4,

round trip times in milli

Om

Maximum = éms, Averag

Attributes

13:04
04/05/2020




image45.png
B Cisco Packet Tracer - C:\Users\User\Desktop\1704228 cyber security.pkt - X
File Edit Options View Tools Extensions Help

EERSO0OLL2FFCLYTARQOE B S
Q @« B/ me d 2

Access st

-
g

-~ Server 10.10.10.)1

2621XM
168.10.10 10.10.10.10

PCPT )
PC2 192 168.10.1

pePT PCPT
PC3192168.102  PC4 192.168.10.3

PEL P LI GGELELEE G ELEEEELE]

4331 4321 1941 2901 2911 | (819I0X 819HGW 829 1240 | PTRouter PT-Empty | 1841 2620XM | | 2621XM 2811

< >

1
ﬂ L Type here to search 9 % D oz




image46.png
File Edit Options View Tools

EERS0:
2 Q @a X ’

W Cisco Packet Tracer - C:\Users\User\Desktop\1704228 cyber security.pkt -~ X
Extensions __Help
B Router0 192.168.10.10 10.10.10.10 - m] X 2
Physical Confi cul Atributes [
GLOBAL FastEthernet0/0
Settings Port Status ~]on
Algorithm Settings Bandwidth 100 Mbps ) 10 Mbps [] Auto ~
ROUTING Duplex Half Duplex (2) Full Duplex [7] Auto
Static
MAC Address 0001.42BB.0BO01
RIP
T IP Configuration
1P Address 192.168.10.10
fia-tihamet0/0 Subnet Mask 255.256.255.0
FastEthernet0/1
Tx Ring Limit 10

Equivalent I0S Commands

rl>enable

Password:

Password:

rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
rl(config) #interface FastEthernet0/0 v

rl(config-if)#
rl(config-if) #exit

Realtime
2621xM) | 2811

rl(config) #interface FastEthernet0/1
>

rl(config-if) #
17:14

rl(config-if) fexit

r1(config) #interface FastEthernet0/0
rl(config-if) #

rl(config-if) fexit

r1(config) #interface FastEthernet0/0
r1(config-if) #

04/05/2020




image47.png
W Cisco Packet Tracer - C:\Users\User\Desktop\1704228 cyber security.pkt - X

File Edit Options View Tools Extensions Help

i =] H Y o = | ®server0 10.10.10.11 - o % 2
%0 £ | :
- - Physical Confi Services Desktop Programming Attributes
r=a r=a
Qe g s
) GLOBAL
Settings Global Settings

Algorithm Settings

INTERFACE Display Name | Server0 10.10.10.11
FastEthernet0

Gateway/DNS IPv4

O bHeP

(® Static

Gateway 10.10.10.10

DNS Server

Gateway/DNS IPv6
O bHeP

O Auto Config
(® Static

1Pv6 Gateway

IPV6 DNS Server >





image48.png
Physical Conf CLI Attributes
Ve 0

.
. i H # 0 *: 2 10S Command Line Interface

— - Routerfconfig €

- Q ¥ x| = E 71 Enter configuration commands, one per line. End with CNTL/Z.
Router (config) $hostname rl

rl(config) #enable secret class

r1(config)#no ip domain lookup

r1(config)#line con 0

r1(config-line) #password cisco

r1(config-line) #login

r1(config-line)#logging synchronous

r1(config-line)#line vty 0 4

r1(config-line) #password cisco

r1(config-line) #login

r1(config-line) #

r1(config-line) #

rl(config-line)#show access - list 11

$ Invalid input detected at '"' marker.

r1(config-line)$show access-list

$ Invalid input detected at '"' marker.

rl(config-line) #

r1(config-line) #

r1(config-line) fexit

r1(config) #exit

ri

$SYS-5-CONFIG_I: Configured from console by console

rl#show access-lists

Standard IP access list 11
10 deny host 192.168.10.2 (8 match(es))
20 permit any (8 match(es))

r1#|

Top

Copy. Paste

@

04/05/2020




image49.png
EERSO0LsAPEMYQaQAQOE BFE ?
Q@ X H/ med Enu

PC2 192.168.10.1 - m] X &
o @
~
Physical Config Programming Attributes
X
Frewat
/ “\ s
Suann g
33 0.10 : by time<lms
e cs £ .10.10.11
PCO P&:’T : Sent 4, Received = 3, L
round trip times in milli-sec
Minimum Oms, Maximum

01:34
04/05/2020





image50.png
EERSO0L A P Y QQAQAODEEFE

I Q a

=B

r=n

Y

PCPT
Pco

Firewall

f50-2
Switchd

B pc3 192.168.10.2

Physical Config Programming Attributes

.10 with 32 by;

Destination
Destination

ation

ing 10.10.10.11

ging 10.10.10.11 with

2621XM

2811

&

@

¢

01:35
04/05/2020




image51.png
B pca 192.168.10.3 — ] X

i =W30 i ?

Physical Config Programming Attributes

Q@ g o7

=B

Firewall

0.2
Suitcho

e round trip tim
Minimum = Oms, Maximum

time<lms TTL=127
time<lms

time<lms

or 10.10.10
4, Received
round trip tim
Minimum = Oms, Maximum

17:46
04/05/2020

L =)




