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Abstract 
SteelForm Manufacturing Ltd (SFM) has expanded its use of IoT sensors, automated machinery and a cloud-based production management system, increasing both operational capability and cyber exposure. This report proposes a risk-based cybersecurity and data governance solution focused on confidentiality, integrity and availability. The assessment identifies external threats such as ransomware, phishing, credential attacks and supply-chain compromise, together with internal risks including excessive privilege, accidental disclosure and malicious misuse. The proposed controls combine governance, least-privilege access, multi-factor authentication, IT/OT/IoT segmentation, endpoint protection, vulnerability management, encryption, resilient backups and centralised monitoring. NIST Cybersecurity Framework 2.0 is used as the operational structure, while ISO/IEC 27001 provides a reference for an information security management system. An incident-response process and role-based staff training programme are also proposed. The solution is designed to be achievable for a medium-sized manufacturer and to reduce the probability and business impact of cyber incidents while supporting production continuity and data-protection responsibilities. 
 	 

Introduction 
SFM's move towards smart manufacturing creates a connected environment in which information technology, operational technology and cloud services support production. This connectivity can improve efficiency, but it also increases the number of systems, accounts, devices and suppliers that could become attack paths. The company has already experienced malware, procurement-focused phishing and unauthorised access attempts. The board's concerns about industrial espionage, data breaches and downtime therefore require a coordinated security programme rather than isolated technical controls. 
The recommended approach uses the CIA triad as a simple way to assess consequences. Confidentiality protects engineering information, employee and supplier information and commercially sensitive data. Integrity is important because unauthorised changes to production information or machine configurations could affect quality and safety. Availability is particularly critical because a ransomware incident or network outage could interrupt production. NIST CSF 2.0 provides a suitable framework because it is designed for organisations of different sizes and sectors and organises cybersecurity outcomes around Govern, Identify, Protect, Detect, Respond and Recover [1]. ISO/IEC 27001:2022 is used as the management-system reference because it specifies requirements for an information security management system and continual risk management [2]. 
Threat Identification 
External threats 
Ransomware is a major threat because an attacker who obtains access to business systems may encrypt files and disrupt production while demanding payment. In SFM's environment, the effect could extend from office systems into production if network boundaries are weak. Phishing is also significant because procurement staff may receive messages designed to steal credentials, deliver malware or redirect payments. Credential attacks against remote access, cloud services and privileged accounts can provide attackers with a route into sensitive systems. Unpatched internet-facing applications and network equipment can create additional entry points. Supply-chain compromise is another concern because manufacturers depend on technology vendors, maintenance providers and connected suppliers. A compromised supplier account or software update could therefore introduce risk into SFM. 
Internal and OT/IoT threats 
Internal threats include excessive privileges, accidental disclosure, deliberate misuse of information, unsafe use of removable media and employees bypassing controls to complete work quickly. These risks are not necessarily malicious; poor awareness can be enough to create a security incident. OT and IoT environments add further complexity. Sensors and industrial devices may have long lifecycles, limited security features or patching restrictions. Default credentials, weak management interfaces and flat networks can allow an attacker who compromises one device to move towards more important systems. The risk should therefore be assessed by asset and business impact rather than by assuming that every device can be secured in exactly the same way. 
Security Policies 
SFM should adopt a small, connected set of policies rather than a long collection of documents that staff do not use. The first is an access-control policy based on least privilege and role-based access. Privileged accounts should use MFA, administrator access should be separated from normal user accounts, and access should be reviewed at least quarterly. The ICO's current guidance also emphasises limiting access, strong authentication for privileged users and removal or suspension of unused accounts [3]. 
A network and OT security policy should require separation of corporate IT, IoT and production networks, with controlled gateways between zones. Remote engineering access should use approved VPN or equivalent secure access, MFA and time-limited privileges. A data-security policy should classify engineering, production, employee and supplier information and define encryption, retention and secure disposal requirements. The UK GDPR requires appropriate technical and organisational measures for personal data, including protection of confidentiality, integrity and availability and the ability to restore access following an incident [3]. 
A vulnerability-management policy should maintain an asset inventory, scan appropriate systems, prioritise critical vulnerabilities and document compensating controls where legacy production equipment cannot be patched immediately. A backup and incident-response policy should require regular, tested backups with copies protected from ransomware and clear recovery priorities. Finally, a supplier-security policy should require due diligence, minimum security clauses, controlled thirdparty access and prompt notification of security incidents. 
Mitigation Measures and Implementation 
The first implementation priority should be identity. SFM should enable MFA for cloud services, remote access and privileged accounts, remove dormant accounts and use role-based access. This directly reduces the value of stolen passwords. Endpoint detection and response should be deployed to supported workstations and servers, while email filtering should block known malicious attachments, links and spoofing attempts. 
Network segmentation is particularly important because SFM operates both IT and production systems. Firewalls and access-control rules should create separate enterprise, IoT and OT zones. Only required communication should be permitted between zones. Engineering workstations should not have unrestricted access to the internet or production controllers. Where older machinery cannot support modern agents, controls should be applied at the network boundary and through secure jump hosts. 
Backups should follow a resilient design in which important production and business data are copied regularly, protected against unauthorised alteration and tested through restoration exercises. Encryption should protect sensitive information at rest and in transit where appropriate. The ICO identifies encryption as a suitable technical measure depending on the nature and risk of the processing [4]. 
The implementation should follow a staged approach. During the first 30 days, SFM should complete an asset inventory, establish a risk register, enable MFA for high-risk accounts, verify backups and address critical vulnerabilities. During months two to three, the organisation should implement network segmentation, EDR, centralised logging and a formal incident-response process. Over six to twelve months, SFM should mature governance, supplier assurance, exercises and internal audits. 
This staged approach is more feasible than attempting a complete transformation at once. 
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Figure 1. Illustrative cyber risk matrix for SFM. 
Monitoring and Incident Response 
SFM should centralise security logs from firewalls, endpoints, identity systems, cloud services and important OT gateways. A SIEM can correlate alerts, while EDR provides additional visibility into endpoint behaviour. Monitoring should focus on suspicious authentication, privilege escalation, unusual data transfers, malware indicators, repeated failed logins and unexpected changes to production-network traffic. The NCSC's 10 Steps guidance includes logging and monitoring, incident management, identity and access management and supply-chain security as core components of an organisational security programme [5]. 
When an alert is generated, the incident-response process should begin with detection and triage. The security or IT team should classify the incident by severity and identify affected assets. For a suspected ransomware infection, the affected device or network segment should be isolated quickly while preserving relevant evidence. Eradication should remove the cause, credentials should be reset where necessary, and systems should only be restored after they are confirmed safe. Recovery should prioritise production-critical services and verify that backups are clean. 
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Figure 2. Proposed SFM incident-response flow. 
NIST SP 800-61 Revision 3, published in 2025, integrates incident-response recommendations with CSF 2.0 and stresses preparation, detection, response and recovery across cybersecurity risk management [6]. Where a personal-data breach creates a legal reporting obligation, SFM should involve its data-protection lead and follow current ICO requirements. Incident records should be retained so that management can review root causes, response times and lessons learned. 
Training and Awareness 
Technology will not fully address SFM's risk because employees interact with email, cloud systems, suppliers and production equipment every day. The training programme should begin with induction training covering phishing, password and MFA practices, safe data handling, removable media, remote access and incident reporting. Procurement staff should receive additional training on invoice fraud and supplier impersonation, while engineers should receive practical guidance on OT access, portable devices and reporting unusual machine behaviour. 
Training should be reinforced quarterly through short sessions and controlled phishing simulations. Staff who repeatedly fail simulations should receive targeted coaching rather than a purely punitive response. An annual exercise should test whether employees know how to report an incident and whether managers understand escalation responsibilities. The NCSC states that people should be at the heart of cybersecurity and that a positive culture can encourage employees to speak up when something is wrong [7]. Training effectiveness should be measured using completion rates, phishingreporting rates, repeat failures and incident-reporting time. 
Governance and Data Protection 
Governance should sit with senior management, with clear ownership for cybersecurity, data protection and operational technology. The board should receive a concise dashboard covering critical vulnerabilities, MFA coverage, backup-test results, security incidents, phishing performance and supplier-risk reviews. NIST CSF 2.0's addition of the Govern function makes governance and organisational context explicit within the framework [1]. ISO/IEC 27001 can provide a longer-term route for formalising policies, risk treatment, responsibilities, internal review and continual improvement [2]. 
Where SFM processes employee, customer or supplier personal data, the UK GDPR requires security appropriate to the risk. The ICO guidance emphasises governance, access control, data security, system security and regular testing [3]. SFM should therefore maintain appropriate records, review processors and suppliers, minimise unnecessary personal data and assess high-risk processing where a DPIA is required. 
Conclusion 
SFM's smart manufacturing environment creates a strong business case for integrated cybersecurity because an attack could affect information, production and operational continuity at the same time. The most important risks are ransomware, phishing, credential compromise, supply-chain attacks and weaknesses in connected OT/IoT environments. The recommended solution combines governance with practical controls: MFA, least privilege, segmentation, EDR, secure configuration, vulnerability management, encryption, resilient backups, central monitoring and a tested incident-response process. 
The proposal is deliberately phased so that SFM can reduce its highest risks first without attempting to replace every production technology immediately. NIST CSF 2.0 provides a practical structure for risk management, while ISO/IEC 27001 supports longer-term governance and continual improvement. Staff training completes the approach by making security part of everyday work. 
Together, these measures should reduce the likelihood of successful attacks, limit their spread and improve SFM's ability to recover production and data safely. 
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Figure A1. Proposed SFM defence architecture. 
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Figure A2. Incident-response flow. 
 	 
Appendix B – Board Presentation 
The following section corresponds to the 10-minute Board of Directors presentation supplied as a separate PowerPoint file. The presentation summarises the main threats, policy recommendations, mitigation architecture, monitoring plan, training programme and implementation roadmap. 
[image: ] 
Appendix B Figure 1. Board presentation slide 1. 
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Appendix B Figure 2. Board presentation slide 2. 
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Appendix B Figure 3. Board presentation slide 3. 
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Appendix B Figure 4. Board presentation slide 4. 
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Appendix B Figure 5. Board presentation slide 5. 
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Appendix B Figure 6. Board presentation slide 6. 
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Appendix B Figure 7. Board presentation slide 7. 
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Appendix B Figure 8. Board presentation slide 8. 
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Appendix B Figure 9. Board presentation slide 9. 
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Appendix B Figure 10. Board presentation slide 10. 
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Slide 3: Threat Landscape

External: ransomware, phishing/social engineering, credential attacks, exploitation of
unpatched systems, DDoS and supply-chain compromise. Internal: excessive privileges,
accidental disclosure, malicious insiders, removable-media misuse and weak security
practices. OT/loT-specific: insecure devices, default credentials, poor segmentation and
compromise of systems that cannot be patched quickly. Highest priorities: ransomware,
phishing and compromise of 10T/OT because they can affect availability as well as
confidentiality and integrity.
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Slide 4: Risk Assessment - CIA Triad
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Slide 5: Security Policy Package

Access control policy: least privilege, role-based access, MFA and privileged-account
review. Network/OT policy: segment IT, OT and loT; restrict remote access; deny
unnecessary east-west traffic. Data protection policy: classification, encryption,

retention, secure transfer and controlled removable media. Vulnerability and patch policy:
asset inventory, risk-based patching and compensating controls for legacy OT. Incident
response and backup policy: tested offline/immutable backups, escalation rules and

recovery priorities. Supplier security policy: due diligence, security clauses, access
restrictions and incident notification requirements.
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Slide 6: Mitigation Architecture
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Slide 7: Monitoring and Incident Response
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Slide 8: Staff Training and Awareness

Induction training: phishing, passwords, MFA, data handling, removable media and incident
reporting. Quarterly role-based sessions for procurement, engineers, administrators and
managers. Phishing simulations followed by short targeted coaching rather than blame.
Annual policy acknowledgement and practical incident-response exercise. Measure
completion, simulation reporting rates, repeat failures and time taken to report

incidents.




image12.jpg
Slide 9: Implementation Roadmap

0-30 days: asset inventory, risk register, MFA for privileged/remote access, backup
verification and urgent patching. 31-90 days: IT/OT segmentation, EDR, central
logging/SIEM, supplier review and formal incident-response plan. 3-6 months: regular
exercises, vulnerability management cycle, stronger cloud controls and policy audits. 6-12

months: mature governance, metrics for the Board, continuous improvement and preparation
for ISO/IEC 27001 alignment.
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Slide 10: Board Decisions and Expected Outcomes

Approve a risk-based cybersecurity programme led by management and supported by clear
accountability. Prioritise production availability and safety while protecting

intellectual property and personal data. Fund MFA, segmentation, EDR/SIEM, resilient
backups, vulnerability management and staff training. Use NIST CSF 2.0 as the operational
risk framework and ISO/IEC 27001 as the management-system reference. Expected outcome:

lower likelihood and impact of cyber incidents, faster detection and recovery, and
stronger governance.
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SFM Cyber Risk Matrix
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SFM Incident Response Flow
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Proposed SFM Defence Architecture
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Slide 1: SteelForm Manufacturing Ltd

Cybersecurity and Data Governance Solution

Board of Directors Briefing Protecting smart manufacturing, cloud production systems, loT
and operational technology Prepared from the ACCA4024 scenario
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Slide 2: Current Risk Position

SFM uses loT sensors, automated machinery and a cloud-based production management system.
Recent incidents include malware, procurement phishing and unauthorised attempts to access
the production network. Business impact could include production downtime, intellectual-
property theft, data loss, safety disruption and reputational damage. The recommended
approach combines governance, prevention, detection, response and recovery.




