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1. Introduction
“Ransomware has been a prominent threat to enterprises, SMBs, and individuals alike since the mid-2000s. In 2017, the FBI’s Internet Crime Complaint Center (IC3) received 1,783 ransomware complaints that cost victims over $2.3 million. Those complaints, however, represent only the attacks reported to IC3. The actual number of ransomware attacks and costs are much higher. In fact, there were an estimated 184 million ransomware attacks last year alone. Ransomware was originally intended to target individuals, who still comprise the majority of attacks today”  [1].  This report has been generated to provide the reader with information on ransomware, the main dangers and the step to take to minimise the likelihood and impact of occurrence.
2. Background
This section provides the information on the definitions, dangers and protective measures for ransomware, and in particular Cryptowall that are relevant to a small company.  
2.1.   Definition of Ransomware.
“Ransomware is a form of malware that encrypts a victim's files. The attacker then demands a ransom from the victim to restore access to the data upon payment.  Users are shown instructions for how to pay a fee to get the decryption key. The costs can range from a few hundred dollars to thousands, payable to cybercriminals in Bitcoin”.  [2]
2.2.   Definition of Cryptowall.

“CryptoWall is a particularly nasty form of ransomware. It does much more than just encrypt your files and prompt you to pay for the key: it tries to hide inside the OS and adds itself to the Startup folder. Worse still, CryptoWall deletes volume shadow copies of your files – making it difficult (or in some cases impossible) to restore your data. And while it’s there, it’ll try to get your passwords and Bitcoin wallets for good measure” [3].   

2.3.   Main dangers of Cryptowall to a small company.
The main dangers of Cryptowall is the ability to target all versions of Windows [3], and the generic files that a small company may utilise.

2.3.1. Types of Files at Risk.
There are many types of files at risk, but cover the generic spreadsheets, PDF’s, word documents.  A list of file types that are vulnerable to Cryptowall is contained in appendix A.

2.4.  Protective measures against ransomware.
It is beneficial for the company to understand the various protective measures it can take to minimise the likelihood and impact of being targeted and infected by ransomware.  These measures are as follows:
· Keep your computers patched and up to date [3].
· Back up files and systems regularly.  Files should be tested to ensure that they are not encrypted.  This means that if infected, files can be restored from the last back up point [1].
· Install an anti-virus software to the system [2].
· Employ sensible restrictions through local policies.  These can be as simple as not clicking on links, or restriction the types of files that can be accessed and by who [1].

2.5.   Steps to take if infected.
There are many different steps to take if the system becomes infected, and some of these are:
· Immediately use the anti-virus /anti malware software to scan your computer system [4].
· Restore your system to the previous state so your system is ransomware free [2].
· Do not pay the ransom, as this may not ensure that all of the encrypted data is returned [5].

3. Conclusions
The conclusion is that ransomware, and particularly Cryptowall is a significant threat to a small company.  Any infections can have catastrophic consequences in time and cost [5]   

4. Recommendations.
This report recommends that to minimise the impact of ransomware, then the steps in paragraph 2.5 should be followed.
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