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Cloud has gained increasing popularity in the recent years because of the utility provided by remote hosting such as reduced cost, reliability, security, and scalability. 

The three main types of cloud services are:

Infrastructure as a Service (IaaS)
IaaS is a means of providing a managed computing infrastructure over the internet, utilizing virtualization technology for providing the fundamental computing resources such as processing, networks, virtualisation, and servers [1]. Commonly used in scenarios such as deploying arbitrary software such as web apps, hosting storage solutions, big data analysis and backups. An example of IaaS are services such as AWS EC2, Google Compute Engine (GCE) and Azure [2].  
Platform as a Service (PaaS)
PaaS Is often referred to a platform that developers can build and deploy applications to the cloud [3].  Typically, in the use of software development, applications, API’s, and functions as a service. Giving end users control over application design but not physical infrastructure [4]. An example of PaaS are services such as AWS, Azure, Heroku and other providers [2].  

Software as a Service (SaaS)
SaaS is typically software that can be accessed over the internet, provided by a third party. Users can usually access the software over any device with an internet connection through the third party. SAS is often used as a solution to digital rights management for paid services by keeping key functionality server side. This is often referred to as a very low level to the cloud as the end users have no control over the infrastructure [5]. An example of SaaS are services such as Facebook, G-Mail, google apps and Microsoft office 365 [6].  
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When deploying to the cloud there are many factors to consider. With all the pros and cons considered the benefits often outweigh the drawbacks, especially from a business perspective.

Costs
Cost reductions are a huge factor when making decisions about where to host. 
The cost of cloud can be different depending on the requirements of the business, and with the nature of cloud computing requirements can change and the cloud can handle those changes in requirements. Depending on needs the providers can provide services that cater to all types of requirements, such as pay as you go, flexibility in hardware and scalability of requirements on demand. 

The pay as you go model allows for a system that will charge users for what is used, and not a flat rate [7]. This can lead to an unpredictable bill in the scenario of the application getting popular and thus leading to an extremely high usage therefore a larger payment required to the provider. This is where customers would want to set usage alerts. The pay as you go model is a prime example of an autoscaling service that conforms with the compute workload.  Cost savings such as these, combined with the automation of shutting down VMS with elastic scalability can reduce costs significantly. When considering costs consider the initial requirements and do not overestimate them as a key benefit is the flexibility in the scalability [8]. 

Utilizing services such as AWS reserved instances typically provide a larger savings compared to EC2 on demand hourly rates. AWS stating a 75% saving if using their reserved instances as they will apply a discount for being upfront about what the requirements may scale too, if the requirements are predictable AWS can provide large discounts for paying up front [9]. 
An example of provisioning would be selecting a package of the relevant proportions such as hiring an AWS medium documentDB with 2 CPU’s and 4 GiB with 1 TB of storage, this would be sufficient within the normal context of the example, costing $183/m. Where this was a sufficient solution to the requirements, if the requirements were to increase, for example 1TB of storage per month was no longer sufficient so it would be scaled to 2TB the cost would then be $302. Provisions such as these can be scaled up and down instantly as required, and by more flexible amounts than in the example too such as in increments of gigabytes [10]. 

Another modern cost saving technology is CloudFront [11], a form of CDN, caching requests to AWS to reduce the duplicate requests with the main servers [12]. Cloud front servers are found at all Edge Locations at over 215 sites, distributing the overall load of the AWS services and providing more local solutions.  

One of the main oversights of the benefit of cloud computing is that there is no longer a requirement to have a large IT infrastructure at a company’s physical location. Before the era of the cloud a company would have an entire department for maintaining the on-site server resources and this would rival the costs of cloud with considerations to hardware and human resources, software licenses and then the limiting factors of such a solution. Factors being maintenance, incident response and the complexities of scaling service with limitations such as  limited space with the only option being vertical scaling.

Scalability 
Cloud is often considered a highly flexible and almost infinitely scalable solution [13] that allows the customer to decide what they have available in advance and on demand, the access to technology such as reserved instances can greatly improve the flexibility of the resources at the client’s disposal and other technologies such as load balancers and auto scaling that distribute the load and control the amount of online instances.
An example of where an in-house infrastructure hits limitation is when the company would need more server power but have no physical space available for horizontal scaling, i.e., add more servers and distribute the load. Instead, the only option would be to vertically scale where a cloud service would allow the customer to easily scale to the new demand by simply adjusting a setting [14]. 

An example of in-house performance versus the scale of the cloud would be the cloud will typically have the latest technology on each machine and with the release of new technology the cloud providers will be first in line, and the customer will have a vast number of options for what hardware is selected, but an in-house infrastructure will typically only be upgraded on demand and budget permitting. 
In the current work from home situation having access to the cloud means having freedom of information within an organisation and having a centralised storage solution that all employees can access remotely is ideal for productivity and collaboration. 

Regional hosting
Depending on the nature of the application there may be many international customers, and in these instances, it may be worthwhile having regional provisions in place to improve performance, or even distributing the services at a regional level. This can lead to redundancy in data, i.e., duplicates of data. But relevant systems can be put in place for managing these issues. Also, with more regions will carry a higher cost as the customer is ultimately multiplying the amount of machines that they are renting but when distributing the load like this the customer could select lesser hardware as the workload has been divided. One of the workarounds to this is called edge locations provided by AWS. 

Security
A massive consideration of outsourcing data storage to the cloud would be the security of it, not only are companies trusting them with their data, but they are also relinquishing control of the physical and software security aspects of the storage. The hosts are often reputable for their own reputation, but they have also got legal obligations to do everything in their power to ensure the integrity and security of held data while it is held on their systems. With the major providers of these storage solutions their primary responsibility is ensuring security standards are complied with and government legislation is adhered to, such as GDPR. 
But this does not fix issues a customer’s product may have, and they may implement their own vulnerabilities that circumnavigate the security implemented by the provider, for this reason best practices should be adhered to on both fronts [15]. 

Redundancy and backups 
By default, some cloud solutions do not back data up, and it is the customers responsibility to do so, or purchase a redundancy plan [16]. 
By default, azure has a backup of data held on the location of where it is hosted, so there is no natural disaster prevention, but for additional fees customers can pay to have their data stored at a different geo-location [17]. 
The highest tier of redundancy is called regional access geo zone redundant storage. This implies data is distributed across regions that can be accessed through the different locations, and it is all synchronously updated [18].

Reliability 
Cloud computing at its very core is designed around a principle of having high uptime and in the eventuality of a machine failing, having many more machines to re-distribute the load to and migrate quickly from one instance to another to maintain uptime. 
Uptime can be a huge factor for any company, and in the instance of losing uptime this can cost a company a lot of money, so there are options to ensure that constant uptime is maintained, but this comes at a cost.  
Amazon boast that their s3 service has 99.00% - 99.99% uptime guaranteed [19], but on the grand scale of things, that is still 55 minutes a year of downtime, and that could be a huge financial difference for a business. For example, in the scenario of a patient’s medical records being kept on the cloud and requiring medication urgently but being unable to check their notes to check their allergies or dosages. But in terms of reliability, Auto scaling will always ensure there is enough instances online to handle the load this is providing better fault tolerance in the eventuality of a failure. 

Internet connection required.
Perhaps in the 21st century requiring an internet connection is not such a big deal, but it is a factor that must be considered with cloud computing, that an internet connection is required to access the resources stored on the cloud and that a metered connection may incur additional costs. 

Vendor lock in
In the instance that a customer would wish to change provider, some providers may make it difficult to perform such a transfer for example the data being held in a non-transferable format [20]. 
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Docker utilizes operating system level virtualisation that allows for many isolated user-space instances called containers, that allow for the deployment of multiple applications on a single machine. Containers are ideal for tasks with a short lifecycle, and where the developer would want to minimise the number of active machines by having different services hosted within containers. 
Containerization does not utilize the hypervisor management approach instead implementing one operating system that hosts all the containers sharing the kernel of the host operating system rather than the hypervisor approach that implements virtual machines that each have their own operating system [21]. This approach is ideal due to the lower resource requirement for the operating systems. 
This is a lightweight approach that is ideal for networked services such as web servers and workers all to be hosted on the same machine.  The instances can be created locally and then packaged as a container for the deployment on the cloud.

The essence of docker was that the developers could pack everything required to make a working bit of software such as a web service or web server and all the dependencies contained within a single package called a container, the container could then be hosted in a cloud [22]. 
Containerization is the key to scalable hosted user instanced that typically run on a traditional operating system image, giving the look of a real computer from the viewpoint of the programs running on them [23]. 
The key benefit of containerization is that many containers can be running simultaneously all performing different tasks if required, such a web worker, a web service, and a storage solution. This is limited by design, as they must all be based on the same operating system as containers built around varying operating system will require a different host machine for each operating system, in cases such as traditional virtualisation may be better [24]. 
As in all aspects of cloud computing developers can scale the number of containers to the demand of the application. If the demand increases the developer can add more containers and if it decreases then shut down the containers. Utilizing a load balancer to fire up more containers as required [25]. This leads to compartmentalizing the program to a cloud ready solution that can be pushed to most cloud services without much if any adaption required due to the popularity of the uniform nature of docker. 






[bookmark: _Toc70626285]Evaluate Development
The development of a node.js based project will typically follow the path of choosing the scope of the project, choosing the initial packages to work with and adding the package dependencies as required and then implementing the solution. Finally packaging it all up into a container and hosting it. 

To start working with any node.js project the developer will run the npm init command and provide it with some basic data to populate the package.json. The package.json will contain information like the project name, the dependencies, and the entry point. 
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Figure 1 NPM INIT
When developing an application on node.js a decision must be made if JavaScript, or the superset called TypeScript will be used. If the developer choses TypeScript a compiler will be used that will compile the files down into JavaScript. 

When working with node.js the developer can simply add packages that will reduce the workload significantly by essentially downloading them through the console. This will automatically add them to the package. Json or they can be installed globally if downloading them through the node package manager, if the developer opts to manually manage the downloads they  must define them manually also. There are many packages for managing the different aspects of building on node.js as the framework offers such a wide range of utilities such as dev dependencies like nodemon that can be included in the project with the –dev flag when installing, this will be useful when moving to production as it will not be required so it is not included in the production build. 
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Figure 2 Dependencies in package.json

There are many design choices to make when working in node.js, that are made easier by the very large community and their contributions to the NPM content network. There are lots of tools and frameworks that make working with node.js easier and these are referred to as node modules. Because of the large amount of freedom with node.js it also leaves a lot of decisions to be made such as whether to implement the de facto standard express or a similar package like Nest.js that streamlines implementing services.
Another choice would be picking a database type and the supporting packages that allow for interaction with that database. 

Designing the model for interacting with the database if working with mongo DB, mongoose may be suitable or another similar framework. If working with PostgreSQL the developer may use the pg package or something that offers a similar functionality. When it comes to designing the database, they can either achieve this programmatically or in the console or interface of the chosen database for example using adminer. 

Implementing routes for different tasks is standard practice when building a REST web service, Express makes this process much easier and a lot faster.
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Figure 3Here is an example of the code required for node.js and express to send hello world to the user.
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Figure 4 the code required to achieve the same result as fig 3 without express,
This is a significant difference when implementing many routes and utilizing controllers and middleware’s. When implementing a REST service there will be many different routes for managing the stored content, these routes are typically known as CRUD operations, the CRUD methods are Create, Read, Update and Delete. This is achieved using Get, Post, Patch and Delete methods. Routes allow for the operations to be assigned a URL that the method can be called through. For testing these routes, a tool such as postman can be used.

Using the CORS API to define the servers’ interactions with clients such as the origin URL, this is where its defined what front ends can interact with the web service. 
The methods that define what interactions the server can handle, such as GET, POST, PATCH and DELETE. The headers, this is where it is stated what information can be attached to the interactions through the headers such as access tokens. CORS errors are commonly seen when trying to interact with information that is hosted on another domain without appropriate settings. 

Building the front end can follow a similar approach to developing the web service, utilizing node.js and express for managing packages and routes but utilizing a templating engine such as handlebars or embedded JavaScript. These engines are an incredibly powerful way of interacting with data and generating HTML based on the data. An interesting factor about templating engines is the use of JavaScript directly in the HTML, for example writing conditional logic like if statements and iteration. This is a huge upgrade on the functionality of standard HTML. 

When packaging up the developed application, an option is containerization. Utilizing docker, creating a docker compose file, dockerignore and a Dockerfile to build a container that contains all the required assets. In this instance a web server, a web service, and a database. 

A standard practice when sharing or deploying node.js code, the node modules are added to an ignore list of items that should not be included. This will save time uploading and then once uploaded the node packages will be downloaded at the destination. 

The Dockerfile is the definitions of the docker stages and the relevant commands such as to install node.js and the packages that were not included but are listed in the package.json.
Set the directories of the folders the stages point to and set the names that the docker compose file will look for. 

The docker compose file is where the services will be defined such as the web server, the web service, the adminer database manager and the database itself. Each of these have their own individual variables such as the ports they are active on, the image name and in the instance of the database the connection data. 
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https://youtu.be/Iv5uK3UD30g 


References 

[1] 	Microsoft Azure, “/what-is-iaas/,” [Online]. Available: https://azure.microsoft.com/en-gb/overview/what-is-iaas/.
[2] 	L. B. A. R. ,. I. S. d. G. T. Mouna Jouini, Design Challenges of Cloud Computing, p. 5.3.3.
[3] 	Microsoft, “what-is-paas,” [Online]. Available: https://azure.microsoft.com/en-gb/overview/what-is-paas/ .
[4] 	L. B. A. R. ,. I. S. d. G. T. Mouna Jouini, “Design Challenges of Cloud Computing,” p. 5.3.2 Platform as a Service (PaaS).
[5] 	L. B. A. R. Mouna Jouini, “Design Challenges of Cloud Computing,” Institut Supérieur de Gestion, Tunisia, p. 5.1.2.
[6] 	L. B. A. R. Mouna Jouini, “Design Challenges of Cloud Computing,” Institut Supérieur de Gestion, Tunisia, p. 5.3.3 Software as a Service (SaaS).
[7] 	M. J. Latifa Ben Arfa Rabai, “Design Challenges of Cloud Computing,” p. 3 CLOUD COMPUTING MOTIVATING FACTORS.
[8] 	vnt, “Cloud Computing Costs & Pricing Comparison 2021,” [Online]. Available: https://vnt-software.com/cloud-computing-costs-and-pricing-comparison/.
[9] 	Amazon, “What is an Amazon EC2 Reserved Instance?,” [Online]. Available: https://aws.amazon.com/premiumsupport/knowledge-center/ec2-ri-basics/.
[10] 	amazon, “aws pricing calculator,” [Online]. Available: https://calculator.aws/#/createCalculator/DocumentDB.
[11] 	amazon, “Amazon CloudFront,” [Online]. Available: https://aws.amazon.com/cloudfront/.
[12] 	Amazon, “What is Amazon CloudFront?,” [Online]. Available: https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html .
[13] 	N. R. &. M. J. (. Rao, “Enterprise management strategies in the era of cloud computing.,” p. chapter 3.
[14] 	B. The Chartered Institute for IT and British Computer Society, “Cloud computing moving IT out of the office., 1st edition.,” Swindon, GBR: British Informatics Society Ltd., 2012., 2012.. 
[15] 	RapidScale, “Cloud computing stats,” Jan 2015. [Online]. Available: https://www.slideshare.net/rapidscale/cloud-computing-stats-security-and-recovery.
[16] 	stratospherenetworks, “Average Downtime of Cloud Users vs. Non-Cloud Users,” stratospherenetworks, [Online]. Available: https://www.stratospherenetworks.com/advantages-and-disadvantages-of-cloud.html.
[17] 	Microsoft, “Azyre pricing Calculator,” [Online]. Available: https://azure.microsoft.com/en-gb/pricing/calculator/.
[18] 	Microsoft, “Azure Storage redundancy,” [Online]. Available: https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy.
[19] 	Amazon, “Amazon Compute Service Level Agreement,” [Online]. Available: https://aws.amazon.com/compute/sla/.
[20] 	B. T. C. I. f. I. a. B. C. Society, “Cloud computing moving IT out of the office., 1st edition.,” Swindon, GBR: British Informatics Society Ltd., 2012., p. page 10.
[21] 	red hat, “What's the difference between cloud and virtualization?,” [Online]. Available: https://www.redhat.com/en/topics/cloud-computing/cloud-vs-virtualization.
[22] 	G. Motroc, “JAXenter: How did Docker become the poster child for containers?,” March 26, 2018. [Online]. Available: https://jaxenter.com/docker-look-back-leap-forward-142745.html.
[23] 	A. M. T. Z. A. a. S. A. Muc, ““Containerization of Server Services,”,” in Multidisciplinary Aspects of Production Engineering, vol. 3, 2020, p. pp. 320–330.
[24] 	A. STRONG, “Containerization vs. Virtualization: What's the Difference?,” [Online]. Available: https://www.burwood.com/blog-archive/containerization-vs-virtualization#:~:text=Virtualization%20enables%20you%20to%20run,single%20virtual%20machine%20or%20server.
[25] 	“G. A. A. Santana, Data center virtualization fundamentals.,” 2014.. 



https://whel-primo.hosted.exlibrisgroup.com/primo-explore/fulldisplay?docid=44UWTSD_ALMA51206471170002421&context=L&vid=44WHELF_UWTSD_VU1&lang=en_US&search_scope=CSCOP_EVERYTHING&adaptor=Local%20Search%20Engine&tab=tab1&query=any,contains,cloud%20computing&offset=0 

https://whel-primo.hosted.exlibrisgroup.com/primo-explore/fulldisplay?docid=44UWTSD_ALMA51168173250002421&context=L&vid=44WHELF_UWTSD_VU1&lang=en_US&search_scope=CSCOP_EVERYTHING&adaptor=Local%20Search%20Engine&tab=tab1&query=any,contains,cloud%20computing&offset=0 

https://whel-primo.hosted.exlibrisgroup.com/permalink/f/14dj339/44UWTSD_ALMA51209814590002421 

https://whel-primo.hosted.exlibrisgroup.com/permalink/f/mqg008/TN_cdi_gale_infotracacademiconefile_A385316313 

https://www.vmware.com/topics/glossary/content/cloud-scalability#:~:text=Cloud%20scalability%20in%20cloud%20computing,its%20exploding%20popularity%20with%20businesses. 
https://www.salesforce.com/products/platform/best-practices/benefits-of-cloud-computing/ 
https://www.stratospherenetworks.com/advantages-and-disadvantages-of-cloud.html 

https://cloudacademy.com/blog/disadvantages-of-cloud-computing/ 

https://medium.com/faun/10-disadvantages-risks-of-cloud-computing-35111de75611 


2

image2.png
server”,

version”: "1.6.",
"description”: ™"
"main”: “index.js",
b Debug

"scripts™: {

“echo \"Error: no test specified\"” & exit 17,
nodemon server. js”

s,
"dependencies™: {
~0.21.1",
""5.0.0",
"body-parser™: "1.19.6",
"cors™: "~2.8.5",
"dotenv": ""8.2.6",
"express”: "~4.17.1",
"googleapis™: ""67.1.1",
"helmet”: ""3.23.3",
jsonuebtoken”: "%8.5.1,
"mongoose”: "%5.12.6",
"morgan”: ""1.16.6",
""6.4.16",

"devbependencies”: {
“nodemon”: "%2.6.4"

b




image3.png
const express = require('express’);
const app
const port

app.get('/7, (zeq, zes) => { res.send("Hello Worldi™)})

app. listen(port, ()=> console.log('Listening on port: ${port}’))|




image4.png
// Requiring the module
const http = require (http');

// Creating server object
const server = http.createServer ((reg, res) => [
const url = req.url;
if(url == /1) ©
res.write ('<heml>');
zes.urite ("<body><h2>Hello world!</h2></body>')
res.write ('</heal>");
zeturn res.end();

b:

/1 server sevup
server.listen(3000, () => {
console. log("Server listening on port 30007)

E




image1.png
PS C:\Users\Nathan\Desktop\UNI\Cloud based ueb services\Assignment1> npm init
This utility will walk you through creating a package.json file.
It only covers the most common items, and tries to guess sensible defaults.

See “npm help json® for definitive documentation on these fields
and exactly what they do.

Use “npm install <pkg> afterwards to install a package and
save it as a dependency in the package.json file.

Press "C at any time to quit.
package name: (assignment1) ||




