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[bookmark: _Toc91793253]Abstract

So far during my coursework I have learnt how to do commands in Linux, I did some work in cisco packet tracer and managed to create a virtual network that simulates a real one. I learned how hackers attack a network and what steps you can take to prevent an attack in the future. Devices that are connected to the internet are vulnerable to attacks, no device is 100% secure but there are steps that can reduce the chances of getting hacked. Everyday tech items can be attacked and exploited for malicious purposes like hacking cameras to spy on what people are doing or hacking a smart teddy bear and turn it into a listening device.

[bookmark: _Toc91793254]Introduction

For this assignment I’m going to be discussing possible reasons why the network was compromised, the different types of threats and what they do, vulnerabilities in a computer system, and attacks. I will also demonstrate to Bruce how better security can be integrated into his company’s network and lastly, I will make a guideline for his company to follow to reduce the chances of another attack on his network.
















[bookmark: _Toc91793255]Task 1 | Possible Security Breaches
[bookmark: _Toc91793256]Possible Security Breach 1: Phishing Attack

The attacker might have found an email address that belonged to Bruce or another employee on the dark web, which then led the attacker to send out a phishing email to one of the employees that had admin access to the network and sensitive files [1]. The hacker then proceeded to write an email pretending to be Bruce telling the employee to open a link to a website to download an excel file. The employee then opened the email and clicked on the attachment which then installed a backdoor and malware onto the computer which then encrypted the files to an unreadable state.  

[bookmark: _Toc91793257]Possible Security Breach 2: Internal actors 
One of the sales heads who lost their job could be the attacker that compromised a computer from inside “Batman Textiles”. In the description it says, “One of the Sales Head, who lost the job was not happy about Alfred’s decision and thinks of disrupting Batman Textiles operations”, this implies that the now ex-employee is going to compromise the network and install malware onto a computer. This isn't a known fact because the description says that he is “thinking” about doing an attack and it doesn't prove that he did it. [2]

[bookmark: _Toc91793258]Possible Security Breach 3: Disgruntled Employee

The chances that the breach was caused by the angry employee is very high but not guaranteed, the description said “One of the Sales Head, who lost the job was not happy about Alfred’s decision and thinks of disrupting Batman Textiles operations”, this implies that the employee wasn’t happy about being fired so he must have tampered with the computers [3] either installing the software itself or creating several back doors so that he can breach the network later.













[bookmark: _Toc91793259]Task 2 | Computer Threats
[bookmark: _Toc91793260]Threats 
There are many kinds of threats that a computer can be affected by. An example of a threat is when someone installs malicious code onto a computer to either steal data or to mess with the computer, so it becomes unusable. [4]

Ransomware – Ransomware is a piece of software that is installed onto a computer manually or through hacking a person’s PC, this software then encrypts all the files on the computer and the victim will need to pay a ransom (money) to the attacker so they can unencrypt their files. [5]

Malware – it’s a piece of software that is built to cause mayhem on a victim’s computer, and its purpose has different purposes depending on the malware. The first kind of malware is to leak private information that is stored on the computer, like credit cards, banking information, private photos, etc. the second kind of malware is used to break into a computer to then steal data or to install more malicious software onto it. [5]

Spyware – this kind of software automatically installs itself in the background without the user knowing, it will then begin to monitor your activity and send that data to the hacker for different purposes like companies finding out what a certain company is doing or just a hacker that wants to find out what a celebrity does on their computer. [5]

Trojan – A Trojan is software that is disguised as a safe and legitimate application, but it has some code underneath it that is designed to steal user data and harm the user’s computer and computer network. Its sole purpose is its meant to trick you into believing the application is safe. [5]

There are two types of threats that a network can be involved in and they are Passive network threats and active network threats. [6]

Passive network threats involve different kinds of hacking like wiretapping which is used to secretly monitor the audio of a room that a network enabled device is placed in. Secondly, idle scans involve sending spoofed packets to a computer. [6]

Active network threats are threats that can happen in real time like a DDOS attack which is when a bunch of computers (botnet) send a bunch of useless data to a router which then it will overload and shut down the network connection for the victim, a DDOS usually effects the web, email gateways, routers, and switches. [6]

  


		
[bookmark: _Toc91793261]Vulnerabilities

A vulnerability is a weakness in a computer network which then can be exploited by a hacker to then break into a computer network to cause harm or to install malicious software [5], the attacker must have a required tool to take advantage of this exploit.

The attacker will exploit a vulnerability in a computer system because it will then give them access to a company’s servers so they can they steal the data on the servers and then potentially sell it on the dark web. [5]

The attacker will use different kinds of tools that will make breaking into a computer network possible and will speed up the process a bit. [5]
	
[bookmark: _Toc91793262]Attacks
An Attack on a computer network involves a hacker who is actively working to bypass a computers or companies security so they can then gain access to a system without authorisation [5]

The attacker’s motivation behind these attacks usually involve money but some previous hackers have come out and said they do it for the thrill/Excitement of adventure. [7]  

An attack can mean different things, the first one is a DDOS attack, [5] this attack involves the hacker to use a botnet to overload a computers system which can take the victims internet offline for hours or even forever. The second of attack is just plain hacking, breaching a computer security system and performing malicious activities.		
[bookmark: _Toc91793263]“.rekt” file format attack

According to the website [8] the .rekt file format means “Ruined” which means someone is “destroyed”, the file format hints that whoever receives this file format has been compromised by an attacker and they are mocking the victim.

The .rekt file format means it’s a “malware that locks your computer or encrypts your files.” According to [9]. So, the only time you would see this file format is when you are hit with a ransomware attack.

On the website “PC risk” it mentions that you need to install a program called “Combo Cleaner” which removes the ransomware from your computer [10] 
[bookmark: _Toc91793264][image: ]Task 3 | Packet Tracer[bookmark: _Toc90208885][bookmark: _Toc91702940]Figure 1 Introduction to packet tracer certificate



I did this design because it shows the total amount of computers and how many computers have greater access then others
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This is the physical topology of the network
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[bookmark: _Toc91702944]Figure 5 Logical Topology







The network is quite insecure mainly due to the WIFI being used by the public as well as for business use inside the company, a good way to improve security is to implement a firewall to prevent any bad actors from breaking into the network. 
[bookmark: _Toc91793265]Task 4 | Guideline

There are certain steps that Batman Textiles will need to take to improve their security and to inform other employees on how to be secure in the work environment.

[bookmark: _Toc91793266]What steps can be taken to prevent this in the future?

Step 1. Separate the “Complimentary WIFI” from the main network 

· To prevent any future breaches, the public WIFI needs to be completely separated from the main network.  

Step 2. Implement a better password and or implement a 2-factor authentication system for the network

· In the description, it mentioned that the WIFI network was “Open” which means it doesn’t have any type of security, this means the network doesn’t encrypt any network traffic and you can join the network without entering a password.

Step 3. Only give full access to employees that absolutely need it and they need to be trusted 

· Limiting attack vectors inside the company’s network means there are less points of entry for a hacker, so this means that the full access and privilege access needs to be limited to a very select bunch of people. 


Step 4. Implement a sufficient anti malware solution on to the company’s computers 

· The biggest operating system in the world and which is used by many computer users is Windows. The operating system has an anti-virus preinstalled, but its performance isn’t up to standard. [11] so, it is recommended to install an anti-virus solution called ESET [12], which has been highly rated and has good protection against ransomware especially and other malicious software.





[bookmark: _Toc91793267]What not to do and what should be done

What to do 

1. Make a strong password when securing a device or an account ☒
2. Don’t leave any USB devices plugged into a computer ☒
3. When you get up from your desk, lock your computer ☒
4. Update your software daily ☒

What NOT to do 

1. Click on links that were sent through email (even if it’s a trusted domain)
2. Not having a password on your computer 
3. Not updating your software and using outdated programs 
4. Using very simple passwords like “Password” or “123456”
Conclusion 

Overall Batman Textiles network isn’t very good, after observing how the network is organised and how the company handles is security, I have concluded that the network has had major flaws long before the attack even started. Alfred gave all the employees admin access to the network which is a huge security risk (if 1 computer is compromised then the entire network is compromised).
Secondly, the Public WIFI was connected to the main network, and according to the description the WIFI was “Open” which means that it doesn’t require a password and it doesn’t have any encryption to protect the user’s data.
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Abbreviations

DDOS – Denial of service 
HDD – Hard Disk Drive
WIFI - Wireless Fidelity
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