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[bookmark: _Toc197492742]Introduction

This coursework is a continuation of Coursework 1, focusing on the practical implementation of network management and resource maintenance. Screenshots are included throughout to demonstrate the network functions.

[bookmark: _Toc197492743]Time management
The Gannt chart below was produced to help keep the project to track.
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[bookmark: _Toc197492744]1.      Swansea Network
1.1 Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic.
Setting up Routing and Remote access Service
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Modify Firewall Rules on S-DC server[image: A screenshot of a computer
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Modify Firewall Rules on Cilents1
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Successful pings between machines
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1.2 Configure Site-to-Site VPN to London Network. Set the connection type to “persistent connection”.

Successful ping site to site VPN
[image: A screenshot of a computer
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Successful VPN Connection 
[image: A screenshot of a computer
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1.3 Create a forest named yourname.acca (For example: nitheesh.acca)
The screenshot below shows new forest creation with root name labelled jon.acca.

[image: A computer screen with a blue background
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Figure 1. Creation of forest Jon.acca
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1.4 Create all appropriate A records for all servers on 10.1.1.0/24 and 172.16.1.0/24.
[image: A screenshot of a computer
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Powershell Script
Install-WindowsFeature -Name DNS -IncludeManagementTools
systeminfo
Get-DnsServerZone
Clear-DnsClientCache
Resolve-DnsName S-DC.jon.acca

Add-DnsServerPrimaryZone -Name "jon.acca" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerPrimaryZone -NetworkId "172.16.1.0/24" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerPrimaryZone -NetworkId "172.16.2.0/24" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerResourceRecordA -Name "S-DC" -ZoneName "jon.acca" -IPv4Address "172.16.1.1"
Add-DnsServerResourceRecordA -Name "C-Server" -ZoneName "jon.acca" -IPv4Address "10.1.1.1"

Add-DnsServerResourceRecordPtr -Name "1" -ZoneName "1.16.172.in-addr.arpa" -PtrDomainName "S-DC.jon.acca"

Add-DnsServerPrimaryZone -NetworkId "10.1.1.0/24" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerResourceRecordPtr -Name "1" -ZoneName "1.1.10.in-addr.arpa" -PtrDomainName "C-Server.jon.acca"

1.5 Create a reverse lookup zone creating PTR records for all servers.
[image: A screenshot of a computer
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Powershell Script
Install-WindowsFeature -Name DNS -IncludeManagementTools
systeminfo
Get-DnsServerZone
Clear-DnsClientCache
Resolve-DnsName S-DC.jon.acca

Add-DnsServerPrimaryZone -Name "jon.acca" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerPrimaryZone -NetworkId "172.16.1.0/24" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerPrimaryZone -NetworkId "172.16.2.0/24" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerResourceRecordA -Name "S-DC" -ZoneName "jon.acca" -IPv4Address "172.16.1.1"
Add-DnsServerResourceRecordA -Name "C-Server" -ZoneName "jon.acca" -IPv4Address "10.1.1.1"

Add-DnsServerResourceRecordPtr -Name "1" -ZoneName "1.16.172.in-addr.arpa" -PtrDomainName "S-DC.jon.acca"

Add-DnsServerPrimaryZone -NetworkId "10.1.1.0/24" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerResourceRecordPtr -Name "1" -ZoneName "1.1.10.in-addr.arpa" -PtrDomainName "C-Server.jon.acca"


1.6 Create user accounts for yourname.acca domain with all the parameters defined in the users_list_updated.xlsx document. This document will be shared by your lecturer. You must use first letter from first name with a dot and last name as SAM Account Name. Eg: First Name: Nitheesh Last Name: Kaliyamurthy.  n.kaliyamurthy.

The figure below shows a user account added to domain.

[image: A computer screen shot of a computer
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Script used to add user accounts
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1.7 Mount second disk drive to D:\SwanseaFiles. 

Mounted to E drive as D drive was reserved for system recovery

[image: ]
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1.8 Configure DHCP Services. The range is 172.16.1.10 – 172.16.1.20. Determine other DHCP options as per the infrastructure.

Set up DHCP Services for windows client
[image: ]



1.9 Join the ClientS1 to yourname.acca domain.

The figure below shows ClientS1 joined to the domain Jon.acca
[image: A computer screen shot of a computer
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1.10 10Assign ClientS1 with DHCP IP Address. 
[image: A screenshot of a computer
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2. [bookmark: _Toc197492745]
 Cardiff Network
2.1. Install Routing and Remote access Service (equivalent) and modify firewall rules to allow ICMP Traffic.
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2.2. Configure Site-to-Site VPN to Swansea Network. Set the connection type to “persistent connection”.
The Figures below shows site to site VPN up and running.
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2.3 Create a child domain named car.yourname.acca in yourname.acca tree (Eg: car.nitheesh.acca) or Join devices in this network to the yourname.acca domain. Justify your action.



2.4 Configure DHCP Services. The range is 10.1.1.10 – 10.1.1.20. Determine other DHCP options as per the infrastructure.



2.5 Depending on step no. 2.3, join the ClientC1 to appropriate domain and assign DHCP IP address.



3 [bookmark: _Toc197492746]Test the network for Connectivity. 

Ping Cardiff Service to Swansea Server and Swansea Client
[image: A screenshot of a computer
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Linux VPN to Windows VPN

[image: A screenshot of a computer
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Windows VPN to Linux
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4 [bookmark: _Toc197492747]Sharing Disk Drive:
To the earlier created D:\SwanseaFiles, set access permissions to allow users in the users_list_updated.xlsx has full control permissions and other network users have only read access. Share the drive to both Cardiff and Swansea network.

AD group added of authorised users

[image: A computer screen shot of a blue screen
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Access to shared drive on Swansea client[image: A computer screen with a white box
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5. [bookmark: _Toc197492748]Configure IIS Server
5.1. Create https://webs. yourname.acca website and enable windows internal authentication. 
[image: A screenshot of a computer
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5.2. All the users can be authenticated.]
[image: A screenshot of a computer
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5.3. All authenticated users should be presented a text “Welcome to Swansea Website”.

[image: A screenshot of a computer
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6. [bookmark: _Toc197492749]Remote Desktop Services: 
Configure remote access for S-DC from any other machines in the network. Make sure that the Remote Desktop Services login page should be accessed via https://rds.yourname.acca and necessary certificates are signed.
[image: A screenshot of a computer
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Script to add users
# import active directory module
import-module activedirectory

# set default password
$defaultpassword = convertto-securestring "maescynog1986?" -asplaintext -force

# import users from csv
$users = import-csv -path "c:\users_list_updated.csv"

foreach ($user in $users) {
    $username = ($user.first_name.substring(0,1) + $user.last_name).tolower()
    $name = "$($user.first_name) $($user.last_name)"
    
    # create the user
new-aduser `
    -name $name `
    -givenname $user.first_name `
    -surname $user.last_name `
    -userprincipalname "$username@$($user.domain)" `
    -samaccountname $username `
    -emailaddress $user.email `
    -title $user.job `
    -city $user.city `
    -department $user.department `
    -accountpassword $defaultpassword `
    -enabled $true `
    -path "cn=users,dc=jon,dc=acca" 
} 
IP addresses and Card Names
Swansea-DC (Swansea Domain Controller Server)
External Card (External)
	IP Address 210.103.5.1
	Subnet 255.255.255.252

	Mac Address 080027F66370

Internal Card (Internal)
	IP Address 172.16.1.1
	Subnet 255.255.255.0

	Preferred DNS 172.16.1.1
	Alternate DNS 8.8.8.8

	Mac Address 080027BB9F9A


ClientS1 (Swansea Clients)
Internal Card (Internal)
	IP Address 172.16.1.10
	Subnet 255.255.255.0
Default Gateway 172.16.1.1

	Preferred DNS 172.16.1.1
	Alternate DNS 8.8.8.8

	Mac Address 080027448938

C-Server (Cardiff Server)
Nat Card (ENP0S3)
Mac Address 0800273D8202

External Card (ENP0S8) Named External
	IP Address 210.103.5.2
	Subnet 255.255.255.252

	Mac Address 08002746FDB2

Internal Card (ENP0S9) Named intnet
	IP Address 10.0.0.1
	Subnet 255.255.255.0

	Mac Address 080027C64F13

ClientC1 (Cardiff Client)
Nat Card (ENP0S3)
Mac Address 080027116353
Internal Card (ENP0S8) Named intnet
	IP Address 10.1.1.10
	Subnet 255.255.255.0

	Mac Address 080278d07CA
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Mar 18 16:52:28 C-Server pppd[1125]: local LL address fese::60d7:47d6:16c3:eefs

28 C-Server pppd [1125] ¢ remote LL address fego::dcag:ef32:f1d7:adeh

28 C-Server pppd[1125]: Cannot determine ethernet address for proxy ARF
28 C-Server ppp[1125]: local 1P address 10.1.1.

Mar 18 16:52:28 C-Server pppd[1125]: remote IP address 20.0.0.100

uilcoxjoeC-Server: ™% ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data

C

-- 172.16.1.1 ping statistics ---

72 packets transmitted, o received, 100% packet loss, time 73655ms

i lcox joeC-Server:™s IP ROUTE
-bash: IP: command not found
ilcox joeC-Server:™$ ip route
default via 10.0.2.2 dev enpos3
10.0.2.0/24 dev enpos3 proto kernel scope link src 10.6.2.15

10.1.1.0/24 dev enpesd proto kernel scope link src 10.1.1.1

20.0.0.100 dev pppd proto kernel scope link src 10.1.1.1

169.254.0.0/16 dev enposd scope link metric 1000

210.103.5.0/30 dev enposB proto kernel scope link src 216.103.5.2

i lcox joeC-Server:“$ sudo ip route add 172.16.1.8 255.255.255.8 via dev pppe
Error: either "to" is duplicate, or '255.255.255.0" is a garbage

i lcox joeC-Server:“$ sudo ip route add 172.16.1.6 255.255.255.6 dev pppd
Error: either "to" is duplicate, or '255.255.255.0" is a garbage

i lcox joeC-Server:“$ sudo ip route add 172.16.1.6/24 dev pppe
ilcoxjoeC-Server:™s in route

default via 10.0.2.2 dev enpos3

10.0.2.0/24 dev enpos3 proto kernel scope link src 10.6.2.15

10.1.1.0/24 dev enpesd proto kernel scope link src 10.1.1.1

20.0.0.100 dev pppd proto kernel scope link src 10.1.1.1

169.254.0.0/16 dev enposd scope link metric 1000

172.16.1.0/24 dev pppé scope link

210.103.5.0/30 dev enposB proto kernel scope link src 210.103.5.2
wilcoxjoeC-Server:™$ ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 56(84) butes of

64 hytes from 172.16.1.1: icmp_seq=1 ti .54 ms
64 bytes from 172.16.1.1: icmp_seq=2 ti 74 ms
64 bytes from 172.16.1.1: icmp_seq=3 ti .92 ms
64 bytes from 172.16.1.1: icmp_sen=4 ttl=127 68 ms
64 bytes from 172.16.1.1: icmp_sen=5 ttl=127 61 ms
64 bytes from 172.16.1.1: icmp_sen=6 ttl=127 12 ms
64 butes from 172.16.1.1: icmp_sen=7 ttl=127 47 ms
b4 butes from 172.16.1.1: icmp_seq=8 tt1=127 time=0.901 ms
b4 bytes from 172.16.1.1: icmp_seq=9 tt1=127 tine=2.27 ms

-- 172.16.1.1 ping statistics ---
9 packets transmitted, 9 received, 0% packet loss, time 8264ms
rtt min/ave/max/miev = ©.901/1.694/2.606/0.499 ms

i lcoxiodC-Server:~s
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"+ New-ADGroup -Name "SwanseaFul IAccess'

+ CategoryInfo Notspecified: (CN=SwanseaFullA...,DC: tring) [New-ADGroup], ADException
+ FullyQualifiedErrorTd : ActiveDirectoryServer :1318,Microsoft.ActiveDirectory.Managenent. Conmands. NewADGroup

PS C:\Users\Administrator> icacls "E:\SwanseaFiles” /grant "jon.acca\SwanseaFullAccess:(OT) (CDF’
icacls "E:\SwanseaFiles” /grant "Authenticated Users:(0L)(CDR"
processed file: E:\SwanseaFiles
Successfully processed 1 files; Failed processing 0 files
processed file: E:\SwanseaFiles
Successfully processed 1 Files; Failed processing 0 Files
PS C:\Users\Administrator> New-SmbShare -Name "SwanseaFiles” -Path "I
New-SnbShare : The name has already been shared.
At Tine:il char:l
+ New-smbShare -Name "SwanseaFiles” -Path "E:\SwanseaFiles” -FullAccess .
+ CategoryInfo Notspecified: (MSFT_SMBShare:ROOT/Microsoft/Windows/SE/MSFT_SUBShare) [New-Smbshare], CimException
+ FullyQualifiedErrorId : Windows System Error 2118,New-SmbShare

SwanseaFiles” -FullAccess "jon.acca\SwanseaFullAccess” -ReadAccess "Authenticated

PS C:\Users\Administrator> Remove-SmbShare -Name "SwanseaFiles” -Force

# Then recreate it
New-SmbShare -Name "SwanseaFiles” -Path "E:\SwanseaFiles” -FullAccess "jon.acca\SwanseaFullAccess” -ReadAccess "Authenticated Users

Name ScopeNane Path Description

SwanseaFiles * Ex\SwanseaFiles

PS C:\Users\Administrator> New-Subshare -Name "SwanseaFiles” °
-Path "E:\SwanseaFiles
-FullAccess "jon.acca\swanseaFullAccess'
ReadAccess "Authenticated Users”
New-SnbShare : The name has already been shared.
At Tine:l cha
+ New-SmbShare -Name "SwanseaFiles” *
+ CategoryInfo : NotSpecified: (MSFT_SMBShare:ROOT/Microsoft/Windows/SHB/MSFT_sMBShare) [New-smbshare], CimException
+ FullyQualifiedErrorId : Windows System Error 2118,New-SmbShare

PS C:\Users\Administrator> Get-SubShare -Name "SwanseaFiles"

Name ScopeNane Path Description

SwanseaFiles * Ex\SwanseaFiles

PS C:\Users\Administrator> Grant-SmbShareAccess -Name "SwanseaFiles” -AccountName "jon.acca\SwanseaFullAccess” -AccessRight Full -Force
SmbShareAccess -Name "SwanseaFiles” -AccountName "Authenticated Users” -AccessRight Read -Force

ScopeNane AccountName AccessControlType AccessRight

SwanseaFiles NT AUTHORITY\Authenticated Users Allow
SwanseaFiles JON\SwanseaFulTAccess Allow
SwanseaFiles JON\SwanseaFulTAccess Allow
SwanseaFiles NT AUTHORTTY\Authenticated Users Allow

(5 N T s Tl e /s i e e e
Tcacis “Er\Swanseariles Jorant “Authenticated Users (01 (COR" e
processed file: E:\swanseapiles i Server Manag
Siccessrutly processed 1 files; Failed processing 0 Files
Processed F1ler £:\SuanseaFiie

iy et B (et et sy O (T

P5 C:\Users\Administrator>

Completed

H P Type here to search

add usersps1 | Untitled2pst™ X

1

# Inport users from
Tnport-Csv

# Create an AD group for easier permission

New-ADGroup -Name

Untitled3 ps1

csv
path

-GroupScope

# Add users to the group,

foreach ( in
sC

) {
FirstNane. Substring(

Add-ADGroupVenber ~Identity

dcacls

# Full Control for SwanseaFullAccess group

management
“Path

). ToLower (3. 5
“embers

# Read-only for all other authenticated users

dcacls
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—path

“FullAccess
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1.1 Install Routing and Remote access Senice and
modify firewall rules to allow ICHP Trafic.

148

12 Configure Site-{o-Site VPN to London Network Set
the connection type to “persistent connection”

13 Create a forest named yourname.acca (For
example: nitheesh acca)

1.4 Create all appropriate Arecords for all severs on
10.1.1.0124 and 172.16.1.0/24.

1.5.Create a reverse lookup zone creating PTR records
for all servers.

16 Create user accounts for youmame acca domain

1.7.Mount second disk drive to DASwanseaFiles.

1.8 Configure DHCP Services.

1.9.Join the ClientS1 to yourname acca domain

110 Assign ClientS1 with DHCP IP Address.

24Install Routing and Remote access Senvice.
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