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I. [bookmark: _Toc31560786]Introduction

Due to the needs of the industry, for a long-time virtualisation technique used in servers and the like have remained relatively consistent, mainly consisting of type 1 and 2 hypervisors, and although widely used throughout many industries, they had their advantages and disadvantages. This is where virtual containerisation comes into play, while acting like a VM in the technical sense, it segments the user space, of which each container is isolated, unless configured otherwise. Either way, the most popular container engine as of the time of writing is Docker, which will be the container specified in this document, despite there being other container software, Docker is the most popular as of the time of writing. This document aims to look at what docker is and how it is used, as well as Infrastructure as Code, another increasingly popular method of large-scale configuration.

I. [bookmark: _Toc31560787]Platform as a Service and Container as a Service

A PAAS or ‘Platform as a Service’ is a cloud computing term by which a company or client has access to a “development and deployment environment in the cloud”[1], as well as a solution/tool stack; “PaaS offerings focus on providing software developers the space to perform everything required for the entire software lifecycle”[2]. This environment can be used as a deployment framework for the creation/production of cloud-based applications, of which due to it being on the cloud can be accessed from a secure connection, allowing for many users to access said environment should it be necessary. Add to this the fact that the platform itself is scalable in regard to resources, it becomes apparent why it is seen as such a popular idea for businesses. PaaS is most often used in scenarios where a company needs to create a platform for the development of applications but doesn’t have the means to do so themselves or at the very least at a sub-standard or cheaper level in comparison to those offered by a PAAS. A PAAS service will provide a suite of tools and languages for use for the development of the applications, depending on the service provider chosen, these tools may change. After the application has been created, it may be deployed and tested and should the resources allow it, you may have multiple iterations of development revisions open simultaneously. 
One of the disadvantages of PAAS stems from the inability  to manage the infrastructure, because you cannot manage the infrastructure, you cannot add features or control the infrastructure your application is running on, you are limited by what you can do both in the platform and what the service provider allows you to do or buy, such as additional processing power, storage, etc. Another downside to PAAS is mobility, in the sense that whilst you can move to a different provider if things are unsatisfactory, when compared to CAAS it will not be as easy due to the lack of mobility that comes with virtual machines.
A CAAS or ‘Container as a Service’ on the other hand, is an alternative service that allows for the deployment of containers standardly through an API. A container itself in a sense, is a form of streamlined virtualisation that runs off of the host OS kernel and acts as a way to execute a program or set of programs and ‘trick’ them into thinking they’re running on their own singular system, aka the container.[3] To compare a standard virtual machine to a container, if you were to load a Ubuntu Linux VM and run a singular program, due to the presence of an OS, that singular program will not be the only one running, there will be tens to hundreds of background processes running, which is where the streamlined aspect of a container comes into play; a container is designed to run a singular program and any other dependencies it may require; nothing else, unless configured by the user. This lack of unused processes means both a more efficient system, and should it be configured right “you can have as many as four-to-six times the number of server application instances as you can using”[4] a traditional VM. A container runs off of a container manager that abstracts just the host machine OS’s kernel, a VM  on the other hand runs on a hypervisor that abstracts an entire operating system leading to a much larger resource need, see the diagram figure 1 for a visual representation. Worth noting that the container manager in Docker’s case would be the Docker engine, of which consists of the Docker daemon, containerd and runc, and the container acting as a client.[5]
[image: ]
Figure 1- Visual Representation of VM and Container management respectively[6]
While on the topic of containers, a major benefit to a container is portable, when moved to a different system, the container will still run and will not change provided the new system has docker and it’s dependencies, or any other container program, but docker is the most popular as of the time of writing. This cannot be said for virtual machines, where migrating the VM to a different house machine can cause the VM to stop working should the hardware change.[7] This portability means that a docker container, if it runs on the machine it is configured on, it is almost certainly to work within the deployment environment. The next advantage is linked to their resource efficiencies and is that they are very fast to load, it isn’t like a VM where starting it could take upwards of ten minutes depending on the system[5], a container will load up very quickly in comparison, which comes in very handy when you realise you’ve made a mistake within the container you’ve made and need to reconfigure and reload it. The next advantage would be that it works on all systems, because a docker container is consistent in its environment, it eliminates the problem where a VM or application would work on the developer’s computer, but not within other environments such as the test environment or a co-worker’s computer. In this sense, docker containers are consistent and can ever be sent by sending a text file with the text from the image the container was derived from, assuming there were no custom configurations to the container itself, and it is going to work, no matter the system, if docker is installed that it.
The downside to containers is that whilst they are more efficient than VMs, they are still slower than bare-metal configurations (running directly on host OS without any virtualisation) because whilst it doesn’t have to achieve much virtualisation, it still a minimal amount more than running bare-metal configurations. The second downside is the complexity that comes with docker and its subsequent tools, adding an additional layer of complexity, so to speak. This complexity comes with the way docker works, by using docker you’re application will not become automatically scalable as mentioned as one of the advantages of docker, docker is more akin to a process-packing format whereby the creator can specify the environment and scenario the program runs in, to a certain extent, and how said process is packaged. As you can imagine these specifications as well as the additional aspects of docker such as volume persistency and layer security means that like any other set of tools, those hoping to use it will have to learn to use them. The next problem of docker is that while it is simple to control and monitor a small selection of containers, when it comes to the hundreds to thousands used by businesses, it all of a sudden becomes very difficult to monitor and administrate them. Admittedly there are orchestration software that greatly help in this ordeal such as Kubernetes, of which will be expanded upon later, and as such this software are often come as standard in CAAS systems, likely due to the thousands of containers running on the service provider’s cluster.
Worth noting that docker is currently technically 6-7 years old but the technology behind containers is over 40 years old, in other words docker is relatively new, and as such is going through constant updates and version iterations, meaning although it is popular now, it is only going to improve. 

II. [bookmark: _Toc31560788]Infrastructure as Code

Infrastructure as Code is the “management of infrastructure (networks, virtual machines, load balancers, and connection topology) in a descriptive model, using the same versioning as DevOps team uses for source code”[8]. In layman terms this is the automation, or at the very least, streamlining of the configuration of data centre servers via machine-readable configuration files as opposed to the currently used human-readable interactive tools. A simple comparison could be how a script or .bat file to configure a file, now imagine that as a huge amount of scripts/code used on a newly installed server that configures everything from hardware to operating system, networking and virtual machines, eliminating a large amount of both human interference and therefore human error. This isn’t to say that humans won’t be necessary at all, although that is likely the end goal, because not only will a human have to create the code to create the configuration, depending on whether or not the script package used to configure machines is customisable to particular instances of machine or a rather specialised to a singular instance. The setup or deployment is done by selecting a template to apply, and the central server will start the deployment, as you can imagine when installing in bulk, this speeds up efficiency massively. It is not as if every time an IaC is coded it starts from scratch, online or internally within a business there will be hundreds of thousands of resource libraries that new code can build off of or use as a basis. The ‘template’ mentioned is usually a text file (JSON, YAML, etc.), with each type of server having a separate file.[9] The fact that it is only a text file means that it can be backed up easily or copied should the need arise. While on the topic, the configuration file isn’t limited to servers as mentioned in this example it could be “a server; a part of a server, such as a user account; network configuration, such as a load balancer rule; or many other things.”[10]
While the term ‘Infrastructure as Code’ is technically the use of scripts/code to allow to deployment of systems by treating infrastructure as software, it also encompasses configuration orchestration and configuration management. Both of these are considered IaC tools, configuration orchestration is a tool used for the automation of systems, whereas configuration management is the configuration and management of software and/or systems on previously provisioned systems, one to create, and the other to monitor the creations sequentially. Using the aforementioned tools, a company can put in place a ‘central’ system that controls and monitors the provisioned systems, and should the need arise, update the systems or the software running on them. Worth noting, while it is called a ‘central’ or ‘master’ server it is not a singular server but multiple due to the need for resources, security and redundancy, although it could be a single server, that would be very unwise for redundancy’s sake, especially on such a critical server. 
A downside to IaC is that while it minimises human interference, it does not eliminate it, which can be either good or bad depending on your viewpoint. By this, when writing code for the application for IaC, if an error gets through, then as is the case with any sort of copy and pasting, that error will be copied to every instance of the deployment using said code. Now, this could be a small error or an insignificant one, but it does pose the question, what if the error that was insignificant later become a problem? In that case the bug would have to be found, patched and applied to every machine necessary, which depending on the scenario could be relatively simply done via IaC updating, or could be a large hassle should it have been deployed on client systems or hundreds to thousands of systems. This can be avoided by having multiple rigorous testing stages before any of the code is deployed, having said that, few but larger companies would be willing to spend the additional thousands on eliminating all bugs from code as it is nearly a fool’s errand, eliminating any major bugs and patching those that become problems at a later stage is the most likely option in a real-life scenario. Another downside to this is that if you’re using someone else’s code, or multiple people’s, it can be very difficult to understand it, as anyone who has been passed legacy code will attest to. So the aforementioned libraries of previously made code can become overwhelming, although in that respect there are trusted sources which can just be used as is.
This technology/methodology is currently growing in popularity as it increases efficiency of an IT department and will only grow further as the need for IT systems does. Take for example the Internet of Things, while only in a few cities in the truest sense of the word, in the future it is almost a certainty that is will expand to more and more cities, of which the systems will need to be put into place, which IaC can be very useful in such the deployment of nodes and sensor arrays. Maybe not on so grand a scale, it could be used to set up permissions within certain systems within a company or multiple buildings. Either way , with the current shortage of IT specialists, the use of such a  methodology that can set up any number of systems in a much shorter amount of time is sure to be both very useful and very popular.

III. [bookmark: _Toc31560789]Docker and Kubernetes

Kubernetes is a “portable, extensible, open-source platform for managing containerized workloads and services, that facilitates both declarative configuration and automation”.[11] It is used to automate the scaling and failover required by users that need little to no downtime, as well as acting as the point of contact for your container cluster. If a container were to fail, it will attempt to restart or failing that, start a new container with the same source code, or in the case of a cluster of containers, it will load balance to the other containers running the same service whilst it does said failover method resulting in no downtime, at least from a user’s point of view[12].Kubernetes also allows for storage orchestration, the mounting of a storage option be it local, cloud-based, network-based, etc. Add to this the fact that it can automatically create containers for which you can run tasks based on a specified number of nodes and the resource requirements given per container, or dynamically so, and you start to get an idea of why it is becoming so popular. Whilst it is previously stated that Kubernetes can start and stop containers, that is not technically true, Kubernetes can start and stop pods not containers. Pods are “a ring-fenced environment to run containers. The Pod itself doesn’t run anything, it’s just a sandbox to run containers in.”[13] According to Kubernetes, the most common use case for pods are for singular containers[14], so in some sense of the term, Kubernetes is administrating containers, only with the pod acting as the middle man. If running multiple containers within a pod, they all share an IP address, namespace, memory and volumes, using the localhost address to communicate with one another. This is an important distinction when it comes to the scaling aspect of Kubernetes, because to scale a service you deploy multiple Pods running that service, not multiple containers all within a singular Pod. Important to note, Kubernetes “operates at the container level rather than at the hardware level”[11], so while it offers similar features to PAAS via optional and pluggable modules it is not the be-all and end-all of container management, even if that is its eventual aim.
The best use case scenario of Kubernetes would be within a cloud-based server environment, be it public or private, by deploying a Kubernetes cluster across multiple nodes/servers across multiple zones/locations, through this a company may deploy a redundant, fully scalable and partially automated system with high available. This scenario is where Kubernetes could best show its capabilities when it comes to scalability, redundancy as well as automation even with hundreds to hundreds of thousands of containers. To get an idea of how large a Kubernetes cluster can be, the current Kubernetes limits per cluster are 300,000 total containers-per-cluster distributed to over 5000 nodes per cluster , these nodes can be either physical or virtual machines. A single cluster may also be spread over multiple geographical locations such as multiple data centres, often referred to as ‘zones’ and it will still act as a singular cluster without the risk provided by having the cluster in one physical location.[15] Depending on the type of zoning used depends on how redundant and available your cluster is, there are three types of zoning; singular, multi-zonal and regional. A singular is where a Kubernetes cluster and its control plane are all situated in a singular geographical location. Multi-zonal means that there is a copy of the control plane within the same location as the original, but the containers are spread across multiple zones, meaning while there is physical redundancy for the original control plane, in the event of a physical threat to the original, it would likely take the copy with it, interestingly enough, the containers would still work, only without Kubernetes orchestrating the cluster, something would be likely to fail. Regional on the other hand is whereby the cluster and control plane are all spread out across geographical locations, with each location having a copy of the control plane, aka the most available and redundant option. Of course, this does come with a cost both financially and technologically; not only is this type of setup very expensive, the technology used is still in development, not to say there aren’t any released, only they are still in the stage where they are near-constantly updated, which may make maintenance troublesome.
Kubernetes isn’t a miracle worker, if a server fails, as will the containers on it, but Kubernetes will work around this by allocating requests from the damaged to other nodes should there be any, basically Kubernetes will work as long as it  is configured properly, for example the use of a multi-master system to stop a singular point of failure, having services spread across multiple physical locations, periodic backups of containers and their volumes, testing updates via a testing environment/pod before updating or deployment, all of these will work towards a redundant cluster.
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