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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Managing a Secure Network. Apply your understanding and knowledge from what you learnt in the lecture about these topics by doing the following exercises: 


Use your lecture notes, library database and/or the Internet to answer the questions. 

1. Using a diagram demonstrate a secure end to end network.  Clearly labelled and explain your illustration.
2. Why are security policies important and what should the policy maker do to avoid wrong assumptions?
3. Fully discus risk analysis in IT, in your discussion includes the two risk analysis in information security.
4. A flood flash warning is issue to the city of Swansea; a company is being proactive by determining the value of the risk for the network equipment.  The following was given to calculate the single loss expectancy (SLE) from an automated risk analysis system:
a. 
i. Asset value (AV) = £10,000,000
ii. Exposure factor (EF) = 60%
iii. What is the SLE, show how you arrive at your answer?
b. A data entry error was made and the EF enter was 0.001%, what was the SLE amount that was provided by the system? Show how you arrive at your answer.
i. What is the annualized loss expectenacy (ALE) if the annualized rate occurrence (ARO) is £125,000? Show how you arrive at your answer.
5. Assume you are employed as a security professional for a company. Outline the following to for the company you work for using examples or scenario:
i. Risk Management 
ii. Risk avoidance

6. Discuss your understanding of the SecureX security architecture, diagrams may use in your discussion and name some of the SecureX products.


7. What is the importance of operations security? To ensure a secure working environment there are certain core principles to be integrated into the day to day activities, name them.

8. [bookmark: _GoBack]Name and explain the purposes of some security tests that can be conducted to assess the operational status of the system. What are some of the tools that can be used to carry out these tests?
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