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[bookmark: _Toc215936456]Introduction
The purpose of this report is to examine a range of essential engineering skills required for current and future professional engineers to have a successful career. Each skill will be addressed individually, supported by relevant research and analysis.
Key areas covered include health and safety practices in engineering, such as conducting risk assessments and creating risk matrices. The report will also cover teamwork and problem-solving skills, alongside the role of engineers within society.


[bookmark: _Toc215936457]Health & Safety with Risk Assessments
[bookmark: _Toc215936458]Brief & Activity to be Considered
In this chapter, a university workshop activity will be examined. Relevant Health & Safety legislation will be outlined, followed by a risk assessment of the activity.
The chosen activity is machining a workpiece on a lathe. In this process, the workpiece is clamped in a rotating chuck while a tool removes material. The operator controls the lathe by moving the tool along the x‑axis (adjusting diameter) and z‑axis (adjusting length).
[bookmark: _Toc215936459]Appropriate Health & Safety Legislations
[bookmark: _Toc215936460]Health and Safety at Work etc Act 1974
This is the key legislation in Great Britain on workplace health and safety. For the chosen activity, relevant sections address employer responsibilities toward employees (Health and Safety Executive, 2024). Specifically, “It is the duty of every employer … to ensure the health, safety and welfare at work of all employees (this includes students)” (OpenLearn, no date). This is relevant since the university must ensure the lathe is in safe working condition for student use.
[bookmark: _Toc215936461]Management of Health and Safety at Work Regulations 1999
This legislation requires employers to conduct high‑quality risk assessments for workplace activities. Employers must identify risks, act to reduce or eliminate them, record changes, and review regularly (Acas, 2025). For this activity, risk assessments for lathe use ensure hazards are minimized to protect students.
[bookmark: _Toc215936462]Personal Protective Equipment at Work Regulations 2022
This legislation underlines both employer and employee duties regarding PPE. Employers must assess what PPE is needed, provide that PPE, and manage storage and replacement. Employees (or students) must use PPE as instructed and report loss or damage (Health and Safety Executive, 2022). For lathe use, students are required to wear PPE such as steel‑toe boots and safety glasses.


[bookmark: _Toc215936463]Risk Assessment for the Lathe
	What are the Hazards
	Who might be Harmed
	Consequence
	Likelihood
	What is being done to limit risk
	What can be done further

	Swarf could fly out when shaping workpiece and hit someone’s eye.
	Anyone using the lathe.
Anyone standing near the lathe when it is running.
	High
	High
	PPE (protective eyeglasses) is supplied.
Training instructs users to stand to the side to avoid most of the swarf.
	Extend the shield around the lathe so that almost all swarf hits the shield rather than the user.

	Extremities or clothing garments could get caught in the lathe when it’s spinning.
	Anyone using the lathe. 
Anyone cleaning the lathe if they accidentally turn it on.
	High
	Medium
	PPE (dustcoat) is supplied to stop clothing dangling into lathe.
Lathe only starts if shield is down: training instructs users to lift shield up when cleaning or adjusting workpiece.
Emergency stop brake at base of lathe.
	Extra training to make sure all users are familiar with the machine.

	Improper usage of lathe could lead to the cutting tool breaking and launching fragments towards users.
	Anyone using the lathe. 
Anyone standing near the lathe when it is running.
	High
	Low
	Extensive training is supplied to all students using the lathe, so they are aware of the proper operating procedures.
PPE (eyeglasses) is supplied.
	Regular checks on the condition of cutting tools.


[bookmark: _Toc215936464]
Security Risk Matrix
[bookmark: _Toc215936465]Possible Security Threats
As autonomous vehicles become increasingly common, there is also an increasing concern for what might pose a security threat. In this chapter, possible security threats will be considered and a risk matrix will be created. Following that, a response to one of the threats will be proposed.
[bookmark: _Toc215936466]Controlling Vehicle Remotely
It is possible for an attacker to take control of different systems in a car. This includes systems like the radio but also vital systems such as navigation, braking or acceleration (BAE Systems, 2021). This would mean, if someone gained access to the car, they could completely control where it goes and what it does.
[bookmark: _Toc215936467]Tracking Vehicle
Modern vehicles are beginning to contain large amounts of personal data stored within the car. For example, phone/message records, recent journeys and music (among others). Therefore, there is lots to be gained by collecting all this personal data whether to be sold or used directly (BAE Systems, 2021). 
[bookmark: _Toc215936468]Sensor Spoofing
Sensor spoofing is focused on misleading any sensors within a system to cause damage. In this case LIDAR spoofing could be used to cause an autonomous vehicle to break suddenly, possibly injuring occupants, or even not to break at all, potentially causing even more harm (Lippi et al, 2025).
[bookmark: _Toc215936469]Machine Learning Attack
Machine Learning controls the vehicles response to the environment. This is somewhat related to sensor spoofing as attacking the machine learning involves the attacker using malicious inputs to change how the vehicle responds. This would cause it to make incorrect predictions which could cause accidents (Lippi et al, 2025).


[bookmark: _Toc215936470]Risk Matrix
For the threats above, a risk matrix will be used. A risk matrix is an effective tool for displaying the level of risk associated with each threat by plotting its likelihood against its consequences. 
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Tracking a vehicle could be quite likely since personal data collection is of high value, though it poses little consequence to occupants as no direct harm occurs. 
Sensor spoofing and machine learning attacks share the same consequence as both could cause accidents. Sensor spoofing may be slightly more likely, as machine learning models are generally more validated than raw sensor inputs. 
Remote vehicle control carries very high consequences because it grants full control of the car and occupants, with potential for severe harm. However, its likelihood is lower since attackers gain little benefit.
[bookmark: _Toc215936471]Response to Highest Risk
A firewall or antivirus in the car’s operating system could block malicious software and prevent unauthorized control. 
Requiring occupant verification, such as a secure password, adds another defence against someone taking control. 
As a failsafe, an emergency stop button or command could safely stop the car if navigation has been taken over.
Together, these measures would greatly reduce the risk of the vehicle being controlled remotely.


[bookmark: _Toc215936472]Engineers Role in Society
[bookmark: _Toc215936473]Code of Conduct
Chartered engineers must follow a code of conduct to meet the standards that are expected of them. Two codes of conduct will be considered and, following that, will be applied to the sustainability of motorcycle engineering. The two main companies detailing them are as follows.
[bookmark: _Toc215936474]Engineerinng Council
The Engineering Council has a code of conduct which focuses on many different characteristics such as integrity, acting with care, both leadership and teamwork as well as respect for life, law, environment and public good (Engineering Council, 2017).
[bookmark: _Toc215936475]Institution of Engineering and Technology
The Institution of Engineering and Technology outlines many points in their code of conduct, many of which apply to this report such as limiting waste of natural resources, limiting any risk of injury or death from their products as well as accepting responsibility for any work done by them or under their supervision (Institution of Engineering and Technology, 2024).
[bookmark: _Toc215936476]Sustainability
The Engineering council especially, in relation to respect for the environment, focuses on not just preserving but improving the quality of any natural or previously built environments as well as staying aware of the limited natural resources that are available to them. All of this is in effort to keep their practice sustainable (Engineering Council, 2017).
The Institution of Engineering and Technology is also making efforts to keep things sustainable by, as previously mentioned, limiting waste of natural resources but also to prevent destruction or damage to the environment or man-made structures (Institution of Engineering and Technology, 2024).
[bookmark: _Toc215936477]Application to Motorcycle Engineering
Engineers can make motorcycle engineering more sustainable in several ways. Since demand for combustion engines will remain, research should focus on alternative fuels that are less harmful than fossil fuels and on reducing emissions during fuel combustion. 
Sustainability can also be improved by reducing material waste during construction and increasing the use of recycled components.

[bookmark: _Toc215936478]Problem Solving
[bookmark: _Toc215936479]Brief
A major part of engineering is, when a problem arises, being able to solve it. In this chapter, a few possible problem-solving techniques will be considered for resolving an issue found during development and a flow chart detailing how to solve that problem will be presented. 
[bookmark: _Toc215936480]Problem-Solving Options:
[bookmark: _Toc215936481]Root Cause Analysis
Root cause analysis is used to fix the core of the problem at hand. This is done by, rather than fixing the immediate effects of the issue directly, first analysing the symptoms and gathering data to find the root of the issue and then solve that (Six Sigma, 2024).
[bookmark: _Toc215936482]Decomposition
Problem decomposition is the process of splitting up a problem into smaller tasks. This way, each split up task is much easier to solve than the entire issue at once. After each of those have been completed then the main issue is resolved.
[bookmark: _Toc215936483]PDCA Cycle
Stands for Plan, Do, Check, Act and is an iterative process designed to continuously improve a given problem (Jordan, 2024). A plan on what to do next is formed, the execute that plan and then check whether it worked. If it didn’t, repeat the plan, do, check cycle until it does. Then act to solidify the successful changes. 


[bookmark: _Toc215936484]Flow Diagrams
[image: The flow chart of the PDCA cycle -Overview | Download Scientific Diagram]This is a flow diagram for the PDCA cycle, it visually outlines the steps to take when encountering a problem. 
When an issue is found, an initial plan is made to fix the issue. The plan is executed and then you check to see if the issue is resolved. If not, a new plan is created, and the cycle is repeated.
Once the issue is resolved, you act to implement the successful solution wherever else it is needed.







(Al-bakoosh et al, 2020) 


[bookmark: _Toc215936485]Team Structure
[bookmark: _Toc215936486]Brief
Engineers often work in teams and are expected to perform effectively. In this chapter I will review a personal experience of group collaboration, assess the team structure used, and propose an improved structure.
[bookmark: _Toc215936487]Personal Experience
The personal experience of mine which will be reviewed is when I participated in the Overland hike with Phoenix Scouts. This involved a group of 4 scouts, including myself, navigating between different checkpoints and completing tasks at those checkpoints over the course of 2 days. This required a few different skills such as navigation using a map, problem solving, setting up / taking down tents as well as cooking food for the group.
[bookmark: _Toc215936488]Team Structure Used
During the two‑day hike and its preparation, a loose team structure emerged. Tasks were assigned based on individual strengths: one or two navigated with the map, others set up the tents, and one oversaw cooking of food. Responsibilities would vary at each checkpoint to match whatever task was given to the group. This flexible structure had both positives and negatives.
[bookmark: _Toc215936489]Positives
The biggest positive was that most of the time, each task was done effectively and as quickly as possible. The best navigator could get us to and from each checkpoint without detours. The person most experienced with cooking could get us fed and the people best with their hands could set up the tents quickly.
[bookmark: _Toc215936490]Negatives
Although it worked well most of the time, a large drawback is that it took a while to assign each task to the best suited group member and not everyone would agree on who should be assigned to what. 
Another problem was that in some of the checkpoint tasks, no single person was best suited to the problem faced which meant that some checkpoints took a long time to complete.



[bookmark: _Toc215936491]Alternative Team Structure
The main problem with the team structure used was that we needed someone to sort out who did what. This why a flat team structure would be ideal:
[image: Organizational Chart | MyDraw](MyDraw, no date)
This would work for the Overland hike as one member could be selected beforehand as the team leader and make the decisions about who does what. This would improve how quickly people are assigned. For my case, the team leader would also have to assign themselves which could cause some issues but, for the most part, it would have been a much better structure than the one that was used.


[bookmark: _Toc215936492]Conclusion
In this report, a wide range of different engineering skills were covered. Some of which were health and safety as well as how risk assessments and matrices are used. Additionally, engineers’ responsibility to the environment and society and keeping things sustainable is also incredibly important. They also need to be able to solve problems effectively as well as be able to work in a team. In conclusion, there are a lot of skills that engineers must demonstrate to be professional and have a successful career.
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