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Introduction

1.1 Project Background

The NOSSLONDON2026 project was developed to simulate a realistic enterprise network
environment consisting of two interconnected sites located in Birmingham and London.
Coursework 2 builds upon the infrastructure designed and implemented in Coursework 1
by introducing essential network and server services required in a modern business
environment. The practical implementation focuses on deploying centralised
management, secure communications and resource sharing services within a virtualised
infrastructure to support organisational operations efficiently [1], [2].

1.2 Project Objectives

The main objective of this project was to configure and validate a range of enterprise
network services across both locations. These services included Routing and Remote
Access Services (RRAS), Active Directory Domain Services (AD DS), DNS, DHCP, VPN
connectivity, file sharing, 1IS web services and Remote Desktop Services. Additional
objectives involved integrating client devices into the Active Directory domain,
implementing security controls such as password policies and authenticated access, and
performing comprehensive connectivity testing. The completed infrastructure was
designhed to provide secure communication, centralised administration and reliable access
to network resources for users located in both Birmingham and London [2], [3].



1. Routing Configuration

1.1 Routing in Birmingham Network

Routing and Remote Access Services (RRAS) were installed and configured on the
Birmingham Domain Controller (B-DC) to enable communication between the Birmingham
and London subnets. The RRAS role allows Windows Server to perform routing functions by
forwarding packets between different network segments. After installation, the service was
configured for LAN routing, enabling devices on separate networks to exchange traffic
successfully. Implementing RRAS on B-DC provided the foundation for inter-site
communication and supported the deployment of additional services such as DHCP, VPN
connectivity, and domain-based resource access [2].

1.2 Routing in London Network

The Debian server deployed within the London site was configured to support routing by
enabling persistent IP forwarding. System parameters were modified to ensure that packet
forwarding remained active following reboots. Static routes were then configured to direct
traffic towards the Birmingham network through the correct gateway. This implementation
allowed systems located in London to communicate with servers and services hosted in
Birmingham while maintaining stable inter-site connectivity [3].

1.3 ICMP Firewall Configuration

Windows Defender Firewall settings were modified to permit ICMP traffic across the
network. Enabling ICMP Echo Requests allowed connectivity testing using tools such as
Ping. This configuration simplified troubleshooting procedures and provided a reliable
method for verifying communication between devices located on separate network
segments. Allowing ICMP traffic also helped confirm that routing services were functioning
correctly following implementation [3].



1.4 Routing Validation

Following configuration, network connectivity tests were performed to verify successful
routing between both locations. Communication between devices in Birmingham and
London confirmed that routing services, firewall configurations and forwarding settings
were operating correctly. The successful completion of these tests demonstrated that the
infrastructure was ready to support the additional enterprise services required by the
coursework objectives [2], [3].

2. Domain Controller and DNS Services

The Birmingham Domain Controller (B-DC) was configured as the central authentication
and management server for the enterprise infrastructure. Active Directory Domain Services
(AD DS) and DNS were deployed to provide centralised authentication, user management
and name resolution across both the Birmingham and London networks [5].

2.1 Forest Creation

A new Active Directory forest named alexandru.acca was created on B-DC. The domain
provides a central management structure for users, computers and network services.
Establishing the forest enabled domain-based authentication and provided the foundation
for implementing, DNS integration and resource management across the infrastructure [5].

2.2 DNS Records

A Forward Lookup Zone was configured for the alexandru.acca domain. Appropriate
records were created for infrastructure devices and services located in Birmingham and



London. These records allow systems to locate resources using hostnames rather than IP
addresses, improving usability and simplifying administration [6].

2.3 Reverse Lookup Zone

A Reverse Lookup Zone was configured to support IP to hostname resolution. PTR records
were created for the required hosts, enabling reverse DNS lookups and improving network
troubleshooting capabilities. This configuration assists administrators when diagnosing
connectivity and name resolution issues [5].

2.4 Password Policy

A secure password policy was implemented using Group Policy Management. Password
complexity requirements, password history and minimum password length settings were
configured to improve the security of domain user accounts.

3. VPN Deployment

3.1 VPN Configuration

A Virtual Private Network (VPN) was configured to establish a secure connection between
the Birmingham and London networks. The VPN enables data to be transmitted securely
between both locations by encrypting traffic travelling across the network. This
implementation allows users and systems located at either site to access centralised
services while maintaining confidentiality and integrity of communications. The VPN
infrastructure was integrated with the existing routing configuration to provide connectivity
between both subnets and ensure reliable communication across the enterprise
environment [7].



3.2 VPN Validation

Following deployment, connectivity tests were performed to verify that the VPN tunnel was
functioning correctly. Communication between devices located in Birmingham and London
confirmed that traffic was successfully traversing the secure tunnel. The validation process
demonstrated that the VPN configuration provided stable intersite connectivity and
supported access to domain services, DNS, DHCP and shared resources. The successful
implementation of the VPN enhanced the overall security of the infrastructure while
ensuring continuous communication between both locations [4], [7].

4. User Account Management

4.1 User Creation

User accounts were created within the alexandru.acca domain to provide authentication
and access to network resources. To comply with the coursework requirements, a standard
naming convention was implemented using the first letter of the user first name.

5. Domain

5.1 Windows Domain

The Windows client system, ClientS1 was successfully joined to the alexandru.acca
domain. Joining the domain enabled the workstation to authenticate users through Active
Directory rather than relying on local accounts. This configuration allowed centralised
management of user access, security policies and network resources [5].



5.2 Linux Domain

The Linux systems, including ClientL1 and L-CD, were integrated with the alexandru.acca
domain to ensure consistent authentication across the enterprise environment. Domain
integration enabled Linux users to authenticate using Active Directory credentials while
continuing access to network resources hosted across both locations. The successful
domain join demonstrated interoperability between Windows and Linux systems and
ensured that all devices could participate within the centrally managed infrastructure [4],

[7].

6. DHCP Deployment

The Dynamic Host Configuration Protocol (DHCP) service was deployed on the
Birmingham Domain Controller (B-DC) to provide centralised and automated IP address
allocation throughout the infrastructure. Using DHCP eliminated the need to configure
network settings on each client device manually and ensured consistent network
configuration across both the Birmingham and London sites. The implementation provided
clients with IP addresses, subnet masks, default gateways and DNS settings automatically,
improving administrative efficiency and reducing the risk of configuration errors [4].

6.1 DHCP Scope Configuration

Separate DHCP scopes were created to support the Birmingham and London networks.
Each scope was configured with an address range that complied with the coursework
requirements, allowing devices to obtain IP addresses dynamically within their respective
subnets. Additional scope options were configured to automatically distribute gateway and
DNS server information. Centralised scope management simplified administration and
ensured that all clients received the correct network settings when connecting to the
infrastructure [4], [6].



6.2 DHCP Relay Configuration

Because the DHCP server was in Birmingham, the Debian server (L-CD) was configured as
a DHCP Relay for the London network. The relay service forwards DHCP requests from
London clients to the DHCP server on B-DC and returns the assigned configuration
information to requesting devices. This approach enabled a single DHCP server to support
both locations without requiring additional DHCP infrastructure.

6.3 Validation

Following deployment, client devices were configured to obtain addresses automatically.
Successful lease allocation confirmed that both the DHCP scopes and relay services were
functioning correctly. The assigned addresses, DNS settings and gateway information
verified that devices could communicate with network resources across the enterprise
environment and access services hosted within both locations [4].

7. Network Testing and Troubleshooting

Testing and troubleshooting were performed after completing all major configurations to
verify that the infrastructure was operating correctly. Validation activities focused on
network connectivity, DNS functionality, and routing behavior across the Birmingham and
London sites. These tests were essential for confirming that the implemented services
were functioning as expected and that users could successfully access network resources
throughout the environment [8], [5].

7.1 Connectivity Testing

Connectivity testing was conducted using tools such as Ping. These utilities were used to
verify communication between devices located in different subnets and to confirm that
routing services were forwarding traffic correctly. Successful responses from hosts in both



Birmingham and London demonstrated that static routes and IP forwarding had been
configured correctly. The results confirmed stable communication between all systems
within the infrastructure [8].

7.2 DNS Validation

These tests confirmed that hosthames could be successfully resolved to IP addresses and
that DNS records created within the alexandru.acca domain were functioning correctly.
Successful name resolution demonstrated that the DNS server was operating as expected
and supporting communication between users, devices and network services across both
locations [4].

7.3 Troubleshooting Activities

Where necessary, troubleshooting procedures were performed by reviewing routing tables,
DNS configurations and network settings. Route verification and connectivity testing
helped identify potential configuration issues and confirm that corrective actions had been
successful. These activities ensured that the infrastructure remained fully operational and
capable of supporting all deployed services throughout the project lifecycle [4], [8].

8. Shared Storage Configuration

To provide centralised file storage within the enterprise environment, a secondary disk was
attached to the Birmingham Domain Controller and configured as a shared storage
location. [5].



8.1 Disk Deployment

A second virtual disk was added to the B-DC server and initialised using Windows Disk
Management. The disk was formatted, assigned a drive letter and configured to host the
Birmingham directory. This location was selected as the dedicated shared storage area for
domain users and was integrated into the existing network infrastructure.

9. IS Web Server Deployment

Internet Information Services (IIS) was deployed on the Birmingham Domain Controller (B-
DC) to provide an internal web service accessible to authenticated domain users. The web
server was configured in accordance with the coursework requirements and integrated
with the existing Active Directory and DNS infrastructure [5], [9].

9.1 Website Configuration

A new website named webs.alexandru was created and configured within [IS Manager.
Appropriate DNS records were added to ensure successful name resolution, and HTTPS
bindings were configured to support secure access.

10. Remote Desktop Services

Remote Desktop Services (RDS) were configured to provide secure remote administration
of the Birmingham Domain Controller. This service allows administrators to access and
manage the server remotely without requiring physical access to the system. Implementing
RDS improved infrastructure manageability and supported efficient administration of
services deployed throughout the enterprise environment. The solution was integrated with



Active Directory to ensure that access could be controlled through domain authentication
and existing security policies [7], [10].

11. Security Measures

Security was an important consideration throughout the implementation of the enterprise
infrastructure. Several security controls were applied to protect user accounts, network
communications and shared resources. These measures helped ensure that services
remained accessible to authorized users while reducing the risk of unauthorized access

(5], [7].

11.1 Password Security

A domain password policy was configured through Group Policy Management to enforce
password complexity requirements, minimum password length and password history
settings [7].

11.2 VPN Encryption

The VPN connection was implemented to provide secure communication between the
Birmingham and London networks. Encryption protects data transmitted between both
sites and helps maintain the confidentiality and integrity of the network [7].



12. Testing Summary

Following the completion of all configurations, testing was performed to verify that each
service was functioning correctly. Connectivity tests confirmed successful routing between
the Birmingham and London networks, while VPN validation demonstrated secure
communication between both sites. DNS and DHCP testing verified correct name
resolution and automatic IP address allocation. Active Directory authentication, shared
storage access, IS website functionality and Remote Desktop Services were also tested
successfully.

13. Conclusion

This project successfully transformed the virtual infrastructure developed during
Coursework 1 into a fully operational enterprise network environment. Routing services
were implemented to enable communication between Birmingham and London.

The completion of this project provided practical experience in deploying and managing
enterprise network services within a virtualised environment. Valuable skills were
developed in Windows Server administration, Linux server management, network routing,
Active Directory implementation and troubleshooting complex network configurations. The
project also strengthened understanding of security principles through the application of
password policies, access permissions and encrypted communications.
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2. Click Change. Machine View _Input Devces _Help

3. Under Member of, select "
Domain

4. Enter

abrarasca ® lexandn System > About
5. Click OK. =P Local Account

Windows will request credentials Product ID

Enter:

System type

Username: Administrator |8 System
Password: NotebooK@123 Pen and touch

O Biuetooth & devices
Amore explicit usemame is: No pen o tou this displa

¥ Network & internet . o

item protection
/ Personalization
B Apos

Accounts

Time & language

® Gaming Edition

ABRAR\Administrator

o Accessibility

Administrator@abrat,

Privacy & security

B 3 Installed on
After successful authentication, you should see: 5
@ Wwindows Update (
Welcome to the al 05 build

Click dows 11 Entesprise Evaluation
ows L for 90 do,
oK 100.ge release 2

Youwill then be told that the computer must restart.

AEB=ECB N ~5 % 0w,

Click QOUIS BRUG SR
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ed ingdom)
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2. Click Change. Fie Machine View Input Devices Help

3. Under Member o, select:

Domain
4. Enter: Computer Name  Mardware  Advanced  Sysem Protection  Remate
& >
shessa LR m > About .
5. Click OK. FFAAALY-SHLA-SHU-AALI-UEUUESZAD
Camputer desception: You can change the name and the membershp of ths.
Windows will request credentials. Forecanyle: Hachen Computer” or May’ oduct ID conpter. Cranges moht Sfect sccess o network esources
Computer”, 1329 0-00001-AAT06
Bkt Filcomputername.  ClertS1
istem type Conputernave
Username: Administrator WVichgowp WORKGROUP
1-bit operating system. x64-based proce OentS1
Password: NotebooK@123 To use a wizard to jon & domain or workgroup, ¢~ Tt asername.
Netwark ID. X
Amore explicit username is: @ Windows Securit
l;ml:dmuwnamma Mom.
b Cos Computer Name/Domain Changes ot
smen:
Enter the name and password of an account with permission to sy
join the domain.
User name
Administrator
Password
ABRAR\Administrator o
o

Admin Cancel

rator@al

Privacy & security

After successful authentication, you should see:
Windows Update
Welcome to the abrar.acca domain

Click: dows 11 Enterpise
oK

You will then be told that the computer must restart.

Click: o
Votaiewords [ engish United Kingdom

me  Insert Layout  Reforences  Madings Q Tellme

REQUIRED Your admin nesds 10 asign an Office icense o this device so you can edit your files. | Learn more % I 8 Clents1 [Rurming) - Oracle VintualBoe

3. Select System Fie Machine View Input Devices Help

Scroll to Related settings.

5. Select
Computer Name  Hardware  Advanced  System Protection  Remate

e m > About Computer Name/Domesin Changes

"

Advanced system settings

Alternatively, press:

SbLA-SH.U-AALI-UEUUES AR

Windows key + R Computer descaption: You can change the name and the membenhip o the
Enter: or axangl: “Kichen Compder or “Mays loduct ID compzer Cnamges moht dhect sccers t etwark resources
Computer 1329-20000-00001-AA706
sysdm.cpl Rdlcmpuerrane:  GientS1
stem type Conputername
Press Enter. Wl IO L-bit operating system based proce Oerest
In the System Properti Touse a wizardta jon 8 doman cr wohoo, Sk | gtk 1D +n and touch Full conputer name:
Netwat . Outst
1. Open the Computer Name tab. B pen or touch
To rename this compate change s doman Mose
2. Click Change. oo ek e e tedomaner [ Orange.. ] .

finks  Domain or workgroup  Systet

3. Under Member of, select

Domain Advanced system settings
4. Enter:

ebraaces lindows specifications
5. Click OK.

Windows will request creden Edition

Gaming
Enter:
Accessibi

Usernama: Administrator ity

Password: NotebooK@123 Privacy & security

@ @ > @

Amore explicit usemame is: Windows Update

dows 11 Enterprise Evaluat
e valid for 90 d
pelease 240331-1

e
AT R Y 00 s otios
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Atypical result s Fie Machine View Input Devices Help

vt hostname = b-dc. abrar.acce

If this lookup fails, do not attempt the domain join yet. The domain join depands on these DNS
records

®  slexandn System > About
L _J

Local Account

Rename the Windows client

N age @ Graphics Can
Use a clear computer name before joining it to the domain. R
On ClientS1:
1. Right-click Start
ight-click Sta Rename your PC
2. Select System.
You can use a combination of letters, hyphens, and numbers.
3. Click:

Rename this PC Current PC name: DESKTOP-TIGJCIA

4. Enter Clients!
ClientS1
5. Click Next

Gaming

. p-TIBIC
K Accessivility DETOPTIBEN Rename this PC
9

Privacy & security

pecifications Copy. ~

@ Windows Update
Restart the computer when requested.

Do not join the domain before restarting after the rename. Renaming and jolning simultaneously
can work, but D y

Join ClientS1 to the domain using the GUI D 5%

. B
L) uK 07/07/2026

After ClientS1 restarts:

19 o1 2166 words
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REQUIRED Your admin needs to assign an Office license to this device so you can edit your files. | Learn more

BB CletS1 (Running] - Orace VetusiBox

Tasks File Mschine View Input Devices

Test the domain DNS records
Run: [y —
nslookup abrar.accs.
Then:

nslookup b-de.abrar.acca
Expected DNS server
Server: B-OC

Address: 172.16.1.1

Test the Active Directory service record:

nslookup type=SAV _ldap. tcp.de. madcs.abrar.acca
You should see B-DC returned as the domain controller.
Atypical result is:

svr hostname = b-dc.abraracca

If this lookup falls, do not attempt the domain join yet. The domain join depends on thes
records

Rename the Windows client
Use a clear computer name before joining it to the domain.
On Clients1:

1. Right-click Start

2. Seloct System

3. Click

Rename this PC

Cap 154
1ot s mords o [ Engiin unkeax . [ A8 Qe 000

080 8RG8 right vl
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W ClientS1 (Runing] - Oracle VitualBox Manage  Tools

File Mschine View Input Devices Help

T Command Prompt

Task$

Test the domain DNS records
Run:

nslookup abrar.acca

Then:

nslookup b-de.abrar.scca

Expected DNS server
Server: 8-0C

Address: 172.16.1.1

Test the Active Directory servica record:

nslookup -type=SAV _ldap. tcp.dc. msdcs.abrar.acca

You should see B-DC returned es the domain controller
Atypical result is

8w hostname = b-de abrar.acca

If this lookup fails, do not attempt the doma

yet. The domain join depends on the
records

P85 SR UG E right ctn

Rename the Windows c!

Use a clear computer name before joining it to the domain,
sor2ieswords  + [k Englsh United Kingdom) Hova
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Machine View Input Devices Help

n an Office ficense to this device s

UIRED  Your admin needs to as you can edit your files. | Leam more X

(o P

New Scope Wizsrd
9 | pe

1P Address Range
You define the scope adéress range by derttyng a set o consecutve [P addesses.

File

Corfigurstion setings for DHCP Server
Erterthe range of scdreases that the scope datrbutes,

St 1P addees: [T

Description: DHCP addresses for Birmingham network ErdlPadbess: [172 16 1

Click Next Corfraton seings tht propageteto DHCP Ot

A —
Remd ergh
Enter the Birmingham address range = [Eg

@ Remd Sbnetmask:  [255.255 295, 0

Configure:
Start IP address: 172.16.1.10
EndIP address: 172.16.1.20
Length: 24

Subnet mask: 255.255.265.0

Oick Neect AD DS DHCP
Click Next.

® Manageabity @® Manageabilty
Set the lease duration )

Services Servic

Forthe lab, use:

Performance Performance

Days: 8

BPATe BPA results

Hours: 0
Minutes: 0

R Type here to search
Click Next.

Salect
ot 2166 waras  « LIk English [United Kingdom)
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Authorize

3. Wit approximately 10-20 seconds.
Welcome to the New Scope

4. Right-click «
I Wizard

5. Select =
Tris wizad hepa you s up & scope for ditibutng IP
Refresh sddresses to camputers on your nebwork .
To cortrue, cick Nest e
Croate the Birmingham DHCP scope

6.4 Create the Birmingham scope
In the DHCP consol

1. Expand:

b-gc.abrar.acca
Expand:

»

3. Right-click IPvd,

4. Select:
New Scope

5. Click Next. DRy
Enter: @ Manageability @ Manageability

Events Events

Name: Birmingham Scope

Services Services

Performance Performance.

BPA results BPA results

£ Type here to search

of MeEworas o

¥ Enghish United Kingdom)
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Machine View Input Devices Help

UIRED Your admin needs to assign an Office ficense to this device 5o you can edit your files. | Lear more X

| I'z i

Action

View Help

8

Contents of DHCP. Status

v @ win-ldnsthd] = r
Verify that the DHCP server s authorized rod] T a0 § wintaneka seandruaces oHep alve
Open: e More Actions »

Server Manager + Tools + DHCP
Expand:
DHCP
L_b-ge.abratacca
The server icon should not display a red downward arrow.
If it is unauthorized:
1. Right-click b-gg.abraracea.
2. Select

Authorize
3. Waitapproximately 10-20 seconds. DHCP
4. Right-click again

@ Manageatitty @ Wanageabity

Events

5. Select:
Events

Refresh

Services Services

Performance Performance

Create the Birmingham DHCP scope

BPA results BPA resuits

6.4 Create the Birmingham scope
In the DHCP console:
1. Expand: P Type here to search

b-dg.abrar.acca

2, Expand;
orzeeworas o [F Enghh [United Kingdom)
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5. Click Commit
Manage

6. Confirm that both actions succeed:

Creating DHCP security groups

Authorizing DHCP server -
7. ClickClose. B Lol Sq s floca [ seviestoc = 5
Restart the DHCP service: Mo 3 Descipion Statws SamupType  Log A
AD DS rocess Laun. e unning tomatic oc
1. Open Server Manager + Tools + Services. = U Pacemtin: T jcoutc. Ruming - Adowd b
18 oHcp Dptimaation Performs co. Msnual (Trig... Neb
2. Find: £ ONS DHCP Server Jsocistion Service  Enables pair. Menual (Tig... Loc.
& !
bl Service Manual (Tig... Lo
HCP B L
DHCE Swine 4 fileand E— lnagement Envoll Manual Loc
3. Right-click it. s Janagement Wirele... Routes Wire. Disabled Loc
2 tup Manager Enablesthe . Running  Manual (Tig... Loc.
4 SelectRestart. ol Remots fecontroer 5. nabicsop Mo tox
® Remotd B & e U DevcePicker_59337 This user ser.. Dissbled Loc
senvers, and comection-specific ot
names | this service is topped,the 4 Devcesflow, 5333 Allowes Con. Manual Loc
P TCP/IP Enables app. Menuel (Tig... Loc Hide
configuration for clients, If this: £, 085 Namespace Enables you.. Runming  Automatic Loc
senvice s disabled, any servicesthat =
G DFS Reglication Enables you. Running  Automatic Loc
licily depend on # wil failto start.
e ° Ao 2 DHCP Client Regiters an.. Running  Automatic Lo
CRDHCP Server Paors Kos Mg 1) Adkametic 10 Neb
£ Disgnostic Poficy Service  The Disgno.. Runming  Automtic . Loc
) Disgnostc Service Mot The Disgno, Manust Loc.
£ Dognostic SystemHost The Diagno.. Running  Manual Loc
€ Display Policy Senvice Managesth.. Runming Automatic (.. Loc
£ Distributed Link racking Cli. Maintains f Manual Log
2, Distributed Tansaction Coo... Coordinates.. Adtomatic (.
<
Verify that the DHCP server is authorized Extended / Standard

Open:

Server Manager » Tools » DHCP BPA results BPA results

Expand:
DHCP P Type here to search
L—b-dc.abraracca

The server icon should not display a red downward arrow.

or2eworas o [F Enghn (United Kingdom)
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4. Select:
P acae Tooic
Use the following user's Credentials

The be

5. ClickCommit.

Local 5§
6. Confirm that both actions succeed:

Al Ser

Creating DHCP security groups Name Description  Status  StartupType  Log &
i aos £.0COM Server Process Laun.. The DCOML.. Runming  Automatic Lo
Authorizing DHCP server 13 OHCP € Deswery Optimaation Performs co. Menual (Tig... Net
7. ClickClose. & ons £ Device Associstion Service  Enables pai Menual (Tig... Loc
2 G Device instal Senvice Enables s Manual (Tig... Loc
Restart the DHCP service: 5§ file and * G Device Management Envoll... Performs D, Manual Loc!
1. Open Server Manager + Tools + Services. fous Performs TCP/IP configunstion for 4 Device Management Wirele... Routes Wite. Didabied Loc
02 DHCP clents, including dynamic Gk Device Setup Manager Enablesthe . Runming  Manoal (Fig... Loc
2. Find: ol Remotg assignments of IP addresses, ) DeviceAssocistionBroker_59_ Enables app.. Msnual Loc
Remotd specification of the WINS snd DNS ) pevicepicker 59337 This user ser, Disabled Loc

DHCP Server @ servers, and connection-speciic NS o oo r o ain 2

mames K this umice s stapped,the 4 DevicesFiow 53337 Allowes Con. Menusl Lee

3. Right-click t. P TCP/IP Q) DevQuery Enables app. Manual (Tig... Lec. Hide

Automatic  Loc
Automatic  Loc
Automatic  Loc

configuration 'f' clients. f this 5,065 Namespace Enables you.
e Y S, TSt Bl

4. Select Restart.

Diagno...

QDiagne  Stop Diagno. Manual Lec
QDogno  Pause Disgno.. Running  Manual Loc
G Display agesth.. Ruming  Automatic (.. Loc
Qoswib o tains Manual Loc
8, Distribu rdinates.. Running  Automatic (.. Nepv
< AN Tasks >
Extended 4 Standard /
Refresh

Stop and Start service DHCP Server on Local Computer
BPA results

Verify that the DHCP server is authorized
Open: £ Type here to search
b

Server Manager + Tools + DHCP

Expand.

P S R P

ostly cloudy
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Do not close Server Manager before completing the pos

WELCOME TO SERVER MANAGER

Local Server

All Servers T DHCP Post-install configuration wizard - o X
ADDS
§ DHCP Summary
DNS

After installation, Server Manager will display a notification flag.

1. Clickthe notification flag.

2. Select:

Complete DHCP configuration

file and Storage Ser The status ofthe post nstall configuration steps are indicated beor:

3. ClickNext. s
4 satect o remore access | (I | Crssos iy s e Oone
Use the following user's credentials @ Remote Desktop Sef Please restart the DHCP server service on the target computer for the secunty groups o be

effecte
The current ABRAR\Administrator account should already be shown.

Aut

ing DHCP serv SR
5. ClickCommit. RIR oe ==

6. Confirm that both actions succeed
Creating DHCP security groups
Authorizing DHCP server

7. ClickClose.
Restart the DHCP service:

1. Open Server Manager + Tools * Services.

2. Find:
DHCP Server
3. Right-click it

4. Select Restart.

Bl O Type here to search
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UIRED Your admin needs to assign an Office ficense to this device 5o you can edit your files,
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Do not el Manager pleting the por

Py e

WELCOME TO SERVER MANAGER

After installation, Server Manager will display a notification flag. T DHCP Post-install configuration wizard
1. Clickthe notification flag.

2. Select:

Complate DHCP configuration -
¢ 3 File and Storage Se

o s
il Remote Access
® Remote Desktop Sef User Name:

Specify the credentials to be used to authorize this DHCP server in AD D!
3. ClickNext.

4. Select:  Use the following user's credentials

ALEXANDRU\administrator

Use the following user's credentials

The current ABRAR\Administrator account should already be shown. vide
Use siternate credentials
5. Click Commit.
Usertlame:
6. Confirm that both actions succeed:
Creating DHCP security groups ko AD sithiricin
Authorizing DHCP server
7. ClickClose.
Restart the DHCP service:
1. Open Server Manager  Tools + Services.
2. Find:

DHCP Server

3. Right-clickit

4. Select Restart.

P Type here to search
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Role-based or feature-based installation

6. C

ck Next.
7. SelectB-DC
8. Click Next.
9. Select

DHCP Server

10. When prompted, click:

DHCP Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

Add Features

11. Click Next through the remaining pages.

12. Click Install You can cose this wizard without intemupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar. and then Task Detaik.
13. Wait for instal 9 3

tion to fini

Do not close Server Manager befors completing the post-installation configuration

After Installation, Server Manager wil display 8 notification flag.

1. Click the notific:

on flag
2. Select
Complete DHCP configuration & # 0O @ jgre

Clirk Nave

& 22°C Mostlydoudy ~ ¥ T2 dx ENG

T M Lty - Wodews) A ooz @) @ Bl & < uie - s Vitusnn
Imet  Desgn  layout Refeences  Malings  Review  View  Hep @ Tellme Machine View Input Des
man needs to assign an Offic Leam more h
Expectad output:
neipud.ip forward =1
Now verify:
cat fprocisysinetipud/ip,fo
t should show:
1
ipud.ip_forward = 1
Then verify again:
cat fprocisys/net/ipud/ip_forward
Install DHCP through Server Manager
OnB-DC:
1. Open Server Manager.
2. Select Manage.
3. Saelect Add Roles and Features.
4. Click Next.
5. Selact:
Role-based or & instaltation
6. Click Next.
7. Select B-DC.
B. Click Next.
9 Select Qonds SEue
otticewords + [ Engian tuntea tmgdom ¥ = - ' + o

n P Type here to search ¥
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You should ses & UID, GID and domain groups.

Test account laokup:

Notabook@123

Then run

inroute

Expected default route

default via 172.16.2.1

Enable forwarding immediatsly

English [United Eingdon

Last saved by user]

Design  Lyout  References

WRED

Vour admin needs to assign an Offic his device so you can edit your files. | Leam more

1 PAM conf iguration
Pluggable futhentlcation Hodules (PAM) determine how authentlcation, authorlzatlon, nd passuord changing are handled on the system, as well as al
conflguration of additional actlons to take shen Stanting user sessions.

Some PAM madule packages provide profiles that can be used to sutomstically adjust the behavior of all PAM-using applications on the system. Ple:
indicate uhich of these behaviors you wish to enable.
Permit domain users to sign in PAM profiles to enable:

To allow all domain users:

realm parmit ~all

Testa domain user on L-CD

chowt

<Cancel>

Enter.

MotebooK@123
Then run

-EI [T
& 1B i G ® ) right vt

here to search
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Design

JIRED
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Enable automatic home-directory creation

Aun

pam-auth-update

Atext-based menu will open

Use the arrow keys and Space bar to select

Greats home directory onlagin

Keep the 555 authentication options selectad. 1 FAM confizuration f
Pluggahle Authentication Hodules (PAM) determine how authentication, authorization, and password changing are handled on the system, as well as a)

configuration of additional actions to take shen stanting user sessions.

& Enter.

<t OK, and then pr

some PAM module packages provide profiles that can be used to automstically adjust the behavior of all PAM-using applications on the system. FPle:
indicate uhich of these behaviors you wish to enable.

PA profiles to enable:

[0l <Cancel>

Permit domain users to sign in

To allow all domain users:

realm permit -all

Testa domain user on L-CD
Check whether Debian can resolve the user,

d g

shman@abrar.acca
You should sea a UID, GID and domain groups.
Test account lookup:

getent passwd g rshmen@abrar.cca

ching to th g bes

-
O L L 5 06 ®) g

& here to search c cloudy
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Discover the domain
Aun:

realm discover ab

Asy ful result sh has

realm. ABRARACCA

domain-nam:

configured: no

server-software: active-d

client-software: §

Join L-CD te the domain

Run:

realm join gbrar.scca -U Administrator
Enter:

MotebooK@123

Do nat type the password into the
Verify the join

realm list

Expected information includes:
realm-name: ABAAR ACCA

domain-namy

configured: kerberos-membe:

Enable automatic home-directary creation

Aun:

-u [T
& 1B i G B ) right vt

Engin [United Eingdem
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Discover the domain
Aun:

realm discover gbrar.acca

As ful result should i [ s

reslm-name: ABRAR AGCA
domein-name: sbrar.acca
configured: no

server-software: active-directory
elient-software: sssd

Join L-CD to the domain

Aun

realm join gbrar,acca -U Administrator

2

NotabooK@123

Do nottype the password into the command itselt.
Verify the join:

realm list

Expected information includes:

realm-name: ABRAR ACCA
words  »  [[§  Englsh lUnded Kingdom] (& Accessibility: Investigate

&% 27°C Mostly cloudy

44563 (Last saved by user] cacle Virtusiiox
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Test the domain-controller service record:

nslookup -type=SRV _ldap. tep de._msdes abraracea 10.0.0.1

Install the domain-joining packages

aptupdate

install the required packages

aptinstall realmd sssd sssd-tools libnss.sss Ubpam.sss adell samba-common-bin addjob oddiob:

mkhomedir packagelat krbS-user dnsutils -y

During K

nstallation, you may be asked for the &

it Kerber alm

Enter:

ABRARACCA

The Kerbercs houtd ner

ally be uppercase.
f asked for Kerberos servars, antar:

b-dc.abraracca

f asked for the sdministrative server, enter:

b-deabmracea

. [EFENET T T
DU &S B R OD E right cvl

Engiisn [unaed Kingaam)
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search g

nameserver 10.0.0.1
Because B-DC directly owns 10.0.0.1, this is ususlly the most direct DNS address for L-CD.

Save in Nano

{ Configuring Kerberos Authentication
When users attespt to use Kerberos and specify a principal or user name without specifying what administrative kerberos reslm that principal bel
the systen appends the default realm. The default realm may alsa be used as the realm of a Kerberos service running on the local machine. Dfter
default realn is the uppercase version of the local DNS domain.

Test the domain-controller service racard: or
n,

nslookup -ype=SRY _ldsp. tep.de._msdcs shrar.ecca 10.0.0.1
Default Kerberos version 5 realm:
I

Install the domain.| <Ok

Update the packege

aptupdate

Install the raquired packages

nss-8ss ibpam:sss adcl) s

nba-common-bin gddiob oddiob-

During Kerber tallation, you may be asked for the default Kerberos realm

Enter:
ABRARACCA

The Kes

o8

eal

should normaily be uppercase.

f asked for Kerberos servars, antar:

b-dg,

a

f asked for the sdministrative server, enter:

e ahrar area
o English (United Kingdom) (i Accessibility: Investigate

Lyout  References

REQUIRED Yaur adrmin needs 1o assign an Office license to this device

dng-namoservers 10.0.0.1

nput  Deviees  Help
searchal

] @

Mouse integration ..

So it should Lok like:

low-hotplug enp0s3
npds3inat dhop

Dotsnowagan

dns-nameservers 10.0.0.1 Auto captre keybosrd

S S——

dns-search abrar.acca
Save:
Culs

Entar

Curtex

However, because enp0sd receives DHOP fram VirtualBox NAT, its DHCP o
insert 10.0.2.3. Thersfore, also configure the DHCP client.

Override DNS supplied by VirtualBax DHCP
Open:

nana fete/dhep/dhalient.cont

Atthe bottom, add:

supersede domain-name "al

supersede domain-searah “abr;

Ll O Type here to search



i A ] B 5-0C [Running] - Oracle VirtualBx

Insert

Design  Lwyout  References  Madings  Review  View  Help File Machine View Input Devices Help

REQUIRED Your admin needs to assign an Office license to this device 5o you can edit your files. | Learn more

Manage  Tools

Confirm ClientS1 on B-DC

0OnB8-DC: 3 Active Directory Users and Computers

File

1. Open Server Manager. Action View Help

Local Serf

1 > 0 e m 2 22
2. Select ,wsem‘“‘ B £0|RE 7] L aETYER
V| T Active Directory Users and Com| Mame 3 escription
Tools » Active Directory Users and Computers Mirnos |3 “S' .gn:;., i Ty Descripts
e ¥ cunTs! Computer

3. Expand:
abraracca =

o select 5 3 rospcorocit
Computers Recsore Managed Senvice Accour
You should see: ® Remote i fj User

CLENTS1

thet Direct

Configure DNS on L.CD
L-CD must use B-DC for domain DNS.

Open:

nano /eto/network/interfaces

T TiCEs
Find the section for the NAT interface, probably:

Performance Performance

allow-hotplug enp0s3

8PA results BPA resuts
iface enp0s3inet dhop
Add these lines directly underneath:

Type here to search
dns-nameservers 10.0.0.1 P Type

® @ mghe e

dns-search abrar.acoa
dns- 72026

T Se— R E W e e .

So it should ook liks X = v
2eswords United Kingdom) (i Accessioilty: Investigate ) 0 & [ right i

ostly cloudy

Q Telime

IRED Your admin needs to assign an Offce license to this device 50 you can edit your fles. | Leam more % [l Wi Clients1 [Running) - Oracle VirtualBox - o x

File  Machine

View Input _Devices Help

2. Enter one of the domain users created i Task 4.

For example:
Username: ABRAR\R.rahman
Password: Notebook@123
You may also use:

2sahman@abe:

ca

The first login may take longer because Windows creates a new user profite.

Verify the ClientS1 domain login
Once logged in, open Command Prompt and run:
whoami

Expected result:

abranashman

Confirm Client$1 on B-DC
OnB-DC:

1. Open Server Manager.

2. Select:

128
14/07/2026

O R 1

Tools + Active Directory Users and Computers
words  *  [F  Engish [United Kingdom) s Accessibilty: bvestigate w s -——— s BORWYS SROUIGE ronecn

P Type here to search



[ B-DC [Running] - Oracle VirtualBox

Design  Lapout  References

File Machine View Input Devices Help

UIRED Your admin needs to assign an Office ficense to this device 50 you can edit your files, | Leam more x

Confirm that it appears In the list, then click Next.
New Scope Wizard
File| Domein Name and DNS

Servers.
The Domsin Neme System (DNS) maps and taneltes doman names oed by cherts
0 your netwok

DNS ‘ servers.
Serverrame: P adbess
T [ % 7 7

A Resove | [10007

Contfigure DNS and domain name
Enter

Parent domain: abrar.acca.

For DNS server name, enter
b-de.abrar.acca

Click Resolve

Tt should resolve to:

1721611 DHCP

Alternatively, enter the IP address directly:

@ Manageavity @ Manageabilty
172.16.1.1
Events Events

Click Add, then Next.

Services Services

You do not need WINS.

Performance Performance.

Click Next without adding anything,

BPA results BPA resuits
Activate the Birmingham scope
Select:

P Type here to search 2 |
Yes, | want to activate this scope now T
Click:

Naxt 4 Finish
or2Geworas o [F Enghn (United Kingdom)

B8 5-0C [Running) - Orace VinusBox

insert  Design  Lapout  References Review  View  Help =

Machine View Input Devices Help

UIRED Your admin needs to assign an Office

Set the lease duration

ense to this device 50 you can edit your fdes. | Lear more X

Manas
Forthe lab, use: 2

New Scope Wizsrd

Days:8 Fouter (Defoult Gateway)

Hours: 0 You can specky the reuters, or defaut gateways. to be detrinted by s scope

Minutes: 0 =
To add an P addrees for 8 router used by cherts, enter the address below

Click Next. 2\ er
1P address 2

Select:

Yes, | want to configure these options now

Click Next.

Configure Birmingham gateway
Under Router (Default Gateway), enter:
1721611
Click Add.

Confirm that it appears in the list, then click Next.

i# Apos 1 1§ oHcp 1

@ Manageavity @ Wanageabity

Events Events

Services Services

Performance Performance

BPA results BPA resuits

Configure DNS and domain name P Type here fo search
Enter:

Parent domain: abrar.acca

P £ e P
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[ B-DC [Running] - Oracle VirtualBox
Inset  Desgn  Lwout Refeences  Molings  Review View Help Q) Tellme s

Machine View Input Devices Help

UIRED  Vour admin needs to assign an Office ficense to this device 5o you can edit your files. | Leam more x

Enter the Birmingham address range

| |'! Masge  Tooks  View Hep

Configure:

Duration
Start IP address: 172,16.1.10 The lease duration species howong & clent can use an [P address bom s scope.

End IP address: 172.16.1.20

Length: 24

Soter

Runet el 253250200 Lewae, for a stable network that Conasts marly of deskiop computers a fued »
ocabons, langer lease duratons are more approprste

Click Next

Click Next 5ot the duration for 3cope leases when dtrbuted by tha server

Untedto.
Days  Hom  Mrutes

Mg g 3

Set the lease duration

For the lab, use:
Days: 8
Hours: 0

Minutes: 0

Click Next

Slect AD DS DHCP

Yes, | want to configure these options now

Manageability Manageability

Click Next. Events
Services

Configure Birmingham gateway Performance

BPA results BPA resuits

Undar Router (Default Gateway), enter:
172.16.1.1

Clcchdg P Type here to search
Confiem that it appears in the list, then click Next.

ot 2166worss  «  LIF  English [United Kingdom

Design  Loyot  References  Moings  Review  Vow Hep Q) Telme

n an Office ficense to this device s

HIRED. Youradmn needs to a5 you can edit your files. | Leam more X B Clients? [Running) - Oracle VirtualBox

Normally, you should clear the Internet/NAT-facing adapter unless it is necessary for another Fle': Mackiae . Yielv _llogu_Deviess. tielp.

service.

Click:
0K+ 0K e ————
Restart the DHCP Server service afterward. 5 Command Prompt

Install isc-dhop-relay
Run:

sudo aptupdate

sudo optinstall sc-dhcp-relay -y
During installation, Debian may show configuration questions.
For DHCP servers, enter:

10001

For interfaces, antar both the London and inter-site interfaces:
enp0s8 enp0s9

For additional options, leave the field blank.

1t the installer does not ask the questions, configure the file manually.

Configure the relay manually

23 e | ENG ‘ 12:46
& g8 on o
ot 166worss o [[F Englsh lUnited Kingdom & 58S B righ ct

Ll P Type here to search - thy cloudy
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Q Telime Fle Machine View Input Devices Help

[ B-DC [Running] - Oracle VirtualBox

insert  Design  Lapout  References  Moiings  Review  View  Help
UIRED Your admin needs to assign an Office ficense to this device 50 you can edit your files, | Leam more x

— Scope [172.16.1.0] Birmingham Scope
L—Scope [172.16.2.0] London Scope

Manage

Check DHCP scope options Fle Acion View Help
] Az BE
Birmingham scope options | X & Bm &
~ 3 Scopelt ~ || option Name Vendor
Expand: All S & Addr Rout dard g er
: outer BIEN | scape Option: al\e
Birmingham Scope A 1 :“’ 42] 006 DN Servers Fardon More Actions »
] = oo || £ 0150NS Domain Name  Standard
L—Scope Options 13 oncl Seop omain

003 Router -
You should see: More Actions
003 Router: 172.16.1.1

006 ONS Servers: 172.16.1.1

015 DNS Domain Name: abrar.acca
London scope options

You should see:

003 Router: 172.16.2.1
006 DNS Servers: 172.16.1.1

015 DNS Domain Name: gbrar.acca

The router option must ba different for sach scope. i Apos 1| | 18 oHee 1

Check DHCP server bindings @ Manageability @ Manageability

Events

OnB-DC: Events

1. Open the DHCP console. Services Services

2. Right-click Performance Performance

BPA results BPA results

Tp Type here to search

or2eworas o [F Enghn (United Kingdom)

B8 5-0C [Running) - Orace VinusBox

insert  Design  Lapout  References View  Help s

Machine View Input Devices Help

UIRED Your admin needs to assign an Office ficense to this device 5o you can edit your files. | Lear more x

Yes, | want to activate this scope now

Manage  Tools

Click:

Next + Finish Acion View Help

zmcs Bm &

You should now have:

~ 3 Scope(t A || Option Name Vendor || Actions

1Pva Al S
@ Addr || 22 003 Router Standard || Scope Options @ver
f—Scope [172.16.1.0] Birmingham Scope A0 0| ol 006 DNS Servers stndard ([ o0 ) ctons »

L Scope [172.16.2.0) London Scope i 015 DNS Domain Name.
Check DHCP scope options.
Birmingham scope options
Expand:

Birmingham Scope
L—Scope Options

You should see:

003 Router: 172.16.1.1

006 DNS Servers: 172.16.1.1
015 DNS Domain Name: gbrar.acca

London scope options i@ apos 1 1§ oHcp 1

You should see: @ Manageability @ Manageability

003 Router: 172.16.2.1 Events Events

006 DNS Servers: 172.16.1.1

Services Services

015 DNS Domain Name: brar.acca

Performance Performance

The router option must be different for each scope. BPA results BPA resuits

Check DHCP server bindings
OnB-DC:

P Type here to search
1. Open the DHCP console. T

2. Right-click

Y P

ostly cloudy
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Insert Layout  References  Msi Review  View

Design

JIRED. Your sdmin needs 1o assign an Office icense to this device 50 you can edit yourfiles.  Learn more
THEK Next.

Configure London DNS options
Enter:

Parent domain: gbrar.acca

DNS server: 172.16.1.1

‘The DNS server Is B-DC because B-DC hosts the abrar.acca Active Directory DNS zone.

Click:

Add + Next
Skip WINS.
Select:
Yes, | want to activate this scope now
Click:
Next + Finish
'You should now have:
1Pud

—Scope[172.16.1.0] Birmingham Scope
L—Scope [172.16.2.0] London Scope
Check DHCP scope options
Birmingham scope options

Expand:

([} engiisn unsted Kingdom)

insert  Design  Lapout  References Review  View  Help

UIRED Your admin needs to assign an Office ficense to this device 5o you can edit your files. | Lear more

I8 8-0C [Running] - Oracle VirtusiBox =

File Machine View Input Devices Help

Mansge  Tools

New Scope Wzard

Domain Neme and DNS Servers.
The Daman Neme System (DNS) maps and transistes domsn names used by clents

i§@ aoos 1 1§ oHce 1

@ Manageabity ® Monageabitty

Events Events

Services Services

Performance

Performance

BPA results BPA results

R Type here to search

FORFS UGS gt cut

EONFo R E6 M gkt

B8 5-0C [Running) - Orace VinusBox

File Machine View Input Devices Help

Contigare:
StartIP address: 172.16.2.10

End IP address: 172.16.2.20

Length: 24

Subnet mask: 255.255.255.0

Click Next.

Leave exclusions empty.

Use tha default lease period:

8days

Select:

Yos, | want to configure these options now

Configure the London gateway

Enter:

172.16.2.1

Click Add.

This Is Important. The London client’s gateway s L-CD, not 8-DC.
Click Next

Configure London DNS options

Enter:

Parent domain: abrar,acca

DNS server: 172.16,1.1
The DNS server is B-DC because B-DC hosts the abrar.acca Active Directory DNS zone.
Click

P ¢ T T P

Manage
New Scope Wizsrd

Fouter (Defoult Gateway)
You can specky the reuters, or defaut gateways. to be detrinted by s scope

7o add an P addreas for a router used by certs, enter the addreas below.
1P address

r

i# Apos 1 1§ oHcp 1

@ Manageavity @ Wanageabity

Events Events

Services Services

Performance Performance

BPA results BPA resuits

P Type here to search

CHOFH B E G E gk i
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[ B-DC [Running] - Oracle VirtualBox

Inset  Design  Lapout  Reforences  Moiings  Review  View  Help Tell me o

Machine View Input Devices Help

UIRED Your admin needs to assign an Office ficense to this device 50 you can edit your files, | Leam more x
sscitibosabusoiioniots

DHCP. Lond through L-CD relay Mansge
New Scope Wizard
Click Next. i
Lease Duration
Entor the London range
Configure:

Start IP address: 172.16.2.10

Liewae
End IP address: 172.16.2.20 locations, langer lesse durations sre more appropiste.

Length: 24
Subnet mask: 255.255.255.0
Click Next.

Leave exclusions empty.

Use the default lease period.
8days

Select:

Yes, | want to configure these options now

Configure the London gateway

ke i Apos 1 i pHcp 1
1721621 @ Manageability @ Manageability

Click Add. Events Events

This is important. The London client's gateway is L-CD, not 8-DC. Services Services

Click Next Pecformance Performance
Configure London DNS options BPA results 8PA results
Enter:

Parent domain: gbrar.acca.
DNS server: 172.16.1.1

P Type here to search ' B

The DNS server is B-DC because B-DC hosts the sbrar.acca Active Directory DNS zone.

or2eworas o [F Enghn (United Kingdom)

B8 5-0C [Running) - Orace VinusBox

insert  Design  Lapout  References View  Help s

Machine View Input Devices Help

UIRED Your admin needs to assign an Office ficense to this device 5o you can edit your files. | Lear more x

DHC Lond -CDrelay pril
Click Next. Mo Scope Wi
1P Address Range
Entor the London range
Configure: Corbauraton seinga for DHCP Sever

Erterthe range of scdreases that the scope datrbutes,
zZ. 10

StartIP address: 172.16.2.10

St 1P addees: [172
End IP address: 172.16.2.20

End 1P sddess: [ 172

Length: 24
Corfiguratin setings tha propagste to DHCP Clert

g, [ W

Subnetmask:  [255.255 255 0 § ser

‘Subnet mask: 255.255.255.0
Click Next.

Leave exclusions empty.

Use the default lease period:
8days

Select:

Yes, | want to configure these options now

Configure the London gateway

Enter: i# Apos 1 1§ oHcp 1
172.16.2.1 @ Manageability @ Manageability

Click Add, Events Events

This isis The L i yis L-CD, not B-DC. Services Services

Click Next. Performance Performance

Contigure London DNS options BPA results BPA resuits

Enter:

Parent domain: gbrar.acca. P Type here to search
DNS server: 172.16.1.1

The DNS server is B-DC because B-DC hosts the abrar.acca Active Directory DNS zone.

P P w



= I8 B-0C [Running) - Oracle VirtuslBox -

Design  Layout  References  Maiings  Review

File Machine View Input Devices Help

UIRED. Your adrmin needs to assign an Office icense to this device 50 you can edityour fes. | Leam more x
~Greae ure conaun scope
Right-click:
New Scope Wizsrd
1Pva
Scope Name
Select:
o descrcton
New Scope
how the scope 1o be used o your netwerk.
Name Gramsowe »
Descoption:  [DFICF acdresses for Landon netwo through LD relay.
Enter:
Name: London Scope
DHCH or Lond -CO relay
Click Next <Back Cancel
Enter the London range i@ apos 1 1§ ower 1
Configure:

@ Manageavity @ Manageabilty

Start IP address: 172.16.2.10
Events

Events

End IP address: 172.16.2.20

Services Services

Length: 24

Performance Performance.

‘Subnet mask: 255.255.255.0

BPA results BPA resuits

Click Next.

Leave exclusions empy.
P Type here o segrch ‘m RO meoqgea 9

Use the default lease period: b

8days

ot2te6woras o [IF Enghsn (United Kingdom)

P Type here to search

w
O {Dop & O D
- New Open Settings Discard Show & Cuents [Running] - Oracle VirtuaiBox - a X
8-DC . Detals & File Machine View Input Devices Help
" | SASE R, = review O | ©® RowebAcess X @ 1S Windows Server x BB - e @
Gl Meda [ | ClientS1 5 General > p .
z £ © fuming — - h(— C A Notseare 1721611 IR A )
Do BT  siem
Base Memory:
Resources. Processors:
i N :E(l;!\ . Boot Order: 2 A -
PUpvel 18 Internet Information Services
S
™ Display
o
Graphics Controller.

Remote Desktop Server:
Recording: \ n Bienvenue  Terve
G storage
Controlier; SATA
SATAPor(:  ClientS1
SATAPortl:  [Optical
@ Auio £ & W) sienvenido Hos geldinz  onanc
Host Diiver Default
Controlier _Intel HO Au

< Network
Adapter 1 Intel PRO/1000
& use

USB Controller: xHCI
Device Fiters: 00 actvg

(] Shared foiders

Benvenuto &

KoAwg
Vitejte  OploarTe < Odvozsljik

None
® Description
Nane

Microsoft kol Velkommen
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& CoentS1 [Running] - Oracie VirtuatBox
Fle Machine View Input Devices Help

@ RO Web Access x gamicrosoft.com x|+

C A Notseawe 172.16.1.1/RDWel s/en-US/loginaspx?RetumUr = /ROWeb/Pages/en-US/Default.aspx

B8 Al Servers
ADDS 2

= ‘- Work Resources

% DNS =28 RemoteApp and Desktop Connection
4 File and Storag
fous

& Remote Access
@ Remote Desktol

Security
Waming
that th

[‘Signin

To protect against unauthorized sccess, your RD Web
Access session wil automaticaly time out after a period
of inactiviy. Hf your session ends, refresh your browser
and sign in again.

P Typehere to
2155
BD 052026 &

=1 & O @ &) Righe curt

P Type here to search

V= Q@ D . L

RS Vo Open | Scitng: Dscard Show i CientS1 (Ruaning] - Oracie VictualBox - o X
8-0C File Machine View lnput Devices Help
(@ tatensions 9 Running =
i ]
Kl Mot %U«uﬂ Inkegre
D Running ) ¢ Mouse. ration ... a
Network Settings < ) x o shom s
CrentL1
. 0 Running Network Auto capture keyboard .. &
4 Resources S Dot apee
~ e
. @ Rurving Bluetooth

Displays
Sound
Power
Multitasking

Appearance

Apps
Notifications
Search

Online Accounts
Sharing

Wellbeing

- T



Manage

Share  View | PidureToo

ThisPC » Pictures » Emivsz

# Quick access
@ OneDrive —_

ord puzzle -
@ OneDrive - University
Apps
Attachments
I Desitop

19-clinet
8208

Documents

& Pictures

spC
B 30 Objects
9 Desiecp
Documents
& Downioads
D Music
& Pictures
B Videos

& OSDisk

@b Network

1%}

it Ll P

I &= New Open | Seltings Show
e
@ Runing
G Mot ] Clientst
% Running
(] Network
W ChentL1
Qo < Running
= . BB Lot
© Running

complete

Not backed up
Backup Te

pozebune » poze confy

B Clert 1 [Runwing] - Orack VetualEox

File Mchine View Input Devices

Settings

Network

Bluetooth

Displays
Sound
Power
Multitasking
Appearance
Apps
Notifications

Search

- o
Help

25Jun 19:24

alexandru@clientl1: ~

xandrugclientll:~$ ping 172.16.1.1
.16.1.1 (172.16.1.1) 56(84) bytes of data.
from 172.16.1.1: icmp
from 172.16.1.1: icmp
from 172.16.1.1: icmp.

126 time=0.725
from 172.16.1.1: icmp

64 bytes 126 time=0.805

172.16.1.1 ping statistics

4 packets transmitted, 4 received, 0% packet loss,
0.675/0.726/0.805/0.048 ms

1:~$ ping 172.16.1.10

PING 172.16.1.10 (172.16.1.10) 56(84) bytes of data.

e

time 3055ms
rtt min/avg/max/mdev

alexandru@clientl

172.16.1.10 ping statistics
49 packets transmitted, 0 received, 100% packet loss, time 49144ms
~$ ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
8: icmp tt
icm
icmp.

54 time=10.3 ms
54 time=10.9 ms

8.8.8.8 ping statistics
3 packets transmitted, 3 received, 0% packet loss, time 2083ms
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File

Machine View Input Devices Help

Online Accounts

Sharing
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Auto capture keyboard ..
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QA o {e3 B8 8-0C (Running] - Oracl ViualBax o x
= New Open Settings L Show e Machine View Input Dedces Help
| B-DC
G s B % g .
o ar ) Mansge  Tocls
G Meda E ClientS1
% Runing
G Netwon:
B Clentlt
Cloua 70 fp
dd REOUTES o | cpy
I 5 funvag

Network

fem 1 item selected

£ Type here to search

PIINEFENET ] SIOTTE

o B Clert 1 [Runing] - Orecle VituslBx
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File Machine View Input
New Open  Settings Show

Devices  Help
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Home 3

B 6-0C Running] - Oracle VirtualBex -
¥ =2 B8 s-0C IR Oracl e o x
S U] e Show Machine View Input Dedces Help
By o
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Server Manager * Dashboard
G Meda I Clients1
-  Running
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New Open  Settings

B0
brtensions B3] &) Running

L] Clients1
é 9 Running

ol Resources

Lot
1
< Running

Q) Meda L] Clients1
255 > Running

ClientL1

Cloud B Swved

Lot
< Running

show 8 L-CD1 (Running] - Oracle VirtualBx

File  Machine Vie
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Home ‘L,Q’ o =) [ 8-DC {Running] - Oracle VirtualBox - o x
= Show Machine  View
=y
1] Extensions
» Dashboard
Gl Wi I ClientS1
& Running -
a Network

Command Prompt o x

B ClientL1
Cloud .

4 Resources

B Lo
L
9 Run

=2
Show
I = Machines [} B CuentS1 [Running] - Oracle Virt = X
input
1| extensions Running
G Meda %(IIMVS‘
9 Running
1 Network

ﬁ ChientL1
Cloud
@

<2 101
e -
< Running

1Pw) Properties

gned scaly f your network aupports
you reed to ek your netacek s ator
o

dress autamatcaby
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Show &

[Running] - Oracle VietuaiBox

By soc
Etensions [ < furning
G M % ClientS1
S Running
N Gentl1
Coud i S, andrusping

= TR g = Pinging 16.6.0
i : Bron 208

View Input Devices Help

Command Prompt

from 10.0.0.2
from 16.8.8.2
from 1

tatistics for 10.0.0

Packets: Sent = 4, Re d (o% loss
Approximate roun ip times in mil

Mininum = Oms, Maximum =

exandru>pin

could not name and try again
exandru>ping google.com

Pingi le.com [142.251 byt

Reply from 142.251.38.113 10ms TTL
Reply from 142.2! 113

Reply from 142.251.36.113: bytes=32 time=llms TTL=254

Reply from 142.251 3 =16ms TTL=

Approximate trip times
Mininum = 9ms, Maximum =

o r
. [Running] - Oracle VirtualBo
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