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Introduction 
 

1.1 Project Background 
 

The NOSSLONDON2026 project was developed to simulate a realistic enterprise network 
environment consisting of two interconnected sites located in Birmingham and London. 
Coursework 2 builds upon the infrastructure designed and implemented in Coursework 1 
by introducing essential network and server services required in a modern business 
environment. The practical implementation focuses on deploying centralised 
management, secure communications and resource sharing services within a virtualised 
infrastructure to support organisational operations efficiently [1], [2]. 

 

1.2 Project Objectives 
 

The main objective of this project was to configure and validate a range of enterprise 
network services across both locations. These services included Routing and Remote 
Access Services (RRAS), Active Directory Domain Services (AD DS), DNS, DHCP, VPN 
connectivity, file sharing, IIS web services and Remote Desktop Services. Additional 
objectives involved integrating client devices into the Active Directory domain, 
implementing security controls such as password policies and authenticated access, and 
performing comprehensive connectivity testing. The completed infrastructure was 
designed to provide secure communication, centralised administration and reliable access 
to network resources for users located in both Birmingham and London [2], [3]. 

 

 

 

 

 

 

 



1. Routing Configuration 
 

1.1 Routing in Birmingham Network 
 

Routing and Remote Access Services (RRAS) were installed and configured on the 
Birmingham Domain Controller (B-DC) to enable communication between the Birmingham 
and London subnets. The RRAS role allows Windows Server to perform routing functions by 
forwarding packets between different network segments. After installation, the service was 
configured for LAN routing, enabling devices on separate networks to exchange traffic 
successfully. Implementing RRAS on B-DC provided the foundation for inter-site 
communication and supported the deployment of additional services such as DHCP, VPN 
connectivity, and domain-based resource access [2]. 

 

1.2 Routing in London Network 
 

The Debian server deployed within the London site was configured to support routing by 
enabling persistent IP forwarding. System parameters were modified to ensure that packet 
forwarding remained active following reboots. Static routes were then configured to direct 
traffic towards the Birmingham network through the correct gateway. This implementation 
allowed systems located in London to communicate with servers and services hosted in 
Birmingham while maintaining stable inter-site connectivity [3]. 

 

1.3 ICMP Firewall Configuration 
 

Windows Defender Firewall settings were modified to permit ICMP traffic across the 
network. Enabling ICMP Echo Requests allowed connectivity testing using tools such as 
Ping. This configuration simplified troubleshooting procedures and provided a reliable 
method for verifying communication between devices located on separate network 
segments. Allowing ICMP traffic also helped confirm that routing services were functioning 
correctly following implementation [3]. 

 



1.4 Routing Validation 
 

Following configuration, network connectivity tests were performed to verify successful 
routing between both locations. Communication between devices in Birmingham and 
London confirmed that routing services, firewall configurations and forwarding settings 
were operating correctly. The successful completion of these tests demonstrated that the 
infrastructure was ready to support the additional enterprise services required by the 
coursework objectives [2], [3]. 

 

 

2. Domain Controller and DNS Services 
 

The Birmingham Domain Controller (B-DC) was configured as the central authentication 
and management server for the enterprise infrastructure. Active Directory Domain Services 
(AD DS) and DNS were deployed to provide centralised authentication, user management 
and name resolution across both the Birmingham and London networks [5]. 

 

2.1 Forest Creation 
 

A new Active Directory forest named alexandru.acca was created on B-DC. The domain 
provides a central management structure for users, computers and network services. 
Establishing the forest enabled domain-based authentication and provided the foundation 
for implementing, DNS integration and resource management across the infrastructure [5].    

 

2.2 DNS Records 
 

A Forward Lookup Zone was configured for the alexandru.acca domain. Appropriate 
records were created for infrastructure devices and services located in Birmingham and 



London. These records allow systems to locate resources using hostnames rather than IP 
addresses, improving usability and simplifying administration [6]. 

 

2.3 Reverse Lookup Zone 
 

A Reverse Lookup Zone was configured to support IP to hostname resolution. PTR records 
were created for the required hosts, enabling reverse DNS lookups and improving network 
troubleshooting capabilities. This configuration assists administrators when diagnosing 
connectivity and name resolution issues [5]. 

 

2.4 Password Policy 
 

A secure password policy was implemented using Group Policy Management. Password 
complexity requirements, password history and minimum password length settings were 
configured to improve the security of domain user accounts. 

 

 

3. VPN Deployment 
 

3.1 VPN Configuration 
 

A Virtual Private Network (VPN) was configured to establish a secure connection between 
the Birmingham and London networks. The VPN enables data to be transmitted securely 
between both locations by encrypting traffic travelling across the network. This 
implementation allows users and systems located at either site to access centralised 
services while maintaining confidentiality and integrity of communications. The VPN 
infrastructure was integrated with the existing routing configuration to provide connectivity 
between both subnets and ensure reliable communication across the enterprise 
environment [7]. 



3.2 VPN Validation 
 

Following deployment, connectivity tests were performed to verify that the VPN tunnel was 
functioning correctly. Communication between devices located in Birmingham and London 
confirmed that traffic was successfully traversing the secure tunnel. The validation process 
demonstrated that the VPN configuration provided stable intersite connectivity and 
supported access to domain services, DNS, DHCP and shared resources. The successful 
implementation of the VPN enhanced the overall security of the infrastructure while 
ensuring continuous communication between both locations [4], [7]. 

 

 

4. User Account Management 
 

4.1 User Creation 
 

User accounts were created within the alexandru.acca domain to provide authentication 
and access to network resources. To comply with the coursework requirements, a standard 
naming convention was implemented using the first letter of the user first name.  

 

 

5. Domain  
 

5.1 Windows Domain  
 

The Windows client system, ClientS1 was successfully joined to the alexandru.acca 
domain. Joining the domain enabled the workstation to authenticate users through Active 
Directory rather than relying on local accounts. This configuration allowed centralised 
management of user access, security policies and network resources [5].  



5.2 Linux Domain 
 

The Linux systems, including ClientL1 and L-CD, were integrated with the alexandru.acca 
domain to ensure consistent authentication across the enterprise environment. Domain 
integration enabled Linux users to authenticate using Active Directory credentials while 
continuing access to network resources hosted across both locations. The successful 
domain join demonstrated interoperability between Windows and Linux systems and 
ensured that all devices could participate within the centrally managed infrastructure [4], 
[7]. 

 

 

6. DHCP Deployment 
 

The Dynamic Host Configuration Protocol (DHCP) service was deployed on the 
Birmingham Domain Controller (B-DC) to provide centralised and automated IP address 
allocation throughout the infrastructure. Using DHCP eliminated the need to configure 
network settings on each client device manually and ensured consistent network 
configuration across both the Birmingham and London sites. The implementation provided 
clients with IP addresses, subnet masks, default gateways and DNS settings automatically, 
improving administrative efficiency and reducing the risk of configuration errors [4]. 

 

6.1 DHCP Scope Configuration 
 

Separate DHCP scopes were created to support the Birmingham and London networks. 
Each scope was configured with an address range that complied with the coursework 
requirements, allowing devices to obtain IP addresses dynamically within their respective 
subnets. Additional scope options were configured to automatically distribute gateway and 
DNS server information. Centralised scope management simplified administration and 
ensured that all clients received the correct network settings when connecting to the 
infrastructure [4], [6]. 

 



6.2 DHCP Relay Configuration 
 

Because the DHCP server was in Birmingham, the Debian server (L-CD) was configured as 
a DHCP Relay for the London network. The relay service forwards DHCP requests from 
London clients to the DHCP server on B-DC and returns the assigned configuration 
information to requesting devices. This approach enabled a single DHCP server to support 
both locations without requiring additional DHCP infrastructure. 

 

6.3 Validation 
 

Following deployment, client devices were configured to obtain addresses automatically. 
Successful lease allocation confirmed that both the DHCP scopes and relay services were 
functioning correctly. The assigned addresses, DNS settings and gateway information 
verified that devices could communicate with network resources across the enterprise 
environment and access services hosted within both locations [4]. 

 

7. Network Testing and Troubleshooting 
 

Testing and troubleshooting were performed after completing all major configurations to 
verify that the infrastructure was operating correctly. Validation activities focused on 
network connectivity, DNS functionality, and routing behavior across the Birmingham and 
London sites. These tests were essential for confirming that the implemented services 
were functioning as expected and that users could successfully access network resources 
throughout the environment [8], [5]. 

 

7.1 Connectivity Testing 
 

Connectivity testing was conducted using tools such as Ping. These utilities were used to 
verify communication between devices located in different subnets and to confirm that 
routing services were forwarding traffic correctly. Successful responses from hosts in both 



Birmingham and London demonstrated that static routes and IP forwarding had been 
configured correctly. The results confirmed stable communication between all systems 
within the infrastructure [8]. 

 

7.2 DNS Validation 
 

 These tests confirmed that hostnames could be successfully resolved to IP addresses and 
that DNS records created within the alexandru.acca domain were functioning correctly. 
Successful name resolution demonstrated that the DNS server was operating as expected 
and supporting communication between users, devices and network services across both 
locations [4]. 

 

7.3 Troubleshooting Activities 
 

Where necessary, troubleshooting procedures were performed by reviewing routing tables, 
DNS configurations and network settings. Route verification and connectivity testing 
helped identify potential configuration issues and confirm that corrective actions had been 
successful. These activities ensured that the infrastructure remained fully operational and 
capable of supporting all deployed services throughout the project lifecycle [4], [8]. 

 

 

8. Shared Storage Configuration 
 

To provide centralised file storage within the enterprise environment, a secondary disk was 
attached to the Birmingham Domain Controller and configured as a shared storage 
location. [5]. 

 

 



8.1 Disk Deployment 
 

A second virtual disk was added to the B-DC server and initialised using Windows Disk 
Management. The disk was formatted, assigned a drive letter and configured to host the 
Birmingham directory. This location was selected as the dedicated shared storage area for 
domain users and was integrated into the existing network infrastructure. 

 

 

9. IIS Web Server Deployment 
 

Internet Information Services (IIS) was deployed on the Birmingham Domain Controller (B-
DC) to provide an internal web service accessible to authenticated domain users. The web 
server was configured in accordance with the coursework requirements and integrated 
with the existing Active Directory and DNS infrastructure [5], [9]. 

 

9.1 Website Configuration 
 

A new website named webs.alexandru was created and configured within IIS Manager. 
Appropriate DNS records were added to ensure successful name resolution, and HTTPS 
bindings were configured to support secure access. 

 

10. Remote Desktop Services 
 

Remote Desktop Services (RDS) were configured to provide secure remote administration 
of the Birmingham Domain Controller. This service allows administrators to access and 
manage the server remotely without requiring physical access to the system. Implementing 
RDS improved infrastructure manageability and supported efficient administration of 
services deployed throughout the enterprise environment. The solution was integrated with 



Active Directory to ensure that access could be controlled through domain authentication 
and existing security policies [7], [10]. 

 

 

11. Security Measures  
 

Security was an important consideration throughout the implementation of the enterprise 
infrastructure. Several security controls were applied to protect user accounts, network 
communications and shared resources. These measures helped ensure that services 
remained accessible to authorized users while reducing the risk of unauthorized access 
[5], [7]. 

 

11.1 Password Security 
 

A domain password policy was configured through Group Policy Management to enforce 
password complexity requirements, minimum password length and password history 
settings [7]. 

 

11.2 VPN Encryption 
 

The VPN connection was implemented to provide secure communication between the 
Birmingham and London networks. Encryption protects data transmitted between both 
sites and helps maintain the confidentiality and integrity of the network [7]. 

 

 

 



12. Testing Summary 
 

Following the completion of all configurations,  testing was performed to verify that each 
service was functioning correctly. Connectivity tests confirmed successful routing between 
the Birmingham and London networks, while VPN validation demonstrated secure 
communication between both sites. DNS and DHCP testing verified correct name 
resolution and automatic IP address allocation. Active Directory authentication, shared 
storage access, IIS website functionality and Remote Desktop Services were also tested 
successfully. 

 

13. Conclusion 
 

This project successfully transformed the virtual infrastructure developed during 
Coursework 1 into a fully operational enterprise network environment. Routing services 
were implemented to enable communication between Birmingham and London.  

The completion of this project provided practical experience in deploying and managing 
enterprise network services within a virtualised environment. Valuable skills were 
developed in Windows Server administration, Linux server management, network routing, 
Active Directory implementation and troubleshooting complex network configurations. The 
project also strengthened understanding of security principles through the application of 
password policies, access permissions and encrypted communications. 
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