Master Project Artifact
Source Code Repository
GitHub Repository:
https://github.com/raju-molla/Msc_Research
There are several branches, so my final result branch (mean accuracy, etc.) name is updated, the branch unseen_attack for checking unseen attack, and the per-attack calculation branch name is per-attack-type.
Datasets
CICIDS2017 Dataset
My drive link: https://drive.google.com/drive/folders/1jHuNkUhN3_LlUiBGuZBc2ft2LKRvRiro
Collect from: https://www.unb.ca/cic/datasets/index.html
TON_IoT Dataset
My drive link: https://drive.google.com/drive/folders/1HoaJKViAIFaaW8AdBIN0OIzywBOdLiRO
Collect from: https://research.unsw.edu.au/projects/toniot-datasets
Trained Models
The project implements a hybrid Intrusion Detection System (IDS) consisting of the following trained models:
1. XGBoost Classifier
· Trained on a merged TON_IoT and CICIDS2017 dataset.
· Used for supervised detection of known network attacks and malicious activities.
2. LSTM Autoencoder
· Trained exclusively on normal network traffic sequences.
· Used for anomaly detection and identification of previously unseen or zero-day attacks.
3. Hybrid IDS Framework
· Combines the outputs of the XGBoost Classifier and LSTM Autoencoder using a fusion-based decision mechanism.
· Enhances intrusion detection performance by leveraging both supervised classification and anomaly detection capabilities.

