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1. Introduction
Student dropout and academic burnout remain significant challenges in UK higher education. The Higher Education Statistics Agency (HESA) defines non-continuation as the proportion of first-year students who do not progress into their second year of study, and this metric functions as a national performance indicator for institutional effectiveness [1], [2].
Financial strain and mental health pressures further intensify this issue. According to the National Student Money Survey 2025, 41% of students reported considering withdrawal due to financial stress [4]. Additionally, UK Parliament reports indicate an increase in declared mental health conditions among students [5].
These findings demonstrate the need for proactive, data-driven early detection systems capable of identifying at-risk students before withdrawal decisions occur.
EduGuardian AI is proposed as a desktop-based early warning prototype that utilises behavioural data simulation and rule-based analytics to identify students at risk during their first academic year.
2. Aim
To design and implement a desktop-based early warning system that detects students at risk of dropout or burnout using explainable rule-based analytics.
3. Objectives
1. Conduct literature review on student retention and early warning systems.
2. Identify key behavioural risk indicators from academic and institutional sources.
3. Design a relational database schema for student activity tracking.
4. Develop a synthetic data simulation module.
5. Implement feature engineering for behavioural risk metrics.
6. Develop a rule-based scoring engine.
7. Build a desktop dashboard prototype.
8. Evaluate system performance using simulated test cases.
4. Literature Review
Research by HESA identifies non-continuation after Year One as the primary retention performance indicator [1], [2]. Studies highlight financial strain as a major contributor to withdrawal decisions [4]. The Office for Students (OfS) and National Student Survey (NSS) data demonstrate demographic disparities in continuation rates [3].
Existing early warning systems in higher education rely on predictive analytics and behavioural tracking models. However, many institutions lack transparent, explainable risk scoring mechanisms.
EduGuardian AI addresses this gap by implementing a rule-based, explainable scoring framework aligned with official UK retention metrics.
5. Research Method
This project adopts a design science research approach, focusing on the creation and evaluation of a technical artefact (the prototype system).
The research includes:
· Secondary research (analysis of HESA, OfS, NSS data)
· System design and development
· Prototype implementation
· Scenario-based testing and evaluation
No real student data will be used. All data will be synthetically generated to ensure GDPR compliance.
6. Development Methodology (Agile Approach)
An Agile-inspired iterative development model will be used.
The project will be divided into structured phases:
· Phase 1: Research & Requirements
· Phase 2: System Design
· Phase 3: Backend Development
· Phase 4: Frontend Development
· Phase 5: Testing & Evaluation
This approach allows incremental development while maintaining logical system dependencies.
7. System Methodology
The system follows a structured pipeline:
1. Synthetic student data generation
2. Storage in SQLite relational database
3. Feature extraction using SQL queries
4. Risk score calculation using rule-based penalties
5. Risk band classification
6. Visualisation via Streamlit desktop dashboard
8. System Design & Implementation
8.1 Database Design
Tables include:
· Students
· Attendance
· Assessments
· LMS Activity
· Communications
· Risk Scores
8.2 Feature Engineering
Metrics include:
· attendance_rate_14d
· late_submissions_30d
· days_since_last_lms_login
· ignored_messages_14d
· engagement_drop_vs_baseline
8.3 Scoring Engine
Initial score: 100
Penalties applied based on thresholds:
· Attendance < 60% → −20
· ≥2 missing submissions → −25
· LMS inactivity ≥ 14 days → −15
Risk classification:
· ≥70 → Low
· 50–69 → Medium
· <50 → High
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9. Tools and Technologies
· Python (core development)
· SQLite (database)
· Streamlit (desktop UI)
· Pandas (data processing)
· VS Code (development environment)
· Excel (Gantt chart planning)
10. Gantt Chart Overview
The project spans 10 weeks with controlled phase overlap:
· Weeks 1-2: Research & Requirements
· Weeks 2-4: System Design
· Weeks 4-7: Backend Development
· Weeks 7-10: Frontend Development
· Weeks 9-10: Testing & Evaluation
Core technical stages follow sequential dependencies.
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11. ERD
Following our original plans, I ended up with the following ERD:
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With this ERD, our database design correctly represents a one‑to‑many relationships between students and interactions, using accurate crow’s foot notation and appropriately normalized primary and foreign keys. Fields such as minutes_active and late_minutes add valuable analytical depth for performance tracking.
But we can acknowledge three key areas for improvement. First, SQLite’s limited data types mean we must map logical values like booleans and years to INTEGER or TEXT types. Second, our Assessments table requires clarification, grades should be NULL when submissions are missing and a weighting field would better reflect assessment importance. Third, the Communication table would benefit from replacing binary reply to indicators with a reply_date to measure responsiveness over time.
To enhance professional presentation, we can standardize casing using snake_case and clearly label all key relationships. Finally, we can plan to add a risk_scores table to store calculated scores and timestamps, allowing the system to track risk trends efficiently without recalculating data.
With all these new additions I ended up with the next ERD:
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In this system design, weighting refers to the numerical value assigned to different student activities to indicate their relative importance or impact on overall performance risk. Rather than treating all events equally, weighting ensures that critical tasks, such as final projects or exams, contribute more heavily to a student’s total risk score than minor or low-stakes activities like short quizzes or seminar lateness.
From an implementation perspective, each activity (assessment, attendance event, or communication) includes a weighting field in its table schema. When the analytic engine calculates a student’s penalty, it multiplies the base penalty by the assigned weighting:
Penalty = Base Value × Weighting
This calculation dynamically scales the effect of each event. For example, missing a heavily weighted final exam could reduce a student’s total score far more than missing a low-weight quiz, accurately reflecting academic significance.

The Risk_Scores table complements this by storing the computed total score, associated risk level (“Low”, “Medium”, “High”), and calculation date. This creates a historical record that allows the system to track changes over time, visualize risk trends and provide evidence-driven insights into student engagement or potential burnout. Together, these elements upgrade the project from a static data tracker to a Learning Analytics system capable of predictive modeling and longitudinal analysis.
Risk_Scores table:
	FIELD
	TYPE
	DESCRIPTION

	score_id (PK)
	INTEGER
	Unique ID for this specific calculation.

	student_id (FK)
	INTEGER
	Links to the Student.

	total_score
	INTEGER
	The final result (e.g., 65).

	risk_level
	TEXT
	"Low", "Medium", or "High".

	calculation_date
	DATE
	This is crucial as it allows us to plot a graph of risk over time.


12. FlowChart
The flowchart shows how the Python engine loops through every student, applies penalties, and saves a final risk score and level.
· We start by fetching the list of students from the Students table, then repeatedly select the next student while any remain.
· For each student, we initialise total_score = 100, then call four functions in sequence: get_attendance_penalty, get_assessment_penalty, get_lms_penalty, and get_communication_penalty, each applying a Base Penalty × Weighting adjustment to reduce the score when a risk trigger is found.
· After penalties, we enforce a floor so that if total_score drops below 0, it is set to 0, then classify the result into a risk band (High, Medium, Low) based on thresholds.

· The engine then writes the total_score and risk_level into the Risk_Scores table for that student, loops back to process the next student, and only when all students are processed does it move on to display the summary table and trend graphs in the dashboard.
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13. WorkFlow
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The workflow shows how EduGuardian AI moves data through three separate tiers to calculate and present student risk in a professional, scalable way.
· In the Data Tier, SQLite stores both raw interactions (attendance, assessments, LMS, communications) and the computed outputs in Risk_Scores, so the database acts as both source of truth and long-term memory for historical scores.
· In the Logic Tier, the Python analytic engine pulls data from these tables, runs the risk-scoring flowchart (applying base penalties multiplied by weighting for each trigger), and then writes the final total_score and risk_level back into Risk_Scores, creating a circular loop of Data → Logic → Data that enables history and trend analysis.
· In the Presentation Tier, the Streamlit dashboard only reads from Risk_Scores, showing tutors a high‑risk leaderboard and trend graphs without needing to run calculations live, which cleanly separates UI from analytics and supports background batch processing.






14. Use Case Diagram
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The Use Case Diagram for EduGuardian AI defines the interactions between the primary actors (Tutors and System Administrators) and the system. The Tutor acts as the primary end-user, interacting with the dashboard to view risk leaderboards and student trends. The System Administrator manages the data ingestion and the backend execution of the scoring engine. Key use cases include "Generate Risk Score," "View Trend Analysis," and "Identify High-Risk Triggers," ensuring the system fulfils the requirement for transparency and explainability.
14.1 Current universities and organizations using similar systems
A review of current practice shows that while UK universities are leveraging data, most systems remain large-scale institutional platforms rather than localized, explainable tools.
· Predictive Success: The Open University (UK) uses OU Analyse for early identification [6], [7], [8]. Similarly, Nottingham Trent University (NTU) uses a Student Dashboard to categorize engagement [9], [10].
· Wellbeing Focus: Northumbria and Newcastle Universities have piloted wellbeing analytics in collaboration with Jisc [11], [13], aligning with our focus on burnout detection.
14.2 Research Gap and Project Innovation
Despite these advancements, a significant gap remains in Explainability:
1. Transparency: Many commercial systems operate as "Black Boxes" where the logic behind a "High Risk" flag is hidden.
2. Cost: Enterprise solutions are often inaccessible for smaller departments or pilot projects.
While large-scale platforms like Georgia State’s GPS system [14], [15] or commercial tools from EAB [16] and Civitas [19] show high success rates, they are often too complex for rapid, transparent deployment in smaller academic departments.
EduGuardian AI's Solution: Our project addresses these gaps by using a Rule-Based Scoring Engine. By making the penalties visible (e.g., Attendance < 60% = -20 points), we prioritize Explainable AI (XAI), fostering trust between the system, the tutor, and the student [22].
15. System Security and Data Protection
EduGuardian AI is designed with a "Security by Design" philosophy to protect the integrity of the application and the privacy of the simulated student data. The strategy follows a layered defense model.
15.1 Data Layer Security and Integrity
The primary defence implemented within the Python engine is the prevention of SQL Injection attacks. The system utilizes parameterized queries (prepared statements) for all database communications. By using placeholders instead of direct string concatenation, the database treats all inputs as data rather than executable code. Furthermore, the system adheres to the Principle of Least Privilege (PoLP), ensuring the application only has the minimum database permissions required to function.
15.2 Authentication and Environment Management
To secure the dashboard, a robust authentication layer is implemented:
Credential Hashing: Passwords are never stored in plain text. The system employs the bcrypt hashing algorithm, which incorporates a "salt" to protect against rainbow table and brute-force attacks.
Secret Management: Sensitive information, such as database paths or system credentials, is stored in a hidden .env file and accessed via environment variables. This prevents hard-coding secrets into the source code, reducing the risk of accidental exposure during version control.
15.3 Privacy and GDPR Compliance
Despite being a prototype, EduGuardian AI follows General Data Protection Regulation (GDPR) standards through a "Privacy by Design" approach:
Data Minimization: The system only processes behavioural indicators strictly necessary for risk calculation.
Synthetic Data Framework: To eliminate the risk of personal data breaches, 100% of the student records are synthetically generated.
Algorithmic Transparency: By utilizing Explainable AI (XAI) instead of a "Black Box" model, the system ensures that every risk score is auditable and justifiable, fulfilling the GDPR requirement for meaningful information about the logic involved in automated decision-making.
16. Expected Contribution
This project contributes by:
· Translating UK retention metrics into technical implementation
· Demonstrating explainable AI scoring
· Providing a GDPR-safe synthetic testing framework
· Offering a scalable conceptual model for early intervention analytics

17. Conclusion
EduGuardian AI proposes a structured, rule-based early warning prototype designed to address dropout and burnout risks in UK higher education. By aligning behavioural analytics with official performance indicators, the system demonstrates a practical and scalable approach to student retention monitoring.
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[bookmark: _Toc228027752]DESCRIPTION
In this module, I was responsible for the core technical architecture and formal documentation of EduGuardian AI, a desktop-based early warning system. My specific contributions included designing the relational database schema, developing the rule-based scoring logic and structuring the final technical report. The project aimed to create a GDPR-compliant, explainable tool to identify student dropout and burnout risks using Python and SQLite.
[bookmark: _Toc228027753]FEELINGS
The scale of the project was significant, and I noticed that the entire team felt a sense of being overwhelmed at various stages. I personally found the coordination between the different technical tiers (Data, Logic and Presentation) to be quite challenging. Furthermore, because of how we initially divided the work, there was a period of confusion regarding individual responsibilities, which created some internal pressure. Despite this, I felt a strong sense of satisfaction when the scoring logic successfully integrated with the database.
[bookmark: _Toc228027754]EVALUATION
The project was a technical success, particularly in achieving "Explainable AI" through our rule-based engine. However, we faced significant hurdles:
· Technical Constraints: SQLite’s limited support for complex data types required creative workarounds in the ERD design.
· Security & Logic: Implementing parameterized queries and hashing for security, while simultaneously building a functional scoring engine, was a steep learning curve.
· Team Dynamics: Our work distribution was occasionally confusing, which taught me that technical skill is only half of the battle in a group project.
[bookmark: _Toc228027755]ANALYSIS 
Reflecting on the "Emerging Trends" we studied, I realized that technical development is heavily dependent on clear organization. While my strengths lie in logical system design, a project's success is often limited by the "human element"—specifically communication and planning. The confusion we experienced regarding job roles showed me that even the best system architecture can fail if the team is not perfectly aligned on the implementation roadmap.
[bookmark: _Toc228027756]CONCLUSION 
This experience confirmed that I have a high aptitude for backend logic and system structuring. However, it also highlighted a clear area for growth: my professional communication and organizational skills. I realized that "planning the work" is just as critical as "doing the work."
[bookmark: _Toc228027757]ACTION PLAN
In my future professional career and upcoming academic projects, I will:
· Improve Project Management: Use tools like Trello or Jira to clearly define and assign tasks to prevent the confusion we faced in this project.
· Enhance Communication: Take a more proactive role in team briefings to ensure everyone understands how their specific tier connects to the logic I am designing.
· Focus on Planning: Spend more time in the "Requirements" phase of the Agile cycle to address potential database limitations (like those we found in SQLite) before coding begins.
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