


Name of the author – Geraint Jones
Course – Internet Technology and Security
The Faculty name – School of applied computing
The date of submission – 8/12/2020
[bookmark: _Toc58313464]Declaration

The work of this report is completed under the supervision of Dr Carlene Campbell.  I declare that this report is the product of my own work and is not being submitted for any other degree etc.
[bookmark: _Toc58313465]Acknowledgement 

I would like to thank my family for giving me the additional time to undertake a degree, my employer for sponsoring the degree and the many lecturers for giving their time and knowledge to arm with the necessary to complete the tasks at hand. 

[bookmark: _Toc58313466]Abstract

A set of security guidelines on IT security policy framework for the company CoffeeCapulus.  The report will answer why this is required, how this is theoretically achieved, best practice disciplines for the implantation of, as well as suggestions for the business, specifically in relation to Bring Your Own Device (BYOD) or technology (BYOT).
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[bookmark: _Toc58313469]Introduction

This report details for CoffeeCapulus what IT security is, best practice for it, the common risks to it, and the suggested implementation of it for the business.  With specific attention being given to the network and Bring Your Own Device (BYOD/BYOT).
[bookmark: _Toc58313470]1. IT Security

IT security is a set of strategies that prevents unauthorised access to a business’s IT assets.  These include data, networks and the endpoints that make up the IT eco system.  By maintaining the principles of confidentiality, integrity and availability of these services, it prevents the loss of sensitive data by mistake, or as the result of malicious, sometimes sophisticated attacks[1].
[bookmark: _Toc58313471]1.1.1 Main vulnerabilities

To guard against this loss, we must understand the main vulnerabilities in IT security.  A vulnerability being a weakness which allows a threat to exploit your business[2].  Broadly they fit into the following
1.1.1.1 Network
Faults in the network’s hardware or software, which would allow access by unauthorised parties.  An example of this would be un secured wireless network, not using a firewall at the edge of your network, or not maintaining the software which powers these devices[2]. 
1.1.1.2 Operating System
Used by the end users’ personal computers (and other equipment on the network, servers as an example), the operating system allows access to business applications, and like those can contain unintended defects.  These can be manipulated allowing intrusion[2].
1.1.1.3 Human
Often the weakest aspect of IT security, the human[3].  This can range from the perspective of being manipulated into handing over sensitive data, being careless due to work pressures or even intentional damaging the business due to grievance[2].
1.1.1.4 Process
A lack of a process for dealing with the issue of vulnerabilities, vulnerability management, or failure to implement what is set out.  Examples of this would be not setting down policy therefore allowing the use of weak passwords, not ensuring things like patch management, or asset tracking occur[4].


1.1.2 [bookmark: _Toc58313472]Threats

Defined in ISO 27005, a threat is “a potential cause of an incident, that may result in harm of systems and organisation”[5].  These can be grouped into the following:
[image: ]
Figure 1 [5]
As shown in Figure 1 threats are numerous, and it is important to understand that they can cause opportunity for the loss of sensitive data.  In response to these continual risk analysis must be carried out by CoffeeCapulus against its perceived risks[6].
[bookmark: _Toc58313473]1.1.3 Attacks

Attacks will look to take advantage of threats and then leverage vulnerabilities.  Defined by the Committee on National Security Systems USA as “any kind of malicious activity that attempts to collect, disrupt, deny, degrade or destroy information system resources or the information itself”[7].
1.1.3.1 Type of Attackers
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Figure 2 [8]
As shown in Figure 2, there are five main groups of attackers, from the recreational hobbyist, to a state backed professional, the latter having more resources at their disposal than the former.  Although it could be argued that it is farfetched, to think a state sponsored professional would target CoffeeCapulus, motives behind an attack would be unknown, for example trying to gain access to another business or customers data that uses your service, looking to take ownership of resources to add to a Botnet to help in other attacks, and other activities which would result in a loss of trust in CoffeeCapulus[9][10][11].
That aside, it is easier to believe the idea behind “trickledown economics”, in that the wealthiest in the economy will share their excess wealth with others in society.  Regardless of if that is the case or not, the idea behind it does play out in the criminal world, and business like CoffeeCapulus must appreciate that a recreational attacker, could make use of once used state attack tools, or more likely organised crime groups looking to target businesses to extort[12]. 
1.1.3.3 Type of Attack
There are different types of attacks that attackers will use to exploit vulnerabilities in IT systems.  Examples of the most common ones are Malware, Phishing and Denial of service amongst others[13] explained in more detail in Appendix A.
1.1.3.4 Attacks in numbers
As discussed in the UK Governments Cyber Security Breaches Survey, which looks at a range of different sized UK businesses, it is stressed that [14]
“the extent of cyber security threats has not diminished. In fact, this survey, the fifth in the series, shows that cyber-attacks have evolved and become more frequent”
With it being noted among the 46% of businesses which identified breaches or attacks, more are now experiencing the issues weekly, 32% in 2020 vs 22% in 2017.
Medium and large firms, which had a visible and real outcome, the average cost per breach was £5220 (with a year on year increase on amount of attacks since 2017 at 3.3%).
However, breaches must be reported to the ICO (Information Commissioner Office), who will investigate companies for breaches of GDPR (General Data Protection Regulation), and if they deem a company acted improperly, they could be fined the higher of 20 million Euro’s, or 4% of total worldwide annual turnover[15].  British airways recently being fined this sum because they “ought to have identified weaknesses in its security and resolved them”[16].
Non vendor information can also set the financial cost higher, NCSC (National Cyber Security Centre) putting the average cost between £600000 and £1.15 million per breach[17].  With CoffeeCapulus intellectual properties being worth billions alone these are sums worth considering.
[bookmark: _Toc58313474]1.2 CIA

As specifically highlighted in GDPR[18] and many other systems of IT Security, if focus is given to maintaining the following principles of IT security (“security principle”), a business will be adopting a good security posture against vulnerabilities.
[bookmark: _Toc58313475]1.2.1 Confidentiality

This deals with protecting information from unauthorised parties. If we take the example of your medical record, which contains information about illnesses and treatments you have had, this would be available to you the patient, the doctor who treats you and some, not all, of their team depending on the role they play.  Your next-door neighbour, someone at your place of work or a stranger in the street would not require access to this information, and if they did gain access this would be called a “breach” [19]. 


[bookmark: _Toc58313476]1.2.2 Integrity

Ensuring information consumed is not changed, from how it is intended to be.  If we take the example of a website, where products are sold.  Imagine the scenario where someone could alter the price of a good.  A competitor could increase the price to drive away trade and damage the websites owner’s business.  Or change the response received, to connect their clients to their website, therefore stealing the trade[19]. 

[bookmark: _Toc58313477]1.2.3 Availability

Maintaining access to information for authorized users, through the implementation of robust IT systems.  When one of the other principles cannot be broken, attackers may try to disrupt availability[19].  In itself this is damaging to a business but can also mean users take it upon themselves to try “plan B” (where one does not exist) which can breach the other principles.
It is the role of all parties to ensure that collectively these aspects are maintained for the business.

[bookmark: _Toc58313478]1.3 States of data

Hand in hand with these principles, CoffeeCapulus must understand that these principles are required during the entire life cycle of data, through its various states.  Any security system only being as effective as the weakest link[20].
[image: ][21]
1.3.1 [bookmark: _Toc58313479]Data at rest

Data, or information at rest, is when it is not being accessed.  In this state it will be held in storage, either cloud, network, or local disk[22]. 
1.3.2 [bookmark: _Toc58313480]Data in transit

When data moves from one location to another it is in transit.  Like a delivery driver, moving a package, from warehouse to customers house, “packets” of data more from computer to computer.  [22].

1.3.3 [bookmark: _Toc58313481]Data in process

While not in the other states, data will be in use.  This will be when an application, or process has access to, and is using the data[22].
[bookmark: _Toc58313482]1.4 Mitigating Techniques

To protect data in these various states, and adhere to CIA, to stop attack, CoffeeCapulus must take steps to implement mitigating techniques.  One system for this is the McCumber Cube.
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Figure 3 [23]
Which captures “1.2 CIA”, “1.3 States of Data” and adds the mitigating zone “Security Measures” to the equation.  This involves “Education, training and Awareness”, “Policy and Practices” and “Technology”.
[bookmark: _Toc58313483]1.4.1 ISMS/ISO 27000

This concept can be expanded upon as an Information Security Management Systems (ISMS), for example ISO/IEC 27000 (International Standards Organisation/international Electrotechnical Commission).  These are risk based approaches to IT Security, which require the identification of security risks, and the selection of appropriate controls to mitigate them[24].  The mandatory requires and structure can be simplified to these seven clauses in figure 4 expanded in Appendix B.
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Figure 4 [25]
These steps would create a bespoke set of actions for CoffeeCapulus, to improve the IT Security of the business when applied to the fourteen control sets, broken down into the five areas of focus below
	1 - Organization Issue
	2 -Legal Issues
	3 - Physical Security
	4 - Human Resources

	Information Security Policies
Organisation of Information Security (including BYOT)
Asset Management
Supplier Relationships
	Compliance
	Physical and environmental security
	Human resource security


[26]

	5 - IT-Related

	Access control
Cryptography
Operation security
Communications security
System acquisition, development and maintenance
Information security incident management
Information security aspects of business continuity management


[26]
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Figure 5 [26]
Figure 5 highlighting that IT security is a whole business issue, not only the responsibility of IT, and once again calls back to the weakness link citation.  All of these aspects would need to be adhered to, to ensure CoffeeCapulus was secure from Cyber Attack.
[bookmark: _Toc58313484]1.4.2 Mitigating Techniques Technology

Expanding on the technology component of mitigating techniques, these are some of the more popular steps CoffeeCapulus should implement in their environment[27]
· Patch management, as well as anti-virus, anti-malware programs
· Defend and limit privileges and accounts
· Enforce signed software execution policies and white listing of applications
· Exercise a system recovery plan
· Actively manage systems and configurations with an asset management
· Continuously hunt for network intrusions
· Leverage modern hardware security features
· Segregate networks using application aware defence
· Integrate threat reputations services and filtering tools such as Proxy Servers
· Enable strong passwords and multi factor authentication
[bookmark: _Toc58313485]1.5 Balancing

As recognised by the NCSC, security has to be balanced with usability, with usability being central to security[28].  The clearest example of this is a complex password policy, which will ultimately mean users cannot remember their passwords and therefore write them down, undermining the original efforts.  If the IT Security expert asks themselves, why do most attacks leverage social engineering, it becomes clear why IT Security experts need to do the same in their field.  An example being if something is too difficult to do, a human will find another way to do it, even if this is insecure[29].
CoffeeCapulus should do the following to improve overall security
1. Having an open dialogue with all business users
2. Be positive and welcoming
3. Act upon the aforementioned
4. Learn from the wider team to strive for workable security
[bookmark: _Toc58313486]2. Network Security

Driven by the above topics, the following network design is proposed for CoffeeCapulus to overcome the challenges faced, while delivering unparalleled security.
[bookmark: _Toc58313487]2.1 CPT Design
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The main network infrastructure is made up of the following components
· Switches, routers and firewalls, which would have redundant power and network connections for resilience, along with technologies like Hot Standby Router Protocol (HSRP)[30] to ensure 5 9’s[31].  Remote management would be carried out via SSH[32] for the security benefits it brings, and telnet disabled, along with encrypted passwords and message of the day warnings.
· The networks would be segmented into four parts, or VLANs[33] to limit traffic between them, with the edge of the network being protected by two firewalls for resilience.  These are the main office (including corporate wireless), wireless for BYOD, DMZ[34] (demilitarised zone) and Data Centre (protected by its own independent firewalls).
· Servers, which would serve content to the network, for example DNS and DHCP.
· Wireless access points would be configured to broadcast two SSIDs, one for Corporate Wi-Fi, protected by WPA2 RADIUS (adding protection to brute force attacks with lock out policies, and control over access with the requirement of bespoke usernames and passwords[35]), and one for BYOD Wi-Fi configured using WPA2 PSK.
· Cloud services, which would provide the services CoffeeCapulus currently consume, IaaS, PaaS or SaaS[36].
· Routers would be configured, to force VPN tunnel mode[37] when working with services held on remote sites.  Users devices would use VPN[38] services when connecting over un trusted networks to business resources.
Where possible, the switches, routers and firewalls were configured using the commands listed in Appendix F.
[bookmark: _Toc58313489]2.3 Packet Filtering Firewalls

As requested for this report by CoffeeCapulus a brief explanation on packet filtering firewall.  They examine all packets of information which pass over them.  It then compares these packets, against defined rules created by IT security.  Depending on these rules the packet will either be accepted or denied.
[bookmark: _Toc58313490]2.3.1 Advantages

Packet filtering firewalls have the following advantages
	*	They are cheap
*	Efficient, rules are decided within a few milliseconds (other firewalls have performance overheads)
	*	Transparent, only time they are apparent is when packets are dropped
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Packet filtering firewalls have the following disadvantages
*	Data within the packet is trusted, is it really port 80 HTTP, or is this being manipulated, “packet spoofing”
*	Every packet is analysed in isolation (stateless) therefore patterns of behaviour cannot be built for context
It would be recommended to undertake a full review of current market technologies prior to any purchase as next generation firewalls maybe more appropriate for CoffeeCapulus[39].
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Describes the real-world protections put in place to complement the other areas of IT security.  These include physical barriers such as locks, manned security, as well as more modern systems such as motion and environmental sensors.  It is important to note that these intelligent systems, can also create a risk to the network and will need to be risk analysed, and maintain appropriately.
The physical elements would require redundancy so there are no single points of failure (power, cooling) and in themselves may provide that to the other aspects, such as a secondary data centre, or off-site backup[40].
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Information security is the part of IT security, which deals exclusively with processes designed for data.  It includes data encryption, hashing, tokenization and policy to protect data everywhere[41].
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Data encryption dates back as far as when humans have wanted to share messages, but keep them secret from others, this is known as Cryptography.  In the simplest form a rule known to both parties, Cipher, changes the plain message into something else.  As with all systems, weakness will be found, and new systems developed to improve them.
Simple Ciphers were enhanced with the use of “Keys”, with the adoption of the Vigenere Cipher from the 16th century.  This key is used with a character map, which could be kept secret, and then a key could be shared between the sender and receiver to encrypt or decrypt the message.
This process of weakness discovery and improvements continue into modern encryption with Advanced Encryption Standard (AES) and Rivest-Shamir-Adleman (RSA) still using keys.
The principals of data encryption are built on CIA, and include “non-repudiation” where the sender cannot deny their ownership of their message or document[42].
[bookmark: _Toc58313495]3.1.1 Implementation

Where advantageous to do so, data encrypting should be implemented in all seven domains of IT infrastructure, at the various data states[43].  The following are some techniques for CoffeeCapulus with fuller information in Appendix D.
· Full disk encryption
· File level encryption
· Database encryption
[image: ][20]

· Virtual private networks (VPN) TLS or IPSec[44].
· Email encryption
· Managed File Transfer (MFT)
[image: ][20]
· Identify management
· Conditional access / role-based access control (RBAC)
· Digital rights protection or Information Rights Management
[image: ][20]
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An Information Security Policy is a rule set to guide users of IT assets in relation to their safe use.  It will be bespoke set of security protocols and procedures to be followed by all employees as well as other users.  It should be practical, enforceable, and reviewed to keep it current, for the purpose of mitigating security breaches.  The eight elements required in the Security Policy are[45]
1) Purpose
2) Audience
3) Information Security Objective
4) Authority and access control
5) Data classifications
6) Data support and operations
7) Security awareness and behaviour
8) Responsibilities
A template of an “Information security policy” is attached as Appendix E[46] which would be completed in part with the Board members of CoffeeCapulus.

[bookmark: _Toc58313497]3.3 Mobile Device Management Software (Asset Tracking)

CoffeeCapulus like many organisations have a requirement to enable staff members and service users to make use of their IT Infrastructure from their own device’s BYOD or BYOT.
The adoption of BYOT starts with the creation of the appropriate policy, which is what the parties are permitted to do from these devices, what services and data will be exposed, the level of control that will be placed over said devices and how the policy will be enforced[47].
A technological product will then be procured and delivered to the organisation to enact the requirements.  These products, Mobile Device Management (MDM) software, will protect data and assets in a number of ways.  Below is some of the common ways with more listed in Appendix G[48]
· Data-in-Transit protection; IPsec, SSL/TLS VPN, HTTPs
· Data-at-rest protection; full disk or application encryption, data segregation, backup, plus lock out and lock policies
· Authentication; by the user to the device, the device to the service and user to the service (backed by Multi Factor Authentication)
· Incident response; disable access to the BYOT system, remote wipe of business data and applications or remote wipe of all data, geolocation services for escalation to third party (Police)
[image: ]
Figure 6 [49]
Figure 6 is a Gartner review, Magic Quadrant, which scores products against completeness and ability to execute in reference to their solution. CoffeeCapulus should tender and procure one of these products.  Taking Microsoft as an example CoffeeCapulus could leverage their Cloud based system Intune.
Figure 7, maps the components Intune
[image: ]
Figure 7 [50]
[bookmark: _Toc58313498]3.4 Retained Data (Mobile devices connecting to CoffeeCapulus)

Using Intune as the example, CoffeeCapulus will retain data of the user’s devices.  These will differ between a personal, corporate-owned fully managed and dedicated device, but include the Device model, application inventory, owner, IMEI etc[51].
This information should be clearly described to the adopters of the service through the relevant policies and communication plans.
Corporate data retained by the device after using the service, will be protected using various methods referenced in section 3.3.
[bookmark: _Toc58313499]4. Assumptions

CoffeeCapulus would make good use of an “Air Gap” network[52].  The most sensitive intellectual properties being disconnected from untrusted networks, specifically the internet.
All organizational, legal, physical, and human resource issues would be given the full support of CoffeeCapulus senior teams and ownership, this is paramount in creating world class security.
[bookmark: _Toc58313500]5. Conclusion and Evaluation

A report which is 3000 words, will take around 12 minutes to read, in that same length of time it was estimate in 2019 26 million pounds was lost to cyber criminals[53].  It is easy to understand with this information why Cyber Security is so critically important.
Unfortunately, due to these large sums of money attackers reinvest in organisation and sophistication, which makes IT security increasingly difficult.
“A chain is as strong as its weakest link” may never have been truer, and for CoffeeCapulus to protect themselves they must implement and evolve a full security model, such as ISO 27000, across all of the domains, for all data states, with full engagement of all business members (enforced by business leadership).
Although BYOT has its challenges, as with all technology it opens up a business to risk, which if handled correctly can be mitigated against for the betterment of the business.
[bookmark: _Toc58313501]5.1 Future work

Learn to configure the ASA’s, motd, line etc, configure VLAN’s correctly, so DMZ, Data Centre, BYOD traffic are all separated, put time outs on all the switches vty etc, configure all devices in packet tracer to have working IP addresses, so further testing could be done on the design (labs allowed this to be undertaken).  Not just PC0 to PC1 ping, over layer 2. I believe this would be achieved using static routes.
Investigate how companies may use the dark web to store business data securely over and above random long URLs.
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Malware; malicious software, highlighted by the traditional virus, sensationalised by ransomware.  Will enter a network through a vulnerability, via a link usual activated by a user which then installs bad software.  Typically, it will then look to take down other components in the network, install other harmful more disruptive software, obtain information, and disrupt services on the device.
[image: ]
Phishing; a communication such as an email, or txt message, which appears legitimate, but is from a malicious actor.  The activity will look to trick the receiver into handing over sensitive data, or gain access to installing software on the users machine.
[image: ]
Man-in-the-middle attack; the eavesdropping attack, is where the attacker inserts themselves between client and receiver.  So they are able to intercept the information being sent, which they can then look to steal, or even change.  Like phishing, this can be used to ultimately install Malware.
[image: ]
Denial-of-service; is where an attacker will look to overwhelm the IT systems of a business, therefore stopping it being able to fulfil legitimate requests.  For example taking CoffeeCapulus website offline, leading to an immediate loss of revenue, longer term impact to the brand, or creating a distraction while under taking other activities (Whaling[54]), or hoping to expose other vulnerabilities such as process break down.
[image: ]
SQL Injection; using internet facing services, to directly enter a business’s network, by taking advantage of unintentional software bugs, for example enter malicious code into a websites search box, allowing the extraction of information from databases behind the server which would not intentional be shared.
[image: ]
Zero-day exploit; is the name given to an attack which is carried out against a vulnerability, before the solution to the vulnerability can be implemented.  For example, an IOS 13 bug allowed an iPhone to be unlocked without the password, allowing the contacts to be read.  Until this was mitigated by Apple rolling out a software fix, or the business pushing the fix out to corporate devices, the vulnerability could be attacked.
“
Appendix B
“
“1, Context of the organisation : define the scope of ISMS, audit internal and external issues, record the requirements of and any third parties
2, Leadership : set out roles and responsibilities of business members, define top management ownership, creation of Information Security Policy.
3, Planning : defines the need for risk assessment, treatment, treatment plan, statement of applicability and setting the Information Security objectives.
4, Support : lay down the availability of resources, competencies, awareness, communications and control of documents / records.
5, Operation : implantation of risk assessment and treatment, as well as controls and other processes to reach information security objectives.
6, Performance and evaluation : monitoring, measurement, analysis, evaluation, internal audit and management review.
7, Improvement : requirements for nonconformities, corrections, corrective actions and continual improvement.” [55]
“
Appendix C
“
· Update and upgrade software immediately, patch management, as well as anti-virus, anti-malware programs
· Defend privileges and accounts, limited access to the administrative account, administrative group and break down administrator control into smaller roles, implementations of Privileged Access Management (PAM)
· Enforce signed software execution policies, and application white listing, through modern operating systems to ensure legitimacy of software installed on devices
· Exercise a system recovery plan, to ensure robust disaster recovery plans are working and kept up to date
· Actively manage systems and configurations with an asset management system, working from a known base line of assets, continually monitoring, and improving the estate
· Continuously hunt for network intrusions, by assuming a breach has happened, using systems such as “Security information and event Management (SIEM), Endpoint Detection and Response (RDR) solutions.
· Leverage modern hardware security features, secure boot, trusted platform module, and refresh older non complaint hardware
· Segregate networks using application aware defence
· Integrate threat reputations services, allows for rapid response to global threats by reducing exposure by blocking DNS, URLS and IPs of known sources, as well as filtering tools such as Proxy Servers and Web Filtering
· Enable strong passwords and multi factor authentication
“
Appendix D
“
· Full disk encryption.  Protects the internal hard disk being mounted in another machine and the contents read, by hiding the contents unless the password is presented.  Does not stop someone who knows the password for being dishonest, or data being moved off of the encrypted hard disk. User is only challenged when booting the device for the password, so is transparent.
· File level encryption, individual files are encrypted using public key / symmetric encryption.  This also protects the file in transit. Users require the key to unlock the file on the end point, this additional barrier means transparent access is lost.
· Database encryption, protects the database files at rest.  Data is unencrypted during use and is therefore transparent to the user.
· Mobile Device Management (MDM), used to control data on mobile devices.  Corporations can set policies to all certain applications, block access to devices and force encryption of data which exists on them.
· Data Leak Protection (DLPs), for data at rest, allows the discovery of sensitive data on the network, where it can then be deleted or blocked.
· Cloud Access Security Brokers (CASB), like DLPs but cloud focused[21]
· Virtual private networks (VPN), are solutions which set up a secure network connection between the users device and the corporate network using either TLS or IPSec.  Data is then encrypted between the devices, as it is sent across untrusted networks[56][44].
· Email encryption, provides end to end protection for message bodies and attachments.  This can be based on Public Key Infrastructure (PKI), key based encryption.  It uses a private key (known only to you) and a public key (known to those to who you want to send to).  When the information is with the receiver, it can be shared unencrypted.
· Managed File Transfer (MFT), secure alternative to FTP.  Files are uploaded to cloud storage, where time out rules etc can be applied, a generated link is then sent to the receiver who can download the file via HTTPS.  Once downloaded the file can be shared unencrypted.
· DLP systems can be used to detect if and when secure data is being shared, by analysing the content of files.  These can then be flagged for investigation or blocked.
· CASB, again like DLP they offer similar functionality, but are applied by cloud providers.  For example if someone tries to download data from another country they would be blocked from doing so.
· In transit protection with digital rights, are systems which apply rules to the content, stopping content being printed, shared or downloaded further.[21]
· Identify management, to check that the user trying to access the data is who they claim to be and no identity theft has occurred.  Two factor authentication is an important aspect of this.
· Conditional access / role based access control (RBAC), rules which dictate where users are able to gain access to data from, and what they can do with it from those location.  Also the granular control of rights, for example breaking the role of administrator down into smaller defined roles, instead of blanket administrative access.
· Digital rights protection or Information Rights Management, setting specific rights to the actual data files, allow the full protection of the file from duplication or editing even when downloaded or shared further[21].

“
Appendix E
“
[bookmark: _8vmm2jdzr2zf]Data Protection Policy
[bookmark: _5u1skrwby9s2][Insert charity name]
Note about this policy template: Lots of template policies are unhelpfully long and simply reiterate large portions of the legislation. This template is different: it aims to provide a concise and practical document that can be used by trustees of small charities as the foundation for a working Data Protection Policy. If you have any doubt about your legal obligations you should always check with a lawyer. 
	Last updated
	


[bookmark: _zes111bs1jla][bookmark: _Toc56022463][bookmark: _Toc56024223][bookmark: _Toc58313504]Definitions
	Charity
	means [insert charity name], a registered charity.

	GDPR
	means the General Data Protection Regulation.

	Responsible Person
	means [insert name of person responsible for data protection within the Charity].

	Register of Systems
	means a register of all systems or contexts in which personal data is processed by the Charity.


[bookmark: _rmom9bimq30r][bookmark: _Toc56022464][bookmark: _Toc56024224][bookmark: _Toc58313505]1. Data protection principles
The Charity is committed to processing data in accordance with its responsibilities under the GDPR. 
Article 5 of the GDPR requires that personal data shall be:
a. processed lawfully, fairly and in a transparent manner in relation to individuals;
b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
c. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
d. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;
e. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and
f. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.”
[bookmark: _fc5gzqehz3ij][bookmark: _Toc56022465][bookmark: _Toc56024225][bookmark: _Toc58313506]2. General provisions
a. This policy applies to all personal data processed by the Charity. 
b. The Responsible Person shall take responsibility for the Charity’s ongoing compliance with this policy. 
c. This policy shall be reviewed at least annually. 
d. The Charity shall register with the Information Commissioner’s Office as an organisation that processes personal data. 
[bookmark: _v7qymv8hp0gg][bookmark: _Toc56022466][bookmark: _Toc56024226][bookmark: _Toc58313507]3. Lawful, fair and transparent processing 
a. To ensure its processing of data is lawful, fair and transparent, the Charity shall maintain a Register of Systems. 
b. The Register of Systems shall be reviewed at least annually. 
c. Individuals have the right to access their personal data and any such requests made to the charity shall be dealt with in a timely manner. 
[bookmark: _oz341whevwr0][bookmark: _Toc56022467][bookmark: _Toc56024227][bookmark: _Toc58313508]4. Lawful purposes
a. All data processed by the charity must be done on one of the following lawful bases: consent, contract, legal obligation, vital interests, public task or legitimate interests (see ICO guidance for more information). 
b. The Charity shall note the appropriate lawful basis in the Register of Systems.
c. Where consent is relied upon as a lawful basis for processing data, evidence of opt-in  consent shall be kept with the personal data. 
d. Where communications are sent to individuals based on their consent, the option for the individual to revoke their consent should be clearly available and systems should be in place to ensure such revocation is reflected accurately in the Charity’s systems.  
[bookmark: _1iq7rjqlje2v][bookmark: _Toc56022468][bookmark: _Toc56024228][bookmark: _Toc58313509]5. Data minimisation
a. The Charity shall ensure that personal data are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed. 
b. [Add considerations relevant to the Charity’s particular systems]
[bookmark: _bkwsqo6gr3nc][bookmark: _Toc56022469][bookmark: _Toc56024229][bookmark: _Toc58313510]6. Accuracy
a. The Charity shall take reasonable steps to ensure personal data is accurate. 
b. Where necessary for the lawful basis on which data is processed, steps shall be put in place to ensure that personal data is kept up to date. 
c. [Add considerations relevant to the Charity’s particular systems]
[bookmark: _893ssflhrxil][bookmark: _Toc56022470][bookmark: _Toc56024230][bookmark: _Toc58313511]7. Archiving / removal
a. To ensure that personal data is kept for no longer than necessary, the Charity shall put in place an archiving policy for each area in which personal data is processed and review this process annually. 
b. The archiving policy shall consider what data should/must be retained, for how long, and why. 
[bookmark: _vqi3sa1963hz][bookmark: _Toc56022471][bookmark: _Toc56024231][bookmark: _Toc58313512]8. Security
a. The Charity shall ensure that personal data is stored securely using modern software that is kept-up-to-date.  
b. Access to personal data shall be limited to personnel who need access and appropriate security should be in place to avoid unauthorised sharing of information. 
c. When personal data is deleted this should be done safely such that the data is irrecoverable. 
d. Appropriate back-up and disaster recovery solutions shall be in place. 
[bookmark: _mblk3j3c3czg][bookmark: _Toc56022472][bookmark: _Toc56024232][bookmark: _Toc58313513]9. Breach
In the event of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, the Charity shall promptly assess the risk to people’s rights and freedoms and if appropriate report this breach to the ICO (more information on the ICO website). 

END OF POLICY
“
Appendix F
“
· Set a device name - hostname *
· Stop a mis typed command querying DNS - No ip domain-lookup
· Set an encrypted password - Enable secret cisco12345
· Disable a  range of ports not in use - interface range FastEthernet 0/1 – 24 and shutdown (fastethernet can be replaced with gigabitethernet and likewise with the number range)
· Set a password challenge for the terminal line - Line vty 0 4
· Force the use of SSH when connect remotely - transport input ssh, with the password cisco
· Set a password challenge for the console port - Line con 0, with the password cisco
· Ensure all passwords are encrypted - Sevice password-encryption
· Set a message at login to the device - #Banner motd #Unauthorized access is strictly prohibited, and the full force of the law will be used to prosecute anyone who attempts to do so# (for the legal reasons, of warning someone they should not be attempting access)
· Writing the changes to the memory of the device - write
“
Appendix G
“
· Data-in-Transit protection; IPsec, SSL/TLS VPN, HTTPs
· Data-at-rest protection; full disk or application encryption, data segregation, backup, plus lock out and lock policies
· Authentication; by the user to the device, the device to the service and user to the service (backed by Multi Factor Authentication)
· Secure boot; enablement of technologies to stop devices which use the from being tampered with, therefore leading to vulnerabilities
· Platform integrity and application sandboxing; ensuring that devices remain in good condition, by forcing patching, looking for malware, and even containerising applications which contain corporate data so they are unable to interact with other partitions on the device
· Application white listing; ensuring that only pre approved applications can run on the device, therefore cutting down on installation of malware
· Malicious code detection and prevention; leveraging the underlying platform to ensure integrity
· Security policy enforcement; ensuring the content of rules in the BYOT policy are applied, for example “top secret data” could not be access via a “wireless network”
· External interface protection; allows the control of the devices interfaces, such as Bluetooth and Near Field Communication (NFC) to stop data being transferred outside of protected zones
· Device update policy; enforce operating system and application patching, failure to do so would stop the device being able to use the service
· Event collection for enterprise analysis; ensure the device remains in use by the user for the procured reason, and that no policies have been breached, for example leaver policy not followed as well as allowing IT Security to look for suspicious behaviour
· Incident response; disable access to the BYOT system, remote wipe of business data and applications or remote wipe of all data, geolocation services for escalation to third party (Police)
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Physical damage: fire, water, pollution
Natural events: climatic, seismic, volcanic.

Loss of essential services: electrical power, air conditioning, telecommunication
Compromise of information” eavesdropping, theft of media, retrieval of discarded materials
Technical failures: equipment, software, capacity saturation,

Compromise of functions: error in use, abuse of rights, denial of actions.




