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[bookmark: _Toc102244757]Introduction 
Healios Pharmaceutical Company is known as an innovator & drug developer. After the pandemic situation, the company tries to produce a vaccine for Covid-19. Employees are working hard to make a vaccine which will save all their lives. In the current days, the company is very close to their success; on the other hand, the Healios Pharmaceutical Company is very much worried about the hacking process. To ensure that their system is out of danger, the company hire Celiac Cybersecurity and Forensics Ltd employee, who is an ethical hacker who will conduct Real-life penetration testing on their website.  This report is based on the total working process of a penetration tester. This report will provide the detailed contingency policies of pentest and also analysis the penetration testing framework, which will help to find the weakness and technical flaws of the Healios Pharmaceutical Company. Therefore this report also provides penetration testing tools which also help in this process. Along with this, this report is including a list of vulnerabilities which are found on the website, about attack tools and also the protocols of the attack. This report also recommended which type of configuration changes should be needed for the company and also recommended the strategy which helps to avoid attacks.  This report will end with a timetable which will show the time for execution solution and an appropriate conclusion. 
[bookmark: _Toc102244758]Detailed contingency policies to be put in place before you begin Pentest 
As per Aylward (2019), being a pentest CCFL employee has some contingency policies or some steps, which are very much important to know before they start their work. The penetration testing process is goes through five different stages, which are actually exploring the strengths and weaknesses and also help to identify the right strategies and tools. 
[bookmark: _Toc102244759]Planning and Reconnaissance
Planning is the first penetration step, which involves simulating a malicious attack; with the help of this attack, it can be possible to gather much information as possible on the system. This process is one of the most time-consuming processes as an ethical hackers inspect the total design and identify the vulnerabilities (Hicks, 2019). The information was searched with the names and also with the email addresses. The ethical hacker goes to the depth of the investigation with the help of some methodology, such are network scanning and social engineering.
[bookmark: _Toc102244760]Scanning
Scanning is the next stage of the penetration test. Based on the finding, which is collected from the planning phase, the penetration tester start to scan all the tools of the system and find the main network weakness (Bolinsk and Martin, 2020). The scanning process is actually used for identifies the weakness of the system. In this phase, it is essential to gather correct information for the success of the coming phase.
[bookmark: _Toc102244761]Gaining system access
After identifying all the vulnerabilities, penetration creates the infrastructure by explaining the security weakness. After that, they will exploit the system to measure the depth of target environments they can go.
[bookmark: _Toc102244762]Persistent access
This step of the penetration step will show the impact of all the vulnerabilities by access privileges (Schramm and Ibrahim, 2021). in this step, the penetration tries to obtain the level of maximum privilege, including different network systems and try to access many systems, which will help to identify which data or which service will be perfect for them.  
[bookmark: _Toc102244763]Analysis and reporting
This is the final stage of this penetration testing. On the other way, this step is known as a result of the penetration test. In this stage, the security team of the organisation prepares a detailed about the report, which is actually described in the entire penetration test. This stage will provide seriousness of the risk and determine which tools are appropriate to build the best security; along with this,  in this stage, it will be possible to implicate proper security correctly and for, prevent all the future attacks correct all the vulnerabilities which are found. 
 


[bookmark: _Toc102244764]Analysis of a penetration testing framework 
In the process of penetration testing, it will help to analyse all the security vulnerabilities from the current network. In the process of penetration testing, the company can able to involve new techniques ad combinations for auto-scanning tools (Sciortino, 2021). Along with this, with the help of the penetration process, the company can able to exploring all the issues and also identify the possible threats and also the weakness. The penetration testing framework, which actually helps to guide all the processes of the penetration test. there are different types of penetration testing frameworks are available, which are network footprinting, Enumeration, password cracking, vulnerability assessment, Bluetooth specific testing, cisco specific testing, network backbone, server-specific tests, discovery & probing, final report –template; those are the main penetration framework, which are 
[bookmark: _Toc102244765]OWSP testing guides 
 In the step of the penetration testing process, the OWSP testing guides are highly recommended. Deepened on the different types of the application, these OWSP guides have different names for the different services. For the cloud service, the OWASP Web security testing guide is used; for the mobile app, OWASP mobile security testing guide and for the LoT firmware, OWASP firmware security testing methodology will be used. 
[bookmark: _Toc102244766]Penetration testing execution standard
the penetration testing execution defines the seven main penetration testing phases, which are providing the hand on suggestions during the testing procedure and it will advice on the security testing tools (Ghanem and Chen, 2019). the main seven phases are pre-engagement interactions, Threat Modeling, Vulnerability analysis, post exploration, reporting and intelligence Gathering.
[bookmark: _Toc102244767]PCI penetration testing Guide 
The PCI penetration testing guide will meet the requirement to define penetration testing. It also helps to define the guidance of penetration guidance. It will provide the guidance on Penetration testing components, Qualification of a penetration tester, Penetration testing methodology and on the Penetration testing reporting guideline.
[bookmark: _Toc102244768]Analysis and discuss penetration testing tools. 
From the viewpoint of Zhang et al. (2021), there are different types of penetration security testing tools which are helping to analyse the exact vulnerabilities of the system; on the other side, with the help of those penetration testing tools, a company can able to overcome form all the conflicts. The essential penetration testing tools are:
[bookmark: _Toc102244769]Netsparker
Nersparker is an automated scanner which will help to identify all the vulnerabilities such are cross sits scripting in a web application and SQL injection. The Netsparker uniquely verifies all the vulnerabilities and also helps to prove that they are real. With the help of this, time will not waste identifying the vulnerabilities manually; with the help o this, it will be possible to finish one scan. 
[bookmark: _Toc102244770]Acunetix
Acunetix is a fully automatic vulnerability scanner which is mainly used on webs. It will report on 4500 web application vulnerabilities. On the other side, it complements the role of penetration, as it will work automatically and take only a little time to test (Abu-Dabaseh and Alshammari, 2018). On the other side is also a time-consuming tool, as identifying the vulnerability from webs, it will take hours to test manually. Along with this, Acunetix fully supports JavaScript, and HTML5 applications, as it includes more advanced manual tools, which will help in the process of penetration tester and help to identify the widespread issue of trackers.
[bookmark: _Toc102244771]Core security
over the 20 years, core security has had the largest range of exploits in the market. Core provided guaranteed quality and offered technical support in the process of the penetration test. With the help of these security tools, a company can able to know the exact prices of the each model for both corporate and security consultancies.
[bookmark: _Toc102244772]Indusface WAS
Indusface WAS is providing the both automatic and manually penetration testing bundled. It also scans all the vulnerabilities and provides a report about all the vulnerabilities used on OWSAP. It also includes a website reputation check links. Different types of companies have a high demand for these penetration testing tools; with the help of this, a company can able to know about their services globally. 
[bookmark: _Toc102244773]Intruder 
The intruder is o of the most potent vulnerability scanner; it will mainly be used for cyber security, and also, with the help of the intruder penetration tool, it can be possible to identify all the weaknesses in the digital system and by the help. With this tool, it can be possible to explain the risk before it occurs all the system. This is a perfect automatic tool for the penetration testing process. This intruder tool includes 9000 security checks, and with the help of this process, it can be possible to make a guard from the all affected vulnerabilities.
[bookmark: _Toc102244774]Astra
Astra provides an automatic testing solution. With the help of this process, it can be possible to go to the depth of the all vulnerabilities and find the exact solutions. Along with this, this tool also helps to visualise vulnerability analysis.
[bookmark: _Toc102244775]Metasploit
This is one of the most advanced and popular penetration testing tools. Based on the concept of exploiting, it will provide the best solution after identifying all vulnerabilities. This tool is also used in web applications, networks, and also in servers. 
[bookmark: _Toc102244776]Explain the type of attacks 
[bookmark: _Toc102244777]a. List of vulnerabilities found on the website 
In the web application, there are different types of vulnerabilities found which will affect the system. Those vulnerabilities will destroy all when the data of a company. 
[bookmark: _Toc102244778]Injection
This type of vulnerability occurs when an attacker puts insecure code to insert. As the program is unable to access the code and on the other side, the attackers inject attacks to access all the confidential information. Examples of injection vulnerabilities include Command injection, SQL injection and LDAP injection.
[bookmark: _Toc102244779]Broken Authentication
Implemented incorrect authentication has a huge security risk; if the attackers notice this type of vulnerability, then they can easily steal the actual user identities. With the help of DAST AND scans, a user can able to remove those types of issues without any difficulties. 
[bookmark: _Toc102244780]Sensitive data exposure
 In this process, APIs allow the developers to connect their applications with third-party services like Google maps. In this process, some APIs has insecure data transmission method. With the help of this, an attacker can able to access the username, password and other sensitive information. 
[bookmark: _Toc102244781]XML External Entities 
when the attacker uploads or include hostile XML content due to insecure code, at this time, that type of vulnerability will increase in the system. With the help of an SCA scan, this risk can find out and provide a warning about this type of vulnerability. 
[bookmark: _Toc102244782]Broken access control 
if the access restriction and the authentication are not properly implicated, on, that time user has to face this type of vulnerability. At that time, it will be easy for the attackers to control all flaws; an attacker can able to access all the sensitive files of the user.
[bookmark: _Toc102244783]Security misconfiguration
Errors in general security configuration are a huge risk; with the help of this process, attackers can quickly and easily access all the sensitive data of the users. 
[bookmark: _Toc102244784]Cross-site scripting
With cross-site scripting, an attacker can gain the advantage of sending commands in the confidential application of the users. With the help of training developers, it can be possible t overcome this type of vulnerability. 
[bookmark: _Toc102244785]b. Attack tools are used
As per Zhang (2019), in the present day, there are different types of attack tools available. Most of the attacker's attack with the most upgraded tools; which the help of those, an attacker can able easily and quickly access all the confidential information of the users. 
[bookmark: _Toc102244786]LOIC
LOIC is one of the famous attacking tools, which is freely available on the internet. With the help of these tools, attackers not only stole all confidential data with this they also requested the user to join the DDOS attack via IRC (Alzahrani and Hong, 2018). This tool I used by a single user on a small server. This attack tool is easy to use for all beginners. 
[bookmark: _Toc102244787]ZOIC
XOIC is another attacking tool. It will perform against any kind of server. The main target of this tool is to steal all the IP addresses and passwords for all confidential information. It is also easy to use a tool, and attackers can easily get all the information with the help of this type f tool. 
[bookmark: _Toc102244788]HULK
HULk is another attacking tool, which is generated with the help of a unique request from the webserver. By making a pattern, attackers can attack to get all the confidential information from the user (Aysa, Ibrahim and Mohammed, 2020). With the help of this, attackers can gather known user agents and randomly send requests to them. 
[bookmark: _Toc102244789]R-U-Dead-Yet
This is another attacking tool; in a short name, it is known as RUDY (Davies, Macfarlane and Buchanan, 2020). With the help of this tool, attackers attack with long-form field submission and are able to get all the confidential information easily. 
[bookmark: _Toc102244790]c. Protocols involved in the attack
The protocol of the attack is designed with the capacity of a network, the infrastructure of servers, firewalls and load balancer. On the web, there are different types of protocols are there, such are 
[bookmark: _Toc102244791]Address resolution protocol
Address resolution protocol is a communication layer protocol which is used to identify all the media access control, which is shown in the IP address. 
[bookmark: _Toc102244792]Domain name system
IP addresses are mainly numerically made, which are not easily readable; for this reason, the Domain name system will help to show the name of the particular IP address. In this process, the attacker replaces the IP address to send the target audience to a malicious website.
[bookmark: _Toc102244793]File transfer protocol
This is a network protocol which is based on the server model. This is mainly used to transfer files to clients from the server (Marvin et al., 2020). Attacker user files transfer protocol when they use the tool of cross-site scripting. 
[bookmark: _Toc102244794]Hypertext transfer protocols
This protocol is used for secure communication on the system. With the help of this attacker, break the encryption and get all the information and password. 
[bookmark: _Toc102244795]Recommendations 
· The Healios Pharmaceutical Company can able to secure all confidential data by use of above mention penetration tools and framework. To secure all data, it will be necessary to change the configuration of the total system (Du et al.,2019). With the more development of the web server, the Healios Pharmaceutical Company can able to keep all confidential data safe and secure. 
· On the other hand, the penetration testing process is the best way which will help the company to identify the main problem of main conflicts. A proper penetration testing process will help the company to remove all the risks from their web by being examined very well (Rytel, Felkner and Janiszewski, 2020). This process will start with solid planning and end with an exact result, which is very much helpful in keeping all important data safe and secure. 
· Therefore the Healios Pharmaceutical Company will buy new software and hardware for their safety. With the help of this process, the cyber attacker could not able to steal their confidential data by any process. New software and hardware will be more strong than the previous. With the help of those software and hardware, the Healios Pharmaceutical Company can able to innovate new formulas for new drugs, which can save lives. 
· On the other side, the Healios Pharmaceutical Company can gain different types of effective strategies or tools which can prevent the web attacking process from different techniques (Long et al., 2020). in the recent day, attackers also gained different types of upgraded technology for more attacks. To prevent those, the Healios Pharmaceutical Company should adopt some initial strategy, which will help to reduce the level of web attacks, and with those strategies, the Healios Pharmaceutical Company can be safe and secure all confidential data from the web attackers. 
[bookmark: _Toc102244796]Cost of solutions 
In this process, it will be necessary to replace for more security. To secure all the data about the vaccine of Covid-19. The Healios Pharmaceutical Company need to change their software and also their hardware for more security. Along with this, with the help of this process, the company can able to overcome all the web attacks which can destroy their all research on Covid-19. in this replacement process, the Healios Pharmaceutical Company spent a total of $40-150 on their software replacement and on the other side the Healios Pharmaceutical Company spent total $100-$225 for hardware replacement (Dieber et al., 2020). Depending on the technology, the total cost of the implementation of the fix is between $50,000 to $250,000. The company spent a massive round of money for increased the security level. This can help the company to produce an effective Covid-19 vaccine all over the world.  Along with this, the entire process will take a total of 700 hours of development. 
[bookmark: _Toc102244797]Gant chart
	Activities 
	Start date 
	End date
	Duration 

	Planning and Reconnaissance
	4/6/2022
	4/13/2022
	8

	Scanning
	4/14/2022
	4/18/2022
	5

	Gaining system access
	4/19/2022
	4/25/2022
	7

	Persistent access
	4/26/2022
	4/30/2022
	5

	Analysis and reporting
	5/1/2022
	5/5/2022
	5


 
[bookmark: _Toc102244798]Conclusion 
From the above discussion, it can be concluded that the Healios Pharmaceutical Company take the right decision to hire a good CCFL employee. With the help of this, the Healios Pharmaceutical Company can able to overcome different types of web attackers or cyber issues. This report there are discuss several web attackers, which can use various kinds of protocols for gathering all confidential information. Therefore the above mention penetration testing framework will help the CCFL employee to work smoothly, which will help to identify the exact conflicts or vulnerabilities. On the other hand, the help of above mention tool is very useful in the process of a penetration test. With the help of those tools of penetration testing, the Healios Pharmaceutical Company can get the best result in their penetration testing process. The other section of this report will provide the information about the list of vulnerabilities which already exist on the website and also explain the attacking tools, especially attackers are used that type of different attacking tools for stole all the confidential information from the user. The recommendation part helps the Healios Pharmaceutical Company to overcome all the technical flaws with the help of appropriate penetration testing. 
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[bookmark: _Toc102244800]Part 2
[bookmark: _Toc102244801]Introduction
Cyber authentication has been the practice of recognising and ameliorating the dangers affiliated with virtual devices' weaknesses and menaces. The phrase "cyber" is a colloquial concept for a web-connected machine or every other gadget with a microcontroller, input/output, as well as connectivity links. Viruses, bugs, malicious code, and "keyloggers" are examples of prevalent dangers. Cyber violence seems to be a pertaining word that refers to the usage of internet techniques in hostilities to obtain goals which might be impossible to accomplish utilising legitimate methods. Data restoration is among the highest difficult attempt to extract information that has been manipulated throughout a cyber-security system. That is the operation of regaining records from a compromised or distorted database medium once normal practices fail to reestablish those documents. In occasions of critical information damage, it is among the most appropriate and effective procedures. This procedure further contains the recovery of removed documents from hard disks. It is challenging, and no inexperienced person could carry it out. This operation should only be performed by strongly competent backup and restore specialists. To recover the wasted records, they employ a variety of application and electronics equipment. Each business arranges for these emergency preparedness. In this case scenario HPC has lost data which is highly important regarding covid-19 vaccination. One of their employee Neal has been in the process of preparing formulae for the vaccine. As the company has not given her the promotion she was expecting, she deleted all the files regarding the vaccination formulae. Now, to explore the instance and restore removed documents comprising synthetic equations and computational codes, a Digital Forensics Inspector has been assigned by the company. The investigation procedure and mitigation process will be discussed in the following report. 

[bookmark: _Toc102244802]Security Analysis Techniques and Procedures module:
According to Rosa et al. (2019), over the last 5 generations, the accumulation, computation, and analyzation of authentication statistics have skyrocketed. Indeed, according to the current authentication insights investigation, 28 percent of organizations contend to be accumulating, preparing, and analyzing substantially further vulnerability information than they happened 2 years earlier, whereas a further 49 percentage contend to be accumulating, computation, and analyzing slightly further information throughout the identical timespan.
An organization such as HPC should be conscious of the risks and dangers as well as the ways  to deal with the situations on a constant schedule, as well as conduct protection assessments to identify potential risks and security issues. This could assist HPC in avoiding any situation mentioned in the case study. There are several ways to perform the security analysis, which will be:
Data Retrieval Reliability
Depending upon the category of repaired device details and the infringement occurrence method, recoverable records verification assessments may include folders, vulnerability scanning, emails, or collected query processing.
IT developers of the HPC should deliver the highly secure application, which is required to eliminate the possibility of documentation misfeasance (Praitheeshan et al., 2019). Depending upon the resilience of the privacy procedure command plan to safeguard the statistics, possible allocation might be exacerbated by unintentional or purposive irresponsibility or obliviousness.
Reconstruction of an Occurrence
As a desktop enquiry professional, I could teach HPC workgroups how to conduct a prosperous forensics altercation disclosure encounter. I assist through Root Cause Analysis (RCA) evaluation disclosures as well as obtain schedule contract adjustments in both framework inspection records and document descriptor revisions to establish the incident's end-to-end occurrence image.	Comment by Carlene Campbell: Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
This accumulation would then provide verification of the exact discussion relating details as against theorized accusations which might not be believable as permitted artefacts for legitimate judicial briefings (Shanbhogue, Gupta and Sahita, 2019). The mobility and framework processes collected are compiled into an extensive incident observations document which could also connect either a device's recognition or a connectivity intended reference which could be conveyed, providing integrated supply esteem and quality standards.
Deleted file analysis
According to Zeebaree et al. (2019) while accumulating artefacts during a desktop violation enquiry, the incident necessitates not only obtaining the statistics relevant towards the altercation, but also its believability by becoming tamper-free once handled.
My teammates offer reconstruction and disclosing analysis methods to guarantee that document schedule discovery tags, checksum numeric information confirmation against the past recovery version, and document shareholding characteristics were coherent on previous decency approvals throughout the recovery method, and were handled properly as requested.
Documentation Spoliation
My group will carry out a credible activity evaluation in collaboration with HPC's assistance authoritative division to verify that the potential of Destruction is kept to a minimum rate (Tabrizi and Pattabiraman, 2019). Technology and method management necessitate a rigid, regulated method that has been demonstrated to emerge in their existing facilities. Inside a legal proceeding, this is required. 
[bookmark: _Toc102244803]The forensics methodology use to investigate and restore the deleted files:
As opined by Yoon and Lee (2018), Computer investigators, also known as virtual forensics, seem to be the subdivision of investigative scientific facts that deals with lawsuits involving the utilization of desktops and some cloud-based formats. With the increased utilizations of notepads, desktops, personal Computers, Personal digital assistants, as well as other electronic media throughout the household and business enterprises, legislators and legislation regulation departments are concerned regarding innovative issues of interest.
Forensic accounting is an intricate scientific method that necessitates the use of specialized technologies to retrieve strongly responsive details without compromising the file's authenticity. Group of strongly qualified specialists and validated competence in cybersecurity of "Ceca Cybersecurity and Forensics Ltd (CCFL)" could assist humans, law advisors, technology counsellors, security officials, juries, and organizations like HPC with their studies.
Process of recovering HPC's data:
Deleted documents from a storage device are indefinitely erased. This isn't for desktop forensic experts that would be. Such computer forensics professionals retrieve digital information from the storage device using both equipment and application remedies.	Comment by Carlene Campbell: Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm
The 1st step would be to create a bit-accurate duplicate of this same storage device. To retrieve information, professionals either utilize technical measures such as a try writing obstructing machine or an application remedy (Wahyudi, Riadi. and Prayudi, 2018).
Employing a pre-occupied toolkit of operating system equipment can sometimes be required during the information retrieval methodology. Other experts love to establish their own framework by assembling important software applications to solve specific issues.
Over almost each phase of the investigative records retrieval methodology, possibilities surround. The forensic examiner may require utilizing application to undertake an information gathering of the disc on occasion. Other technology is used by professionals to analyses email accounts.
Forensic technology could also be tailored to particular hardware and software. This contains various functioning structures such as open standards and safeguard Linux designs (Bria, Retnowardhani and Utama, 2018). Forensic data retrieval solutions employ a plethora of application and devices methods in the course of corruption proceedings.
Forensic tools to recover HPC's data:
"X-Ways Forensics" seems to be the finest piece of forensic application. According to Chopade and Pachghare (2019), X-Ways Forensics provides a broad range of techniques to aid inside the forensic information retrieval procedure. "X-Ways Forensics" is among the popular tools advised by many specialists for disc reproduction and information retrieval, as well as figuring and obtaining misplaced or removed documents. This investigative data retrieval application is often an ultimate must-have for most organizations like HPC for gathering evidence due to its numerous distinct characteristics. This incredible application will allow HPC's IT department to quickly cooperate with other employees who are utilizing the identical operating systems (Simanjuntak and Panjaitan, 2019). This will help the company's IT department to monitor each system and warn them if any kind of tampering occurs.
The forensic specialist can also use Cellebrite to restore the deleted file.
"Cellebrite" seems to be a full-featured forensics information retrieval application that could assist the computer forensics investigator hired by HPC in their investigation with cloud-based analytics tools that are completely engineered with their research requirements in thought. This incredible application combines industry-leading device direct connections as well as analytical techniques to propel the limits of device intellectual prowess. Cellebrite's 2 different key parts, "Blacklight and Cellebrite Virtual Receivers", augmented "Mac and Windows" forensic investigation breakthroughs to emerge the observations required to settle the complaint (Tara and Mishra, 2021). With Cellebrite technology's sophisticated information retrieval characteristics, the forensic investigator of "Ceca Cybersecurity and Forensics Ltd (CCFL)" could quickly retrieve removed information and folders. 
[bookmark: _Toc102244804]Recommendation to avoid such damage:
1. Authorizes and Access Management
To maintain worker devices and control mechanisms, HPC should utilise correct authorisation restrictions and "Privileged Access Management". The worker must be offered accurately the control mechanisms that they require, neither fewer nor further. If offered little, it would also have an impact on profitability; if offered extra, it might indeed expand the door to a metasploit, which might be catastrophic, as in this case (Casey and Souvignet, 2020). The increased record should be regulated and tracked because they undertake rising permissions and would then have the influence of misuse if the systems collapse into the wrong persons. Each of the individual's devices must be safeguarded and supervised.
2. Device Recovery Plan Integration
For the event of a catastrophe, including a natural disaster like storm surge or a seismic activity, HPC must be prepared with a retrieval scheme to respect for workforce, property, and remediation while continuing to endorse the organizational framework from a location which is not impacted by bad incidents. As a result, a retrieval strategy should be developed, reviewed, and practiced (tested) on a constant schedule.
3. Putting Contemporary Hardware Encryption Attributes in Place
In modern equipment includes excellent authentication methods including "Unified Extensible Firmware Interface (UEFI)", "Trusted Platform Modules (TPM)", equipment configuration management, disc cryptography, and protection of the ports (Malik, 2018). Each of these must be empowered to protect equipment protection infringements that could lead to the theft of critical information and violation of privacy.
4. Multi-factor validation 
This is merely a defense in depth strategy that adds an extra level of protection. The intruder would then have the most complicated time breaking a machine that has multi-factor verification facilitated; this can never be cleared except physically obtained or confronted (Noura et al., 2020). As a result, organizations must invariably use multi-factor authorization in all locations where this is possible.
5. Control system and Configuration
The organization must examine the application that has been installed on the employee's devices as well as the authentication and authorization which are facilitated for users. Employees must furthermore be guided to submit inquiries to delete unneeded applications or prerogatives which are not needed as an aspect of their contribution. This would decrease the system vulnerabilities to a bigger degree.
6. Boost and keep updating your application.
As quickly as the processes and applications are granted access or published through the segment, the organization must update and reinstall those. This is a great training to computerise the strengthening method because the conventional operation may be ignored at moments, however, once it arrives to mechanization, it is planned to execute as a component of the purview. The malicious actors continue to search for updates and potential misuses, which could afterwards be used in N-Day breaches (Karabiyik and Akkaya, 2019). The upgrades are invariably approved and validated by firmly sharing them via shielded connections. 

[bookmark: _Toc102244805]Conclusion
As per the artefacts referenced previous section, information restoration is an innovation that everybody requires. It is extremely beneficial and simple to utilise since all decent desktop businesses presently generate information retrieval application for personal computers. And it transforms into a type of company in this entire globe. Businesses operate against one another to offer the best records retrieval provider. As a consequence, most desktop viewers must understand how to utilise records retrieval applications since we live in a technological era and must utilise most systems to live a great and comfortable daily life.
 The aforementioned security analysis and recommendation will help HPC to avoid such kinds of incidents. After performing the forensic methodology, the data will be restored, and they will proceed with their organizational works.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged with the literature using relevant sources and materials. Appropriate referencing convention used.  (Grade mark: 73.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]11

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have provided the relevant knowledge but provide too much on the research aspect. This demonstrates some lack of understanding.  The research focus should mainly be on both tasks and not giving an epistle on the concepts. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have explained application of the methods, tools and technique used to carry out your tests. More critical analysis would enhance this section and limit the amount of research on the concepts.  You have not done penetration testing on the live website 
Part 2 was done more like a research piece of work. You should do more work and list the methodology steps that need to carryout the investigation. Note, the first procedure should be: 
• All the ceased devices carefully placed in anti-static bags and transported them to a forensics laboratory. 
The schedule to execute the potential solution done, cost solutions done, recommended solution given. No invoice for the forensics investigation portion. No Chain of custody document and sample generated report done  (Grade mark: 70.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]28

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Not done (Grade mark: 0.00%)
	[bookmark: totalPAD]25
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]A presentable and professional work.  However, there are a number of grammatical errors. (Grade mark: 70.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]3.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]53%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	




Start date 	Planning and Reconnaissance	Scanning	Gaining system access	Persistent access	Analysis and reporting	44657	44665	44670	44677	44682	Duration 	Planning and Reconnaissance	Scanning	Gaining system access	Persistent access	Analysis and reporting	8	5	7	5	5	
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