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	Building a Secure Home Network

	Project type

	Experiment

	Description:
Most part of UK has broadband coverage and millions of home users are connected to Internet via ISPs. How secure are today’s home network? The main aim of this project is to analyse the existing security measures on Home network and recommend steps or new security measures to home broadband users to allow remote working.



Introduction and Background
The ubiquity in the home broadband had seen the gradual shift in traditional patterns in the academic delivery, work location and shopping to mention but a few. These unprecedented growths require a matched growth in Security to counteract the rise in cybercrime. The broadband home connection in the United Kingdom 2003 was pegged at 11% with a recorded upward movement to 96% 2019[2] The tech industry has seen the growth in IOT (Internet of Things) devices for use in modern day smart homes .The outbreak of Corona Virus (Covid-19) required improvised solutions to keep the Global economies and wheels of production in motion and the measures put in place included a shift in the discharge of commercial and Enterprise business. Cognisant of the transformation that were already being registered in the broadband sector, the need for security in home network has increased more than ever. The UK Government has invested an estimated £200 million towards rural fibre connectivity with a target to achieve full fibre broadband network by 2033 in the UK[3]. The continually investment  is a sign of projected growth in home broadband efficiency.
In matching the current and expected changes in home broadband use,  there is need to improve the SOHO network security to the equivalence of  Enterprise security, to ensure Confidentiality, Integrity and Availability (C.I.A ). The changes brought about as a temporary scalability measures of allowing employees to work from home during Covid-19 lockdown has indication of changing the working culture of many Enterprise entities. The upsurge in remote working requires a holistic approach in ensuring compact home network security to match the growth of IOT devices and remote employment against the unpreceded rise in Cybercrime. Data is the biggest mine field for Cybercriminals and its manipulation can be detrimental to the continual operation of Entities and individuals. The identification of Home Network security weakness and solution provision will have saved the British consumer from losses amounting to an estimated £4.6bn in 2017[6]. The cumulative cost incurred from insecure home networks is more than just financial, as it can be traumatic with victims suffering emotional stress, relationship breakdowns that may need the involvement of institutes such as National Health services(NHS) in  managing mental stress.
The CIA Triad is a venerable model in security that is used in the policy formulation and the identification of any areas of weakness and the remediation procedures to such. Confidentiality operates on a need to know bases, thus the provision and defining clear access levels of information. Whilst is important for a Payroll Officer to know salaries of Trinity St David’s  Lectures salaries to discharge their duty, it will not be important to the Librarian of Trinity St David’s  to access such information and hence there should be a policy the bars their access to that information. Integrity is there to guarantee the non-alteration of data by any unauthorised party, as once alteration occurs the meaning and content of the application changes as well. A bank wire transfer for £100.00 to a student`s account from Students Loans Company if altered to £1000.00 by inputting an extra 0 may prejudice SLC of £900. Availability, it is availing data to the user as and when needed through ensuring system scalability. It is the reason at institutes like Trinity St David’s  the University conscientize Students on the need to have fundamental work stored in different forms and formats to ensure availability if disaster was to occur. 
The major Global challenge is to scale up home broadband security to levels acceptable by Enterprises, so that Enterprise systems and sensitive information is not compromised. Secure remote sites allow continuity and flexibility in formulation of work patterns. Enterprises can also reliably utilise remote networks with confidence, in circumstances  such as phases of National lockdowns.  
Research Aims and Objectives 
AIM
To identify home/small office home office network security vulnerabilities and how to secure them to Enterprise standards using open source tools for improving remote working security.
Objectives 
To identify home network security vulnerabilities 
To carry out penetration testing on Home IOT devices 
To harden home network security using open source tools
[bookmark: _GoBack]To set IPS and IDs as mitigation against Vulnerabilities threat
Critical Literature Review
A research Study of Wireless Network security  by Suniota Saini, Dr Yogesh Kumar Sharma[8]In a thrust to increase productivity through openness to data assets most Corporate enterprises are strained financially to ensure security of their systems to accommodate remote working as with wireless networks. The major hindrance in erecting a secure system that includes remote working is the financial capabilities of the smaller Enterprises that may be operating on a shoestring budget[8]. Security is an expensive investment and smaller enterprises at times fore go the investment in securing the system to breakeven in their business. Whilst investment in securing systems should be a standard with Enterprises, some of the Enterprises tend to be reactive in approach in a risky environment where proactive security measures are required. In the Research the authors highlight the vulnerabilities associated with wireless security  and how to mitigate the 11 concerns to improve efficiency through addressing security issue.
Detica on behalf of Ofcom( Office of Communication) undertook a security and resilience assessment of the  UK Telecoms network to validate it security against none-deliberate threats. The issues that were identified and noted to be of concern included the preference for cost over the securing of networks by the service consumers. The growth in the outsourcing of services and support offshore created security loopholes as offshore Corporate standards and operation procedure are not an exact replica of mainland UK or EU. The reliance on offshore services is critical in maintaining profitable business operations but may be detrimental to security.  The ignorance by end-user on the basic security measures to secure home broadband is a challenge in attaining an acceptable level of security. The ISPs driven by cost reduction  deliberately invest in less secure infrastructure compromising on resilience and diversity of Network infrastructure .
The home broadband network security vulnerabilities can be assessed using the PESTEL( Political, Economic, Social, Technology, Legal and Environmental) analysis framework. Cable vandalism and theft  has major impact on resilience and security of broadband and network operations . The market monopoly by a few Telecoms giants in the UK has meant gradual and slow improvement in the security and efficiency of broadband delivery as there is continual reliance on an ageing and outdated infrastructure. There is pressure and demand from end-users for the provision of enhanced services at the same cost that the ISPs cannot sustain. The Telecoms ISPs relay on Specialist SME that do not have any competition  [1].  The legal framework can be a tool that can be used in the upholding and improvement of service delivery by ISP. Political environments can  be a determinant to economic performance that entails investment in the upgrading of infrastructure.  M Willsher  etl [1] concluded in their report as a vulnerability reduction remediation the need for Telecoms ISPs to overhaul their infrastructure as opposed to patching and merging the existing infrastructure. 
The concept of “work is an activity not a location” can be enhanced through utilisation of vendor selection application and services. Leveraging on secure connections can be established using SSL Secure Sockets Layer , IPsec and Multiprotocol  Label Switching  (MPLS) that allows transfer of data between nodes using short path labels to speed traffic flow based on IP Virtual Private Networks. Biometric authentication has increasingly become a recommended and trusted form of securing personal devices in a home network and other forms of security includes  personal firewalls, intrusion detection and anti-virus software the amalgamation and integration of these security protocols and applications is a guaranteed way that Enterprises eliminate or minimise security breach within their extended infrastructure that includes remote and home working[9]. 
The emergence and growth of Smart Homes has posed a security concern with user identification, authentication and authorisation necessary in the hybrid broadcast and broadband systems. Federated authentication as a validation of identity has been single sign on (SSO) procedure used within Enterprise Organisations to leverage and circumvented the need  to authenticate and sign on to each organisation secured platforms and applications. The challenge however arises with remote working  in instances of where user is on SSO and they suffer security breach that allows the hacker to do lateral and pivot breach of the different applications and services that are amalgamated in the SSO  authentication. There areas that are of concern that cannot be tied to the weaknesses of SSO, but rather on the efficiency and easiness of platforms secured by SSO can be captured once breached. Due to the high number of IOT devices  in Smart homes which can be used as gateway to attack the critical home network infrastructure, lack of security essential IPs and IDs that can thwart attacks on the network. 
 Literature Review
The COVID-19 pandemic has increased the need for secure home broadband as working from home has become more predominant. A 1/3 of IT department heads admitted having suffered breach in data as a result of remote working according to Apricorn research published in 2019 and 50 % unable to confidently guarantee compact security of data in remote working settings [3]. The need for continuity in team collaboration and meetings has seen the rise in virtual conferencing but this surge in demand for such services is a major threat to CIA as there is lack of end to end encryption with some of the providers. Zoom CEO Eric Yuan issued a public apology on YouTube due to security lapses suffered by the App in the Month of March 2020[4] 

In chaotic situations and vulnerable moments Cyber criminals thrive in exploiting the status quo to leverage on “lapse” in security. SentinelOne an artificial intelligence endpoint security platform during the periods of February 23 2020 to March 16 2020 has record of data that shows attempted threat attacks on endpoints at around 145 threats per 1000 endpoints, a rise of more than 350% in comparison to 30-37 threats at the start of the period[3] this is mainly due to workplace disruption due to COVID-19 pandemic. It is vital to have effective IPS and IDS tools on the market that are effective in guarding the dynamic nature of Cybercrime.
The COVID-19 pandemic has propped up global uncertainty as people and enterprises seek to fill the information gaps on solutions on the outbreak, living them more exposed to cyber criminals. National Fraud Intelligence Bureau in the month of February 2020 had put the monetary loss to Corona virus scams at £800000 and with an estimated 4000 COVID-19 domains being registered with the bulk likely to be fronts of cybercrimes[5]. The Covid-19 has exposed how  home networks are not secure to meet change requirements when the need arises. The need to guard against Enterprise systems being compromised  requires robustness and aligning systems security requirements to match the current business demands
Enterprises besides having remote workers handling large amounts of data in using insecure home networks, the use of third-party services for data exchange has become a major concern to information security departments within Enterprises. Application such as Remote Desktop Protocol (RDP) for remotely connecting on work stations running on Windows such as computers and servers have seen a rise in bruteforce  attack since the beginning of March 2020 in attempt to get access to Enterprise networks[9] Cyber criminals persistently attempt to bruteforce username and passwords till they manage to infiltrate at target computer. In 2019 Kaspersky managed to identify close to 37 vulnerabilities within VNC protocols [9] hence companies and enterprises have been urged to be vigilant in hardening their security.
The home broadband router is a considered cash cow for hackers, as once plugged in during connection by the ISP rarely do the consumers do an assessment of their home routers, as they are left without any necessary firmware updates and patching for years making them more susceptible to exploitation and attack from hackers and malware. The extremities in security compromise ,besides identity theft, they can be used to generate fake traffic  as a decoy of illegal online activities happening on a different site.[7] It should be a matter of national interest for Government, ISPs and business Enterprise to raise awareness with the public on the importance of adhering to basic security protocols necessary in the protection of their home network.
The virgin media home broadband routers Super Hug 2 and Super Hub 2AC both Netgear brands were discovered to have a major security flaw in 2017, the vulnerability in the backup configuration for port forwarding and dynamic DNS setting for any future restoration, though encryption was provisioned for but the key was discovered to be the same for all hubs. This loophole was identified as a potential exploitation point for attacker an with administrative access to manipulate the configuration file and allow remote access[6] The broadband accessories and kit provisioned by Internet Service Providers(ISPs) at times just comes with bear minimum security that leaves the user compromised and very vulnerable to cyber-attacks.



Methodology
Theory- The research shall use positivist theory in approach
Philosophy-As the research is set to establish the security vulnerabilities with UK home broadband that are a challenge to remote working. The research shall be Deductive in nature.
Strategy- Experimentation within legal framework will be done to establish and highlight vulnerabilities with home broadband network security. 
The researcher will carry out validation on home broadband network security utilising free open source tools to identify the critical security loops that may be a challenge to remote working.
An array of appropriate open source tools will be utilised in bench marking  and implementing the security to the standards of Enterprise Corporations.
Resources & Planning 
Finance- In undertaking the project a budget in establishing a conducive test environment and covering miscellaneous cost has been estimated at £200-00.
Source Material- Access to journals and publication as data collection and review of the security standards in remote working.
Home network- Home hub/router, home firewall  and open source security software and network vulnerability assessing tools.
Computer and Printer- a computer and printer  to annotate and monitor the different trends in vulnerability exposed vs secured environments. Computer as a tool for data research and typing the project.
Supervisorial assistance- guidance and assistance by an appointed member of UWTSD staff in monitoring the content and validity of the research process.  
Open source security tools-
 Wireshark-  It is an open source packet analyser tool that will be deployed in the monitoring of packets and to trouble shoot to identify any anomalies with network that may be of security concern.
Nmap UDP scanner- UDP as a protocol does not acknowledge session initiation and this can be equally used by hackers to be probing your network, with the rogue UDP probe avoiding the security radar
BT Wholesale broadband speed test.-A download and upload broadband utility measurement tool, and after its installation 
Antivirus – As a tool it will used as a Intrusion detection or Intrusion prevention tool to determine if any changes will be observed before and after its installation 
Outcomes
The researcher seeks to identify the security standards provisioned by UK ISPs and establish if it suffices enough to the equivalence of Enterprise network security.  The research will try to establish the vulnerabilities that exist within home broadband in the UK. The research will establish if security provisioned for can be secure to accommodate remote working.
The research is expected to establish that Home broadband is generally insecure to be co-opted in Enterprise Network infrastructure in accommodating remote working. The research will try to identify relevant employee training that can be mitigatory against cybercrimes perpetuated against remote workforce. There is need to establish if passwords, security software’s and encryption if applied correctly can be effective in keeping cyber criminals at bay 
Task Planning and Activity Forecast
Gantt Chart and Activity Tracker- To align projects with forecasted completion dates an activity tracker Gantt chart has be devised to ensure that the planned dates with SMART objectives of project completion. 
Fig 1. Projected Activity Table
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FIG 2 & 3  Gantt Chart Extracts
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Conclusion 
The COVID-19 pandemic has and will enforce a change in the way Enterprise businesses discharge business and operate.  There will be sure an increase in Remote working, as a feasibility avenue in optimisation of the Enterprises’ resource bases. The loss in revenue experienced with Covid-19 pandemic will have an impact on the survival and resuscitation of some Enterprises that were caught off guard regards to scalability and resilience in maintaining an efficient work pattern during covid-19 outbreak.  The economic impact of this pandemic will be a reference pillar in reorganisation of different Enterprises business approach.  The new phenomena of remote working, therefore, require the scaling of home broadband security to accommodate the changes and ensure corporate and Enterprise systems are not compromised by cybercrime.  The rise in Cybercriminal activities can be a major destruction to survival of many Corporate entities that have been hard hit by the impact of Covid-19.
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