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Cloud computing allows users to flexibly scale up applications, platforms, and hardware infrastructure [7], which leads us to the term "virtualization." Virtualization is a framework or methodology for dividing a computer hardware's resources into multiple execution environments through the use of one or more concepts or technologies such as hardware and software partitioning, time-sharing, partial or complete machine simulation, emulation, quality of service, and many others [2].  To host a virtual machine (VM), a Physical Machine (PM) or server must offer all of the resources that the VM demands, such as CPU, memory, storage, and network bandwidth [13]. To properly consolidate server tasks into a virtualized environment, all server resources (CPU, memory, network, and disk) must be capable of accommodating the additional workload [2]. 
[bookmark: _Toc133857242]RESOURCES ASSOCIATED WITH A VIRTUAL MACHINE
Some of the resources associated with a VM are explained below.
1. CPU: A virtual central processing unit (vCPU), sometimes known as a virtual processor, is a physical central processing unit (CPU) that is allocated to a virtual machine (VM). Each physical CPU is separated into virtual CPUs when a hypervisor is set up. This distributes the available CPU cycles for each core and allows many virtual machines (VMs) to "time share" a single physical processor core. In general, the hypervisor will assign one workload per vCPU (per core). The number of virtual CPUs in a VM can be adjusted when the VM is created and altered later [12]. The figure below shows the configuration of the processor in oracle VM VirtualBox environment.
[image: ]
Figure 1
2. MEMORY: In layman's terms, virtual memory is the machine's RAM. The virtual machine's memory resource settings control how much of the host's memory is assigned to the virtual machine. The virtual hardware memory size determines how much memory is available to virtual machine applications. More memory resources beyond the configured virtual hardware memory capacity are not available to a virtual machine. To improve virtual machine performance, a user can add, update, and configure virtual machine memory resources or settings. Most memory parameters can be configured while the virtual machine is being created, or after the Guest Operating System has been deployed. Most of the hypervisors require to power off the virtual machine before changing the settings [12]. Figure 2 shows the memory allocation of a VM in oracle VirtualBox environment.
[image: ]
Figure 2
3. NETWORK ADAPTERS: A virtual network adapter is a logical or software representation of a physical network adapter that allows a physical computer, virtual machine, or other computer to connect to a network or the Internet at the same time. A virtual network adapter functions similarly to a normal network standard that is built for a variety of networking settings, applications, and services [10]. Virtual network adapters can be configured to use a variety of network types, including NAT, bridged networking, or host-only networking. Figure 3 shows the configuration of a network adapter in the oracle VM environment.
[image: ]
Figure 3
4. VIRTUAL HARD DRIVE: When it comes to VMs, virtual storage is crucial to realizing the benefits of virtualization. Virtual hard disks are used by virtual machines in the same way that actual hard disks are used by physical machines [9]. The virtual storage devices linked with a VM are virtual hard disks. They are produced and managed by the hypervisor, which is the program that generates and manages virtual machines. Virtual hard drives are saved as files on the hard drive of the physical host [8] and are accessed by the VM as if they were actual hard drives. Virtual hard disks can be resized dynamically and added or removed while the VM is running. Figure 4 displays the attributes of the hard disk and its information.
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Figure 4
5. VIRTUAL USB: A virtual USB device is a USB device that has been software-emulated by a virtualization platform or an Operating System (OS). The guest OS running on a virtual machine can utilize this virtual device to connect with the host system or other virtual machines. Virtual USB devices can be used to transfer files between the host and guest systems, connect to USB devices on the host system, and test USB drivers or applications. VMware, VirtualBox, and Hyper-V are examples of virtualization solutions which support virtual USB devices.
[image: ]
Figure 5
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Virtual machines operate in the same way as individual computers, with their own operating systems and applications, and have the advantage of remaining entirely independent of one another and of the real host machine.  The actual machine is referred to as the host, while the VMs running on it are referred to as guests, as seen in Figure 6. This process is created and managed by software known as a hypervisor, which is used to dedicate a portion of the physical hardware to the VM, allowing multiple guest machines to run like any other application on the host computer and also schedules operations in VMs so they don't overrun when using resources. VMs can only function if a hypervisor is used to virtualize and distribute host resources [1].

[image: Image showing that a host's physical resources (CPU, RAM and Storage) are shared across three VMs through a hypervisor.]
Figure 6: Physical machines use a hypervisor to virtualize hardware available to virtual machines. (Source: Mongodb)
Virtual machines are simple to manage and maintain, and they have significant advantages over actual machines. Virtual machines (VMs) can run several operating system environments on a single physical computer, reducing space, time, and administrative costs. Virtual machines (VMs) support legacy applications, lowering the cost of transitioning to a new operating system. A Linux virtual machine running a distribution of Linux as the guest operating system, for example, can exist on a host server running a non-Linux operating system, such as Windows. Virtual machines can also offer integrated disaster recovery and application provisioning.
[bookmark: _Toc133857244]VIRTUAL NETS
A virtual network (VNet) enables the specification of an IP address range for the VNet, as well as the addition of subnets, the association of network security groups, and the configuration of route tables. 
Azure Virtual Network (VNet) is the basic building component for Azure private networks. Many types of Azure resources, such as Azure Virtual Machines (VM), can securely communicate with one another, the internet, and on-premises networks using VNet. VNet (Virtual Network) is designed to work similarly to a typical network that a company may have in their own data center, but adds additional Azure infrastructure benefits such as scale, availability, and isolation [6]. By default, all resources in a VNet can communicate outbound to the internet. It is possible to assign a public IP address or a public Load Balancer to communicate inbound to a resource. Outbound connections can also be managed using a public IP address or a public Load Balancer. [6].
[image: ]
Figure 7: Peering between two VNets
When two VNets are peered, they can interact using private IP addresses rather than the public internet. This makes the link between VNets more secure and stable. A one-to-one relationship exists between two VNets when they peer. Each VNet can communicate with up to 50 other VNets. When two VNets are peered, they are connected by a virtual network peering link. This is a logical link that allows traffic to flow between VNets.
The key components of the VNets are subnets, routing and network security groups [3].
Subnets are used to partition a virtual network into one or more subnetworks, and they can also be logically separated with each subnet present in the server. The subnet is split into two sections: public and private. The private subnet allows instances to connect to the internet via the NAT gateway, which is included in the default public subnet. NAT stands for Network Address Translator. The public subnet enables instances to directly connect to the internet. [3].
Routing: Routing helps to transport the data by choosing the correct path to transmit from source to destination. For every subnet, the automation in routing traffic and creating an individual route table is done by a virtual network [3]. Routing is an important part of network management in Azure because it allows secure and efficient communication between different resources within and across the VNets.
Network Security Groups: It is defined as the firewall that safeguards the virtual computer by limiting network traffic. It restricts network traffic based on the port, protocol, and destination IP address [3].  Microsoft's Azure Network Security Group (NSG) is an excellent option for protecting virtual networks. Network administrators can use this tool to quickly manage, filter, direct, and regulate various network traffic flows. When creating an Azure NSG, various incoming and outgoing rules can be configured to allow or deny specific types of traffic. Individuals who want to use Azure Network Security Groups must first create and configure specific rules for incoming and outgoing traffic. When an NSG is associated with a subnet, all resources in that subnet are subject to the NSG rules. Also, an NSG can be associated with a network interface or individual virtual machine to apply more specific rules to that resource. There can be zero or one network security group configured to each virtual network subnet and network interface in a virtual machine [5].
[image: Azure Network Security-How it works]
Figure 8: Azure NSG (Source: intellipaat2023)
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Figure 9: Instance launch in Azure (Source: simplilearn)
This image shows the steps required to launch instance using Azure VNet
1. First, in the Azure cloud, create a virtual network.
2. Next, split each virtual network into subnets.
3. Now, assign an instance or Virtual Machine to each subnet.
4. Finally, link the instance to an appropriate Network Security Group.
5. Finally, configure the network security properties and policies.
The rules in the Network Security Group determine which traffic is allowed or denied to and from the instance (Virtual Machine). By associating an instance with a Network Security Group, the network traffic can be controlled to and from that instance for security and compliance purposes. 
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Azure images are pre-configured virtual machines that can be used to create new virtual machines in Azure. Users can create and customize their own virtual machine environment, configure other settings, such as the VM size, storage, network settings, security and save it as an image. This image can be used in the future to create new virtual machines that have the same configuration and software already installed. 
Using Azure pre-configured images ensures that all VMs and other resources are configured consistently, which can improve security, reliability, and ease of management and lead to faster deployment. It also ensures flexibility in such a way that users can customize images to meet their specific requirements and use them to deploy VMs and other resources that are tailored to their needs. By using pre-configured images, users can avoid the costs and time associated with setting up and configuring new VMs and other resources from scratch.
[bookmark: _Toc133857246]STEPS REQUIRED TO CREATE AND USE AN IMAGE IN AZURE
1. To create an Azure virtual machine, a user can select either a specialized or generalized image. The creation process can be initiated by accessing the Azure portal and selecting "Create a resource" followed by "Virtual machine". 
2. The user then selects an image from Azure Marketplace or chooses a custom image in the "Basics" tab of the virtual machine creation wizard. 
3. The VM is then provisioned according to the user's requirements.
4. Once a virtual machine is created from an image, multiple VMs with the same configuration can be created using the same image. 
5. To keep the image up-to-date with the latest patches and software versions, it can be updated. Sharing an image with other Azure users or a team is also possible, making it easier for them to create VMs with the same configuration. 
[bookmark: _Toc133857247]ADDITIONAL EXERCISE
[bookmark: _Toc133857248]CREATING TWO VMs AND ESTABLISHING A CONNECTION USING THE ‘PING’ COMMAND
The process involved in the creation of virtual machines using oracle VM virtualbox is shown in the figures below. 
Firstly, Oracle VirtualBox is installed and launched on the host computer. After a successful launch, the first VM is created by clicking the ‘New’ button and giving it a name (Server1). The operating system to be installed has been selected as shown in the screenshot (Figure 10) below.

[image: Screenshot (62).png ‎- Photos]
Figure 10
The amount of RAM and hard disk space to be allocated has been configured in Figure 1. 
[image: Screenshot (65).png ‎- Photos]
Figure 11
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Figure 12
The virtual machine's network settings is then configured by selecting an appropriate network adapter type and choosing a network connection method. 
In the "Settings" of the virtual machine, Network -> Adapter 1. "Network Adapter" is enabled and set "Attached to" to "Internal Network". The network was named “PublicNet1”. 
Before powering on the virtual machine, the downloaded ISO image was already chosen from files. 
[image: Screenshot_20230327_021154.png ‎- Photos]
Figure 13
In Figure 13, the VM has started running and the installation of the OS has begun. The same process was also repeated to create the second VM. 


[image: Screenshot_20230327_053234.png ‎- Photos]
Figure 14
Figure 14 shows the IP address configuration of TCP/IPv4 properties.
[image: Screenshot_20230330_060655.png ‎- Photos]
Figure 15
The screenshot above shows that the firewall has been disabled to allow ping requests in order to establish a successful ping connection between the two virtual machines. The same process was repeated on the second virtual machine.
[image: Screenshot_20230327_051919.png ‎- Photos]
Figure 16
The "ping" command followed by the IP address of the other virtual machine was then used to test the connection. Figure 15 shows that the ping connection was successful.
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