Case Study 4. 1: “The Alert Nobody Investigated”
Scenario
Westbridge Distribution is a fictional company that uses cloud email, a central warehouse system and remote access for staff. Its small IT team also handles cybersecurity.
The company has a Security Information and Event Management (SIEM) system. However, it generates hundreds of alerts each day, many relating to legitimate activity. Analysts often dismiss familiar alerts without investigating them fully.
Week 1 — Unusual logins
An attacker gains access using an employee’s stolen credentials. The SIEM detects repeated failed logins followed by a successful login from an unfamiliar location.
An analyst assumes the employee is travelling and closes the alert without verification.
Week 2 — Suspicious PowerShell activity
The attacker uses PowerShell to explore the network and execute malicious code in memory. The SIEM generates further alerts.
Because administrators also use PowerShell, the team treats the activity as routine maintenance. Nobody checks who ran the commands or what they did.
Week 3 — Suspicious outbound traffic
A server begins transferring unusually large amounts of data to an unfamiliar external destination. The SIEM raises another alert, but the team is busy resolving warehouse IT problems.
Nobody connects the outbound traffic with the earlier login and PowerShell alerts. There is no clearly assigned incident owner or agreed escalation deadline.
The incident
After remaining undetected for three weeks, the attacker deploys ransomware. The warehouse system becomes unavailable, deliveries stop and employees cannot access shared files. The attacker also claims to have stolen customer information.
Management asks: “Why did our security systems detect the warning signs, but nobody acted?”

Student Discussion Questions
1. What failed first? Distinguish the attacker’s initial access from the organisation’s first missed opportunity to respond.
2. Was this a technical failure, a governance failure or both?
3. Why did analysts dismiss the alerts? Identify at least three contributing factors.
4. How could the organisation improve? Suggest governance, staffing and technical improvements.
5. Could AI reduce this problem? Explain its benefits and limitations.

