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3.1 Assignment introduction 
The purpose and aim of this assignment are to enhance students’ knowledge about Bring your own device (BYOD). This enables students to learn more about security and what risks poor security management can bring to data in large companies. The main aim of this assignment is to successfully develop a detailed security statement policy for the company Hyper-fort LTD. This company has data and information which is very important to keep secure from threats such as hackers, data corruption, cyber-attacks, data theft, etc. This company stores data from customers and their staff members. The company is majorly concerned about the customer & staff data but also concerned about intellectual proprieties which according to the company this is worth billions. By exploring all these concerns from this company, major security implementations need to be embedded to the company data in order for it to be significantly safer. 

3.2 Assignment abstract

Bring your own device or alternatively called bring your own technology refers to allowing employees and customers to bring their own technology to a workplace, such as a mobile phone, tablet/iPad, laptop etc. These devices can be used to access privileged company details, information, programs and applications. Research will be undertaken to provide clear and conclusive information about security methods, different devices and also what can be done to prevent hackers and attackers. [1] https://en.wikipedia.org/wiki/Bring_your_own_device

3.3 Bring your own device. Maintaining your device (Security)

Security is significantly hard to keep under control in businesses, organisations, public areas and anywhere that BYOD is permitted. BYOD can cause a lot of security concerns, this is because everyone has different devices and different ways of using the specific devices. For example, people sometimes use their device such a mobile phone to access online banking in work or in a public place and some people use social media etc. This can be a security risk because people use all sort of devices, for example looking at the Apple iPhone not everyone has the latest iPhone. Some people still choose to keep their own out of date iPhone. If looking at a work environment and an employee brings an old out of date iPhone 5 from 2012 which hasn’t received security updates in at least two years, then this can be a security problem as the person using the old iPhone is no longer supported by Apple and the web browser or application that is used. In order to tackle this, significant measure has to be taken to provide security for everyone especially people who are not updating to the safest and latest technology. [2] https://www.information-age.com/ios-11-security-risks-time-question-byod-policy-123468860/

3.4 Bring your own device management framework 

When implementing bring your own device BYOD into an organisation some factors have to be taken into consideration for example for example the implementations for BYOD which can include device policy and connectivity policy. Security is also very important and has to be taken into consideration along with management for example OS management 
[3] https://www.ncsc.gov.uk/guidance/byod-executive-summary 
Personal applications 

· Data encryption.
· Data sync.
· Mobile configuration.
Security 

· Ransomware and malware protection 
· Organisation data backup
· Secure connectivity 


General management for devices

· Operating systems support management 
· Types of devices supported.
Implementations

· Personal device user policy.
· Network policy.
· Connectivity policy.


Bring your own device BYOD management framework 



























 4.1 Configuration of devices to Hyper Fort network

Devices that are brought into the institution have to first be registered to the company network. Usually people are given a username and password if they are part of the company or if the company has visitors then the company will issue guest and visitor credentials. These credentials are issued by the company IT administrative technicians. The IT administrators can set to your account what type of rights you have and what you can access and not. 

4.2 Stand-alone MDM platform 

MDM stands for mobile device management. This is software that is used by the IT administrators to manage BYOD devices. These devices range from, mobile phones, laptops, GPS navigation systems, PDA’s, E-book readers, Tablets, Mp4 players and anything that can connect to the internet. Most newer devices that connect to the internet automatically bring up a special dedicated web page from the company asking you to sign in with your provided credentials. If the device is older because of the old software this process might not happen and instead the device is connected to the internet, but it will not be able to access anything. Some companies restrict people from accessing certain websites such as YouTube, Facebook, Twitter because of certain security issues and possible malicious software. 
https://searchmobilecomputing.techtarget.com/definition/mobile-device-management
[4]




5.1 Some software choice for BYOD


There is a wide variety of software available to manage BYOD devices. Many modern devices are compatible with software to manage BYOD. This software is optimised for many different platforms of operating systems. When it comes to web browsers, applications and web apps, BYOD software should be able to handle most common devices and applications. Significant research has been done to find appropriate trust worthy software on trustworthy sites.  [5] https://www.zdnet.com/article/10-byod-mobile-device-management-suites-you-need-to-know/ 



5.2 VMware AirWatch personal software of choice

There are loads of BYOD device software out there available. The main reason for choosing AirWatch by VMware is that the software is extremely well credited. Many people on many software reviewing sites give really positive reviews. Another reason for choosing this software is that VMware will allow you to test their software by simply giving you a 30-day free trial. In this trial you can do just about anything as you can do with the paid version. This software is able to take total control over enterprise data on portable devices. 

AirWatch is also compatible with a wide range of devices that people use every day. Having a large list of compatible devices really does make you want to use the software. This is because you will have more reassurance that people will have those specific devices. AirWatch is compatible with Android, Chrome OS, Mac OS 10 (X), iPhone iOS and Windows. VMware clearly presents these compatible operating systems directly on their webpage.



5.3 VW ware AirWatch

According to research AirWatch by VMware has been credited to be one of the best BYOD software currently available. One of the reasons is that this software has been created by VMware which is a very reputable software resource which people have had trust in for many years.  AirWatch by VMware gives you a 30-day free trial to try out the software and to see if your happy with what it has to give. Some other software’s don’t allow you to have a trial and jump straight into the payment process. [6] https://www.air-watch.com/

6.1 AmTel MDM

AmTel is another MDM for BYOD. This one is not as common as its competitors and it’s no way near as popular and as used as VMware AirWatch but the reason why it’s been mentioned is because it’s not as popular as the other, but this software still manages to include more features plus this software does offer a trial for its new users which is very unusual for a less popular software. According to more research this software does charge more than the other do. A comparison will be made below between both of them to show their features.  [7]  http://www.amtelnet.com/

6.2 Features comparison of the two software’s (Advantages) 

	VW ware AirWatch (Advantages)
	AmTel MDM (Advantages)

	Well known software distributor. Credited and previously awarded. Good customer satisfaction
	More features are available from this software compared to other competitors out there. 

	This is supported on major operating systems such as Android, Chrome OS, iOS (iPhone) Windows and Mac OS X (10)
	Ability to archive documents and files and also to monitor activities with LOG analysations. 

	30-day free trial allows you to subscribe up to 100 devices in the cloud. 
	Protects corporate data from being accessed which is accessed by mobile devices such as mobile phones and tablets.

	Allows employees to safely work from their own portable computing devices. 
	Supports many industries.

	Automatically authenticates users. 
	Time and location-based restrictions can be applied for device access and direct control. 



 6.3 Disadvantages for these software’s 

	VW ware AirWatch (Disadvantages)
	AmTel MDM (Disadvantages)

	In some areas this software can be limited compared to other competitors.
	More expensive than other competitors. 

	Poor and cheap feeling user interface. Can be very slow. 
	Official website does not give full details of what the product is all about. Everything on their website is kept minimal so other external third-party sites have to be used to gather information about the software 

	Setup on each device can be very misleading. 
	Company image and reviews are not as high as the other competitors. 



6.4 Main advantages and disadvantages of BYOD (Bring your own device)


	Main advantages and disadvantages of BYOD (Bring your own device)

	Advantages 
	Disadvantages 

	BYOD could reduce the costs for companies. This is because the company will not have to buy devices for each worker. 
	Security issues as there is a possibility that employees might access fragile important information.

	Could increase the employee’s satisfaction and performance at work. This could be because employees will feel more comfortable to use their own devices.
	Scalability, many organisations don’t have the right infrastructure to support the extra devices. 

	Workers will be able to be flexible and use their devices when needed and when appropriate.
	Staff might not agree with BYOD because they might be told into thinking that they need to buy their own devices.

	People are more comfortable to use familiar technology instead of using stock technology from organisations for example they can use whatever OS they want through BYOD.
	Makes it more difficult for the IT department. 

	Decreased hardware investment.
	Possible data loss.

	Personal technology could be more advanced than the specific organisation has to offer.
	Could be a licencing and legal issue.

	Could allow workers to stay connected.
	Some staff members might not fully care about technology




[8] https://www.1rti.com/the-advantages-disadvantages-of-byod/


7.1 Hyper-fort BYOD User Policy 


Bring your own device (BYOD) is the way in which you can personally connect your wireless portable devices to the network. We allow users to bring and use their own technology and use it freely according to the policy. Hyper-fort reserves the right to terminate any user from using the service if any users don’t comply with the user policy or the policy has been violated in a malicious way. 

This policy is strictly intended to protect and secure Hyper-fort data and technology infrastructure. At Hyper-fort we take security at a very high standard and our goal is to keep our data and your data secure for the time period spent at Hyper-fort. All employees must ensure that they have fully acknowledged this security policy to avoid warnings and possible penalties that may occur if the policy has been violated. 


Section 1. Sensible use of the network and personal device.

Hyper-fort allows users to use and interact with specific business needs on their own personal device such as emails, business related social media, articles, external cloud storage servers and anything that can be sensibly related to the business and will accommodate everyday business needs.

Hyper-fort recognises that acceptable use for personal social media can be accessed at employees own time if it’s not business related. Hyper-fort will or might restrict some sites from being accessed that could bring productivity down to the business. Hyper-fort will block many gaming sites and certain social media sites that are not related to business. Outside of work hours these websites can be freely access by employees. Failure to comply with this policy will result in 3 warning stages. 

Hyper-fort will not disable camera and microphone capabilities on your personal device, but these features might be restricted on some websites that we think will have an impact on employee productivity. Camera and microphone access are permitted if the user doesn’t misuse the features for example video recording other employees or the business could result in another more significant warning. Capturing video or recording of somebody without their consent is strictly prohibited. Video capturing of our buildings and business is strictly prohibited unless its business related and authorised. Failure to comply with these simple actions will result in several different warnings. 

Devices will not be used to share media content or to communicate with other employees during business hours. This is otherwise permitted in designated areas such as staff rooms and rest rooms in employee free rest time. Devices will not be used to harass any other employees or transmit data from our business to another or to communicate with another business.

Applications such as mail, LinkedIn, Twitter, etc will be allowed during business hours if permitted by management. Downloading, streaming and uploading information can also be permitted if the content is sensible and not related to harming Hyper-fort or to share private information about Hyper-fort.

Unfortunately, Hyper-fort does not allow the use of streaming devices that include Video or applications that allow you to make purchased through our network service. We do not allow users to text and drive or use the phone while driving and operating any other vehicle. This is only to be done with built in voice assistants on devices or wireless hands-free kits. 


Devices that are supported at Hyper—fort 

We allow users of our network to bring devices that are relatively up to date and modern enough to use our network security and efficiently. Hyper-fort does strongly recommend that your personal device has been security updated to its latest software update to enhance safety of our information and safety or your information. Our infrastructure is built and design to be secure, but we do advice you personally that your devices are secure too. We do not share any of your personal data outside Hyper-for. There will be no penalties for not securing your device. 

Hyper-fort allows user to bring devices such as, Smartphones, PDA’s, Tablets, SAT NAVS, Laptops and any other smart media device that can connect to the wireless network. Our network generally supports all the latest product brands such as Apple, Blackberry, Samsung, Windows phones etc. Hyper-fort also has a wide range of supported operating systems ranging from iOS (Apple) to Microsoft windows devices. 

Hyper-fort is strict on how your device operated and if its secure enough to be used on the wireless network. We therefore ask any employee who owns a tablet such as an iPad to present the device to the IT management to be set up with credentials and to ensure security of the device is at its best. If we think that your device is not up the standards, then Hyper-fort has the right to reject and block the device from using our network. Failure to comply with these regulations will result in a temporary ban of any of your personal devices or a permanent ban if the situation is more significant. 


Replacements or liability 

When using the Hyper-fort network, you also personally agree that we are strictly not liable for damage done to your device(S) by using our network. We are not liable for personal data loss. Hyper-fort will not pay and replace your fault devices. When using the network, you are liable for your own technology and data security. We do try our best to maintain a balanced working environment. And workers will be trained to offer each other respect and privacy when using the network. 


Security 

Hyper-fort will emphasise that all users of the network are equipped with strong passwords which have different characters and lengths. We suggest that passwords are mixed characters such as lower case and upper case, numbers and symbols included. Your personal device must be able to lock itself after a certain amount of time and must be able to delete personal data if the device is being misused by a different employee or external entity. 

If you have a rooted Android device or a Jailbroken Apple device, then please do not access out networks as those devices are not secure enough due to the additional software installed that could bring malicious software to our network. 

Some of your personal data is being monitored by Hyper-fort to ensure security and reliability to our servers. Your data will not be passed to external sources outside of Hyper-fort premised. Data such as web history will be monitored and archived.


Penalties and risks. 

Hyper-fort has a 3-way penalty risk ladder that will be followed strictly if the above regulations are violated. These penalties will be applied if we think that our terms have been violated. If you personally think that you have been given a warning, then there is a way in which you can appeal to them for further investigations. Please note that these warnings do clear after 12 months.

·  1st warning is a verbal warning which will verbally explain what has been done to violate our regulations 
· 2nd warning is a written warning where the specific employee will have to sign that they have received the warning.
· 3rd warning is the final warning with the possibility of dismissal depending on the violation. 
[9]  http://www.itmanagerdaily.com/byod-policy-template/


10.1 Data flow diagram of network


[image: ]


This is the data flow diagram of my network. This diagram represents all the devices connected as they would be connected in the packet tracer topology. The devices used here are the same along with the connection and the layout. The arrows clearly point out to where the data flows around and how the devices are connected to each other in the network. 

11.1 Packet tracer network 


[image: ]


Represented above is the packet tracer network made for Hyper-fort. This represents how the company network will work with the wireless devices each assignment the username and password. Devices have been given their own IP addresses. 

11.2 Conclusion 

This assignment has been set out to students in order to give a better understanding of BYOD and security when using a network. This will give student a better idea of how networks work virtually and in real life. Knowing this information about BYOD will also increase your knowledge of securing your own data and also it will give you significant knowledge for when you will be interacting with BYOD in a future job. BYOD gives student a better understanding of what software is available to construct a BYOD network and what devices can be used. Throughout researching and comparing software for BYOD this assignment was completed. This assignment has certainly given me a better understanding about BYOD and how its used and managed. 
11.3 Recommendations for future work 

For future work recommendations will be to work more on the Cisco packet tracer software in order to gain a better understanding of how the software works and how the devices connect and interact with a topology. This aspect could be covered in detail or as a separate toping in the module which could include and assignment to test knowledge. 
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