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E Question 11 Technicians are testing the security of an authentication system that uses passwords. When a technician examines the password tables, Quiz navigation -

Grades / Not yet the technician discovers the passwords are stored as hash values. However, after comparing a simple password hash, the technician
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Which method is used by steganography to hide text in an image file?
Select one:

O data obfuscation

() least significant bit

O most significant bit

O data masking

Smart cards and biometrics are considered to be what type of access control?

Select one:

O administrative
O physical
O logical

O technological

What technique creates different hashes for the same password?

Select one:
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() sHA-256

O salting
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Select one or more:

An organization plans to implement security training to educate employees about security policies. What type of access control is the

quantitative loss value
frequency factor

annual rate of occurrence
single loss expectancy
asset value

exposure factor

organization trying to implement?

Select one:

O
O
O
O

physical
technological
administrative

logical
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Which technology would you implement to provide high availability for data storage?

Select one:

O
O
O
O

software updates
N+1
hot standby

RAID
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An organization wants to adopt a labeling system based on the value, sensitivity, and criticality of the information. What element of risk
management is recommended?

Select one:
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A cybersecurity specialist is asked to identify the potential criminals known to attack the organization. Which type of hackers would the
cybersecurity specialist be least concerned with?

Select one:

() script kiddies
O black hat hackers
O gray hat hackers

O white hat hackers

Which technology can be used to protect VolP against eavesdropping?

Select one:

() ARP

O strong authentication

‘ eap| aieys

O encrypted voice messages

() ssH

A penetration testing service hired by the company has reported that a backdoor was identified on the network. What action should the
organization take to find out if systems have been compromised?

Select one:

O Look for policy changes in Event Viewer.

O Look for usernames that do not have passwords.
O Scan the systems for viruses.

O Look for unauthorized accounts.
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man-in-the-middle attacks and provide authentication of the data source.

The correct answer is: HMAC

What approach to availability involves using file permissions?
Select one:

simplicity

obscurity

layering

limiting
Refer to curriculum topic: 6.2.2

System and data availability is a critical responsibility of a cybersecurity specialist. It is important to understand the technologies,
process, and controls used to protect provide high availability.

The correct answer is: limiting

" eap| aieys

A security specialist is asked for advice on a security measure to prevent unauthorized hosts from accessing the home network of
employees. Which measure would be most effective?

Select one:
Implement a firewall.
Implement intrusion detection systems.
Implement a VLAN.

Implement RAID.

Refer to curriculum topic: 2.4.1
Protecting data confidentiality requires an understanding of the technologies used to protect data in all three data states.

The correct answer is: Implement a firewall.
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Which technology can be used to ensure data confidentiality?
Select one:

hashing

identity management

encryption

RAID

Refer to curriculum topic: 2.2.1

A cybersecurity specialist must be aware of the technologies available which support the CIA triad.

The correct answer is: encryption

In a comparison of biometric systems, what is the crossover error rate?
Select one:

rate of acceptability and rate of false negatives

rate of false negatives and rate of false positives

rate of false positives and rate of acceptability

rate of rejection and rate of false negatives

Refer to curriculum topic: 7.4.1

§ Database Search % kingswaysurgery.co...

Quiz navigation
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i
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i

Show all questions on one page
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Finish review

< Start a new preview )

In comparing biometric systems, there are several important factors to consider including accuracy, speed or throughput rate, and

acceptability to users.

The correct answer is: rate of false negatives and rate of false positives
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KeTer 10 Currcuium 1opIc: 9.4.£
Data integrity deals with data validation.

The correct answer is: a validation rule which has been implemented to ensure completeness, accuracy, and consistency of data

Which statement describes a distributed denial of service attack?"

Select one:
An attacker builds a botnet comprised of zombies.
One computer accepts data packets based on the MAC address of another computer.
An attacker views network traffic to learn authentication credentials.

An attacker sends an enormous quantity of data that a server cannot handle.

Refer to curriculum topic: 3.3.1
A cybersecurity specialist needs to be familiar with the characteristics of the different types of malware and attacks that threaten an
organization.

The correct answer is: An attacker builds a botnet comprised of zombies.

Users report that the database on the main server cannot be accessed. A database administrator verifies the issue and notices that the
database file is now encrypted. The organization receives a threatening email demanding payment for the decryption of the database
file. What type of attack has the organization experienced?

Select one:

ransomeware
DoS attack
Trojan horse

man-in-the-middle attack

Refer to curriculum topic: 3.1.1
A cybersecurity specialist needs to be familiar with the characteristics of the different types of malware and attacks that threaten an
organization.

The correct answer is: ransomeware
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used ensure data integrity.

The correct answer is: SHA-256

An organization just completed a security audit. Your division was cited for not conforming to X.509 requirements. What is the first
security control you need to examine?

Select one:
data validation rules
digital certificates
hashing operations

VPNs and encryption services

Refer to curriculum topic: 5.3.2
Digital certificates protect the parties involved in secure communications.

The correct answer is: digital certificates

‘ eap| aieys

Which three protocols can use Advanced Encryption Standard (AES)? (Choose three.)

Select one or more:
TKIP
WEP
WPA
WPA2
802.11q
802.11i

Refer to curriculum topic: 7.3.1
Various protocols can be used to provide secure communication systems. AES is the strongest encryption algorithm.

The correct answers are: 802.11i, WPA, WPA2
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used ensure data integrity.

The correct answer is: SHA-256

An organization just completed a security audit. Your division was cited for not conforming to X.509 requirements. What is the first
security control you need to examine?

Select one:

data validation rules
digital certificates
hashing operations

VPNs and encryption services

Refer to curriculum topic: 5.3.2
Digital certificates protect the parties involved in secure communications.

The correct answer is: digital certificates

Which three protocols can use Advanced Encryption Standard (AES)? (Choose three.)

Select one or more:
TKIP
WEP
WPA
WPA2
802.11q
802.11i

Refer to curriculum topic: 7.3.1
Various protocols can be used to provide secure communication systems. AES is the strongest encryption algorithm.

The correct answers are: 802.11i, WPA, WPA2
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vvnicn type of Cypercriminal altack would Interrere with estaplisned Network Communication tnrougn the use oT CONSIrUcted packets so
that the packets look like they are part of the normal communication?
Select one:

DNS spoofing
packet forgery
rogue Wi-Fi AP

packet sniffing

Refer to curriculum topic: 1.3.1
Cybersecurity specialists need to be familiar with the characteristics of various attacks.

The correct answer is: packet forgery

Technicians are testing the security of an authentication system that uses passwords. When a technician examines the password tables,
the technician discovers the passwords are stored as hash values. However, after comparing a simple password hash, the technician
then discovers that the values are different from those on other systems. What are two causes of this situation? (Choose two.)

Select one or more:
Both systems use MD5.
One system uses symmetrical hashing and the other uses asymmetrical hashing.
The systems use different hashing algorithms.
One system uses hashing and the other uses hashing and salting.

Both systems scramble the passwords before hashing.

Refer to curriculum topic: 5.1.2
Hashing can be used in many different situations to ensure data integrity.

The correct answers are: The systems use different hashing algorithms., One system uses hashing and the other uses hashing and
salting.

Mutual authentication can prevent which type of attack?

Select one:

e
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Being able to maintain availability during disruptive events describes which of the principles of high availability?

Select one:

system resiliency
uninterruptible services
single point of failure

fault tolerance

Refer to curriculum topic: 6.1.1
High availability can be achieved by eliminating or reducing single points of failure, by implementing system resiliency, and by designing
for fault tolerance.

The correct answer is: system resiliency

What are the two most effective ways to defend against malware? (Choose two.)

Select one or more:
Implement network firewalls.
Install and update antivirus software.
Implement a VPN.
Update the operating system and other application software.
Implement RAID.

Implement strong passwords.

Refer to curriculum topic: 3.1.1
A cybersecurity specialist must be aware of the technologies and measures that are used as countermeasures to protect the
organization from threats and vulnerabilities.

The correct answers are: Update the operating system and other application software., Install and update antivirus software.
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Being able to maintain availability during disruptive events describes which of the principles of high availability?
Select one:

system resiliency

uninterruptible services

single point of failure

fault tolerance

Refer to curriculum topic: 6.1.1

High availability can be achieved by eliminating or reducing single points of failure, by implementing system resiliency, and by designing

for fault tolerance.

The correct answer is: system resiliency

What are the two most effective ways to defend against malware? (Choose two.)

Select one or more:
Implement network firewalls.
Install and update antivirus software.
Implement a VPN.
Update the operating system and other application software.
Implement RAID.

Implement strong passwords.

Refer to curriculum topic: 3.1.1
A cybersecurity specialist must be aware of the technologies and measures that are used as countermeasures to protect the
organization from threats and vulnerabilities.

The correct answers are: Update the operating system and other application software., Install and update antivirus software.

Next page »
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Refer to curriculum topic: 3.3.1
A cybersecurity specialist needs to be familiar with the characteristics of the different types of malware and attacks that threaten an
organization.

The correct answer is: sniffing

A cybersecurity specialist is working with the IT staff to establish an effective information security plan. Which combination of security
principles forms the foundation of a security plan?

Select one:
secrecy, identify, and nonrepudiation
confidentiality, integrity, and availability
encryption, authentication, and identification

technologies, policies, and awareness

Refer to curriculum topic: 2.1.1
The CIA Triad is the foundation upon which all information management systems are developed.

The correct answer is: confidentiality, integrity, and availability

Which type of networks poses increasing challenges to cybersecurity specialists due to the growth of BYOD on campus?
Select one:

virtual networks

wireless networks

sneaker net

wired networks

Refer to curriculum topic: 2.3.2
A cybersecurity specialist must be familiar with the types of technologies used to store, transmit, and process data.

The correct answer is: wireless networks
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Refer to curriculum topic: 3.3.1
A cybersecurity specialist needs to be familiar with the characteristics of the different types of malware and attacks that threaten an
organization.

The correct answer is: sniffing

A cybersecurity specialist is working with the IT staff to establish an effective information security plan. Which combination of security
principles forms the foundation of a security plan?

Select one:
secrecy, identify, and nonrepudiation
confidentiality, integrity, and availability
encryption, authentication, and identification

technologies, policies, and awareness

Refer to curriculum topic: 2.1.1
The CIA Triad is the foundation upon which all information management systems are developed.

The correct answer is: confidentiality, integrity, and availability

Which type of networks poses increasing challenges to cybersecurity specialists due to the growth of BYOD on campus?
Select one:

virtual networks

wireless networks

sneaker net

wired networks

Refer to curriculum topic: 2.3.2
A cybersecurity specialist must be familiar with the types of technologies used to store, transmit, and process data.

The correct answer is: wireless networks
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Home .

Question 21 Which two protocols pose switching threats? (Choose two.) Quiz navigation

Grades / Not answered
1 2 3 4 5 6 7 8
. Select one or more:
comvieten TN 2 2 2 2 e 2
ARP
200 9 |l10][11][12][13][14][15][ 16
11} V" Flag 1P
Assessment question ICMP
Center ¢
Eait g WPA2
srp
8
View as RIP 33|[34](35][36][37][38][39][40
student
Refer to curriculum topic: 7.3.1 4142|143 |44 ||45||46 || 47 || 48
- Network switches are the heart of the modern data communication network. The main threats to network switches are theft, hacking and

— remote access, and attacks against network protocols.

The correct answers are: ARP, STP
Show all questions on one page

Calendar

‘ eap| aieys

Question 22 Passwords, passphrases, and PINs are examples of which security term?

Not answered Finish review

Select one:
Marked out of )
2.00 authorization Start a new preview
" Flag access
question
identification
&

Edtqueste authentication

Refer to curriculum topic: 4.2.4
Authentication methods are used to strengthen access control systems. It is important to understand the available authentication
methods.

The correct answer is: authentication
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a

E Question 31 What kind of integrity does a database have when all its rows have a unique identifier called a primary key? Quiz navigation
Not d
Grades./ cE Select one: L 2 3 4 5 ! 8
Completion . YRR ' «J-1-1-1 1 |
9

entity integri
2.00 ty integrity 14 [ 15]] 16

11 V" Flag domain integrity - - - -
1]122 (23|24
-

Assessment question
o o referential integrity - - - -
Editquestion user-defined integrity 25| [ 2 30
S 1 - - -
Vi
le: aj Refer to curriculum topic: 5.4.1 ﬁ
student
Data integrity is one of the three guiding security principles. A cybersecurity specialist should be familiar with the tools and technologies

that are used to ensure data integrity. 41 |[42 || 43 || 44 || 45|46 |47 || 48
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- The correct answer is: entity integrity
Messages
(%)
-
8
H Question 32 What approach to availability provides the most comprehensive protection because multiple defenses coordinate together to prevent Show all questions on one page -3
Calendar X attacks? Q.
ot answered g
Marked out of . Finish review
Select one:
2.00
diversi .
¥ Flag ty < Start a new preview )
question obscurity
o layerin
Edit question Y 9
limiting

Refer to curriculum topic: 6.2.2
Defense in depth utilizes multiple layers of security controls.

The correct answer is: layering

Question 33 An organization has implemented antivirus software. What type of security control did the company implement?

Not answered
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a

E Question 1 What Windows utility should be used to configure password rules and account lockout policies on a system that is not part of a domain? Quiz navigation
Grades / Not yet
Completion answered Select one: IEI
Computer Management
Marked out of O P [¢] 131012115116
2.00
il O Active Directory Security tool
Assessment " Flag 17 (18 [ 19|20 |21 || 22 (|23 || 24
o question O Event Viewer security log
o () Local Security Policy tool 25|[26|[27|[28|[29|[30]|[31][32
_1 Edit question
View as 33|(34||35||36||37||38]||39]]|40
student
Question 2 Which protocol would be used to provide security for employees that access systems remotely from home?
Notvet 41|42 (|43 (|44 || 45|46 (|47 || 48
ot ye
- answered Select one: — n
Messages 49 || 50 5
Marked out of O SCP 8
Je o
2.00 .
o] () wea a
¥ Flag Finish attempt ... o
Calendar ateston O Telnet T
o () ssH Time left 0:59:27
Edit question
( Start a new preview )
Question 3 Which risk mitigation strategies include outsourcing services and purchasing insurance?
Not yet
answered Select one:
Marked out of O reduction
2.00
O avoidance
\~ Flag
question O transfer
& acceptance
Edit question O
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Question 4 What type of attack will make illegitimate websites higher in a web search result list?

Not yet

answered Select one:

Marked out of O SEO poisoning

2.00

O spam

\~ Flag

question O DNS poisoning

& O browser hijacker

Edit question

Question 5 Which law was enacted to prevent corporate accounting-related crimes?

Not yet

answered Select one:

Marked out of O Gramm-Leach-Bliley Act L

Q

2.00 o
O Sarbanes-Oxley Act P

\~ Flag %

question O Import/Export Encryption Act .

& O The Federal Information Security Management Act

Edit question

Question 6 There are many environments that require five nines, but a five nines environment may be cost prohibitive. What is one example of
Not yet where the five nines environment might be cost prohibitive?
answered
Select one:
Marked out of
2.00 O the New York Stock Exchange
V" Flag O the front office of a major league sports team
question
o O department stores at the local mall
Edtqueste () the U.S. Department of Education
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Question 7
Not yet

answered

Marked out of
2.00
\~ Flag

question

o

Edit question

Question 8
Not yet

answered

Marked out of
2.00
\~ Flag

question

o

Edit question

Question 9

Not yet

answered

Marked out of
2.00

\~ Flag

question

o

Edit question
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An organization has recently adopted a five nines program for two critical database servers. What type of controls will this involve?
Select one:

Q remote access to thousands of external users

Q stronger encryption systems

Q limiting access to the data on these systems

Q improving reliability and uptime of the servers

Which type of cybercriminal attack would interfere with established network communication through the use of constructed packets so
that the packets look like they are part of the normal communication?

Select one:

Q packet sniffing
Q DNS spoofing

() rogue Wi-Fi AP

Q packet forgery

A specialist in the HR department is invited to promote the cybersecurity program in community schools. Which three topics would the
specialist emphasize in the presentation to draw students to this field? (Choose three.)

Select one or more:

a field requiring a PhD degree

|| a career-field in high-demand
|| service to the public
|| ajob with routine, day-to-day tasks

|| high earning potential

|| the CompTIA A+ certification provides an adequate knowledge base for the field
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Select one or more: -
Marked out of
2.00 a field requiring a PhD degree
¥ Flag a career-field in high-demand
question service to the public
0_ ) a job with routine, day-to-day tasks
Edit question
high earning potential
the CompTIA A+ certification provides an adequate knowledge base for the field
Question 10 In a comparison of biometric systems, what is the crossover error rate?
Not yet
nswered Select one:
Marked out of O rate of false positives and rate of acceptability
2.00 " "
O rate of acceptability and rate of false negatives
\~ Flag ?
question O rate of false negatives and rate of false positives o
o
0_ ) O rate of rejection and rate of false negatives ’,;:
Edit question Q
<« Chapter 8 Quiz Jump to... 2 End of Course Feedback »

NetAcad, a Cisco Corporate Social Responsibility program, is an IT skills and career building program available to learning institutions and individuals worldwide.

Terms and Conditions Privacy Statement Cookie Policy Data Protection Trademarks Data Protection Accessibility
https://Ims.netacad.com/mod/quiz/attempt.php?attempt=31736094&cmid=41101719#

@7 SSC Agenda - 30..docx A @ UNCONFIRMED...docx ~ ~ Showall X




