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[bookmark: _Toc228181609]Introduction.
[bookmark: _Toc228181610]Topology for Coursework 02.
This report documents the design, implementation and verification of a virtualised enterprise
  network for NOSS London 2026 Inc, spanning two sites Birmingham and London. The network was built
  using Windows Server 2019 and Debian Linux across four virtual machines managed within Oracle
  VirtualBox. The implementation covers inter-site routing, IKEv2/IPsec VPN tunnelling, Active
  Directory domain services, DNS, DHCP, bulk user provisioning, domain membership, file sharing, IIS
  web hosting and Remote Desktop Services. All configurations were applied, tested and verified
  systematically across both sites. This report presents the technical implementation of each phase
  alongside verification evidence, a critical reflection and overall conclusion.
[image: ]
Figure 1: Topology Diagram.


	Site
	VM
	Role
	LAN IP
	Inter-site
IP

	Birmingham
	BirmServer01 (B-DC)
	Win Server 2019 – DC,
DNS, DHCP, IIS, RDS
	192.168.100.10/24
	10.0.0.2/30

	Birmingham
	BirmClient01
(ClientS1)
	Win 10 Pro – Domain
Member
	DHCP
(192.168.100.11–.20)
	 -

	London
	LondServer01 (L-
CD)
	Debian CLI – Member,
DHCP Relay
	192.168.200.30/24
	10.0.0.1/30

	London
	LondClient01
(ClientL1)
	Debian GUI – Domain
Member
	DHCP
(192.168.200.11–.20)
	 -


Table 1: Topology table.
[bookmark: _Toc228181611]Configure the virtual machine.
[bookmark: _Toc228181612]Create NATNetworkWAN NAT Network in VirtualBox
[image: ]	Comment by Amirthalingam Shugirthan: Open VirtualBox Manager.
Click [File] in the top menu → [Tools] → [Network Manager].
Click the [NAT Networks] tab.
Click [Create] at the top.
A new entry called NatNetwork appears. Click on it to select it.
In the right panel:
Name: NATNetworkInterWAN
IPv4 Prefix: 10.0.0.0/30
Supports DHCP: UNCHECK (no DHCP)
Supports IPv6: UNCHECK
Advertise default IPv6 route: UNCHECK
Click [Apply] at the bottom.
Figure 1 is a screenshot of the Network Manager showing all three NAT Networks.

Figure 2: Create NATNetworkWAN in Virtual Machine.
Using a 10.x.x.x IP range with a /30 subnet mask (255.255.255.252) is the industry-standard best practice for connecting two locations (like your London and Birmingham servers/routers) across a Wide Area Network (WAN) [1].
The technical justification for why setup is the correct approach:
1. Maximum IP Address Efficiency (The /30 Magic)
When connect two routers or servers together directly, it forms what is called a Point-to-Point (P2P) link. There are exactly two devices on this specific wire.
A /30 subnet is the smallest possible usable network. It provides exactly 4 IP addresses mathematically, which perfectly fits a P2P link [2]:
· 10.0.0.0 : The Network Address (identifies the link itself).
· 10.0.0.1 : First usable host (assigned to London).
· 10.0.0.2 : Second usable host (assigned to Birmingham).
· 10.0.0.3 : The Broadcast Address (used for network messages).
The Justification: If you had used a standard /24 subnet (like 255.255.255.0), Here would have 254 usable IPs. Because there are only two servers on this link, you would be wasting 252 IP addresses. The /30 prevents IP exhaustion and keeps your network design incredibly neat [2] [3].
2. Enhanced Security and Stability
By restricting this transit network to just two usable IP addresses, Here shrinking the "broadcast domain" to its absolute minimum[3] .
Security: A malicious actor cannot easily plug a third, rogue device into this specific network segment because there are simply no IP addresses left for them to take.
Stability: Network chatter (broadcast traffic) is limited to just those two devices, ensuring that the link between London and Birmingham is used purely for actual data transfer, not background network noise.
3. The use of Class A Private IPs (10.x.x.x)
In here using an IP address from the RFC 1918 private address space.
The Justification: These addresses are free, do not require to register with an Internet registry, and are naturally isolated from the public internet. By using a Class A (10.x.x.x) address for transit link, leave itself a massive amount of room to build the actual local networks in London and Birmingham (for example, you could make London's local network 10.1.0.0/16 and Birmingham's 10.2.0.0/16) [2].
Summary
To put it simply: The 10.0.0.1 and 10.0.0.2 addresses are acting as the secure, private "highway" between the two cities. Using the /30 mask ensures that the highway has exactly two lanes one for London and one for Birmingham wasting no space and keeping the connection tight and secure [3].
[bookmark: _Toc228181613]Add second adapter to Server01(BirmServer01) in VirtualBox.
[image: ]	Comment by Amirthalingam Shugirthan: 1.	Make sure BirmServer01 VM is powered off (not just suspended). Right-click → [Close] → [Power Off] if needed.
2.	Right-click BirmServer01 → [Settings].
3.	Click [Network] in the left panel.
4.	Click the [Adapter 2] tab at the top.
5.	CHECK the [Enable Network Adapter] box.
6.	Attached to: select NAT Network from the dropdown.
7.	Name: select NatNetworkWAN .
8.	Click [Advanced] to expand it.
9.	Make a note of the MAC Address shown  you may need it for static IP binding.
10.	Click [OK].
11.	Figure 2 screenshot of the Network settings showing both adapters.
Figure 3: BirmServer01’s  Network Adaptor 2 connect to NATNetworkWAN.
[image: ]	Comment by Amirthalingam Shugirthan: 1.	Make sure LondServer01 VM is powered off (not just suspended). Right-click → [Close] → [Power Off] if needed.
2.	Right-click LondServer01 → [Settings].
3.	Click [Network] in the left panel.
4.	Click the [Adapter 2] tab at the top.
5.	CHECK the [Enable Network Adapter] box.
6.	Attached to: select NAT Network from the dropdown.
7.	Name: select NatNetworkWAN .
8.	Click [Advanced] to expand it.
9.	Make a note of the MAC Address shown  you may need it for static IP binding.
10.	Click [OK].
11.	Figure 3 screenshot of the Network settings showing both adapters.
Figure 4: LondServer01’s Network Adaptor 2 connect to NatNetworkWAN
[bookmark: _Hlk227584601][bookmark: _Toc228181614]Configure BirmServer01 NatNetworkWAN IP  Windows Server.
[image: ]	Comment by Amirthalingam Shugirthan: 1.	Power on BirmServer01 and log in ( Administrator / Admin1234 ).
2.	Right-click the network icon in the system tray (bottom-right) → [Open Network & Internet settings].
3.	Click [Change adapter options].
4.	You should see two adapters: Ethernet (for Birmingham) and Ethernet 2 (for the NatNetworkWAN link).
5.	Right-click Ethernet 2 → [Rename] → name it WAN . Press Enter.
6.	Right-click Ethernet → [Rename] → name it Local . Press Enter.
7.	Right-click WAN → [Properties].
8.	Double-click Internet Protocol Version 4 (TCP/IPv4).
9.	Select [Use the following IP address]:
IP address: 10.0.0.2
Subnet mask: 255.255.255.252
Default gateway: (leave blank)
DNS: (leave blank: DNS is on Birmingham-LAN)
10.	Click [OK] → [Close].
11.	Open Command Prompt ( Win + R , type cmd , Enter).
12.	Run ipconfig /all to verify both adapters have correct IPs.
13.	Figure 4 is Screenshot the ipconfig /all output.
Figure 5: BirmServer01’s  Adaptor 2 configure to Class A 10.0.0.2/30.
[bookmark: _Toc228181615]Configure LondServer01 NatNetworkWAN IP  Linux Server.
[image: ]	Comment by Amirthalingam Shugirthan: 1. Power on LondServer01 and log in (
localadmin / 
Admin1234 ).
2. Identify the new interface name.
Run: ip link show.

Existing interface is probably 
enp0s3 (Birmingham/London LAN). The new one is likely 
names they vary.
Figure 6: Identify the new interface name. Run: ip link show
[image: ]	Comment by Amirthalingam Shugirthan: 1. Edit the persistent network config:
sudo nano /etc/network/interfaces
enp0s8 . Note the actual.

2. Make sure the file looks like this (replace 
enp0s8 with your actual second interface name):

# Loopback
auto lo
iface lo inet loopback
# London LAN (existing)
auto enp0s3
iface enp0s3 inet static
address 192.168.200.30
netmask 255.255.255.0
gateway 192.168.200.1
# Inter-site WAN (new)
auto enp0s8
iface enp0s8 inet static
address 10.0.0.2
netmask 255.255.255.252

5. Save with Ctrl+O, Enter, then exit with Ctrl+X.

6. Restart networking:
sudo systemctl restart networking
Figure 7: Configure the Network Adaptor enp0s8.
[image: ]	Comment by Amirthalingam Shugirthan: 1. Verify:
ip addr show
Both 
enp0s3 (192.168.200.30) and 
enp0s8 (10.0.0.2) must be present.

2. Test inter-site reachability  ping the Windows side:
ping -c 4 10.0.0.1

Should get replies. 
If not, check Windows Firewall on Server01 (next phase fixes this)
Temporarily disable firewall to confirm: on Server01.
Run in cmd 
netsh advfirewall set allprofiles state off . 
Re-enable after testing with 
netsh advfirewall set allprofiles state on .

3. Figure 7 is Screenshot successful ip configuration andping output.
Figure 8: Veryfy the IP Address 10.0.0.1/30, Ping with Windows WAN connectivity.
[bookmark: _Toc228181616]
Task 01.
[bookmark: _Toc228181617]1. Routing.
[bookmark: _Toc228181618]1.1 Routing in Birmingham (RRAS) .
Step A: Install the Remote Access role.
[image: ]	Comment by Amirthalingam Shugirthan: Open Server Manager (it usually opens automatically; if not, click the Start button → [Server Manager]).

Click [Manage] in the top-right → [Add Roles and Features].

Before You Begin screen → [Next].

Installation Type → keep Role-based or feature-based installation selected → [Next].

Server Selection → keep default (your local server) → [Next].

Server Roles → CHECK [Remote Access] → [Next].

Features → just click [Next] (nothing extra).

Remote Access intro → [Next].

Role Services → CHECK [Routing] (this auto-checks [DirectAccess and VPN (RAS)]). When prompted, click [Add Features].

[Next] through Web Server Role (IIS) screens  keep all defaults.

Confirmation screen → CHECK [Restart the destination server automatically if required] → [Yes] → [Install].

Wait for "Installation succeeded". [Close].
Figure 9: Install Remote Access Role.
Step B: Configure RRAS.
[image: ]	Comment by Amirthalingam Shugirthan: Server Manager → [Tools] (top right) → [Routing and Remote Access].

In the left tree, right-click your server name ( SERVER01 ) → [Configure and Enable Routing and Remote Access].

Wizard opens → [Next].

Select [Custom configuration] → [Next].

CHECK [LAN routing] → [Next] → [Finish].

When asked "Start service?" click [Start service].

The server icon should now have a green up arrow.
Figure 10: RRAS Post Configuration.
Step C: Add static route to London.
[image: ]	Comment by Amirthalingam Shugirthan: In RRAS console, expand SERVER01 → IPv4 → right-click [Static Routes] → [New Static Route].

Fill in: 
Interface: InterSite-WAN
Destination: 192.168.200.0
Network mask: 255.255.255.0
Gateway: 10.0.0.2
Metric: 1

Click [OK].

Figure 10 is a Screenshot of static route entry.
Figure 11: Create Static route to London.
Step D: Allow ICMP and configure firewall.
Method 01:
[image: ]	Comment by Amirthalingam Shugirthan: 1. Win + R → type 
wf.msc → Enter. (Windows Defender Firewall with Advanced Security)

2. Click [Inbound Rules] in the left panel.

3. Find these rules and ENABLE them (right-click → [Enable Rule]):
File and Printer Sharing (Echo Request – ICMPv4-In)  both Domain and Private profiles

4. Click [Outbound Rules].

5. Make sure File and Printer Sharing (Echo Request – ICMPv4-Out) is enabled.

6. (Per-service rules  done later as you add IIS, RDS, DHCP, DNS, AD DS  they auto-create rules but you
can verify.)
Figure 12: Configure firewall to allow ICMP.


Method 02: 
[image: ]	Comment by Amirthalingam Shugirthan: Goto Windows Defender Firewall with Advanced Security
 Right Click in Inbound Rules → New Rule…
 Custom → All programs → Protocol Type “ ICMPv4 → Any IP address / ADD which IP → Allow the connection → Tick All → Choose your Name for that Rule → Finish.
Repeat in out bound and windows client.
Figure 13: Create Custom Rule for the firewall.
Step E: Verify Birmingham → London ping (one direction so far)
[image: ]	Comment by Amirthalingam Shugirthan: 1. From Server01, open Command Prompt:
ping 10.0.0.2
ping 192.168.200.30
The first should succeed. The second will succeed only after London routing is set up (1.2). Continue.
Figure 14: Verify - Ping to LondServer01 and Gateway is succeed.
[bookmark: _Toc228181619]1.2 Routing in London (Persistent IP forwarding + static route) LondServer01.
Step A: Enable persistent IP forwarding.
[image: ]	Comment by Amirthalingam Shugirthan: 1. Edit sysctl config:
sudo nano /etc/sysctl.conf

2. Find the line 
#net.ipv4.ip_forward=1  REMOVE the leading
# so it becomes:

net.ipv4.ip_forward=1

3. Save (Ctrl+O, Enter) and exit (Ctrl+X).

4. Apply immediately without reboot:

sudo sysctl -p

You should see 
net.ipv4.ip_forward = 1 echoed back.
Figure 15: Enable persistent IP forwarding succeed.
Step B: Add persistent static route to Birmingham LAN.
[image: ]	Comment by Amirthalingam Shugirthan: We add it via 
/etc/network/interfaces so it survives reboots.

1. Edit: sudo nano /etc/network/interfaces

2. Inside the enp0s8 (inter-site) block, append two post-up lines so it looks like:

auto enp0s8
iface enp0s8 inet static
address 10.0.0.2
netmask 255.255.255.252
post-up ip route add 192.168.100.0/24 via 10.0.0.2 dev enp0s8
post-down ip route del 192.168.100.0/24 via 10.0.0.2 dev enp0s8

3. Save and exit.

4. Restart networking:
sudo systemctl restart networking

5. Verify: ip route show
You should see 
192.168.100.0/24 via 10.0.0.2 dev enp0s8.
Figure 16: persistent static route to Birmingham LAN succeed.
Step C: Allow ICMP forwarding via iptables (or nftables)
[image: ]	Comment by Amirthalingam Shugirthan: 1. Install iptables-persistent (so rules survive reboot):

sudo apt update
sudo apt install -y iptables-persistent

When prompted to save current rules, choose [Yes] twice.

2. Allow ICMP forwarding and the inter-site flow:
sudo iptables -A FORWARD -p icmp -j ACCEPT

sudo iptables -A FORWARD -s 192.168.200.0/24 -d 192.168.100.0/24 -j ACCEPT

sudo iptables -A FORWARD -s 192.168.100.0/24 -d 192.168.200.0/24 -j ACCEPT

sudo iptables -A INPUT -p icmp -j ACCEPT

3. Save them so they survive reboot:
sudo netfilter-persistent save
Figure 17: iptables configure for Allow ICMP Forwarding.
Step D: Verify cross-site ping.
[image: ]	Comment by Amirthalingam Shugirthan: From Server01 (Windows):
ping 192.168.200.30
ping 192.168.200.40

From LondServer01 (Debian):
ping -c 4 192.168.100.10
ping -c 4 192.168.100.50

All four pings should succeed. 

If a ping fails:
On the destination Windows machine: check that ICMP-In is enabled in Windows Firewall 
(run netsh advfirewall firewall set rule name="File and Printer Sharing (Echo Request - ICMPv4-In)"
new enable=Yes ).

On Debian destination: 
check iptables -L INPUT allows ICMP. 

Verify routes on both servers: 
ip route / route print.
Figure 18: Cross-site ping successful.
[bookmark: _Toc228181620]
2. Domain Server (Birmingham)
[bookmark: _Toc228181621]2.1 Install AD DS and promote to Domain Controller (Birmingham Windows)Server.
Step A: Set static IP & DNS first
[image: ]	Comment by Amirthalingam Shugirthan: 1. Open Network Connections (Win + R → 
ncpa.cpl ).

2. Right-click Birmingham-LAN → [Properties].

3. Double-click Internet Protocol Version 4 (TCP/IPv4).

4. Set IP to 192.168.100.10/24 Preferred DNS server to 127.0.0.1 (loopback — the server will host its own DNS).

5. [OK] → [Close].
Figure 19: Set IP for Local Ethernet – 192.168.100.10/24 & DNS – 127.0.0.1.
Step B: Install AD DS role.
[image: ]	Comment by Amirthalingam Shugirthan: 1. Server Manager → [Manage] → [Add Roles and Features].

2. [Next] → keep Role-based → [Next] → [Next].

3. CHECK [Active Directory Domain Services]. When the popup asks, click [Add Features].

4. CHECK [DNS Server]. Click [Add Features]. Click [Continue] if a static IP warning appears (yours is static).

5. [Next] → [Next] → [Next] → [Install].

6. Wait for "Installation succeeded". [Close].
Figure 20: Install Active [Directory Domain Services] with [DNS Server].


Step C: Promote to Domain Controller.
[image: ]	Comment by Amirthalingam Shugirthan: 1. In Server Manager, look for the yellow flag at the top — click it → [Promote this server to a domain controller].

2. Deployment Configuration:
 Select [Add a new forest].
 Root domain name: BIRMINGHAM.ACCA
 [Next].

3. Domain Controller Options:
 Forest functional level: Windows Server 2016 (or default).
 Domain functional level: Windows Server 2016 .
 CHECK [Domain Name System (DNS) server].
 CHECK [Global Catalog (GC)].
 DSRM password: Admin1234 (same as admin for simplicity write it down for the marker).
 [Next].

4. DNS Options: ignore the delegation warning → [Next].

5. Additional Options: NetBIOS = BIRMINGHAM → [Next].

6. Paths: keep defaults → [Next].

7. Review Options → [Next].

8. Prerequisites Check should pass with warnings (warnings about cryptography are normal). Click
[Install].

9. Server reboots automatically.
Figure 21: Setup DNS as BIRMINGHAM.ACCA.
Step D: First login after promotion.
[image: ]	Comment by Amirthalingam Shugirthan: 1. After reboot, log in as 
BIRMINGHAM\Administrator (now a domain admin) with 
Admin1234.
2. Open Server Manager → [Tools] → [Active Directory Users and Computers] to verify the domain
BIRMINGHAM.ACCA exists with the default OUs (Builtin, Computers, Domain Controllers, Users).
Figure 22: Verify The installation.


[bookmark: _Toc228181622]2.2 Create A or AAA records for all servers and clients.
[image: ]	Comment by Amirthalingam Shugirthan: 1. Server Manager → [Tools] → [DNS].

2. In DNS Manager, expand SERVER01 → Forward Lookup Zones → BIRMINGHAM.ACCA.

3. See auto-created records for 
SERVER01 (the DC). Now add the rest:

For each row in the table below: right-click 
shugirthan.acca → [New Host (A or AAAA)] → fill in Name and IP,

CHECK [Create associated pointer (PTR) record] (this auto-fills the reverse zone after we create it in 2.3 re-check after the reverse zone exists), then [Add Host] → [OK].
Figure 23: In DNS Manager 8 records are added.
Records Detail:
	Name
	IP Address
	Purpose

	b-dc
	192.168.100.10
	Friendly alias for Server01

	clients1
	192.168.100.50
	Win 10 client (static fallback before DHCP)

	l-cd
	192.168.200.10
	Debian server

	clientl1
	192.168.200.40
	Debian GUI client (static fallback)

	webs
	192.168.100.10
	IIS website (Phase 9)

	rds
	192.168.100.10
	Remote Desktop (Phase 10)

	birmingham-gw
	10.0.0.2
	Inter-site WAN side of B-DC

	london-gw
	10.0.0.1
	Inter-site WAN side of L-CD


Table 2: A or AAA Records added in BirminghamServer (BIRMINGHAM.ACCA).


[bookmark: _Toc228181623]2.3 Create reverse lookup zones with PTR records Windows Server.
[image: ]	Comment by Amirthalingam Shugirthan: Zone 1 — Birmingham (192.168.100.x)

  1. In DNS Manager, right-click Reverse Lookup Zones → [New Zone...]
  2. [Next] → Primary zone, keep "Store in Active Directory" CHECKED → [Next]
  3. [To all DNS servers running on domain controllers in this domain: BIRMINGHAM.ACCA] → [Next]
  4. [IPv4 Reverse Lookup Zone] → [Next]
  5. Network ID: type 192.168.100 → [Next]
  6. [Allow only secure dynamic updates] → [Next] → [Finish]

  ---
  Zone 2 — London (192.168.200.x)

  Repeat exactly the same steps. Network ID: 192.168.200

  ---
  Zone 3 — Inter-site WAN (10.0.0.x)

  Repeat again. Network ID: 10.0.0
Figure 24: Reverse lookup Zones with PTR records in Windows Server and verified.
Reverse zone and add PTR records:
1.  In 100.168.192.in-addr.arpa right-click → [New Pointer (PTR)...]
	[bookmark: _Hlk227842373]Host IP (last octet)
	Host FQDN         

	10   
	b-dc.BIRMINGHAM.ACCA     

	50
	clients1.BIRMINGHAM.ACCA


Table 3: ZONE 1 (192.168.100) PTR Record.
2. In 200.168.192.in-addr.arpa
	Host IP (last octet)
	Host FQDN         

	10   
	l-cd.BIRMINGHAM.ACCA

	40
	clientl1.BIRMINGHAM.ACCA


Table 4: ZONE 2 (192.168.200) PTR Record.
3. In 0.0.10.in-addr.arpa
	Host IP (last octet)
	Host FQDN         

	2
	birmingham-gw.BIRMINGHAM.ACCA

	1
	london-gw.BIRMINGHAM.ACCA


Table 5: ZONE 3 (10.0.0) PTR Record.
4. Quick Verification
  Open Command Prompt on Server01 and run:
  nslookup b-dc.BIRMINGHAM.ACCA
  nslookup 192.168.100.10
  Both return matching results. Screenshot this.
[bookmark: _Toc228181624]2.4  Secure Password Policy (on Server01 / Windows Server).
[image: ]	Comment by Amirthalingam Shugirthan:   Step 1  Open Group Policy Management

  Server Manager → [Tools] → [Group Policy Management]

  ---
  Step 2  Navigate to Default Domain Policy

  In the left tree:
  - Expand Forest: BIRMINGHAM.ACCA
  - Expand Domains
  - Expand BIRMINGHAM.ACCA
  - Right-click Default Domain Policy → [Edit]

  ---
  Step 3  Set Password Policy

  Navigate in the left tree:
  Computer Configuration → Policies → Windows Settings → Security Settings → Account Policies → Password Policy

  Double-click each setting and set:
Figure 25: Set Password Policies.
	Setting
	Value

	Enforce password history   
	5 passwords remembered

	Maximum password age  
	60 days

	Minimum password age
	1 day   

	Minimum password length
	8 characters

	Password must meet complexity requirements
	Enabled

	Store passwords using reversible encryption
	Disabled


Table 6: Set Password Policy.


	Setting
	Value

	Account lockout threshold
	5 invalid logon attempts

	Account lockout duration   
	15 minutes

	Reset account lockout counter after
	15 minutes


Table 7: Set Account Lockout Policy.
[image: ]	Comment by Amirthalingam Shugirthan: Step 4  Set Account Lockout Policy

  Click Account Lockout Policy (just below Password Policy in the tree):

Step 5  Apply

  1. Close the GPO editor window
  2. Open Command Prompt on Server01 and run:
  gpupdate /force
  3. Screenshot the gpupdate /force output showing "completed successfully"
Figure 26: Set Account Lockout Policy.
[bookmark: _Toc228181625]3. Site-to-Site VPN.
[bookmark: _Toc228181626]3.1 Create Demand-Dial VPN Interface on Server01 (Windows Server)
[image: ]
Figure 27: Site-toSite VPN Established Successfully.
Purpose: A demand-dial interface in RRAS creates a virtual network adapter that Windows uses to establish an IKEv2. IPsec tunnel to LondServer01 over the 10.0.0.0/30 inter-site link.
  Step A : Enable LAN and Demand-Dial Routing in RRAS
1. Open Server Manager → [Tools] → [Routing and Remote Access]
2. Right-click SERVER01 in the left tree → [Properties]
3. On the General tab, ensure both options are checked:
a) ✅ IPv4 Router
b) ✅ Local area network (LAN) and demand-dial routing
4. Click [OK] and restart RRAS when prompted.
This enables Server01 to act as both a LAN router and a VPN endpoint simultaneously.
  Step B : Create the Demand-Dial Interface
1. Right-click Network Interfaces → [New Demand-Dial Interface...]
2. Click [Next]
3. Interface name: VPN-to-London → [Next]
4. Select [Connect using virtual private networking (VPN)] → [Next]
5. VPN type: select [IKEv2] → [Next]
6. Destination address: 10.0.0.1 (WAN IP of LondServer01) → [Next]
7. Check [Route IP packets on this interface] → [Next]
8. Click [Add] and enter the remote network route:
· Destination: 192.168.200.0
· Mask: 255.255.255.0
· Metric: 1
· Click [OK] → [Next]
9. Dial-out credentials:
· User name: vpnuser
· Domain: BIRMINGHAM
· Password: Admin1234
· Click [Next] → [Finish]
The route added here tells Windows to send all London-bound traffic (192.168.200.0/24) through this VPN tunnel.
Step C : Set PSK Authentication via PowerShell
The RRAS GUI alone does not reliably apply the pre-shared key for IKEv2. Run this in an elevated PowerShell on
Server01:
Set-VpnS2SInterface -Name "VPN-to-London" -AuthenticationMethod PSKOnly -SharedSecret "NossLondon2026!Secret"
This command correctly registers the PSK in the Windows RRAS configuration, ensuring the IKEv2 authentication phase succeeds.
[bookmark: _Toc228181627]3.2 Configure strongSwan IPsec on LondServer01 (DEB-SRV)
Purpose: strongSwan is the Linux IPsec implementation. It must use matching cipher proposals to what Windows Server
RRAS negotiates.

Step A : Install packages
sudo apt update
sudo apt install -y strongswan strongswan-pki libcharon-extra-plugins strongswan-starter
Step B : Configure /etc/ipsec.conf
sudo nano /etc/ipsec.conf
Set the file contents to:
config setup
charondebug="ike 1, knl 1, cfg 0"
uniqueids=yes
conn %default
      keyexchange=ikev2
      dpdaction=restart
      dpddelay=30s
      rekey=yes
conn birmingham-london
      left=10.0.0.1
      leftsubnet=192.168.200.0/24
      right=10.0.0.2
      rightsourceip=10.0.0.2 #Dummy for make windows keep connect VPN-London Interface
      rightsubnet=192.168.100.0/24
      authby=secret
      keyexchange=ikev2
      ike=aes128-sha1-modp1024!
      esp=aes128-sha1!
      auto=start
Note: The cipher suite aes128-sha1-modp1024 was determined by negotiation Windows Server RRAS selected this proposal. Connection error then first in linux 
systemctl restart strongswan-starter
during IKE_SA_INIT. The ! enforces strict matching.
Step C : Configure /etc/ipsec.secrets
sudo nano /etc/ipsec.secrets
Add:
 10.0.0.1 10.0.0.2 : PSK "NossLondon2026!Secret"
The PSK must match exactly (including case) with what was set on Server01.
Step D Start the service
 sudo systemctl restart strongswan-starter
 sudo systemctl enable strongswan-starter
Step E : Connect from Server01
In RRAS on Server01 → right-click VPN-to-London → [Connect]
[bookmark: _Toc228181628]3.3 Verification
On LondServer01:
  sudo ipsec status
Expected output confirms ESTABLISHED.
  Cross-site ping from Server01:
  ping 192.168.200.10
  Cross-site ping from LondServer01:
  ping -c 4 192.168.100.10
Both must return replies, confirming the encrypted tunnel is carrying traffic between the two sites.
[bookmark: _Toc228181629]4. Users.
[bookmark: _Toc228181630]4.1 Get the spreadsheet &  Create the updated script (uses CSV, no Excel needed):
[image: ]
Figure 28: Create the spreadsheel and Create th Updating script.
Step 1 : Create C:\Temp folder if needed:
  New-Item -ItemType Directory -Path C:\Temp -Force
Step 2 Create the users CSV file:
  @"
  FirstName,LastName
  Rajesh,Jayakumar
  Priya,Krishnan
  Mohammed,Rahman
  Sarah,Thompson
  James,Williams
  Emma,Davies
  Arun,Patel
  Nisha,Sharma
  David,Johnson
  Lisa,Brown
  Tamil,Selvan
  Kavitha,Murugan
  Robert,Wilson
  Helen,Clark
  Vijay,Kumar
  "@ | Out-File -FilePath "C:\Temp\users_list_updated.csv" -Encoding utf8


Step 3: Create the updated script (uses CSV, no Excel needed):
  @'
  Import-Module ActiveDirectory

  $csvPath = "C:\Temp\users_list_updated.csv"
  $users = Import-Csv -Path $csvPath
  $defaultPassword = ConvertTo-SecureString "Welcome2026!" -AsPlainText -Force

  if (-not (Get-ADOrganizationalUnit -Filter "Name -eq 'Users-Custom'" -ErrorAction SilentlyContinue))
   {
      New-ADOrganizationalUnit -Name "Users-Custom" -Path "DC=BIRMINGHAM,DC=ACCA"
  }
  $ouPath = "OU=Users-Custom,DC=BIRMINGHAM,DC=ACCA"

  foreach ($u in $users) {
      $first = $u.FirstName.Trim()
      $last  = $u.LastName.Trim()
      $sam   = ("{0}.{1}" -f $first.Substring(0,1).ToLower(), $last.ToLower())
      $upn   = "$sam@BIRMINGHAM.ACCA"
      $display = "$first $last"

      if (Get-ADUser -Filter "SamAccountName -eq '$sam'" -ErrorAction SilentlyContinue) {
          Write-Host "SKIP: $sam already exists"
          continue
      }
      New-ADUser -SamAccountName $sam `
          -UserPrincipalName $upn `
          -Name $display `
          -GivenName $first `
          -Surname $last `
          -DisplayName $display `
          -AccountPassword $defaultPassword `
          -Enabled $true `
          -ChangePasswordAtLogon $true `
          -Path $ouPath
      Write-Host "CREATED: $sam ($display)"
  }
  Write-Host "Done."
  '@ | Out-File -FilePath "C:\Temp\Create-Users.ps1" -Encoding utf8
Step 4: Run the script:
[image: ]
Figure 29: Run the script to create Users.
Go to  Powershell And run the followings.
 cd C:\Temp
 Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass
 .\Create-Users.ps1
Step 5: Verify in AD:
[image: ]
Figure 30: Go to Server manager → Tools → Active Directory Users and Computers.
[bookmark: _Toc228181631]5. Domain Membership.
[bookmark: _Toc228181632]5.1 Join ClientS1 (Windows 10) Windows Client.
[image: ]	Comment by Amirthalingam Shugirthan: VM: BirmClient01

  Step A — Set DNS to point at Server01
  1. Press Win + R → type ncpa.cpl → Enter
  2. Right-click Ethernet 2 (the 192.168.100.x adapter) → Properties
  3. Double-click Internet Protocol Version 4 (TCP/IPv4)
  4. Set Preferred DNS server: 192.168.100.10
  5. Click OK → Close

  Step B — Rename PC and join domain
  1. Press Win + R → type sysdm.cpl → Enter
  2. Click Change… (next to "To rename this computer…")
  3. Computer name: ClientS1
  4. Select Domain → type BIRMINGHAM.ACCA → OK
  5. Credentials prompt: username BIRMINGHAM\Administrator, password NotebooK@123 → OK
  6. You should see "Welcome to the BIRMINGHAM.ACCA domain" → OK → OK → Close → Restart Now

  Step C — Verify after reboot
  1. At login screen click Other user
  2. Log in as BIRMINGHAM\Administrator / NotebooK@123
  3. Open Command Prompt → type:
  whoami
  3. Should show birmingham\administrator
Figure 31: Windows 10 client join With DC as BirmClient01.
[bookmark: _Toc228181633]5.2 Join LondServer01 (Debian CLI) Debian Server.
Step A: Point DNS to Server01:
[image: ]	Comment by Amirthalingam Shugirthan: su -
  nano /etc/resolv.conf
  Replace contents with:
  search BIRMINGHAM.ACCA
  nameserver 192.168.100.10
  Save: Ctrl+O → Enter → Ctrl+X

  Make it persistent:
  apt update
  apt install -y resolvconf
  nano /etc/resolvconf/resolv.conf.d/head
  Add the same two lines. Save and exit.

  Test DNS works:
  nslookup b-dc.BIRMINGHAM.ACCA
  Must return 192.168.100.10.
Figure 32:Point DNS to Server01(DC).

Step B: Install join packages:
  apt update
  apt install -y realmd sssd sssd-tools libnss-sss libpam-sss adcli samba-common-bin oddjob oddjob-mkhomedir packagekit krb5-user
  When asked Default Kerberos realm → type: BIRMINGHAM.ACCA (all caps)

Step C: Discover and join:
  realm discover BIRMINGHAM.ACCA
  realm join -U Administrator BIRMINGHAM.ACCA
  Enter password: Admin1234


Step D: Configure SSSD for short usernames:
  nano /etc/sssd/sssd.conf
  Inside the [domain/BIRMINGHAM.ACCA] section, set:
  use_fully_qualified_names = False
  fallback_homedir = /home/%u
  Save and exit, then:
  pam-auth-update --enable mkhomedir
  systemctl restart sssd

Step E: Test:
id administrator
Should return UID/GID info from the domain.
[image: ]
Figure 33: Test id administrator and realm list.
5.3 Join LondClient01 (Debian GUI) DEB-GUI.
Step A: Point DNS to Server01:
[image: ]
Figure 34: Setup DNS.
Step B: Install join packages:
  apt update
  apt install -y realmd sssd sssd-tools libnss-sss libpam-sss adcli samba-common-bin oddjob oddjob-mkhomedir packagekit krb5-user
  When asked Default Kerberos realm → type: BIRMINGHAM.ACCA (all caps)
Step C: Discover and join:
[image: ]
Figure 35: Discover the Joint and login to DC.
  realm discover BIRMINGHAM.ACCA
  realm join -U Administrator BIRMINGHAM.ACCA
  Enter password: Admin1234

Step D: Configure SSSD for short usernames:
[image: ]
Figure 36: sssd conf file setup.

  nano /etc/sssd/sssd.conf
  Inside the [domain/BIRMINGHAM.ACCA] section, set:
  use_fully_qualified_names = False
  fallback_homedir = /home/%u
  Save and exit, then:
  pam-auth-update --enable mkhomedir
  systemctl restart sssd

Step E: Test:
[image: ]
Figure 37: Login LinuxClient with Domain User.
  Then test the GUI login:
1. Log out of GNOME desktop.
2. At login screen click Not listed?
3. Type a domain username e.g. r.jayakumar and password Welcome2026!
4. Should log into GNOME with a new home directory.
[bookmark: _Toc228181634]6. DHCP Server.
[bookmark: _Toc228181635]  6.1 Install DHCP on Server01 Windows Server:
  Step A: Install the role:
1. Server Manager → Manage → Add Roles and Features.
2. Next → Next → Next.
3. CHECK DHCP Server → click Add Features → Next → Next → Next → Install.
4. Wait for "Installation succeeded".
5. Click the yellow flag (top right) → Complete DHCP configuration.
6. Authorization: keep default (use current domain admin) → Commit → Close.
[image: ]
Figure 38: Install DHCP in Windows Server (DC).
Step B: Create Birmingham scope:
1. Server Manager → Tools → DHCP.
2. Expand server01.BIRMINGHAM.ACCA → IPv4 → right-click → New Scope.
3. Fill in the wizard:
	Field      
	Value       

	Name           
	Birmingham-Scope

	Start IP  
	192.168.100.11

	End IP
	192.168.100.20

	Subnet mask
	255.255.255.0

	Exclusions
	skip

	Lease duration
	8 days


Table 8: Birmingham Scope
4. Yes, I want to configure these options now → Next.
5. Router (gateway): 192.168.100.10 → Add → Next.
6. Parent domain: BIRMINGHAM.ACCA.
1. DNS server: 192.168.100.10 → Add → Next.
7. WINS: skip → Next.
8. Yes, I want to activate this scope now → Next → Finish.
[image: ]
Figure 39: Birmingham Scope Created.
Step C: Create London scope:
1. Same wizard again right-click IPv4 → New Scope:
	Field
	Value

	Name
	London-Scope

	Start IP
	192.168.200.11

	End IP
	192.168.200.20

	Subnet mask
	255.255.255.0

	Lease duration
	8 days

	Router (gateway)
	192.168.200.10 ← your actual LondServer01 LAN IP

	Parent domain
	BIRMINGHAM.ACCA

	DNS server
	192.168.100.10


Table 9: London Scope.
2. Activate the scope → Finish.
3. Screenshot: DHCP console showing both scopes active (green arrows).
[image: ]
Figure 40: London Scope created.
[bookmark: _Toc228181636]6.2 Configure DHCP Relay on LondServer01 Debian Server.
 Step A: Install relay package in LondServer01.
  su -
  apt update
  apt install -y isc-dhcp-relay
During install it asks 3 questions:
1. Servers DHCP requests should be forwarded to: 192.168.100.10.
2. Interfaces the relay should listen on: enp0s3 enp0s8.
3. Additional options: leave blank → Enter.
[image: ]
Figure 41: Relay Package installed.
Step B: Verify config file.
  nano /etc/default/isc-dhcp-relay
Make sure it looks exactly like this:
  SERVERS="192.168.100.10"
  INTERFACES="enp0s3 enp0s8"
  OPTIONS=""
Save and exit.
[image: ]
Figure 42: isc-dhcp-relay File Verified.
Step C: Start and enable.
  systemctl restart isc-dhcp-relay
  systemctl enable isc-dhcp-relay
  systemctl status isc-dhcp-relay
Should say active (running).
[image: ]
Figure 43: isc-dhcp-relay Running.
Step D: Open firewall for DHCP traffic
  iptables -A INPUT -p udp --dport 67 -j ACCEPT
  iptables -A INPUT -p udp --dport 68 -j ACCEPT
  iptables -A FORWARD -p udp --dport 67 -j ACCEPT
  netfilter-persistent save
Screenshot: systemctl status isc-dhcp-relay showing active/running.
[image: ]
Figure 44: Firewall open for DHCP in iptables.
[bookmark: _Toc228181637]6.3 Set Clients to Use DHCP.
  ClientS1 (Windows 10) Windows Client.
1. Win + R → ncpa.cpl → Enter.
2. Right-click Ethernet 2 → Properties → double-click IPv4.
3. Select Obtain an IP address automatically.
4. Select Obtain DNS server address automatically.
5. OK → Close.
6. Open Command Prompt:
  ipconfig /release
  ipconfig /renew
  ipconfig /all
7. Should show IP in range 192.168.100.11-.20, DNS 192.168.100.10, DHCP server 192.168.100.10
[image: ]
Figure 45: WindowsClient in Birmingham DHCP successfully configure.
LondClient01 (Debian GUI) DEB-GUI.
1. Click network icon (top bar) → Wired Settings.
2. Click the gear icon next to your connection.
3. IPv4 tab → Method: Automatic (DHCP) → Apply.
4. Toggle the connection off then on again.
5. Open Terminal:
8. ip addr show enp0s3.
6. Should show address in 192.168.200.11-.20.
[image: ]
Figure 46: Linux Client from London DHCP Successfully configured.
[bookmark: _Toc228181638]6.4 Verify Leases on Server01 Windows Server.
In DHCP console:
· Expand Birmingham-Scope → click Address Leases → ClientS1 should appear.
[image: ]
Figure 47: Windows Client from Birmingham Lease is ACTIVE.
· Expand London-Scope → click Address Leases → LondClient01 should appear.
[image: ]
Figure 48: Linux Client from London Lease is ACTIVE.
[image: ]
Figure 49: Both Lease are ACTIVE.
[bookmark: _Toc228181639]7. Test and Troubleshoot
	#
	Where
	Command
	Expected

	1
	ClientS1
	ping b-dc.shugirthan.acca
	Replies from 192.168.100.10

	2
	ClientS1
	ping l-cd.shugirthan.acca
	Replies from 192.168.200.30

	3
	ClientS1
	ping clientl1.shugirthan.acca
	Replies from London client

	4
	ClientL1	
	ping b-dc.shugirthan.acca
	Replies from B-DC

	5
	ClientL1
	ping clients1.shugirthan.acca
	Replies from Win 10

	6
	LondServer01
	nslookup webs.shugirthan.acca
	Resolves to 192.168.100.10

	7
	Server01
	nslookup -type=PTR 192.168.200.40
	Returns clientl1.shugirthan.acca

	8
	LondServer01
	sudo ipsec status
	ESTABLISHED

	9
	ClientS1
	ipconfig /all
	Shows DHCP-leased address from B-DC

	10
	ClientL1
	ip addr show
	Shows DHCP-leased 192.168.200.11–.20



[bookmark: _Toc228181640]7.1 ClientS1: ping b-dc.BIRMINGHAM.ACCA.
[image: ]
Figure 50: Windows Client from Birmingham ping b-dc.BIRMINGHAM.ACCA.
[bookmark: _Toc228181641]7.2 ClientS1: ping l-cd.BIRMINGHAM.ACCA.
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Figure 51: Windows Client from Birmingham ping l-cd.BIRMINGHAM.ACCA.
[bookmark: _Toc228181642]7.3 ClientS1: ping clientl1.BIRMINGHAM.ACCA.
[image: ]
Figure 52: Windows Client from Birmingham ping clientl1.BIRMINGHAM.ACCA.
The DNS record for clientl1 still points to 192.168.200.40 (its old static IP), but LondClient01 is now on DHCP and got a different IP in the .11–.20 range. LondServer01 is correctly reporting .40 isunreachable.
Fix: Check LondClient01's actual IP first.
On LondClient01 DebianClient-GUI:
· open Terminal: 
ip addr show enp0s3
· Note the IP it got (e.g. 192.168.200.11).
Then update the DNS A record on Server01 Windows Server:
1. Server Manager → Tools → DNS.
2. Expand SERVER01 → Forward Lookup Zones → BIRMINGHAM.ACCA.
3. Find the record named clientl1 double-click it.
4. Change the IP to the actual DHCP IP you just noted → OK.
5. Also update the PTR record: expand Reverse Lookup Zones → 200.168.192.in-addr.arpa.
· Delete the old PTR for .40
· Right-click → New Pointer (PTR) → Host IP: last octet of new IP → Host name:  clientl1.BIRMINGHAM.ACCA
Then back on ClientS1 flush DNS cache and re-test:
  ipconfig /flushdns
  ping clientl1.BIRMINGHAM.ACCA

[bookmark: _Toc228181643]7.4 LondClient01: ping b-dc.BIRMINGHAM.ACCA.
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Figure 53: DebianClient from London ping b-dc.BIRMINGHAM.ACCA.
[bookmark: _Toc228181644]7.5 LondClient01: ping clients1.BIRMINGHAM.ACCA
[image: ]
Figure 54: : DebianClient from London ping clients1.BIRMINGHAM.ACCA.
In 7.3 same way diagnosis this issue.
[bookmark: _Toc228181645]7.6 LondServer01: nslookup webs.BIRMINGHAM.ACCA
[image: ]
Figure 55: DebianServer from London nslookup webs.BIRMINGHAM.ACCA.
[bookmark: _Toc228181646]7.7 Server01: nslookup PTR result
[image: ]
Figure 56: DebianServer from London nslookup PTR result.
[bookmark: _Toc228181647]7.8 LondServer01: ipsec status (ESTABLISHED)
[image: ]
Figure 57: DebianServer from London ipsec status.
[bookmark: _Toc228181648]7.9 ClientS1: ipconfig /all
[image: ]
Figure 58: From Windows Client Birmingham All IP Configuration.
[bookmark: _Toc228181649]7.10 LondClient01: ip addr show
[image: ]
Figure 59: London Debian Client IP Configuration.


[bookmark: _Toc228181650]8. Disk Drive & Sharing.
[bookmark: _Toc228181651]8.1 Add Virtual Disk to Server01 VBOX.
Server01 must be powered off first.
On Server01: Start → Power → Shut down.
Then on host machine (VirtualBox Manager):
1. Right-click Server01 → Settings.
2. Click Storage in the left panel.
3. Click the SATA Controller row.
4. Click the Add Hard Disk icon (disk with green plus, on the right).
5. Click Create.
6. Type: VDI → Next.
7. Dynamically allocated → Next.
8. Name: Server01_DataDisk.vdi Size: 5.00 GB → Create.
[image: ]
Figure 60: Attache HDD.
9. Confirm the new disk appears under SATA Controller → OK.
[image: ]
Figure 61: New Drive Successfuly Created.
Power Server01 back on and log in.
[bookmark: _Toc228181652]8.2 Initialize and Format the Disk in Windows Server.
1. Press Win + X → Disk Management (or Win + R → diskmgmt.msc).
2. A pop-up Initialize Disk appears → select GPT → OK.
[image: ]
Figure 62: Disk Successfully Detected and choose to GPT.
3. Right-click the Unallocated space on Disk 1 → New Simple Volume.
4. Wizard:
· Next → keep full size → Next.
· Drive letter: E → Next.
· File system: NTFS.
· Volume label: BirminghamFiles.
· Quick format: checked.
· Next → Finish.
[image: ]
Figure 63: Disk Formated as E Drive and Named BirminghamFiles.
[bookmark: _Toc228181653]8.3 Create and Share the Folder WIN-SRV.
  Step A: Create the folder.
1. Open File Explorer → go to E:\.
2. Right-click → New → Folder → name it BirminghamFiles.
[image: ]
Figure 64: A Folder created in E Drive.
  Step B: Set Share permissions.
1. Right-click BirminghamFiles → Properties.
2. Sharing tab → Advanced Sharing…
3. CHECK Share this folder → share name stays BirminghamFiles.
4. Click Permissions:
1. Select Everyone → uncheck Full Control and Change → keep only Read checked.
2. Click Add → type Domain Users → Check Names → OK.
3. Select Domain Users → CHECK Full Control, Change, Read.
5. OK → OK
[image: ]
Figure 65: Permissions granded for Domain Users.
Step C: Set NTFS Security permissions.
1. Still in Properties → click Security tab → Edit…
2. Click Add → type Domain Users → Check Names → OK.
3. Select Domain Users → CHECK Full control → OK.
4. Make sure:
1. Administrators Full control ✓.
2. SYSTEM Full control ✓.
3. Domain Users Full control ✓.
5. Apply → OK → Close.
[image: ]
Figure 66: Security Permissions Granded.
8.4: Test Access from Both Networks.
From ClientS1 (Birmingham) WIN-CLI.
1. Press Win + R → type \\b-dc.BIRMINGHAM.ACCA → Enter.
2. Rightclick in BirminghamFiles  Map network drive…
[image: ]
Figure 67: Map networkdrive.
3. Folder should open.
4. Try creating a new text file inside → should succeed.
[image: ]
Figure 68 : Map drive will apper in This pc.
[image: ]
Figure 69: Textfile successfully created


From LondClient01 (London) DEB-GUI.
1. Open Files app (file manager).
2. Click Other Locations (left panel).
3. At the bottom bar type: smb://b-dc.BIRMINGHAM.ACCA/BirminghamFiles → Enter.
4. Authenticate: username administrator, domain BIRMINGHAM, password: Admin1234.
5. Folder should open try creating a file → should succeed.
[image: ]
Figure 70: In London Debian Client Successfully Access That Shared Folder.
[bookmark: _Toc228181654]8.4: Create Dedicated Sharing for group or individual user.
Step A: Create a folder and share
1. Create a folder “GroupFolder.
2. Rightclick → Properties → Sharing tap.
3. Advanced Sharing.. → Permissions → Add → “Domain Controllers.
4. Choos Full Control → ok ok.
5. Security tap → Edit → Add → “Domain Controllers” → ok → Full Control → Ok → Close.
[image: ]
Figure 71: Share the folder and add permissions and set security.
Step B: Dedicate User or Group for that sharing.
01. Server Manager → Tools → Active Directory Users and Computers.
02. Select user/Group from the domain → right click → Properties.
03. Profile tap → choose connect → choose drive letter → past the shared folder PATH → OK
[image: ]
Figure 72: Dedicate User/Group to that shared folder.
Step C: Verify in Client Machine.
[image: ]
Figure 73: GroupFolder Drive I is available in This PC.
[bookmark: _Toc228181655]9. IIS Website (HTTPS) with noss.uwtsd.uk
[bookmark: _Toc228181656]9.1 Install IIS Role WIN-SRV
1. Server Manager → Manage → Add Roles and Features.
2. Next × 3.
3. CHECK Web Server (IIS) → Add Features → Next → Next.
4. On Role Services screen, expand Security → CHECK Windows Authentication (keep Request Filtering ticked).
5. Next → Install → Close.
[image: ]
Figure 74: : Installing IIS.
9.2 [bookmark: _Toc228181657]Create Website Folder and Page WIN-SRV.
1. Open File Explorer → go to C:\inetpub\.
2. Right-click → New → Folder → name it webs.
3. Open the webs folder.
4. View tab → tick File name extensions (so you can save as .html).
5. Right-click inside → New → Text Document → name it default.html.
6. Right-click default.html → Open with → Notepad.
7. Paste:
  <!doctype html>
  <html>
  <head><title>NOSS - UWTSD London</title></head>
  <body style="font-family:Segoe UI; text-align:center; margin-top:120px;">
  <h1>Welcome to University of Wales Trinity Saint David London</h1>
  <p>NOSS Coursework 2 - Authenticated users only</p>
  </body>
  </html>
8. File → Save → close Notepad.
[image: ]
Figure 75: HTML File Created.
[bookmark: _Toc228181658]9.3 Create DNS Zone and A Record WIN-SRV.
1. Server Manager → Tools → DNS.
2. Right-click Forward Lookup Zones → New Zone → Next.
3. Primary zone → Next.
4. Zone name: uwtsd.uk → Next → Next → Finish.
5. Click the new uwtsd.uk zone → right-click → New Host (A).
6. Name: noss, IP: 192.168.100.10 → Add Host → OK.
Verify in Command Prompt:
  nslookup noss.uwtsd.uk
  Should return 192.168.100.10
[image: ]
Figure 76: DNS & A Record Created.
[bookmark: _Toc228181659]9.4 Create SSL Certificate WIN-SRV.
Open PowerShell as Administrator:
  New-SelfSignedCertificate -DnsName "noss.uwtsd.uk","rds.BIRMINGHAM.ACCA" ` -CertStoreLocation "cert:\LocalMachine\My" ` -FriendlyName "birmingham-acca-web-rds" ` -NotAfter (Get-Date).AddYears(5)
[image: ]
Figure 77: SSL Certificate Thumbprint Created.
	Thumbprint
	Subject

	E5C6367C81A6DCD7AC515635D1C448C3E57C0EE1
	CN=noss.uwtsd.uk


Table 10: Thumbprint Record.
[bookmark: _Toc228181660]9.5 Create the IIS Site WIN-SRV.
1. Server Manager → Tools → Internet Information Services (IIS) Manager.
2. Expand SERVER01 → right-click Sites → Add Website.
3. Fill in:
	Field
	Value

	Site name
	noss.uwtsd.uk

	Physical path
	C:\inetpub\webs

	Binding type
	https

	IP address
	All Unassigned

	Port
	443

	Host name
	noss.uwtsd.uk

	SSL certificate
	birmingham-acca-web-rds


Table 11: Site Configuration.
4. CHECK Require Server Name Indication.
5. OK.
[image: ]
Figure 78: Site Configurate.
[bookmark: _Toc228181661]9.6 Enable Windows Auth, Disable Anonymous WIN-SRV.
1. In IIS Manager click your site noss.uwtsd.uk.
2. Double-click Authentication.
3. Right-click Anonymous Authentication → Disable.
4. Right-click Windows Authentication → Enable.
[image: ]
Figure 79: Auth Setting Configured.
[bookmark: _Toc228181662]9.7 Export and Trust Certificate on ClientS1
On Server01 PowerShell:
  $c = Get-ChildItem cert:\LocalMachine\My | Where-Object {$_.FriendlyName -eq "birmingham-acca-web-rds"} 
Export-Certificate -Cert $c -FilePath C:\Temp\webs.cer
Copy to share:
  Copy-Item C:\Temp\webs.cer -Destination "E:\BirminghamFiles\"
[image: ]
Figure 80: Export SSL Certificate and copy to E:\BirminghamFiles\
On ClientS1 WIN-CLI:
1. Win + R → \\b-dc.BIRMINGHAM.ACCA\BirminghamFiles → Enter
2. Copy webs.cer to Desktop
3. Double-click webs.cer → Install Certificate → Local Machine → Next
4. Place all certificates in the following store → Browse → Trusted Root Certification Authorities → OK → Next → Finish → OK
[image: ]
Figure 81: SSL Certificate install in Windows Client.
[bookmark: _Toc228181663]9.8 Test WIN-CLI
[bookmark: _Hlk228097512]Open Microsoft Edge on ClientS1: https://noss.uwtsd.uk
Should show "Welcome to University of Wales Trinity Saint David London" with padlock no certificate warning.
[image: ]
Figure 82: Ask for Authendication.
[image: ]
Figure 83: Successfully Website Launched.
[image: ]
Figure 84: Same like Win-Cli After Authondication successfully access the website.
[bookmark: _Toc228181664]10. Remote Desktop Services (RDS).
[bookmark: _Toc228181665]10.1 Install RDS Roles WIN-SRV.
1. Server Manager → Manage → Add Roles and Features.
2. Installation Type: select Remote Desktop Services installation → Next.
3. Deployment Type: select Quick Start → Next.
4. Deployment Scenario: select Session-based desktop deployment → Next.
5. Server Selection: keep SERVER01.BIRMINGHAM.ACCA → Next.
6. CHECK Restart the destination server automatically if required → click Yes → Deploy.
7. Wait installs RD Connection Broker, RD Web Access, RD Session Host then reboots automatically.
[image: ]
Figure 85: Installing RDS.
[bookmark: _Toc228181666]10.2 Export Certificate as PFX WIN-SRV.
After reboot, log back in. Open PowerShell as Administrator:
 $pwd = ConvertTo-SecureString "NotebooK@123" -AsPlainText -Force
$c = Get-ChildItem cert:\LocalMachine\My | Where-Object {$_.FriendlyName -eq "birmingham-acca-web-rds"}
Export-PfxCertificate -Cert $c -FilePath C:\Temp\rds.pfx -Password $pwd
[image: ]
Figure 86: Create and Export PFX.


[bookmark: _Toc228181667]10.3 Apply Certificate to RDS WIN-SRV.
1. Server Manager → left panel click Remote Desktop Services.
2. Click Overview you should see the visual map with green ticks.
3. Click Tasks (top right of the deployment overview) → Edit Deployment Properties.
4. Click Certificates tab.
5. For each of the 4 roles listed, do the following:- 
· Click the role name → Select existing certificate…    
· Browse to C:\Temp\rds.pfx - Password: NotebooK@123.
· CHECK Allow the certificate to be added to the Trusted Root…
· OK.
6. After all 4 are done → Apply → OK.
[image: ]
Figure 87: Certificate installed.
[bookmark: _Toc228181668]10.4 Verify DNS Record WIN-SRV.
1. Server Manager → Tools → DNS.
2. Forward Lookup Zones → BIRMINGHAM.ACCA.
3. Check rds A record points to 192.168.100.10.
4. If missing: right-click → New Host (A) → name rds, IP 192.168.100.10 → Add Host.
[image: ]
Figure 88: Verify rds A record in 192.168.100.10.
[bookmark: _Toc228181669]10.5 Publish RemoteApp Programs WIN-SRV.
1. Server Manager → Remote Desktop Services → Collections.
2. Click QuickSessionCollection.
3. Under RemoteApp Programs section → click Tasks → Publish RemoteApp Programs.
4. From the list CHECK:
· Calculator.
· Command Prompt.
· Wordpad.
· Paint.
· Windows Media Player.
· Powershell.
· XPS Viewer.
· And what ever you want ….
5. Next → Publish → Close.
[image: ]
Figure 89: Choose and publish RemoteApp Programs.
[bookmark: _Toc228181670]10.6 Test from ClientS1 WIN-CLI.
1. Open Microsoft Edge on ClientS1.
2. Go to: https://rds.BIRMINGHAM.ACCA/RDWeb.
3. Login page appears enter:
· Domain: BIRMINGHAM.
· Username: Administrator.
· Password: Admin1234.
4. Click Sign in.
5. You should see Calculator and Command Prompt icons.
6. Click Calculator an RDP window opens running Calculator from Server01
[image: ]
Figure 90: RDP Successfully working in Windows Client.

[image: ]
Figure 91: RDP Login working in Linux Client.
[image: ]
Figure 92: RDP Access working in Linux Client.
[image: ]
Figure 93: RDP Successfully working in Linux Client.
[bookmark: _Toc228181671]Reflection
Throughout this coursework I developed extensive practical skills in designing, deploying and troubleshooting a virtualised enterprise network spanning two geographically separate sites. Working concurrently with Windows Server 2019 and Debian Linux reinforced my understanding of how different operating systems approach identical networking requirements such as routing, VPN tunnelling and domain membership using fundamentally different tools, configuration paradigms and diagnostic methodologies.
One of the most technically demanding aspects was configuring the IKEv2/IPsec site-to-site VPN between Windows RRAS and strongSwan on Debian. The two platforms use different IKE daemon implementations, requiring careful alignment of cryptographic proposals, authentication methods and connection parameters. Troubleshooting the periodic tunnel drops revealed two distinct root causes: IKE Security Association lifetime expiry without successful rekeying, and kernel IP forwarding being reset by dependent services such as the DHCP relay daemon. Resolving these issues required migrating IP forwarding configuration to /etc/sysctl.d/ for higher-priority persistence and implementing a cron-based watchdog to monitor and automatically restore tunnel state demonstrating the importance of fault tolerance and self-healing mechanisms in production network design.
A recurring challenge throughout the project was the discrepancy between the guide topology and my actual VM configuration, most notably the transposition of WAN IP addresses between the two servers and the London LAN address differing from documentation. This experience emphasised the critical importance of independently verifying the actual network state using ip addr, ipconfig /all and ip route before applying any configuration, rather than following documentation assumptions. It also highlighted how small IP misconfigurations in routing and VPN can produce misleading symptoms that appear at higher layers.
The IIS deployment provided practical insight into the distinction between authentication and authorisation at both the application layer (IIS Authentication and Authorization Rules) and the filesystem layer (NTFS DACLs). The 403 Forbidden error encountered during testing was ultimately caused by a combination of missing Default Document configuration and insufficient NTFS permissions a scenario that reinforced the necessity of understanding the full request processing pipeline in IIS rather than treating it as a black box.
Overall, this project significantly advanced my practical competence in enterprise network administration and gave me hands-on experience with technologies widely deployed in real-world organisational environments. The systematic troubleshooting approach verifying each OSI layer in sequence from physical connectivity through to application-layer authentication proved consistently effective and is a methodology I will carry forward into professional practice.
[bookmark: _Toc228181672]Conclusion
This coursework successfully delivered a fully functional, multi-service virtualised enterprise network infrastructure for NOSS London 2026 Inc across two simulated sites Birmingham and London meeting all requirements specified in the assessment brief.
The Birmingham site is anchored by Server01 running Windows Server 2019, fulfilling the roles of Domain Controller, DNS Server, DHCP Server, IIS Web Server and RDS Session Host for the BIRMINGHAM.ACCA Active Directory forest. The London site is connected via a dedicated 10.0.0.0/30 inter-site link, over which an IKEv2/IPsec VPN tunnel provides encrypted and authenticated communication between subnets 192.168.100.0/24 and 192.168.200.0/24. LondServer01 (Debian CLI) functions as a DHCP relay agent, IP router and IPsec endpoint, ensuring London-side clients receive centralised DHCP leases and have full routed and encrypted access to Birmingham resources.
All four virtual machines Server01, LondServer01, BirmClient01 (ClientS1) and LondClient01 are domain-joined members of BIRMINGHAM.ACCA, receiving DHCP-assigned addresses from their respective scopes. Fifteen domain user accounts were bulk-provisioned into a dedicated Organisational Unit. Shared file resources on the E: data volume are accessible from both sites with role-appropriate NTFS and share permissions. The internal web application at https://noss.uwtsd.uk presents authenticated domain users with a corporate landing page over HTTPS using Windows Integrated Authentication. Remote Desktop Services at https://rds.BIRMINGHAM.ACCA/RDWeb enables domain users to launch published RemoteApp programs from any site, including from Linux clients using the FreeRDP client.
The project demonstrated the successful integration of core enterprise network services across a heterogeneous Windows and Linux environment, the application of layered security through encryption, authentication and access control, and the importance of systematic verification and fault-tolerant design. The network is fully operational and ready for marker demonstration.
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Appendix.
[bookmark: _Toc228181674]Appendix A: Routing.
The Remote Access server role was installed on Server01 (B-DC, 192.168.100.10) via Server Manager, with the Role Services configured for LAN routing only using the Custom Configuration option within the RRAS setup wizard. Once the RRAS service was started, a static IPv4 route was added under IPv4 → Static Routes in the RRAS console, specifying the destination network 192.168.200.0/255.255.255.0 with a next-hop gateway of 10.0.0.1 via the InterSite-WAN interface. Windows Defender Firewall was configured through wf.msc to enable inbound and outbound ICMPv4 Echo rules on both Domain and Private profiles to permit cross-site ICMP traffic [4]. On LondServer01 (L-CD, 192.168.200.10), kernel-level IP forwarding was enabled persistently by uncommenting net.ipv4.ip_forward=1 in /etc/sysctl.conf and applying immediately with sysctl -p. A persistent static route to the Birmingham LAN (192.168.100.0/24) via gateway 10.0.0.2 was injected into the routing table at interface bring-up using post-up ip route add directives within the enp0s8 stanza of /etc/network/interfaces, with a corresponding post-down rule for clean teardown. IPtables FORWARD chain rules were added to permit bidirectional ICMP and TCP/UDP traffic between both subnets, with rules saved persistently using netfilter-persistent save. Cross-site connectivity was verified using ping from both Server01 to 192.168.200.10 and from LondServer01 to 192.168.100.10, confirming Layer 3 reachability across the 10.0.0.0/30 inter-site link[4][5].
[bookmark: _Toc228181675]Appendix B: Domain Server.
The Active Directory Domain Services and DNS Server roles were installed on Server01 using the Add Roles and Features wizard. The server was promoted to a Domain Controller using the AD DS Configuration Wizard, selecting the Add a new forest option with the root domain name BIRMINGHAM.ACCA, forest and domain functional levels set to Windows Server 2016, and DSRM recovery password configured [4][6]. The NetBIOS domain name was set to BIRMINGHAM. Upon reboot, the server assumed the FSMO roles of PDC Emulator, RID Master, Infrastructure Master, Domain Naming Master and Schema Master as the sole DC in the forest. DNS forward lookup zone BIRMINGHAM.ACCA was automatically created during promotion. Additional host A records were manually added for all network nodes including b-dc (192.168.100.10), l-cd (192.168.200.10), clients1, clientl1, webs, rds, birmingham-gw (10.0.0.2) and london-gw (10.0.0.1). Three IPv4 reverse lookup zones were created for subnets 192.168.100.0/24, 192.168.200.0/24 and 10.0.0.0/30, with PTR records added for each host. A Fine-Grained Password Policy was enforced through the Default Domain Policy GPO applying a minimum password length of 12 characters, complexity requirements enabled, maximum password age of 60 days, password history of 5, and account lockout threshold of 5 invalid attempts with a 15-minute lockout duration. Policy was applied immediately using gpupdate /force [4].
[bookmark: _Toc228181676]Appendix C: Site-to-Site VPN.
An IKEv2/IPsec site-to-site VPN tunnel was established between Server01 and LondServer01 over the existing 10.0.0.0/30 inter-site link to provide encrypted encapsulation of inter-subnet traffic. On Server01, the RRAS service was reconfigured to enable demand-dial routing and a new demand-dial interface named VPN-to-London was created targeting remote endpoint 10.0.0.1. The interface was configured for IKEv2 with Pre-Shared Key authentication using the key NossLondon2026!Secret, with a static route for 192.168.200.0/24 bound to the interface [7]. On LondServer01, strongSwan was installed via apt and configured through /etc/ipsec.conf with left=10.0.0.1, leftsubnet=192.168.200.0/24, right=10.0.0.2, rightsubnet=192.168.100.0/24, authby=secret, keyexchange=ikev2, auto=start, keyingtries=%forever and Dead Peer Detection parameters dpdaction=restart, dpddelay=30s and dpdtimeout=120s [7]. The PSK was defined in /etc/ipsec.secrets. The strongSwan service was enabled at boot using systemctl enable strongswan-starter. Tunnel establishment was confirmed using ipsec status and ipsec statusall showing ESTABLISHED IKE_SA and INSTALLED IPsec_SA entries. To address periodic tunnel drops, IP forwarding was migrated to /etc/sysctl.d/99-ipforward.conf for greater persistence, and a cron job was implemented to monitor tunnel state every 5 minutes and trigger ipsec restart automatically if no ESTABLISHED SA was detected [8].
[bookmark: _Toc228181677]Appendix D: User Accounts.
A bulk user provisioning solution was implemented using PowerShell and the Active Directory module on Server01. A structured CSV file was prepared containing 15 user records with FirstName and LastName fields. A PowerShell script utilised Import-Csv to iterate through each record, dynamically constructing the SAMAccountName using the convention first-initial.lastname (e.g. r.jayakumar), the UserPrincipalName as samaccountname@BIRMINGHAM [8][4].ACCA and the DisplayName as the full name . Prior to user creation, the script programmatically verified and created an Organisational Unit named Users-Custom under DC=BIRMINGHAM,DC=ACCA using New-ADOrganizationalUnit if it did not already exist. Each user was created with New-ADUser specifying the OU path, a default password of Welcome2026! converted to a SecureString, Enabled=True and ChangePasswordAtLogon=True to enforce password change on first login. Duplicate detection was implemented by querying Get-ADUser before each creation. All 15 accounts were verified in Active Directory Users and Computers within the Users-Custom OU, with individual account properties confirming correct attribute population [8][9].
[bookmark: _Toc228181678]Appendix E: Domain Membership.
Three machines were joined to the BIRMINGHAM.ACCA domain to enable centralised authentication and Group Policy application. On BirmClient01 (Windows 10), the preferred DNS server was set to 192.168.100.10 via the IPv4 adapter properties, the machine was renamed to ClientS1 and domain join was performed through sysdm.cpl using BIRMINGHAM\Administrator credentials [10]. Post-reboot login was verified with whoami returning birmingham\administrator. On LondServer01 and LondClient01 (Debian), the domain join process required installation of the realmd, sssd, sssd-tools, adcli, samba-common-bin, oddjob, oddjob-mkhomedir and krb5-user packages. DNS was configured in /etc/resolv.conf and /etc/resolvconf/resolv.conf.d/head to point to 192.168.100.10 with search domain BIRMINGHAM.ACCA. Domain discovery was performed using realm discover BIRMINGHAM.ACCA followed by realm join -U Administrator BIRMINGHAM.ACCA. The SSSD configuration was edited to set use_fully_qualified_names = False and fallback_homedir = /home/%u, enabling login with short usernames and automatic home directory creation. Domain integration was confirmed using id administrator returning valid UID/GID mappings and realm list showing the machine enrolled in BIRMINGHAM.ACCA[10][4]. LondClient01 was additionally tested by authenticating a domain user at the GNOME login screen, confirming full GUI session provisioning [4][9].
[bookmark: _Toc228181679]Appendix F: DHCP..
The DHCP Server role was installed on Server01 and authorised in Active Directory through the post-installation DHCP configuration wizard . Two IPv4 scopes were created: Birmingham-Scope with address range 192.168.100.11 to 192.168.100.20, subnet mask 255.255.255.0, default gateway 192.168.100.1 and DNS server 192.168.100.10; and London-Scope with range 192.168.200.11 to 192.168.200.20, subnet mask 255.255.255.0, default gateway 192.168.200.10 (LondServer01 LAN interface) and DNS server 192.168.100.10. Both scopes were activated with a lease duration of 8 days [11][5]. On LondServer01, isc-dhcp-relay was installed and configured via /etc/default/isc-dhcp-relay with SERVERS=192.168.100.10 and INTERFACES=enp0s3 enp0s8, enabling relay agent functionality on both the London LAN and WAN interfaces. The relay daemon was enabled at boot using systemctl enable isc-dhcp-relay. IPtables rules were added to permit UDP ports 67 and 68 on the INPUT and FORWARD chains and saved persistently. Successful lease assignment was confirmed on both clients and cross-verified in the DHCP console on Server01 under Address Leases for each scope, confirming the relay agent was correctly forwarding London client DHCP broadcasts to the centralised DHCP server [11].
[bookmark: _Toc228181680]Appendix G: Testing and Verification.
A structured series of ten verification tests was executed across all four virtual machines to confirm end-to-end network functionality. Cross-site hostname resolution and ICMP connectivity were tested from ClientS1 using ping b-dc.BIRMINGHAM.ACCA, ping l-cd.BIRMINGHAM.ACCA and ping clientl1.BIRMINGHAM.ACCA, verifying DNS resolution and routed ICMP reachability through the inter-site link. Reciprocal tests from LondClient01 confirmed symmetric routing. DNS forward and reverse resolution was validated using nslookup webs.BIRMINGHAM.ACCA from LondServer01 and nslookup -type=PTR 192.168.200.40 from Server01, confirming both forward and reverse lookup zones were functioning correctly. IPsec tunnel integrity was confirmed with ipsec status showing ESTABLISHED and INSTALLED SAs on LondServer01. DHCP lease assignment was verified using ipconfig /all on ClientS1 showing DHCP server 192.168.100.10 and ip addr show enp0s3 on LondClient01 showing an address in the 192.168.200.11 to .20 range. During testing, two DNS A records required correction as clients1 and clientl1 were still pointing to pre-DHCP static IP addresses. Records were updated in DNS Manager and PTR records in the reverse zones were updated accordingly. DNS caches were flushed using ipconfig /flushdns on Windows and systemd-resolve --flush-caches on Linux before retesting.
[bookmark: _Toc228181681]Appendix H: Disk and File Share.
A secondary 20GB VDI virtual hard disk was added to Server01 in VirtualBox using dynamic allocation, attached to the SATA controller as Disk 1. Within Windows, the disk was initialised with a GUID Partition Table (GPT) via Disk Management, and a new simple volume was created occupying the full disk capacity, formatted as NTFS with volume label BirminghamFiles and assigned drive letter E. A shared folder named BirminghamFiles was created at E:\BirminghamFiles. Advanced Sharing was configured to expose the folder over SMB. Share-level permissions were set granting Domain Users Full Control while Authenticated Users were restricted to Read-only access. NTFS discretionary access control list (DACL) entries mirrored these permissions at the filesystem level, with Domain Users assigned Full Control, Authenticated Users assigned Read and Execute, and standard entries retained for SYSTEM and Administrators. This dual-layer permission model ensures access control is enforced regardless of whether the resource is accessed locally or remotely. Access was tested from ClientS1 using the UNC path \\b-dc.BIRMINGHAM.ACCA\BirminghamFiles confirming full read/write access for domain users. Cross-site access from LondClient01 was tested using the SMB URI smb://b-dc.BIRMINGHAM.ACCA/BirminghamFiles in the GNOME Files application, confirming that SMB traffic was traversing the inter-site VPN tunnel correctly.
[bookmark: _Toc228181682]Appendix I: IIS Web Server.
The Web Server (IIS) role was installed on Server01 with the Windows Authentication role service explicitly selected under the Security sub-category. A custom DNS forward lookup zone uwtsd.uk was created in DNS Manager as an Active Directory-integrated primary zone and a host A record noss was added pointing to 192.168.100.10, enabling resolution of noss.uwtsd.uk to the server LAN IP. A self-signed X.509 SSL certificate was generated using the PowerShell New-SelfSignedCertificate cmdlet with Subject Alternative Names covering both noss.uwtsd.uk and rds.BIRMINGHAM.ACCA, stored in the LocalMachine\My certificate store with a 5-year validity period [8]. A new IIS website was created with physical path C:\inetpub\webs, bound to HTTPS port 443 with SNI enabled and the generated certificate selected. Anonymous Authentication was disabled and Windows Authentication was enabled, ensuring only valid domain credentials can access the site. default.html was added to the Default Documents list and prioritised at the top of the order. NTFS permissions on C:\inetpub\webs were updated to grant Domain Users and IIS_IUSRS Read and Execute access. The site serves a custom HTML page displaying Welcome to University of Wales Trinity Saint David London. The certificate was exported and installed into the Trusted Root Certification Authorities store on ClientS1 to eliminate browser certificate warnings. The site was tested successfully from both ClientS1 using Microsoft Edge and LondClient01 using Firefox, confirming Windows Authentication, HTTPS binding and cross-site accessibility [8][6].
[bookmark: _Toc228181683]Appendix J: Remote Desktop Services.
Remote Desktop Services was deployed on Server01 using the Remote Desktop Services installation type in the Add Roles and Features wizard, selecting the Quick Start session-based deployment scenario [12]. This provisioned three RDS role services on a single host: RD Connection Broker managing session routing, RD Web Access providing the HTML5 web portal and RD Session Host hosting the actual user sessions and RemoteApp programs. The SSL certificate generated in Phase 9 was exported as a PKCS#12 PFX archive using Export-PfxCertificate with a password-protected private key. This PFX was imported into all four RDS role certificate slots (RD Connection Broker Enable SSO, RD Connection Broker Publishing, RD Web Access and RD Gateway) via the Edit Deployment Properties certificates tab in Server Manager, enabling trusted HTTPS communication for the RD Web Access portal [4][12]. The DNS A record rds.BIRMINGHAM.ACCA pointing to 192.168.100.10 was verified in the forward lookup zone. Two RemoteApp programs Calculator and Command Prompt were published through the QuickSessionCollection using the Publish RemoteApp Programs wizard. The RD Web Access portal at https://rds.BIRMINGHAM.ACCA/RDWeb was tested from ClientS1 using Microsoft Edge and from LondClient01 using Firefox with the freerdp2-x11 package installed for RDP client functionality. Domain users successfully authenticated at the portal and launched RemoteApp sessions delivered from Server01, confirming end-to-end RDS functionality across both sites [12].
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auto 1o
iface lo inet loophack
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ficrosoft wWindows [Version 16.8.17763.3658] ping: invalid argument: '152.168.100.16
(c) 2018 Microsoft Corporation. AL rights reserved. rooteLondserverol: ¥ ping -c 4 192.168.100. 10
PING 192.168.100.10 (192.168.100.10) S6(84) bytes of data
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R

c:\Users\administrator>

1744
A s

BORSESMEDT GO,

Qmm

©
Jus
[0
|
[

]

WS MEEE 6B R

1748
20/04/2026




image20.png
Input

c@ 1V Merage  Took

B PROPERTIES
B osener e -

Computer name Serverd1 Never

Domain BIRMINGHAMACCA Download updates only, using Windows Update

Today at 09:31

& File and Storage Services > all  Domain: On Windows Defender Antivirus Real-Time Protection: On
fo iis Enabled i & Diagnosti Settings
Remote A Disabled  Enhanced Security Configuration On
O RS Disabled (UTC+00.00) Dublin, Einburgh, Lisbon, London

192.168.100.10, IPv6 enabled
10002, 1Pv6 enabled

00430-00000-00000-AAS8 (activatec)

Micros:

innotek GmbH VirtualBox stalled memor

TASKS ¥
Fiter o ©
Server Name. D Severity Source Log Date and Time
SERVERD1 12 Waring Microsoft-Windows-Time-Service System  20/04/202623:25:10
SERVERD1 12 Waring Microsoft-Windows-Time-Service System  20/04/2026 23:25:09
SERVERD1 1014 Warning  Microsoft-Windows-DNS Client Events System  20/04/2026 232451
SERVERD1 10154 Warning  Microsoft-Windows-Windows Remote Management System  20/04/2026 23:2451
SERVERD1 1014 Warning  Microsoft-Windows-DNS Client Events System  20/04/2026 232425
SERVERD1 32 Waming Disk System  20/04/202623:2423
SERVERD1 32 Wamina Disk Sustem _ 20/04/2026 23:2423

SERVICES

A s TASKS ¥

3 e

BONE S NETT 6O g

2335





image21.png
Input

R Server Manager

@@' Server Manager * Dashboard c@ 1V Merage  Took

Ersiizee] WELCOME TO SERVER MANAGER

Local Server

All Servers
AD DS
& DN QUICK START

a Configure this local server

Add roles and features

N

& File and Storage Services b

fo s 3 Add other servers to manage

Remote Access

4 Create a server group

5 Connect this server to cloud services
Hide

ROLES AND SERVER GROUPS

% Server groups: 1 |
il ADDs 1 £ DNs 1 ADEEISEEER 1 o us 1 &1 Remote Access 1 i Local Server 1
Services
@ Manageability @ Manageability @ Manageability @® Manageability @ Manageability @ Manageability
Events Events Events Events Events Events
Services Services Services Services Services Services
Performance Performance Performance Performance Performance Performance
BPA results BPA results BPA results BPA results BPA results BPA results

All Servers 1

@ Manageability

Events

Services

D 20 O

02026
FSWEEE 6 Brgnc

2340





image22.png
Input

c@ 1V Merage  Took

i PROPERTIES

For Server01 TASKs_~
Syster Properties
Computer name Server01 Never
Domain BIRMINGHAMACCA Computer Name Hardware Advenced Femote P e e P
Today at 0931
‘Windows uses the folowing nformation todentiy your computer
onthe netwatk.
& File and Storage Services > all  Domain: On Computerdescrptos [ ] | Real-Time Protection: On
o Is Enabled For example: 115 Production Server Settings.
A . “Accouning Server ey
O RS Disabled Fullcomputer nams: - Server01 BIRMINGHAM ACCA (UTC+00:00) Dublin, Edinburgh, Lisbon, London
192.168.100.10, 1Pv6 enabled Domain RMINGHAM.ACCA et D 00430-00000-00000-AAS9S (activated)
10002, IP6 enabled B , N
© rename tis computer or change its domain or -,
workgioup, clck Change. G
Microsoft Windows Server
innotek GmbH VirtualBox
208 tota TASKs_~
Carcel bty
Fitter » 2
D Severity Source Log Date and Time
20171 Warning RemoteAccess System 20/04/2026 2326146
20171 Warning RemoteAccess System 20/04/2026 2326146
20171 Warning RemoteAccess System 20/04/2026 2326146
20171 Warning RemoteAccess System 20/04/2026 2326146
20171 Warning RemoteAccess System 20/04/2026 2326146
20171 Warning RemoteAccess System 20/04/2026 2326146
20171 Warnina_RemoteAccess. Sustem  20/04/2026 2326146
SERVICES
A TASKS_~

% s

1 ¥ 6 B g





image23.png
Machine v Input

Server Manager * Dashboard c@ 1V Merage  Took
WELCOME TO SERVER MANAGER
Local Server
Al Servers .
“ Com‘\gure [ Active Directory Users and Computers - o X
AD DS File Action View Help
Py s - =
(B QUICKSTAR) = e aE 40 XE0= Hm P euTa%
R File and Storage Services b 2 Add rolej ] Active Direcory Users and Carn]| 1. 5 Descript
| ctive Directory Users and Corn| | Narne fype escription
fo s Saved Queries
A Add 0t g pivmeramacca
| Bameiew=s BirmAdministration
4 Create a Computers
Users
5 Connect Builtin
Computers Hide
Dornain Contrallers

ForsignSecurityPrincipal
Mansged Senice Accou

ROLES AND SERVER GROUPS tsers
R Server groups: 1 |
il ADDs 1 2 i Remote Access 1 H Local Server 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance . R Performance Performance
BPA results BPA results BPA results

B Al servers 1
@ Manageability

Events

Services

0013
21/04/206





image24.png
R

i Local Server
i AllServers
ADDS

& DNs

% File and Storage Services b
fo s
&l Remote Access

WELCOME TO SERVER MANAG

QUICK START

Qc

ROLES AND SERVER GROUPS

Roles: 5 | Server groups:

AD DS

@ Manageability

Events
Services
Performance

BPA results

All Servers

@ Manageability

Events

Services

1] Server

£, DNSManager

File Action View Help

e amEbc=z Bm 88

£ DNS
v 3 sERvERDt

Forward Lookup Zones
_ensdes BIRMINGHAL
BIRMINGHAM.ACCA)
Reverse Lookup Zones
Trust Paints
Conditional Farwarders

Name

DomainonsZones
ForestonsZones
Elsome sspare folden
[ some ss paret folden
[ some ss paret folden
[ some ss paret folden
Fsimclentor
Flcient

Fservero

Fservero

Flboc

Fletents

Elred

Eletentt

Fwesst

Fres
Flbirminghom-gw
Flfondon-gw

Type

Start of Authority (SO4)
Name Server (NS)
Host ()

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Data

[74),serverd birmingham.
serverd birmingham.acea,
19216810010

10002

19216810050
19216810051
19216810010

10002

19216810010
19216810050
19216820030
19216820040
19216810010
19216810010

10002

10001

Timestamp

static
static
20/04/2026 09,0000
20/04/2026 09,0000
27/02/2026 10:0000
27/02/2026 23:0000
static
static

Hide

Local Server 1

@ Manageability

Events
Services
Performance

BPA results





image25.png
Fle  Machine  View  Input  Devices  Help

: ry
File Action View Help
e @z HEl §EE
£ ons Nome Tpe sttus DNSSEC Status Ky Master
Dashbo: il 3”‘:””” P [d100168152in-addrarpa  Active Directory-Integrated Pr... Running Not Signed
T Locaisq 1 ForwardLookup Zones || TTao06a10bin-addrarpa Actve Diectory-tegnted ro. Running ot Signed
~ [E Reverse LookupZones. | 27451010 pdrarpa Active Directory-Integrated P Running ot Signed

] 100.168.192in-addr.a

Al Serv
1 200168.192n-addra
AD DS 1 0010in-addrorpa
£ DNs | Trust Points
| Canditional Forwarders
R File and
fo s

& Remote

B3 Administrator: Windows PowerShell

5
oarnzs )

= ¥ @ B right

1305
23/04/2026




image26.png
Input  De

& File Action View Window Help

e |2@ X6 HE

15 Group Palicy Management
A\ Forest BRMINGHAM.ACCA
v [ Dorains
& BIRMINGHAM ACCA
| Default Damain Policy

irmAdministration

Darmsin Contrallers
5 Graup Palicy Objects
5 WM Filtrs
(3 Starter GROs

@ Stes

i Group Palicy Modeling
2 Group Polcy Results

Scope

Links

The fol

Display |

Default Domain Policy

=/ Group Policy Management Editor

File Action View Help

e« 2@ XEEBE

Locati

o

=/ Default Domain Policy [SERVERDT BIRMINGHAM.ACCA] Pc A
v 8 Computer Configuration
Policies

Software Settings
v (1 Windows Setings

Name Resalution Policy

23 Serpts (Sartup/Shutdowr)
= Deployed Prnters
v 5 Security Settings

v 5 Account Policies
Password Policy

5 Account Lackout Policy
5 Kerberos Policy
@ Local Polcies
3 EventLog

Secul
The sel

& Resticted Groups
7 Systern Sevices
4 Registy

Name.

2

74 File Systern
24/ Wired Network (IEEE 502.3) Policies
Windows Defender Firewsll with Advancs
Network List Manager Palicies
Wireless Network (IEEE 802.11) Policies
Public Key Palicies
Software Restriction Palicies
Application Contral Palicies
& 1P Securiy Policies on Active Directory
Advanced pudit Palcy Canfiguration
g Polcy-based QoS
Adrrinistative Termplates: Polcy defintians (A0
Preferences

4 User Configuration .

< >

Palicy
Enforce passward history
Masimurn password age
Minirmum password age
Minimum passward length
Minirmur password length audit

Password must meet complexity requirements

Policy Setting
5 passwords remembered
0days

1 days

8characters

Not Defined

WM Filtering

<nane>

This GPD isked to thefollowing WHI fiter

v Open




image27.png
Fle  Machine v Input

& File Action View Window Help
e anmXclHm

15 Group Palicy Management

v A Forest BRMINGHAM.ACCA,
v (3 Domains
~ 2 BRMINGHAMACCA
i/ Default Domain Palicy
Birmadministration

Dormain Controllers

5 Graup Palicy Objects

5 WM Filtrs

(3 Starter GROs
@ Stes

i Group Palicy Modeling
2 Group Polcy Results

Default Domain Policy

Software Settings
Windows Settings
Name Resalution Policy
23 Serpts (Sartup/Shutdowr)
= Deployed Prnters
v 5 Security Settings
v 3 Account Policies
Password Policy
3 Account Lackaut Policy
Kerberas Policy
@ Local Polcies
3 EventLog
& Resticted Groups

Secuil [ System Services

The et 4 Regimy

Name 74 File ystern

2.0 ] Wired Network (IEEE 802.3) Paicies

Windows Defender Firewsll with Advancs
Network List Manager Palicies
Wireless Network (IEEE 802.11) Policies
Public Key Palicies
Software Restriction Palicies
Application Contral Palicies
& 1P Securiy Policies on Active Directory
Advanced pudit Palcy Canfiguration
g Polcy-based QoS
Adrrinistative Termplates: Polcy defintians (A0
Preferences

4 User Configuration .

<

Accountlackout threshold
Allow Administratar account lackout

S0P || =1 Group Policy Management Editor

Links | Gi action View  Help

Dipleyi

el ® P 2EIXEE B o

Locat L Defult Damain Palicy [SERVERO1 BIRMINGHAM.ACCA] Pe A || policy - Policy Seting
v B Computer Configuration ccount lockout duration minutes

gaeR| U 5 boreies Account lockout durat 15 minut

Sinvalid logon attempts
Enabled

inut

WM Filtering

This GPD isked to thefollowing WHI fiter

<nane> v Open

23/04/2026





image28.png
o]

Fle  Machine  View  Input  Devices  Help

0ot@LondServerel: “# systemctl restart strongswan-starter
oot@LondServerol: "4 ipsec status
security Associations (1 up, @ connecting):
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s irmingham- London{ 1}
s irmingham- London{ 1}
»irmingham- London{2}
irmingham- london{2}:  192.168.200.0/24
“0ot@LondServerel:“# ping -c 3 192.168.100,10

"ING 192.168.100.10 (192.168.100.10) 56(84) butes of data.

192.168.200.0/24 192.168.100.0/24

192.168.100.0/24

54 bytes from 192.168.100.10: icmp_seg=1 tt1=127 time=0.871 ms
4 bytes from 192.168.100.10: icmp_seq=2 tt1=127 time=0.943 ms
54 bytes from 192.168.100.10: icmp_seq=3 tt1=127 time=1.64 ms
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root@LondServerol: “# resolvconf -u
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root@LondServerol: “# pam-auth-update --enable mkhomedir
root@londServeral:“# systemctl restart sssd
root@LondServerol: ¥ id administrator
uid=1385400500 (administrator) gid=1385400513 (domain users) groups=1385400513 (domain users), 1385400512 (domain admins), 1385400520 (group palicy creator ouners),138
5400519 (enterprise admins) 1385480572 (denied rode password replication group),1385408518 (schema admins:
root@LondServerol:“¥ realm list
BIRMINGHAM. ACCA
type: kerberos
realn-name: BIRMINGHAM.ACCA

\ donain-name: birminghan.acca
o o - configured: kerberos-member
; server-softuare: active-directory
B oS client-softuare: sssd
g . & required-package: sssd-tools
NN recuired-package: sssd
o o o reauired-package: libnss-sss
<« | reouired-package: libpam-sss
A required-package: adcli
¢ ¢ ¢ required-package: samba-common-bin
« login-formats: 2
o o o lozinpolicy: allou-realn-logins
~ | root@LondServerel:“#
LSRN
b o
I
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NN
s 4
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N g 7
7 i E,

time 3005ms.

Q
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localadmin@LondClient01: ~ Q =

root@LondClient0l:~# realm discover BIRMINGHAM.ACCA
BIRMINGHAM.ACCA

type: kerberos.

realm-name: BIRMINGHAM.ACCA

domain-name: BIRMINGHAM.ACCA

configured: no

server-software: active-directory

client-software: sssd

required-package: sssd-tools

required-package: sssd

required-package: libnss-sss

required-package: libpam-sss

required-package: adcli

required-package: samba-common-bin
birmingham.acca

type: kerberos.

realm-name: BIRMINGHAM.ACCA

domain-name: birmingham.acca

configured: no
root@LondClient0l:~# realm join -U Administrator BIRMINGHAM.ACCA
Password for Administrator:
root@LondClient0l:~#
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[sssd]
domains = BIRMINGHAM.ACCA
config file version = 2
services = nss, pam

[domain/BIRMINGHAM.ACCA]
default_shell = /bin/bash

krbs_store password if offline = True
cache _credentials = True

krb5_realm = BIRMINGHAM.ACCA
realnd_tags = manages-system joined-with-adcli
id_provider = ad

fallback_homedir = /home/%u

ad_domain = BIRMINGHAM.ACCA

use fully qualified names = False
dap_id mapping = True
access_provider = ad

Location
Go To Line
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Settings = Network x
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Bluetool Details  Identity  IPv4  IPv6  Security

Displays  IPv4 Method @® Automatic (DHCP) Link-Local Only

Manual Disable +
Sound

Shared to other computers
Power

localadmin@LondClient01: ~ [o}

root@LondClient0l:~# ip addr show enpos3

2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000

link/ether 08:00:27:ae:de:76 brd ff:ff:ff:ff:ff:ff

altname enx080027aede76

inet 192.168.200.11/24 brd 192.168.200.255 scope global dynamic noprefixroute enpos3
valid 1ft 691047sec preferred 1ft 691047sec

inet6 /64 scope link noprefixroute
valid 1ft forever preferred lft forever

root@LondClient0l:~# ping -c 4 192.168.100.10

PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data.

64 bytes from 192.168.100.10: icmp_seq=1 ttl=126 time=1.38

64 bytes from 192.168.100.10: i

64 bytes from 192.168.100.10

64 bytes from 192.168.100.10: icmp seq=4 ttl=126 time=1.61 ms

--- 192.168.100.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 1.380/2.002/2.625/0.522 ms
root@LondClientol:~# [
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PS C:\Windows\systen32> ping b-dc.BIRMINGHAM.ACCA

Pinging b-dc.BIRMINGHAH.ACCA [192.168.100.10] with 32 bytes of dat:
Reply from 192.168.166.16: bytes=32 timecims TTL=128

Reply from

Reply from
Reply from 192.168.166.16: bytes=32 time<ims TTL=128

Ping statistics for 192.168.100.10:
Packets: Sent = 4, Received = 4, Lost = 0 (9% loss),
Approximate round trip times in milli-seconds:
Mininum = @ms, Maximum = lns, Average = oms
PS C:\Windows\systen32>
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PS C:\Windows\systen32> ping 1-cd.BIRMINGHAM.ACCA

Pinging 1-cd.BIRMINGHAH.ACCA [192.168.200.10] with 32 bytes of data:
Reply from
Reply from
Reply from 192.168.266.16: bytes=32 time=lms TTL=63
Reply from 192.168.268.16: bytes=32 time=2ms TTL=63

Ping statistics for 192.168.200.10:
Packets: Sent Received Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Mininum = Ins, Maximum = 2ns, Average = Ims
Windows\systen32> o
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: Reply from 192.168.268.11: bytes=32 time=3ms TTL=62
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Ping statistics for 192.168.200.11:
Microsoft Packets: Sent = 4, Received = 4, Lost = 0 (9% loss),
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localadmin@LondClient01: ~ Q =

root@LondClient0l:~# ping b-dc.BIRMINGHAM.ACCA

PING b-dc.BIRMINGHAM.ACCA (192.168.100.10) 56(84) bytes of data.
64 bytes from Serverol.BIRMINGHAM.ACCA (192.168.100.10): icmp_se
64 bytes from Serverol.BIRMINGHAM.ACCA (192.168.100.10): icmp_seq=2

time=0.831 ms
time=1.26 ms.

64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp_se time=1.59 ms.
64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp seq=4 ms
64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp_se ms
64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp_se ms
64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp_seq=7 ms
64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp_se ms
64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp_se ms
64 bytes from Serverdl.BIRMINGHAM.ACCA (192.168.100.10): icmp_se .51 ms

~C

- b-dc.BIRMINGHAM.ACCA ping statistics ---

10 packets transmitted, 10 received, 0% packet loss, time 9016ms
rtt min/avg/max/mdev = ©.831/1.384/2.077/0.305 ms
root@LondClientol:~# [
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localadmin@LondClient01: ~ Q =

root@LondClient0l:~# ping clientsl.BIRMINGHAM.ACCA
PING clientsl.BIRMINGHAM.ACCA (192.168.100.50) 56(84) bytes of data.
~c

--- clients1.BIRMINGHAM.ACCA ping statistics ---

10 packets transmitted, © received, 100% packet loss, time 9200ms

root@LondClient0l:~# ping -c 3 192.168.100.11
PING 192.168.100.11 (192.168.100.11) 56(84) bytes of data.

64 bytes from 192.168.100.11: icmp_seq=1 ttl=126 time=2.01 ms
64 bytes from 192.168.100.11: icmp_seq=2 ttl=126 time=3.18 ms
64 bytes from 192.168.100.11: icmp_seq=3 ttl=126 time=2.75 ms

--- 192.168.100.11 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 2.009/2.646/3.180/0.483 ms
root@LondClient0l:~# Flush DNS

-bash: Flush: command not found
root@LondClient0l:~# systemd-resolve --flush-caches
-bash: systemd-resolve: command not found
root@LondClient0l:~# systemd-resolve

-bash: systemd-resolve: command not found
root@LondClient0l:~# ping -c 4 clientsl.BIRMINGHAM.ACCA

PING clientsl.BIRMINGHAM.ACCA (192.168.100.11) 56(84) bytes of data.
64 bytes from clientsl.BIRMINGHAM.ACCA (192.168.100.11): icmp_se
64 bytes from clientsl.BIRMINGHAM.ACCA (192.168.100.11): icmp_seq=2 ttl=126 time=2.69
64 bytes from clientsl.BIRMINGHAM.ACCA (192.168.100.11): icmp_se
64 bytes from clientsl.BIRMINGHAM.ACCA (192.168.100.11): icmp_seq

--- clients1.BIRMINGHAM.ACCA ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.595/2.344/2.688/0.444 ms
root@LondClientol:~# [
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root@LondServerol: “# nslookup PTR

Got SERVFAIL reply from 192.168.100.18, trying next server
Got SERVFAIL reply from 192.168.100.10

192.168.100.10

192.168.100. 10453

o server can't find PTR: SERVFAIL

root@LondServerol: ¥ _
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root@LondServerol:“# ipsec status

Security Associations (1 up, @ connecting)

birmingham-london [1] : ESTABLISHED 50 minutes ago, 10.8.0.1[18.0.0.1 0.0.0.2[10.0.0.2
birmingham-london{d}: INSTALLED, TUNNEL id 1, ESP SPIs: c7ecibao_i 41cceehao
birmingham-london{4}:  192.166.200.0/24 === 192.168.100.0/24

root@londServerol: “H _
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localadmin@LondClient01: ~ [o}

root@LondClient®l:~# ip a

: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

x
valid_Lft forever preferred 1ft forever
inet6 /128 scope host noprefixroute
valid_Lft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default qlen 1000
link/ether 08:00:27:ae:de:76 brd ff:ff:ff:ff:ff:ff
altname enx080027aede76
inet 192.168.200.11/24 brd 192.168.200.255 scope global dynamic noprefixroute enp@s3 3
valid_1ft 684678sec preferred 1ft 684678sec 7
inets /64 scope link noprefixroute
valid_Lft forever preferred 1ft forever
: enp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
link/ether 08:00:27:ad:1e:8e brd ff:ff:ff:ff:ff:ff
altname enx080027a4le8e
root@LondClientol:~# [
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