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Learning & Development Services
  
Counter Terrorism
Knowledge Check

Gwasanaethau Dysgu a Datblygu

  
Counter Terrorism
Knowledge Check





	                                LESSON TITLE:

	
Introduction to Counter Terrorism – Year 1




	
Group / Class:

	Initial Learning
(PCDA/DHEP students)
	
Duration of Lesson:

	
 450 minutes



	
Lesson Aim:

	
To provide students a broad understanding of Counter terrorism and their place in front line policing to combat terrorism and protect our communities. 




	OBJECTIVES: 
By the end of the lesson learners will be able to:
	
ASSESSMENT ACTIVITIES
(linked to  objectives)

	Blended Assessment Activities 
(linked to Objectives)

	1. State key counter terrorism terminology/concepts

2. Identify key legislation relevant to counter-terrorism policing

3. Understand the function of key counter-terrorism operations that impact on front-line policing

4. Explain the role of front-line local policing in gathering intelligence that can combat terrorism

5. Describe the role of front-line policing in identifying vulnerabilities in a counter-terrorism context and taking appropriate action for safeguarding

6. Identify appropriate actions to maintain vigilance & personal safety
	Objective 1: 
GA1 | Listening | Discussion | Q&A

Objective 2: 
GA3 | Listening | Discussion | Q&A

Objective 3: 
GA4 | Listening | Discussion | Q&A


Objective 4: 
Listening | Discussion | Q&A


Objective 5:
GA2 | Listening | Discussion | Q&A





Objective 6:
GA5-7 | Listening | Discussion | Q&A
	

	NB. Knowledge Check – Counter Terrorism Year 1, V1 to be used to consolidate learning







	
COLLEGE OF POLICING LEARNING OUTCOMES


	Counter Terrorism:
1.1  Radicalisation
1.2  Extremism, including Right Wing Terrorism (RWT) and Left Anarchist or Single Issue Terrorism (LASIT), Northern Ireland Related Terrorism (NIRT) and Islamist Terrorism (IT)
1.3  Interventions
1.4  Terrorism-related offences
1.5  CONTEST strategy: Pursue, Prevent, Protect and Prepare
1.6  Terminology and threshold matrix

2.1  Relevant legislation, including:
    • Terrorism Act 2000 (as amended)
    • Counter Terrorism and Security Act 2015"
2.2  Powers of search, arrest and detention in relation to terrorism

3.1  Counter-terrorism operations, past and present
3.2  National threat levels

4.1  Intelligence in counter-terrorism operations:
    • Local
    • Regional
    • National"
4.2  Importance of community intelligence in counter-terrorism operations:
    • Community engagement
    • Developing intelligence
    • Fostering co-operation"

5.1  Importance of recognising vulnerabilities in a counter-terrorism context
5.2  Indicators of radicalisation of an individual:
    • Risk factors
    • Warning signs
    • Individual and environmental factors
    • Engagement, intent and capability
5.3  Processes for referral for safeguarding of a vulnerable person (e.g. Prevent Case Management (PCM))
5.4  Radicalisation and the police role in the 'Prevent' strategy
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Timing
	
Session Content

	


Resources

	
	
Trainer Activities 
(including any specific questions asked e.g. for assessment purposes)

	
Learner Activities
(including objectives met)
	Trainer & Learner Activities
Blended Approach
	

	
0-5
mins

	Maslow: – learners needs.
Deck clearing-any issues to resolve?

The trainer should provide warning at this stage that this can be an emotive lesson. Part of the lesson will discuss atrocities that has affected large parts of the population and Police. 

Gestalt - verbal outline of aims and objectives.

Trainer to give overview of session. Trainer should inform students of the session’s learning outcomes and methodology.  Clarification given as required.  

A PowerPoint has been designed to support delivery of this lesson. 

	
· Listening 
· Discussion
· Asking and answering questions










	
	
Lesson plan.

Laptop and TV to facilitate delivery.

PowerPoint 

PPT Slide 1




	
5-15 mins






15 -30 mins











30 – 40 mins















40 – 60 mins










60 -80 mins













80 – 95 mins













95 – 100 mins
	Counter Terrorism Concepts
Trainer to explain that Counter Terrorism is something that is constantly going on in the background, and all though they may not realise it they have a huge part in its success and have a huge part to play in their everyday duties. 

QTS
Q. What is Counter Terrorism? (Plenary discussion) 
Trainer opens to the floor.

Trainer to advise that the UK have important strategy to combat Terrorism and that it is called “CONTEST”

QTS
Q. What is the CONTEST Strategy?

Trainer to use slide to explain the CONTEST strategy and introduce the 4 Ps: 
Pursue, Protect, Prepare, Prevent

QTS
Q. Trainer to ask students what each one is and ask for a brief example of how each section works. Use Slide 3 to debrief.

Trainer to advice although all four pillars are equally as important as front-line officers, they will have a huge impact on the pillar PREVENT. PREVENTION is always better than a cure. 

Trainer to discuss PREVENT and how it works using slide 4-6 to highlight the key areas of PREVENT.



Counter Terrorism Key Terminology

Group Activity 1
Trainer to split students into 3 groups. Each group to be given one term:
Radicalisation
Extremism
Interventions
Each group to define their term, come up with an example(s) and report back to the group.

Trainer to debrief using slide 7-8

QTS
Q. Who can refer people to PREVENT?

Trainer to used slide 9 to 10 to debrief and to show the three routes after a referral has been made:
Closure / Re-Direct
Multi Agency Led (Channel)
Police Led

Discussion using slide 11 on what PREVENT do in order to prevent people becoming terrorists or supporting them.

PUSH and PULL & CHANNEL Video can be used here time allowing (In All WALES PEQF FOLDER)

Activity 2 – Board blast
Trainer to show sub-heading on the slide:
Emotional Changes, Verbal Changes, Physical Changes. 

Trainer to ask the group questions around these to involve interaction and get the students to write possible indicators to help spot vulnerabilities.

There should be endless responses however some of the most common are displayed on the slide when clicked.  

Other triggers are shown on slide 13.

Trainer to used examples on slide 14 and 15 to summarise this first part of the session.

Trainer closes the first section of the session with:
NOTICE | CHECK | SHARE

Trainer to read each one out and explain.

	
· Listening 
· Discussion
· Asking and answering questions





A. Tactics, techniques, and strategy that Government, Military, Law Enforcement, Business, and Intelligence agencies use to combat or prevent terrorism.



A. UK Government Strategy to deal with terrorism within the UK and for UK interests abroad.




A. 
Pursue focuses on the investigation/prosecution side - evidence gathering.  
Protect looks at crowded buildings / iconic places in relation to building / personal security. 
Prepare is all about testing and exercising both internally and externally with the public. Prevent with its main purpose to stop people from becoming terrorists or supporting terrorism.  





Group Activity 1
Students in groups will research each term and define it with examples. At the end of the allocated time students are to report back their findings to the rest of the class.





Objective 1

A. Anyone and Everyone







· Listening 
· Discussion
· Asking and answering questions




Activity 2 – Board blast
Students to come up to the white board / interactive TV and write possible indicators to spot vulnerabilities under each of the subheadings.









· Listening 
· Discussion
· Asking and answering questions

Objective 5

	
	















PPT Slide 2
HO - Contest 2018 – V1





PPT Slide 3








PPT Slide 4-6






PPT Slide 7 -8
White Board or Flipchart Paper or Laptop Dongle to project to TV








PPT Slide 9 -10
HO - PREVENT Referral Stat Bulletin 2017  - V1




PPT Slide 11
Push and Pull | CHANNEL videos (All Wales PEQF Folder



PPT Slide 12
White board Pens or TV Pen










PPT Slide 13

PPT Slide 14 -15


PPT Slide 16

HO - CT Threshold Matrix - V1
HO - CT Threshold Matrix Definitions - V1

	Break – 15 mins

	
100 – 110 mins





110 – 140 mins








140 – 150 mins
	Counter Terrorism Legislation
Trainer to give brief history of Counter Terrorism and the atrocities that developed the pre-curser to current legislation, the Prevention of Violence Act.

Trainer to move on to current legislation and show briefly discuss what acts we now have.

Group Activity 3
Trainer to split class into 3 groups. Each group be given one of the following questions:
What is Terrorism
What is a Terrorist?
What is S41(1) of TACT?

Groups to report back. Trainer to use slides 19 to 25 to debrief.

QTS:
Q. Can you search someone who you suspect of terrorism?
Q. What Powers would you use?

Trainer to discus the specific powers of search in relations to search persons and vehicles under s43 & 43A.

Trainer to discuss S47 power of search. Power to search with no suspicion and who authorises and what you can search (JOG Enhanced)

Trainer to briefly introduce using slide 27:
S33, Defines a cordon
S34, Powers to designate
S35, Duration of Cordon
S36, Police Powers

	
· Listening 
· Discussion
· Asking and answering questions




Group Activity 3
Students in groups will research the question given to them and define it. At the end of the allocated time students are to report back their findings to the rest of the class.






A. Students may not know this but based on previous lessons they should responds, yes.
A. Students have touched on this in Stop & Search Lesson. The answer expected is powers under TACT. S43, 43A & 47. 



· Listening 
· Discussion
· Asking and answering questions

Objective 2
	
	
PPT Slide 17



PPT Slide 18


PPT Slide 19 – 25
White Board or Flipchart Paper or Laptop Dongle to project to TV






PPT Slide 26











PPT Slide 27

	Break – 15mins

	
165 – 220 mins






































220 – 240 mins
	Case Studies / Threat Levels
Trainer to advise the students that this part of the lesson will be didactic due to the nature of the content. The content can be emotive, and they will be seeing images and videos of some of UK recent and worst atrocities. 

QTS: 
Q. What can you tell me about Operation OVERT (August 2006 plan to board planes in UK?

If students talk then trainer to discuss. 
Using slides 29 to 31 to drive the conversation. (Slide 30 has video showing explosion)

QTS: 
Q. What can you tell me about Operation AGGRACE? (Planned Whitehall attack London 2017)

If students talk then trainer to discuss. 
Using slides 32 to 33 to drive the conversation. (Slide 33 has video showing arrest)

Trainer to advice the next case studies are ones that were unfortunately not foiled in time. Trainer to use slide 34 to 41 to drive conversation around:
Westminster Bridge – March 2017
Manchester Arena – May 2017
London Bridge – June 2017

QTS: 
Q. What did we learn?
Q. What is Run Hide, Tell?
Q. What is See, Tell, Act?

Trainer to discuss the development of the 5 threat levels. Trainer to put the 5 levels on the board (slide 43) but do not click past the bullet points until after the activity.

Group Activity 4
Trainer to split the class into groups and ask them what does each level mean to them? And what does it mean to their daily routine. Students then to report back.

Trainer to debrief by clicking and completing slide 43.
	
· Listening 
· Discussion
· Asking and answering questions





A. Students may know some knowledge here, but it is not necessary as it will be discussed.
· Listening
· Discussion
· Asking and answering questions



A. Students may know some knowledge here, but it is not necessary as it will be discussed.
· Listening
· Discussion
· Asking and answering questions









A. Students may know some knowledge here, but it is not necessary as it will be discussed.
· Listening
· Discussion
· Asking and answering questions





Group Activity 4
Students will be divided into groups where they will discuss what the 5 threat levels mean and what it means to them.

They will then discuss their findings in open forum in class.

Objective 3
	
	PPT Slide 28







PPT Slide29 – 31
PPT Slide 30 & 33 Embedded Short Clips






PPT Slide 32 – 33






PPT Slide 34-41






PPT Slide 42




PPT Slide 43




White Board or Flipchart Paper or Laptop Dongle to project to TV

	Lunch – 45mins

	
285 – 290 mins





290 – 300 mins











300 – 310 mins
	Intelligence
Trainer to tell students some of this session will contain recaps of there Information and Intelligence lesson with a CT mindset.  

Police collect information required for a policing purpose. 

QTS:
Q. What are the main 5 Policing purposes?

Trainer to advice that information can be collected in any one or combination of three ways.

QTS.
Q. What are these three ways?

Trainer to re-cap the intelligence Cycle using slide 47 to aid.

QTS.
Q. Name some data sources that we use in the collection of information?

Trainer to discuss with the class potential intel issues in the mindset of CT intelligence. How recognising these issues is relevant to CT policing. 

Trainer to discuss that this is all local and regional, but it does feed into National Security. Using slide 52, trainer to discuss national security and what it means. 

QTS.
Q. How do you think CT-Policing use information and intelligence you gather?

Trainer to de-brief and show the flow chart of intel flow.
	
· Listening
· Discussion
· Asking and answering questions





A. Protecting Life and Limb, Preserving Order, Preventing the commission of offences, Brining offenders to justice, Any duty or responsibility arising from common or statue law.


A. Routine, Tasked, Volunteered.





A. Routine:- By-product of general duties | ACT Campaign
Tasked:- internal and external databases |
CCTV | CHIS | ANPR
Volunteered:- crime stoppers, CHIS or a general meeting with a member of the public

· Listening
· Discussion
· Asking and answering questions


A. Student answers here maybe varied, or they may not know. Flowchart used to debrief will help direct this answer and discussion.

Objective 4
	
	PPT Slide 44








PPT Slide 46





PPT Slide 47




PPT Slide 48






PPT Slide 49 – 52




White Board or Flipchart Paper or Laptop Dongle to project to TV

	
	Break – 15mins

	




325 – 345 mins
	First Response to CT Incidents
Trainer to advice that first response to a CT incident is very similar to most other high-risk incidents they encounter. 

Group Activity 5 - Board Blast
Students to come up to the board and write what actions they would take when they first respond to a CT incident.

Trainer to debrief by putting images on the board and discussing each one. The last Image it must be pointed out this is for Public advise only and Officers must: See | Tell | Act.

Trainer to put the words SEE | TELL | ACT on the screen and put it to the class what does each word mean. Using slide 56 to debrief. 

	
· Listening
· Discussion
· Asking and answering questions

Group Activity 5 – Board Blast
Students to write on board actions they would take when responding to a CT incident. Actions will be varied but will be based on normal investigations such as: 
Golden Hour, METHANE, Cordons, Safe distances, First Aid, SEE – TELL – ACT



· Listening
· Discussion
· Asking and answering questions

	
	PPT Slide 54




PPT Slide 55
White Board or Flipchart Paper or Laptop Dongle to project to TV





PPT Slide 56

	

345 – 370 mins














370 – 400 mins






400 – 410 mins















410 – 440 mins
	Personal Safety

Trainer to start this section with no other information other than the students need to watch the following film.

https://youtu.be/PaKUg3Ic5K0 

Trainer to play film and then invite comment from students.

This will set the tone for the session. Students will identify that they make both themselves and the organisation vulnerable to either criminal (including terrorist group members) or foreign State security agencies either from deliberate actions or from poor security measures.

Group Activity 6
Student to be put into groups and to discuss how they would operate in a secure environment. Create a list of the important things they have considered then report back.

Trainer to debrief using slide.

Trainer to facilitate Fact or Fiction and use real examples on slides to show students how simple mistakes can have large consequences. 

QTS:
Q. What are the consequences for our organisation from the previous examples?

Q. What are the potential consequences for you if you were one of the officers in the previous examples?
Q. Do you think social media is misused by police officers and staff deliberately or inadvertently

Trainer to debrief using slide 64-66. Discussing the three articles on slide and giving the stats on slide 65.

Group Activity 7
Trainer to put students into groups and ask them to consider what makes them easily identifiable as a Police Officer? What makes them a target? Then report back.


Trainer to debrief with the help of the slide.

	
Students to watch video:- 
· Listening
· Discussion
· Asking and answering questions













Group Activity 6
Students in their groups to discuss and create lists of how they would operate in a safe environment. Students will then have to be prepared to show their lists and discuss / defend them in open forum.

· Listening
· Discussion
· Asking and answering questions



A. Potential threat to employees or public | Threat to operation | Reduction in capability
Integrity of unit |Loss of professional standing
A. Formal investigation | PSD consults IOPC | 
CPS engagement | Personal impact | Vetting removed |Imprisonment
A. Yes

· Listening
· Discussion
· Asking and answering questions

Group Activity 7
Students in groups to discuss what makes them easily identifiable as a Police Officer, what makes them a target. Report back their thoughts via pictures they can project onto the screen.
· Listening
· Discussion
· Asking and answering questions
Objective 6
	
	PPT Slide 57
You Tube Video: Mind Reader















PPT Slide 58
White Board or Flipchart Paper or Laptop Dongle to project to TV



PPT Slide 59 – 61





PPT Slide 62


PPT Slide 63





PPT Slide 64 – 66


PPT Slide 67
White Board or Flipchart Paper or Laptop Dongle to project to TV




HO - STAY SAFE Aide-Memoire - V1

	440 – 450 mins
	Closure
Ensure that the students are okay as this was an emotive subject.

Recap of the objectives and aim from start of the lesson and ask if any questions.

Confirm again with students if everyone is ok and advise if students need to talk to speak to trainer after class.

Before allowing students to leave trainer to ask each student the following question.

QTS:
Q. What will you take away with you from this lesson?
	
· Discussion
· Asking and answering questions












A. Response in round robin

	
	
PPT Slide 68

	
	
EVALUATION OF LESSON:
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