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Part-1

IPv4 Addressing:

To perform communication between any nodes in the network address is required. There are two types of address 1) Logical address and 2) physical address. Logical addresses are variable and based on the network it can change. While physical address is burned into the device. It will never change.


The logical address has two parts IPv4 address and IPv6 address. To represent the IPv4 address, the dotted decimal technique will be used. Total bits in IPv4 address will be 32 bits. Each octet is 8 bit long; it will have minimum value 0 to maximum amount 255. An IP address can be represented as 192.168.0.1. Each IPv4 address has two portions, 1) network portion and 2) host portion. For the same network, network portion will remain the same for all hosts, while host portion will change according to host.  Network portion and host portion for the class C IP address is shown below [1]:
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The conversion of a decimal IP address into the binary is as shown in below table:


	IP Addresses in Dotted Decimal
	IP Addresses in Binary

	10.34.256.72
	00001010.00100010.100000000.01001000

	172.16.10.20
	10101100.00010000.00001010.00010100

	192.168.0.1
	11000000.10101000.00000000.00000001


Class A, B, C, and D IP addressing:


In providing some structured way of IP address are assigned on network size base to the organization design, for example, global ISP have a billion users, and some of the small organization have the number of users which are less than 250. To purge this situation, IP address class has been created.


The following table shows the network and host addresses available for each class of IP address [2].

	Class 
	IP range
	Range in binary
	Network Bits

	Host bit
	Network Addresses 
	Usable Host Addresses
	Example of IP address 
	subnet mask

	A
	1-126
	0000 0000-0111 1111
	8
	24
	128
	16,777,214
	10.10.10.10
	255.0.0.0

	B
	128-191
	1000 0000-1011 1111
	16
	16
	16,384
	65534
	172.16.10.10
	255.255.0.0

	C
	192-223
	1100 0000-1101 1111
	24
	8
	2,097,152
	254
	192.168.111.2
	255.255.255.0

	D
	224-239
	1110 0000-1110 1111
	 -
	- 
	- 
	- 
	 -
	 -

	E
	240-255
	1111 0000-1111 1111
	 -
	 -
	 -
	- 
	 -
	 -


As per the above table, there is five class of IP address. The range of IP network addresses is available for each type is determined with the formula 2 to the power of the number of available bits. In table IP address is taken for class A is "10.10.10.10" so we need to check first two digits of IP address, it is started with 10.X.X.X it is IP range is 0-127 because it is come in between the range of 0-127, so it must be a class –A. Same thing we will check for Class-B – IP is "172.16.10.10" which have range is 128-191. So it is effortless to understand now for class C – their range is 192-223, and an IP address is started with "192.168.111.2", This class is most of use in a small organization for creating the small network, there are only 254 hosts, but numbers of fibers are 2 million. For D will be used for the multicasting and class E used for the experimental and research work.


Public and Private IP addressing:

To route the internet traffic IPv4 public IP to be used.  All of the website and online services have one or more than the public IP address. Therefore, These IP addresses are routable over the internet, IANA has recognized the specific IP address range from class A, B, and C, these addresses are known as a private address.  


Private IP address is local which is not routable over the internet. The public IP address is used for connecting to the internet and global domains.
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In above figure there are two branches of organization name as branch-1 and branch-2 there are private network, in which H1 and H2 are connected locally, likewise in branch-2 there are PC H3 and PC H4, but if both branches users wanted to connect with each other than it can make possible with public IP over the internet. So, using private IP address local communication can be possible but using Public IP address, a global notification can be possible. 


Below is an illustration to understand there is one PC network status there is PC is connected to network 4. The interface between AUN-Pc and network 4 I private network but a connection between router or gateway of system 4 to the internet is a public network. 
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Subnetting IP networks and variable length subnet mask:

To any system have more than 200 hosts then it will be a network congested, reason for the network congestion is broadcast in network, the number of hosts is increased, the broadcast address will be reached to each host, in particular for IPv4 addressing so, subnet is a division of a network into a smaller system. 


Example:

Suppose there is the network of class C as 192.168.0.0/16. This network can be divided into two different but same size network as below:  


	Subnetted network

	IP Range
	Subnet Mask

	Subnet 1
	192.168.0.0-192.168.0.127
	255.255.255.128

	Subnet 2
	192.168.0.128-192.168.0.255
	255.255.255.128


The first IP address of the above range is a network address, and the last address of each array is the broadcast address. It is clear that both have a different network address, so these networks are different network and broadcast of one system, will not be shared with other systems. In this method of Subnetting, if another subnet has only a few host requirement, then IP address in that subnet will be wasted. To overcome this problem, VLSM method is introduced.


Variable Length Subnet Masks (VLSM) is allowed to use different masks for each subnet. The previous example of subnetting, notice that the same subnet mask was applied the same for all the subnet, which means each subnet has the same number of available host addresses. Need this in the same of cases but having the same subnet mask for all subnets end up to wasting address space, however, each subnet did not utilize all available host addresses, which result will be wasted address space. The example of VLSM is shown in below table [3]: 


	Department 
	Requires
	IP Range 
	Subnet Mask

	Sales
	100
	172.30.0.0-172.30.0.127
	255.255.255.128

	Purchase
	80
	172.30.0.128-172.30.0.255
	255.255.255.128

	Planning 
	30
	172.30.1.0-172.30.0.31
	255.255.255.224

	Store
	20
	172.30. 0.32-172.30.0.63
	255.255.255.224


Unicast, multicast, and broadcast with IPv4:

In IPv4 unicast 

Quietly, unicast is one to one communication. For example, if the traffic of packets flowing from one point to another single location, or in other word traffic from a web server to a single host or client is known as unicast. Unicast is the standard mode of transmission in a network. 


Multicast, 

If traffic from one source is sent to multiple computer systems, instead of sending traffic to all host, then this mode of communication can be known as multicast. Multicast is widely used for the IPv6 connection while routing protocol OSPF is using this mode of communication to send the routing update to their neighbor. 


Broadcast in IPv4 [4]

Whenever one host from the network try to communicate with another host in the system and if MAC address of that host is unknown to host1 than, this request from host1 will be transmitted to all available hosts in the order, this mode of communication is known as broadcast. 


So, in broadcast, there will be a single sender, and all other will be a receiver.


IPv6 addressing:

IPv6 is the latest type of logical addressing technology. IPv4 address can provide address up to 4,294,967,296 but using IPv6 addressing, 3.4×1038 addresses can be provided. With the growth in mobile user and internet, users from the mobile device are increasing day by day. This makes the shortage of IPv4 address on the internet. To perform the communication on the internet, public IP is required. So, to overcome this problem, IPv6 was developed by the Internet Engineering Task Force (IETF).  


Unlike IPv4 address, there is no any Class available. Also, there is not any method to perform Subnetting in IPv6 is available. Network address in IPv6 address can be identifying by the prefix value.


i.e. 2001:0db8:85a3:0000:0000:8a2e:0370:7334/126 in this addresses 2001:0db8:85a3:0000:0000:8a2e:0370:7334 is address value and 112 is showing the network bits available in the given address "2001:0db8:85a3:0000:0000:8a2e:0370" values is used for the network portion and remaining 16 bits will be available for the host address. So, it is clear that give address can provide the 2^16 combinations means 65535 IP address in a single network.


Unicast address in IPv6

A unicast address has the same purpose as IPv6. A unicast address will be used for one to one communication in the network.


There is three types of unicast address available, global unicast, uniquely local and link local. 


A global unicast address will be provided by the IANA. It will be similar to the public IP address in IP version 4. The prefix values for the global unicast address will be /3.


Unique local:  this address has a similar meaning as the private IP address in IPv4 version. The prefix value for the lecture is FD00::/8.


Link-local address: this type of speech is assigned by default to the host system. The patter of this address will be starting as FE80... 


Anycast address in IPv6 [5]

Anycast is the new mode of communication in IPv6 which is not available for the IPv4. This address will be assigned to the number of nodes, and when any particular routing protocol used that this address will be used received broadcast traffic if it is closest to the node. 


Multicast in IPv6

As there is no broadcast in IPv6, multicast will be used to share information from the sender node to a group of the node. Hence the security and efficiency in this will be higher in comparison with the IPv4 address; an IPv4 address will always to broadcast for the communication in the network. 


Part-2

Plan of class B private network IP 172.28.0.0/16 can be as follows.


	Lab no
	Network address
	First IP address
	Last IP
address
	Broadcast add
	Subnet mask

	lab301
	172.28.30.128
	172.28.30.129 -
	172.28.30.190
	172.28.30.191
	255.255.255.192

	Lab302
	172.28.60.128
	172.28.60.129 -
	172.28.60.158
	172.28.60.159
	255.255.255.224

	Lab303
	172.28.60.0
	172.28.60.1 -
	172.28.60.62
	172.28.60.63
	255.255.255.192

	Lab304
	172.28.40.128
	172.28.40.129 -
	172.28.40.190
	172.28.40.191
	255.255.255.192

	Lab306
	172.28.50.192
	172.28.50.193 -
	172.28.50.254
	172.28.50.255
	255.255.255.192

	Lab308
	172.28.10.0
	172.28.10.1 -
	172.28.10.254
	172.28.10.255
	255.255.255.0

	Lab309
	172.28.40.0
	172.28.40.1 -
	172.28.40.62
	172.28.40.63
	255.255.255.192

	Lab310
	172.28.70.96
	172.28.70.97 -
	172.28.70.126
	172.28.70.127
	255.255.255.224

	lab101
	172.28.50.64
	172.28.50.65 -
	172.28.50.126
	172.28.50.127
	255.255.255.192

	Lab102
	172.28.60.192
	172.28.60.193 -
	172.28.60.222
	172.28.60.223
	255.255.255.224

	Lab103
	172.28.60.64
	172.28.60.65 -
	172.28.60.126
	172.28.60.127
	255.255.255.192

	Lab205
	172.28.50.128
	172.28.50.129 -
	172.28.50.190
	172.28.50.191
	255.255.255.192

	Lab206
	172.28.40.64
	172.28.40.65 -
	172.28.40.126
	172.28.40.127
	255.255.255.192

	CAD lab
	172.28.70.32
	172.28.70.33 -
	172.28.70.62
	172.28.70.63
	255.255.255.224

	Lab301
	172.28.30.192
	172.28.30.193 -
	172.28.30.254
	172.28.30.255
	255.255.255.192

	lab201
	172.28.70.64
	172.28.70.65 -
	172.28.70.94
	172.28.70.95
	255.255.255.224

	Lab202
	172.28.20.0
	172.28.20.1 -
	172.28.20.126
	172.28.20.127
	255.255.255.128

	Lab203
	172.28.30.0
	172.28.30.1 -
	172.28.30.126
	172.28.30.127
	255.255.255.128

	Lab205
	172.28.60.224
	172.28.60.225 -
	172.28.60.254
	172.28.60.255
	255.255.255.224

	Lab404
	172.28.40.192
	172.28.40.193 -
	172.28.40.254
	172.28.40.255
	255.255.255.192

	lab408
	172.28.60.160
	172.28.60.161 -
	172.28.60.190
	172.28.60.191
	255.255.255.224

	Lab409
	172.28.20.128
	172.28.20.129 -
	172.28.20.254
	172.28.20.255
	255.255.255.128

	Lab410
	172.28.50.0
	172.28.50.1 -
	172.28.50.62
	172.28.50.63
	255.255.255.192

	Test centre
	172.28.70.0
	172.28.70.1 -
	172.28.70.30
	172.28.70.31
	255.255.255.224

	Open access lab
	172.28.10.0
	172.28.10.1 -
	172.28.10.254
	172.28.10.255
	255.255.255.0


For the above VLSM network design it is tough to use class C IP address as there are only 254 hosts will available in a subnet, so class B is taken and it can provide 65535 hosts in the network. 


Servers IPv6 address requirement: -

For the local communication in IPv6 link-local address will be used, this address will be starting with fd00, and it will have prefix value as 8. So, for providing communication between the server, unique local IPv6 address will be used as fd00:ABCD::/125, 125 is used because there are only eight host is available for the communication. 


	Server Name
	IPv6 Address

	DNS Server
	fd00:ABCD::0/125

	Email server
	fd00:ABCD::1/125

	Finance department
	fd00:ABCD::2/125

	Registry server
	fd00:ABCD::3/125

	File Server
	fd00:ABCD::4/125

	Print Server
	fd00:ABCD::5/125


IPv6 address for the link between MP and ISP:


Two nodes will need a network which has 2 IP address, using 127 prefix values this type of address can be gathered.   As the global IP address is provided by the IANA, here assuming that IANA provides this IP address as it is starting from 2001, IPv6 address for both pint can be defined as per the below table [6]: 


	Endpoint
	IPv6 Address

	MP
	2001:ABCD::0/127

	ISP
	2001:ABCD::1/127
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