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Q1. Outline some different sorts of quantitative analysis and undertaking a basic analysis by using Excel to create a
chart.

s Paul Connolly states, [1]

Atthe heart of quantitative data analysis is the dataset. A dataset s actually just an array of
numbers organized into rows and columns.

It can be said from Dan James and Nigel Simister [2]that, quantitative analysis can be split into two forms, descriptive
‘analysis, and complex statistical analysis. Descriptive is used to present data in & clear and attainable manner and applied
to both administrative and sampled data. More complex statistical analysis is made on sampled data, this type of analysis
aims to show project or related changes to make a conclusion. This is also known as inferential statistics, where finding
from a sample are used to make assumptions about wider data sets.

For my project on Mobile device security there are multiple types of quantitative analysis that can be used, such as time.
series analysis which focuses on collecting data at set regular periods of time, such as monthly. It can be used to identiy
patterns, trends, seasonality, and trends and can forecast future values. For my project, this can be used to investigate
security incidents, vulnerability trend, as well as user behaviours. Cluster analysis, which can be used to identify groups or
clusters within the data based on similarities or dissimilarities. Therefore, used to segment devices or users based on
behaviours, thus identifying individual user profiles or device configurations. Comparative analysis, this involves
‘comparing groups, varizbles, or time periods to identity patterns, trends, or differences. This can be used to compare
security practices of Android or i0S devices users or investigate changes in vulnerability over time. Descriptive analysis can
be used to simply summarise and describe the collected data using methods such as mezn, median, mode, standard
deviation as well a5 percentiles. This wil aid in understanding the central tendency, distribution, and variability of the
data. Inferential statistics are used to make inferences or to draw a conclusion about a larger population bases on &
sample. Techniues can be used such as hypothesis testing and regression analysis can be applied to examine the
relationships, test hypotheses, and make predictions.

The below bar graphs show the Number of vulnerabilities found in i0S and android operating systerms.

Number of Vulnerabilites per Month in 2022 for
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Project/ Research Idea



This project aim is to compare the security levels of the two leading mobile device operating systems, iOS and Android, to conclude which one provides the higher level of security. The aim is to do an in-depth analysis and evaluation of the security features of both.

Project Objectives	



Evaluate security features

Analyze vulnerabilities

Assess user practice

Compare security postures

Scope								Proposed Solution

Ashley J. Rees, Department of Computing, University Wales St Trinity St Davids
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Further information

As it says on the Asana website, [1] Project design is an important piece of executing a successful project. From gathering the necessary information and resources to coordinating with team members, your job is to bring the details to life. With the right project design, you and your team can tackle anything that comes your way. 



Unmasking Security: Investigating the Safety of iOS and Android Operating Systems

The project will focus on comparing the security aspects of iOS and Android mobile operating systems. It will include analyzing built-in security features. 

The proposed solution involves conducting a comprehensive analysis, using a combination  of qualitative and quantitative research methods. Data will be collected from reputable sources, such as vulnerability databases, security reports and documentation from Apple and Google.

DO. NOT.

PUT. LOGOS.

HERE.



Technologies and Resources

Research databases – such as national vulnerability database

Surveys and questionnaires

Statistical analysis – such as Excel

Documentation and reporting – such as word

Research ethics

Literature review
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Task 2 - Gantt Chart.xlsx
ProjectSchedule

		Create a Project Schedule in this worksheet.
Enter title of this project in cell B1. 
Information about how to use this worksheet, including instructions for screen readers and the author of this workbook is in the About worksheet.
Continue navigating down column A to hear further instructions.		Mobile Device Security, iOS vs Android

		Enter the name of the Project Lead in cell B3. Enter the Project Start date in cell E3. Pooject Start: label is in cell C3.						Mon, 17/07/2023

		The Display Week in cell E4  represents the starting week to display in the project schedule in cell I4. The project start date is considered Week 1. To change the display week, simply enter a new week number in cell E4.
The starting date for each week, starting with the display week from cell E4, starts in cell I4 and is auto calculated. There are 8 weeks represented in this view from cell I4 through cell BF4.
You should not modify these cells.
Display Week: label is in cell C4.						1								17 Jul 2023														24 Jul 2023														31 Jul 2023														7 Aug 2023														14 Aug 2023														21 Aug 2023														28 Aug 2023														4 Sep 2023

		Cells I5 through BL5 contain the day number for the week represented in the cell block above each date cell and are auto calculated.
You should not modify these cells.
Today's date is outlined in Red (hex #AD3815) from today's date in row 5 through the entire date column to the end of the project schedule.														17		18		19		20		21		22		23		24		25		26		27		28		29		30		31		1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28		29		30		31		1		2		3		4		5		6		7		8		9		10

		This row contains headers for the project schedule that follows below them. 
Navigate from B6 through BL 6 to hear the content. The first letter of each day of the week for the date above that heading, starts in cell I6 and continues through cell BL6.
All project timeline charting is auto generated based on the start and end dates entered, using conditional formats.
Do not modify content in cells within columns after column I starting with cell I7.		TASK		PROGRESS		START		END				DAYS		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S		M		T		W		T		F		S		S

		Do not delete this row. This row is hidden to preserve a formula that is used to highlight the curren day within the project schedule. 												

		Cell B8 contains the Phase 1 sample title. 
Enter a new Title in cell B8.
Enter a name to assign the phase to, if it applies for your project, in cell C8.
Enter Progress for the entire phase, if it applies for your project, in cell D8.
Enter the start and end dates for the entire phase, if it applies for your project, in cells E8 and F8. 
The Gantt chart will automatically fill in the appropriate dates and shade according to the progress entered.
To delete the phase and work only from tasks, simply delete this row.		Phase 1 - Project Planning and Research										

		Cell B9 contains the sample task "Task 1." 
Enter a new task name in cell B9.
Enter a person to assign the task to in cell C9.
Enter progres of the task in cell D9. A progress bar appears in the cell and is shaded according to the number in the cell. For example, 50 percent progress would shade half of the cell.
Enter task start date in cell E9.
Enter task end date in cell F9.
A status bar shaded for the dates entered appears in blocks starting from cell I9 through BL9. 		1-  Define research objectives and scope		50%		17/7/23		20/7/23				4

		Rows 10 through 13 repeat the pattern from row 9. 
Repeat the instructions from cell A9 for all task rows in this worksheet. Overwrite any sample data.
A sample of another phase starts in cell A14. 
Continue entering tasks in cells A10 through A13 or go to cell A14 to learn more.		2 - Conduct a literature review on mobile device security, iOS, and Android		60%		20/7/23		22/7/23				3

				3 - Identify relevant sources of data and information		50%		22/7/23		26/7/23				5

				4 - Develop research methodology and data collection instruments		25%		26/7/23		31/7/23				6

				Task 5				21/7/23		23/7/23				3

		The cell at right contains the Phase 2 sample title. 
You can create a new phase at any time within column B. This project schedule does not require phases. To remove the phase, simply delete the row.
To create a new phase block in this row, enter a new Title in cell at right.
To continue adding tasks to the phase above, enter a new row above this one and fill in the task data as in cell A9's instruction.
Update the Phase details in cell at right based on cell A8's instruction.
Continue navigating down column A cells to learn more.
If you haven't added any new rows in this worksheet, you will find 2 additional sample phase blocks have been created for you in cells B20 and B26. Otherwise, navigate through column A cells to find the additional blocks. 
Repeat the instructions from cells A8 and A9 whenever you need to.		Phase 2 - Data Collection										

				1 - Collect data on security features of iOS and Android		50%		22/7/23		26/7/23				5

				2 - Gather data on vulnerabilities and security patches from reputable sources		50%		24/7/23		29/7/23				6

				3 - Conduct surveys or questionnaires to gather user data on security practices and perceptions				29/7/23		1/8/23				4

				4 - Ensure data integrity and validity				29/7/23		31/7/23				3

				Task 5				29/7/23		1/8/23				4

		Sample phase title block		Phase 3 - Data Anlysis										

				1 - Analyze and compare the security features of iOS and Android				1/8/23		6/8/23				6

				2 - Assess the vulnerability landscape, including types, severity levels, and patching timelines				7/8/23		11/8/23				5

				3 - Analyze user data to understand security practices and perceptions				12/8/23		17/8/23				6

				4 - Apply appropriate quantitative and qualitative analysis techniques				18/8/23		22/8/23				5

				Task 5				12/8/23		16/8/23				5

		Sample phase title block		Phase 4 - Compartive Evaluation										

				1 - Compare the security postures of iOS and Android based on the analysis findings				date		date				ERROR:#VALUE!

				2 - dentify strengths and weaknesses of each operating system in terms of security features and vulnerabilities				date		date				ERROR:#VALUE!

				3 - Consider user practices and perceptions in the evaluation				date		date				ERROR:#VALUE!

				4 - Generate a comprehensive report outlining the comparative evaluation results				date		date				ERROR:#VALUE!

				Task 5				date		date				ERROR:#VALUE!

		This is an empty row		Phase 5 - Recommendations and Conclusion										

		This row marks the end of the Project Schedule. DO NOT enter anything in this row. 
Insert new rows ABOVE this one to continue building out your Project Schedule.		1 - Summarize the findings and implications of the comparative evaluation				date		date				ERROR:#VALUE!

				2 - Provide recommendations for users regarding mobile device security best practices and considerations when selecting an operating system				date		date				ERROR:#VALUE!

				3 - Write the final project report, including the conclusion and future research directions				date		date				ERROR:#VALUE!

				Task 4				date		date				ERROR:#VALUE!

				Task 5				date		date				ERROR:#VALUE!





About



		SIMPLE GANTT CHART by Vertex42.com

		https://www.vertex42.com/ExcelTemplates/simple-gantt-chart.html

		About This Template

		This template provides a simple way to create a Gantt chart to help visualise and track your project. Simply enter your tasks and start and end dates - no formulae required. The bars in the Gantt chart represent the duration of the task and are displayed using conditional formatting. Insert new tasks by inserting new rows.

		Guide for Screen Readers

		There are 2 worksheets in this workbook. 

TimeSheet
About

The instructions for each worksheet are in the A column starting in cell A1 of each worksheet. They are written with hidden text. Each step guides you through the information in that row. Each subsequent step continues in cell A2, A3, and so on, unless otherwise explicitly directed. For example, instruction text might say "continue to cell A6" for the next step. 

This hidden text will not print.

To remove these instructions from the worksheet, simply delete column A.

		Additional Help

		Click on the link below to visit vertex42.com and learn more about how to use this template, such as how to calculate days and work days, create task dependencies, change the colours of the bars, add a scroll bar to make it easier to change the display week, extend the date range displayed in the chart, etc.

		How to Use the Simple Gantt Chart

		More Project Management Templates

		Visit Vertex42.com to download other project management templates, including different types of project schedules, Gantt charts, tasks lists, etc.

		Project Management Templates

		About Vertex42

		Vertex42.com provides over 300 professionally designed spreadsheet templates for business, home, and education - most of which are free to download. Their collection includes a variety of calendars, planners, and schedules as well as personal finance spreadsheets for budgeting, debt reduction, and loan amortisation.

		Businesses will find invoices, time sheets, inventory trackers, financial statements, and project planning templates. Teachers and students will find resources such as class schedules, grade books, and attendance sheets. Organise your family life with meal planners, checklists, and exercise logs. Each template is thoroughly researched, refined, and improved over time through feedback from thousands of users.



https://www.vertex42.com/ExcelTemplates/excel-project-management.html?utm_source=ms&utm_medium=file&utm_campaign=office&utm_content=texthttps://www.vertex42.com/ExcelTemplates/simple-gantt-chart.html?utm_source=ms&utm_medium=file&utm_campaign=office&utm_content=helphttps://www.vertex42.com/ExcelTemplates/simple-gantt-chart.html?utm_source=ms&utm_medium=file&utm_campaign=office&utm_content=urlhttps://www.vertex42.com/ExcelTemplates/simple-gantt-chart.html?utm_source=ms&utm_medium=file&utm_campaign=office&utm_content=text
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Task 3



Conducting a project on Mobile Security, in which I will be comparing iOS devices vs Android can lead to the development of new skills, impact on society and addressing security concerns.



Q1. 



The project can offer opportunities to improve technical skills, such as knowledge of mobile operating systems including the encryption protocols and frameworks. Research will be the basis of the research therefor this will develop skills in literature review, data collection and analysis as well as the ability to evaluate existing research. The project will allow for the development of critical think as well as problem solving skills to find and investigate the security vulnerabilities and risks in both iOS and Android devices. It will also involve showing findings, recommendations, and collaborating with people of different specialisms, while using effective communication and teamwork.



As Amy Gallo says from the Harvard business review [1] 

Mastering new skills is not optional in today’s business environment. “In a fast-moving, competitive world, being able to learn new skills is one of the keys to success. It’s not enough to be smart — you need to always be getting smarter,”





Q2.



The project can have a positive impact in society by addressing security vulnerabilities contribute to improving mobile device security, protecting sensitive data, ultimately reducing the risk of cyber-threats. Findings from the research can raise awareness among the users of mobile devices about security best practices, this will allow them to make informed decisions which will allow them to better protect their personal information. Sharing the outcome of the project as well as recommendations can influence the development of more secure technologies therefore improving overall security standards.



Svein Arne Jessen backs this up by saying, [2] the respondent perspectives indicate that project work has had an encouraging impact on several aspects of society, to varying degrees. In some areas, project work has brought about considerable changes in behaviour and thinking, benefitting both private and public organisations.





Q3.



Handling sensitive data requires strict adherence to ethical guidelines and regulations. Proper consent, anonymization, and secure storage of data to decrease privacy risks. Mobile device security is a complex field, therefore challenges may arise in the understanding and impending the advance security measures. Seek guidance from experts as well as to allocate sufficient time to experimentation and research. Time restraint, lack of access to specialist tools or datasets could pose issues. Therefore, planning realistically is essential, explore alternative resources, as well as seek collaborations to overcome the resource limitations. Engaging in mobile device security research could expose myself and the project to potential security risks. Therefore, I will need to implement sufficient security measures, keep systems and software up to date, and follow best practices to reduce any vulnerabilities. By knowing all the potential issues and proactively investigate the risks and challenges, I can ensure a more successful and impactful project in the field of mobile device security. I will regularly assess and mitigate risks, and seek guidance from experts, as well as maintain an open communication when any issues or challenges arise.



 


References
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[2] 	J. S. Arne, "Paper presented at PMI® Research Conference: Defining the Future of Project Management, Washington, DC," How projects influence society, 2010. 
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‘Conducting a project on Mobile Security, in which | will be comparing iOS devices vs Android can lead to the development
of new skills, impact on society and addressing security concerns.

v

The project can offer opportunities to improve technical skils such as knowledge of mabile operating systems including
the encryption protocols and framewaorks. Research will be the basis of the research therefor this will develop skils in
literature review, data collection and analysis as well a5 the ability to evaluate existing research. The project will allow for
the development of critical think as well as problem solving skils to find and investigate the security vulnerabilities and
risks in both i0S and Android devices. It will aso involve showing findings, recommendations, and collaborating with
people of different specialisms, while using effective communication and teamwork.

s Amy Gallo says from the Harvard business review [1]
Mastering new skillsis not optional in today’s business environment. “In a fast-moving, competitive world,
being able to learn new skills is one of the keys to success. It's not enough to be smart — you need to always
be getting smarter,”

@.

The project can have a positive impact in society by addressing security vulnerabilities contribute to improving mobile
device security, protecting sensitive data, ultimately reducing the risk of cyber-threats. Findings from the research can
raise awareness among the users of mobile devices about security best practices, this will allow them to make informed
decisions which willallow them to better protect their personal information. Sharing the outcome of the project as well as

recommendations can influence the development of mare secure technologies therefore improving overall security
standards.

Sugin Arne Jessen backs this up by saying, [2]the respondent perspectives indicate that project work has had an
‘encouraging impact on several aspects of society, to varying degrees. In some areas, project work has brought about
considerable changes in behaviour and thinking, benefitting both private and public organisations.

3.

Handling sensitive data requires strict adherence to ethical guidelines and regulations. Proper consent, anonymization,
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arise in the understanding and impending the advance security measures. Seek guidance from experts as well as to
allocate sufficient time to experimentation and research. Time restraint, lack of access to specialist tools or datasets could
pose issues. Therefore, planning realistically is essential, explore alterative resources, as well as seek collaborations to
‘overcome the resource limitations. Engaging in mobile device security research could expose myself and the project to
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Q1. Outline some different sorts of quantitative analysis and undertaking a basic analysis by using Excel to create a chart.





As Paul Connolly states, [1] 



At the heart of quantitative data analysis is the dataset. A dataset is actually just an array of numbers organized into rows and columns.





It can be said from Dan James and Nigel Simister [2] that, quantitative analysis can be split into two forms, descriptive analysis, and complex statistical analysis. Descriptive is used to present data in a clear and attainable manner and applied to both administrative and sampled data. More complex statistical analysis is made on sampled data, this type of analysis aims to show project or related changes to make a conclusion. This is also known as inferential statistics, where finding from a sample are used to make assumptions about wider data sets.





For my project on Mobile device security there are multiple types of quantitative analysis that can be used, such as time series analysis which focuses on collecting data at set regular periods of time, such as monthly. It can be used to identify patterns, trends, seasonality, and trends and can forecast future values. For my project, this can be used to investigate security incidents, vulnerability trend, as well as user behaviours. Cluster analysis, which can be used to identify groups or clusters within the data based on similarities or dissimilarities. Therefore, used to segment devices or users based on behaviours, thus identifying individual user profiles or device configurations. Comparative analysis, this involves comparing groups, variables, or time periods to identity patterns, trends, or differences. This can be used to compare security practices of Android or iOS devices users or investigate changes in vulnerability over time. Descriptive analysis can be used to simply summarise and describe the collected data using methods such as mean, median, mode, standard deviation as well as percentiles. This will aid in understanding the central tendency, distribution, and variability of the data. Inferential statistics are used to make inferences or to draw a conclusion about a larger population bases on a sample. Techniques can be used such as hypothesis testing and regression analysis can be applied to examine the relationships, test hypotheses, and make predictions.



The below bar graphs show the Number of vulnerabilities found in iOS and android operating systems.









































































See below stacked chart showing the number of vulnerabilities in the same chart, there is a trend where the vulnerabilities increase dramatically. The spikes correspond to new releases of the new Operating systems, August for Android and September for iOS.









Q2.. Document evidence to demonstrate some organisation of qualitative data.



As it says on Investopedia, [3] qualitative analysis is based upon rich and detailed descriptions as well as a comprehensive understanding of the subject being investigated. It involves, conducting a thorough interview, making observations, and examining text documents. This approach focuses on studies already conducted and targets to gain knowledge in specific areas.



As an example of how qualitative data can be organised is by using a data matrix/ coding, which is a tabular representation of qualitative data, each row represents a participant of a data segment, and each column represent a category, theme, or code. This sort of matrix helps to organises qualitative data.



Please see below table of iOS vulnerabilities



		Vulnerability 

		Severity

		Type

		Affected Component



		VU-2022-xxx1

		High

		Code Execution 

		WebKit



		VU-2022-xxx2

		Low

		Data Leak

		Core Bluetooth



		VU-2022-xxx3

		Medium

		Remote Code Execution

		Kernal



		VU-2022-xxx4

		Critical

		Denial Of Service

		SiriKit







From this data, a chart could be created to show the vulnerabilities based on the severity levels, type, or the affected component.
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Comparison of Vulnerabilites for both iOS and Android in 2022



iOS	44562	44593	44621	44652	44682	44713	44743	44774	44805	44835	44866	44896	5	11	8	1	16	3	31	17	50	21	4	7	Android	44562	44593	44621	44652	44682	44713	44743	44774	44805	44835	44866	44896	4	5	2	1	2	1	15	41	30	3	1	2	







Number of Vulnerabilites per Month in 2022 for iOS
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