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Introduction:


Cloud computing has transformed how organizations manage their digital resources, establishing cloud administration as a critical field. This assignment investigates the principles, technologies, and practical applications of cloud administration, with the goal of equipping students with the necessary skills to effectively oversee cloud-based systems.

In today's digital age, studying cloud administration is paramount and represents the future of technology. As businesses increasingly integrate cloud solutions, there is a growing demand for proficient administrators. Mastery of cloud administration facilitates efficient resource management, minimizes security risks, and enhances performance. Moreover, it fosters innovation and adaptability, empowering organizations to respond effectively to market dynamics. Consequently, proficiency in cloud administration not only enhances employability but also contributes significantly to organizational prosperity.

Furthermore, it outlines the advantages of developing cloud administration skills, including better management of resources, security measures, and adaptability, all vital for the success of organizations. In conclusion, it establishes a solid basis for understanding the relevance and value of studying cloud administration.

The latest news must be known is some business wants to be part of this future world.












Task: 





Introduction of Cloud Services for GLI 

Cloud services offer Global Learning Institute (GLI) scalable, dependable, and cost-effective solutions for managing its IT infrastructure. By adopting cloud services, GLI can address the constraints of on-premises servers, such as high maintenance costs, hardware vulnerabilities, and limited scalability. Azure, a leading cloud platform, provides a range of services specifically designed for educational institutions, allowing GLI to efficiently store and manage user profiles, course materials, and administrative systems.
Cloud computing infrastructure enables businesses to use their IT hardware and software resources more efficiently. It boosts profitability by improving resource utilization, where resources are pooled into large clouds, driving down costs and increasing efficiency by providing resources only when required. Cloud computing also streamlines procurement processes, eliminating the need to replicate specific computer administration tasks related to setup, configuration, and support.
To show the Global Learning Institute (GLI) management team how they can migrate their current file storage system and databases to Azure File Storage and Azure Databases, Azure's free services offer a budget-friendly approach. Given GLI's limited budget, using these free services is an efficient way to begin the migration process.

Azure File Storage
Azure Files offers 100 GB of free transaction-optimized file storage for the first 12 months, providing a simple way for GLI to move their file storage to the cloud without incurring additional costs. Azure Files supports file shares that can be accessed via standard protocols such as SMB and NFS, allowing mounting from both on-premises and cloud-based systems​.

Azure Databases
For databases, Azure SQL Database has a free trial with 250 GB of storage for a standard S0 instance, offering GLI a cost-effective way to move their databases to the cloud​ Similarly, Azure provides 750 hours of flexible server time for Azure Database for MySQL and PostgreSQL, along with 32 GB of storage and backup storage, allowing GLI to migrate their databases without substantial upfront expenses​.
Azure File Storage provides scalable, cloud-based storage for Global Learning Institute (GLI), allowing access to files via standard protocols such as SMB and NFS. This flexibility helps integrate cloud storage with on-premises and other cloud environments, while Azure File Sync can cache file shares locally for faster access.

Security features include data encryption both at rest and in transit, and Azure Active Directory for authentication with role-based access control (RBAC), ensuring that only authorised users can access specific file shares. Azure File Storage also offers redundancy and backup options, aiding business continuity in case of unexpected disruptions.

These features make Azure File Storage a robust choice for GLI, providing security, scalability, and high availability.
Migration Strategy
To use these free services, GLI can create a Recovery Services Vault in Azure and configure backup policies for file shares and databases. This approach allows GLI to back up existing data and migrate smoothly. Azure Backup supports both snapshot and vault-based backups, providing flexible backup and recovery options​.

Additional Resources
For more detailed information on setting up Azure File Storage and Azure Databases, Azure's official documentation outlines the available free services and explains how to configure them for your migration strategy​.
Analysis of benefits and profits for GLI
As could be seen, the key advantages of Azure cloud services for GLI are:
Scalability: 
Resources can be easily scaled up or down depending on demand, ensuring a seamless experience for students.
Reliability:
 Azure's built-in redundancy and high availability minimize the risk of downtime caused by hardware failures or natural disasters.


Cost-Effectiveness
 Azure's services pay-as-you-go is a model and reserved instances help GLI optimize costs according to its budget constraints.
Security 
Azure offers robust security features, including Azure Active Directory for authentication and role-based access control (RBAC), ensuring data protection and compliance with industry standards.
Cloud services give GLI the flexibility and agility to support its expanding online education programs while maintaining a cost-effective and secure IT environment.
Savings
Azure cloud services offer a range of pricing options that allow organizations like Global Learning Institute (GLI) to manage their IT infrastructure more cost-effectively compared to on-premises solutions. Here's a high-level comparison of costs and benefits associated with the transition to Azure, along with an overview of specific Azure pricing options and tools.
Cost-Efficiency
Azure's pay-as-you-go pricing will give GLI way to pay only for the resources used, without possibility of significant upfront investment in hardware. Azure's cost flexibility is further enhanced with reserved instances, offering discounts for committing to one year or three-year of terms, and savings plans for longer-term usage​ ​.
Scalability and Reliability
Azure provides scalability, this will allow resources to be scaled up or down based on demand. This flexibility can lead to cost savings, as GLI can optimize usage without overprovisioning. Azure's redundancy and high availability help ensure reliability, reducing downtime risks associated with hardware failures or natural disasters.
Specific Azure Pricing
Virtual Machines: Azure offers various virtual machine tiers, with Standard being the default, and Basic and Low Priority providing cheaper options with reduced functionality. The cost of virtual machines varies based on configuration, with additional costs for managed operating system disks and other features.
Databases: 
Azure SQL Database is a service which is managemental with built-in backups, high availability, and scaling. Costs depend on database size, tier, and additional features.
Storage:
 Azure offers different storage solutions like Azure Blob Storage, Azure Files, and Azure Disks. Pricing depends on the storage tier, data redundancy, and data transfer​​.
Network:
 Azure's virtual networks and other networking services are priced based on data transfer and network usage.
Cost-Reduction Strategies
It could be said Azure offers various features to help reduce costs. Auto shutdown for virtual machines and Azure Advisor recommendations can help identify and eliminate unused resources. Azure DevTest Labs provides cost-cutting features for development and test environments​ ​.

For a detailed cost comparison and to estimate expenses based on specific requirements, GLI could use the Azure Calculator to create the idea of the monthly costs associated with Azure services. These resources can guide GLI's transition to Azure while considering its budget constraints and operational needs.
Azure Services for GLI
Here could be seen just a few examples. Azure has services across other categories like identity management, security, Internet of Things (IoT), and DevOps. Each service is designed to integrate with others, providing flexibility and scalability.
Server: 
The organisation owns or rents physical servers. Costs encompass hardware, maintenance, power consumption, cooling, and hardware upgrades. Typically, servers need periodic hardware replacements.
Database:
 A dedicated database server is used, with costs for hardware, software licences, and ongoing maintenance. Backup and high availability often require additional hardware.
Storage:
 On-premises storage involves physical drives, with costs for expansion, redundancy, and backups. As storage demands increase, more hardware is needed.
Network:
 Networking involves routers, switches, and cabling. On-premises networks often require dedicated IT staff for maintenance and troubleshooting.
Calculator and costs 
As cloud computing gains popularity as a solution for hosting services and enhancing business processes, the adoption process is still not entirely clear. This is particularly true for public administration, where additional constraints exist compared to the private sector. The adoption of cloud computing in this context requires creating legislation, developing standards, and ensuring public organizations align their goals and strategies with cloud technologies.

This paper suggests a tool to assist with assessing cloud migration or adoption initiatives' architecture. A systematic literature review is carried out to identify the key characteristics of a system that are crucial for evaluating cloud computing's viability. Given the technical aspects of cloud adoption, the paper proposes several criteria associated with software qualities. Once these criteria are established, they are assigned weights based on their significance in the system, facilitating the classification of a system's readiness level for cloud adoption using a multi-criteria decision analysis approach.
Here are the steps of creating the calculator and illustrate the cost:
Step 1: Access the Azure TCO Calculator
Navigate to the Azure TCO Calculator to start the cost estimation process​.

Step 2: Input Existing Infrastructure Details
Enter the specifics of GLI's current infrastructure, including the number of servers, storage capacity, and network configurations. This will form the basis of the comparison between on-premises and Azure costs.

Step 3: Define Costs
Adjust the costs for hardware, software, power consumption, maintenance, and labour. You can also include additional expenses like hardware replacements and physical space costs.

Step 4: Configure Azure Scenarios
Define the Azure resources you would require for the migration, including virtual machines, databases, and storage. This will give you an estimate of the Azure costs based on GLI's specific requirements.

Step 5: Calculate and Review the TCO
Calculate the total cost of ownership for both the on-premises infrastructure and the Azure-based solution. The tool will display the estimated cost savings and other potential benefits of moving to Azure, such as scalability and reduced maintenance costs.

Step 6: Generate the TCO Report

Once you have configured all the required details, generate the TCO report to get a comprehensive overview of the cost comparison between on-premises and Azure.


The proposed solution is then tested in a case study, which evaluates the tool's effectiveness in supporting the cloud adoption process.


Azure Cost Management Tools
Azure provides cost-management tools that allow organizations to monitor cloud consumption, allocate costs to specific business units, and optimize costs through virtual machine rightsizing. The Azure Pricing Calculator helps to assume and estimate costs for using different Azure products and services, allowing GLI to budget accordingly.

By following these steps, GLI can estimate the cost savings and make informed decisions about migrating to Azure. The calculator helps visualize the financial benefits of the migration and identifies areas for potential cost reduction.


Evaluation of different Azure database options
When evaluating Azure database options for Global Learning Institute (GLI), it is important to consider the institution's needs, including data type, scalability, security, compliance, and performance requirements. 

Azure SQL database
Azure SQL Database is a fully managed database service, it’s offering high availability and security. It has built-in backup and scaling features, ideal for applications that require complex queries and transactional consistency. Key benefits include:

1.Scalability: You can scale up or down depending on your needs.
High Availability: The service has built-in high availability and disaster recovery.
2.Compliance: It meets various compliance standards, making it appropriate for regulated environments.
3.Advanced Features: It includes features such as geo-replication, point-in-time restore, and automated backups.
This option is suitable for GLI if strong transactional support and high compliance standards are required.
Azure Database for MySQL
Azure Database for MySQL is another full managed service for hosting MySQL databases, offering flexible deployment options. It's ideal for applications built on open-source stacks. Key benefits include:

1.Flexibility: Supports various MySQL versions and deployment scenarios.
2.Scalability: The database can be scaled vertically or horizontally as needed.
3.Managed Service: Azure takes care of infrastructure maintenance, backups, and high availability.
4.Compatibility: It's compatible with existing MySQL tools and frameworks.
This option is suitable for GLI if it relies on open-source technologies and requires flexibility.


Azure Database for PostgreSQL
Azure Database for PostgreSQL is a managed PostgreSQL database service, ideal for applications that require advanced SQL features like stored procedures and custom functions. Key benefits include:
Advanced SQL Features: PostgreSQL supports complex queries, custom data types, and stored procedures.
1.Scalability: It offers scalable resources, just like other Azure database options.
2.Open-Source Compatibility: It works with existing PostgreSQL tools and libraries.
3.Managed Service: Azure handles backups, maintenance, and high availability.
This option is suitable for GLI if it requires advanced SQL capabilities and compatibility with existing PostgreSQL-based applications.
In conclusion, For Global Learning Institute, the choice between these Azure database options depends on its specific needs:
Azure SQL Database: Ideal for high-compliance, transactional workloads.
Azure Database for MySQL: Suitable for open-source-based applications and flexibility.
Azure Database for PostgreSQL: Ideal for advanced SQL features and complex query requirements.
By assessing GLI's requirements and considering each database's strengths, you can select the most appropriate Azure database option.

Here could be seen the steps of creating Azure Database using the Azure portal.
The first step is to sign in to the Azure portal. The user enters their Azure account details to access the portal​​.

Step 2: Create a Resource Group
The user selects "Resource groups" from the Azure dashboard or searches for it using the search bar.
They click "Create" and fill in the required information, like the subscription, resource group name, and region.
They click "Review + Create" and then "Create" to set up the resource group.
Step 3: Create a New Database
The user selects "Create a resource" from the Azure dashboard.
In the search box, they type "SQL Database" or the specific database service they need, such as "Azure Database for MySQL" or "Azure Database for PostgreSQL."
They select the desired service from the search results and click "Create."
Step 4: Configure the Database
The user fills in basic information, including:
Subscription: The Azure subscription to use.
Resource Group: The resource group created earlier.
Database Name: A unique name for the database.
They create a new server or select an existing one. If creating a new server, they provide:
Server Name: A unique name.
Region: The region to deploy in.
Authentication Method: The chosen method (SQL authentication or Microsoft Entra authentication).
Admin Username and Password: An admin username and password for the server.
The user sets other configurations, such as compute and storage, and networking options.
Step 5: Review and Create
The user clicks "Review + Create" to double-check their configuration.
If everything is correct, they click "Create," and Azure begins provisioning the database.
Step 6: Access the Database
After Azure finishes creating the database, the user can access it through the Azure portal. They can use tools like SQL Server Management Studio, Azure Data Studio, or the Query editor within the Azure portal to connect to the database​.

For further details, users can consult Azure's official documentation​, which provides more in-depth instructions and additional tips.
Back up scenario option and retention policies
Based on all this research and assumptions, below could be seen explanation and examples of Back up and retention options.
Azure offers a range of backup scenarios and retention policies that can help Global Learning Institute (GLI) maintain business continuity and protect critical data and applications.
Backup Scenarios
Azure Backup supports various workloads, giving GLI the flexibility to choose the most appropriate backup scenario. Here are some common scenarios:
Azure Virtual Machines (VMs): This option allows you to back up entire VMs for full recovery in case of hardware fault or data loss. You can configure backups to run daily or on a specific schedule.
Azure SQL Databases: Azure provides automated backups for SQL databases with point-in-time restore capability, enabling you to recover to a specific moment if needed.
Azure Blob Storage: This option backs up crucial documents, course materials, and other files, ensuring data is not lost due to unexpected events.
Azure File Shares: This backup scenario ensures shared resources and administrative files are protected and can be quickly restored if needed.
Retention Policies
Azure Backup could provide flexible retention, allowing GLI to set how long backups are kept before they are deleted. This retention these policies could be customized based on compliance company requirements and business needs:
Daily Retention: Ideal for short-term recovery, retaining daily backup points for a set number of days.
Weekly Retention: Suitable for longer-term backup, keeping weekly backups for extended periods.
Monthly Retention: This provides a longer-term recovery solution by retaining monthly backups, useful for regulatory or audit purposes.
Yearly Retention: This policy is best for historical data retention, keeping backups for annual recovery needs.
Managing Backup Policies
Azure Backup policies are created per vault and cover different workloads, such as Azure VMs, SQL databases, SAP HANA, and Azure file shares. Each backup policy has also two components: schedule or back up and retention (how long to keep backups). Azure Backup allows you to customize policies to meet GLI's business and regulatory requirements ​.

Best Practices and Additional Considerations
To optimize backup scenarios, Azure Backup has several best practices and additional considerations:

Soft Delete: This feature is enabled by default on new vaults, providing an additional safeguard against accidental or malicious deletions.
Cross-Region Restore: This service could allow customer to restore Azure VMs in a secondary region, which can be useful for disaster recovery in case of regional outages.
Offline Disk Shipment: This allows you to send initial backup data by disk to Azure, reducing network bandwidth usage​.
These practices and policies help GLI design an effective backup strategy that aligns with business continuity and compliance goals. Further information on Azure Backup is available on the Azure website.
Back up schedules
To help Global Learning Institute (GLI) configure backup schedules and retention policies for Azure file shares and databases, let's examine how Azure Backup can be used and provide examples.

Configuring Backup Schedules for Azure File Shares
To configure backups for Azure file shares, the first step is to create a Recovery Services Vault in the exactly the same region as the storage account. Here's a common approach to setting up backup schedules:

Create a Recovery Services Vault: This vault acts as the central point for managing backups and retention policies.
Set a Backup Policy: You can configure a backup policy for Azure file shares within the vault. This involves setting a backup schedule, where you can schedule up to six backups per day. The backup tier can be either Snapshot or Vault-Standard. You can also define the desired retention period.
Choose Backup Times: Schedule backups during non-peak hours to minimize operational impact. For example, GLI could schedule backups late at night or early in the morning when the load is lower.
Retention Policies for Azure File Shares
Azure Backup will allow customer to define retention policies for file shares. You can customize retention for daily, weekly, monthly, or yearly backups. An example policy might look like this:

Daily Retention: Retain daily backups for a week to ensure short-term data recovery.
Weekly Retention: Keep weekly backups for four weeks, providing a longer recovery period.
Monthly and Yearly Retention: Retain monthly backups for a year and annual backups for three years to meet audit or compliance requirements.
Configuring Backup Schedules for Databases
Azure Backup is design to supports backing up Azure SQL Databases with point-in-time restore capabilities, allowing you to recover databases at specific moments. Here's how to configure backup schedules for databases:

Select the Database: Choose the database in Azure that you want to back up.
Set the Backup Frequency: Configure daily or weekly backups depending on the required recovery point objectives.
Define Retention Periods: Determine how long backups should be kept meeting business and regulatory needs.
Security Features
Azure Backup includes security features like immutable vaults and soft delete protection, providing additional safeguards against accidental or malicious deletions.

Examples
Here's an example scenario for GLI to configure backup schedules and retention policies:
Daily Backups: Schedule daily backups for file shares and databases with a retention of 7 days.
Weekly: Retain weekly backups for 4 weeks.
Monthly and Yearly Backups: Retain monthly backups for 12 months and annual backups for 3 years, meeting compliance requirements.
Final Thoughts
By following these guidelines, GLI can configure Azure Backup to ensure reliable backup schedules and flexible retention policies for file shares and databases. This helps protect data and maintain business continuity. For more detailed information on Azure Backup configuration, you can refer to the Azure documentation.


Visuals and Supporting Materials
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Evaluation of Site Recovery for GLI

Azure Site Recovery (ASR) is a disaster recovery solution designed to keep applications and workloads running during unexpected events. It is particularly useful for organizations like Global Learning Institute (GLI) to ensure business continuity by protecting their storage and databases against hardware failures, power outages, or natural disasters. Here could be seen explained How Azure Site Recovery Works
ASR replicates data from your source (for example Azure Virtual Machines or on-premises machine) to a target location, like a different Azure region or another data centre. This replication creates a backup that can be used in case of planned or unplanned outages, reducing downtime and data loss​.
Replication: ASR copies data from the source to a target location at regular intervals, which can be a few seconds to several minutes depending on your Recovery Point Objective (RPO). This provides GLI with flexibility in its disaster recovery plan.
Failover: During an outage or disaster, ASR enables a failover to the replicated site. This ensures continuity of services. Failovers can be planned, with no data loss, or unscheduled, with minimal data loss depend on replication frequency​.
Testing: ASR allows automated failover testing, enabling disaster recovery drills without affecting ongoing operations. This helps GLI verify its disaster recovery plan and identify any improvements.
Possible Applications of ASR for GLI
Planned Maintenance: GLI can use planned failovers during maintenance work, such as server upgrades or software patches, to ensure uninterrupted services.
Unexpected Outages: In case of power outages or hardware failure, ASR provides a quick way to switch to the replicated site, reducing downtime.
Natural Disasters: If a disaster like a flood or earthquake affects GLI's primary site, ASR's replication ensures business continuity by allowing failover to a different region.
Integration with Other Azure Services
ASR could be integrated with all Azure Traffic Manager, allowing GLI to manage network routing during failovers. This helps redirect users to the failover site during disruptions, maintaining business continuity.
Easy way to set up ASR is creating a Recovery Services Vault in Azure, which manages the replication process. This vault could be in a different region for additional safety. Once the vault is created, you can configure replication and recovery plans to determine the sequence of failovers (ATA Learning).

At the end, Azure Site Recovery provides a robust and disaster recovery solution for GLI, offering a reliable way to ensure business continuity and protect storage and databases against unforeseen events.

In conclusion, Azure's comprehensive suite of backup and disaster recovery services offers a robust solution for Global Learning Institute (GLI). Azure Backup and Azure Site Recovery provide the tools needed to ensure business continuity, protect against data loss, and minimise downtime.







Conclusion:

In conclusion, the advent of cloud computing has fundamentally transformed the way organizations manage their digital infrastructure, establishing cloud administration as an essential discipline for contemporary enterprises. This assignment has highlighted the importance of understanding the principles, technologies, and practical applications of cloud administration in the current digital era. With businesses increasingly embracing cloud solutions to drive efficiency and innovation, the demand for skilled cloud administrators continues to rise. Proficiency in cloud administration enables organizations to optimize resource utilization, mitigate security risks, and enhance performance, while also fostering a culture of innovation and adaptability necessary for maintaining competitiveness in dynamic markets. Ultimately, mastering cloud administration not only enhances individual employability but also contributes to the resilience and success of organizations in an ever-changing digital landscape.

Overall, Azure's backup and disaster recovery services offer a robust foundation for building a reliable and scalable backup strategy. This strategy ensures business continuity and compliance with industry standards, making it a great choice for company and customers like GLI looking to modernize their backup approach.
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You are a Cloud Architect working with a medium-sized educational institution, Global Learning Institute (GLI)
that provides online courses and certifications. GLI currently manages its IT infrastructure through on-premise
servers, hosting user profiles, course materials, and administrative systems. The institution is considering a
transition to the Azure cloud due to scalability and cost.

GLI's current challenges are:

« The on-premises servers are expensive to maintain and upgrade.

« The on-premises servers are vulnerable to hardware failures, power outages, and natural disasters.

« The on-premises servers have limited storage and processing capacity. They cannot handle the
increasing demand and growth of your online courses and certifications.

You are required to demonstrate the GLI management staff on how their current file storage system and
databases can be moved to Azure File storage and Azure Databases. Currently, GLI is on a limited budget,
due to this budget constraints, utilize Azure's free services wherever possible to support your preliminary
phase of migration and document it.
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