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1. [bookmark: _Toc90573577]Introduction
The following report will consist of three elements. Following a recent Data Breach within the Organisation, a report detailing the incident will be sent to the Head of Information Governance for the Organisation. 
The second report will be sent to the Executive Board of the Organisation, outlining the incident and potential risk exposure resulting from the incident. The report will document all actions that have been taken up until that point, and further actions, including lessons learnt to be completed. 
The third report will detail any discussion notes in readiness for the Organisations Governance Committee meeting.  

2. [bookmark: _Toc90573578]Background
The Manger of Networking has informed the Information Governance manager that they have emailed the names and addresses of several members of their staff to a member of the public accidentally. 
The Information Governance manger recognises that this is a breach of the Data Protection Legislation and investigates. Upon further investigation it is evident that the manager in question has not been following organisational procedures, when an accumulation of staff sick notes and occupational health reports were located on their desktop. 

3. [bookmark: _Toc90573579]What is GDPR? 
The Data Protection Act 2018 is the UK’s implementation of the General Data Protection Regulation (GDPR). [1]
The UK General Data Protection Regulation (GDPR) sets out seven key principles:
· Lawfulness, fairness, and transparency
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Integrity and confidentiality (security) 
· Accountability
These principles should be carefully considered in any approach to processing personal data and further information can be found in Article 5 of the UK GDPR. [2]
Failure to comply with the principles of the UK GDPR listed above, will result in a substantial fine depending on the breach. The UK GDPR and DPA 2018 set a maximum fine of £17.5 million or 4% of the company’s annual global turnover, whichever is greater, for GDPR infringements. [3]
Not all GDPR infringements lead to a fine. The Information Commissioners Office (ICO) and other supervisory authorities can take a range of other actions including: 
· Issuing warnings and reprimands;
· Imposing a temporary or permanent ban on data processing;
· Ordering the rectification, restriction, or erasure of data; and
· Suspending data transfers to third countries. [3]

4. [bookmark: _Toc90573580]Report – FAO: Head of Information Governance

FAO: Head of Information Governance
Re: Data Breach Alert

A Data Breach has occurred involving the manager of Networking. The incident occurred on Monday 16th October 2021 at 9.45am, when the manager attached a document containing the emails and addresses of some of their staff members to an unknown member of the public. A recall message for the email was sent within 5 minutes of the initial email being sent out, which was successful. 
After discussing the incident with the manager, he said that the incident was accidental, and he was supposed to have attached a leaflet to the email for the member of the public. Further investigation found that the manager in question has also breached several other organisational policies listed below.
The networking manager also had various scanned copies of staff sick notes and occupational health reports stored on his desktop. The reason given was so tasks can be completed more efficiently instead of having to export a copy of the information from the employee system, which takes a while and requires logging into several systems. These documents were not removed once the task had been completed and have been sat longer than required on the desktop.
Of the seven Key Principles of the UK GDPR, the following are found to have been breached: 
· Lawfulness, fairness, and transparency
(The Data should not be stored on personal machines and should be stored in accordance with the law)
· Purpose Limitation
(The Data is not being used for the intended purpose by keeping it available longer than required)
· Storage Limitation
(The Data has been stored long after its intended use)
· Accountability
(A Breach has occurred indicating that there is non-compliance of GDPR within the Organisation)
There are various organisational policies in place that employees are required to follow to prevent any data breaches, these are:
· IG Risk Register [4]
· Right to be Informed [5]
· Retention Schedules, Secure Destruction and Disposal [6]
· Physical Security Measures [7]
· Information Asset Register [8]
· Reporting Data Breaches [9]
· Incident Management and Reporting Data Breaches [10]
The Incident Management and Reporting Data Breaches Policy states that: 
“A personal data breach (information incident) means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data. All incidents and near misses should be reported, recorded and appropriately managed so that where incidents do occur, the damage from them is minimised and lessons are learnt from them.
The organisation should be aware that the GDPR has introduced a duty on all organisations to report certain types of data breaches to the Information Commissioner’s Office (ICO) and the individuals affected. If the organisation experiences a personal data breach you need to consider whether this poses a risk to people. You will need to consider the likelihood and severity of the risk to the rights and freedoms of individuals following the breach.
Certain incidents must be reported within 72 hours of the organisation becoming aware of the breach. If the breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, you must also inform those individuals without undue delay.” [10]
In line with the Organisations Data Breach Policy, the incident was reported, assessed, and actioned within 24 hours of taking place. This is quicker than the policy states. A Risk Assessment has been completed to determine the severity level of the breach, and whether it needed to be reported to the ICO within the 72 Hour window of being made aware of the breach. 
The outcome of this assessment was that the incident did not need reporting to the Information Commissioners Office, instead, the incident will be logged and recorded internally on DATIX for our records. The incident will also be raised in the next Executive Board Meeting for informational purposes and lessons learnt. 
Lessons learnt will be carried out and further in-house training will be run to ensure managers are aware of the Organisational Policies as a whole, and specifically GDPR Laws. This training will be mandatory and run yearly. 

5. [bookmark: _Toc90573581]Report: FAO: Executive Board

FAO: Executive Board
Re: Data Breach  
A Data Breach has occurred involving the manager of Networking. The incident occurred on Monday 16th October 2021 at 9.45am, when the manager attached a document containing the emails and addresses of some of their staff members to an unknown member of the public. A recall message for the email was sent within 5 minutes of the initial email being sent out, which was successful.
The networking manager also had various scanned copies of staff sick notes and occupational health reports stored on his desktop. This breached several of our Organisational Policies. 
In line with the Organisations Data Breach Policy, the incident was reported, assessed, and actioned within 24 hours of taking place. A Risk Assessment has been completed to determine the severity level of the breach, and whether it needed to be reported to the ICO within the 24-hour window of being made aware of the breach. 
The outcome of this assessment was that the incident did not need reporting to the Information Commissioners Office, instead, the incident will be logged and recorded internally on DATIX for our records and the affected staff members made aware of the incident. 
Had one of the several sick notes, or occupational health reports been sent in error, the incident would require several different actions, and would also need to be reported to the ICO within the required timeframe. 

6. [bookmark: _Toc90573582]Discussion Notes – Organisations Governance Committee

A recent data breach and investigation identified that there are areas that need improving on within the Organisation to mitigate the chances of any further incidents. The breach involved a document containing several names and email addresses of members of the Network team being emailed out to a member of the public. 
The incident has been documented and the findings suggest that Organisational policies are not being followed and/or poor management is leading to personal data being exposed to the public, accidental or not, educating management on what is standard practice and good housekeeping is required regularly as a reminder. 
The following suggestions could allow all staff to keep updated on policies and procedures within the workplace, reminding them what is acceptable and unacceptable:
· Management training of employee data and how to store
· All staff training on GDPR
· Regular refresher training
· Random audits of desktops to ensure policies are being followed
· Disciplinary action if users continually break policies


References

[1] 	GOV.UK, “Data Protection,” [Online]. Available: https://www.gov.uk/data-protection. [Accessed October 2021].
[2] 	Information Commissioners Office , “The Principles,” ICO, [Online]. Available: https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/. [Accessed 31 October 2021].
[3] 	it governance, “GDPR Penalties,” [Online]. Available: https://www.itgovernance.co.uk/dpa-and-gdpr-penalties. [Accessed 08 2021].
[4] 	Digital Health and Care Wales, “Home > Information Governance > Welsh Information Governance Toolkit,” [Online]. Available: https://dhcw.nhs.wales/ig/information-governance/welsh-information-governance-toolkit/ig-toolkit-requirements/ig-risk-register/. [Accessed 20 October 2021].
[5] 	Digital Health and Care Wales, “Home > Information Governance > Welsh Information Governance Toolkit > Right to be Informed,” [Online]. Available: https://dhcw.nhs.wales/ig/information-governance/welsh-information-governance-toolkit/ig-toolkit-requirements/right-to-be-informed/. [Accessed 20 October 2021].
[6] 	Digital Health and Care Wales, “Home > Information Governance > Welsh Information Governance Toolkit > Retention Schedules, Secure Destruction and Disposal,” [Online]. Available: https://dhcw.nhs.wales/ig/information-governance/welsh-information-governance-toolkit/ig-toolkit-requirements/retention-schedules-secure-destruction-and-disposal/. [Accessed 20 October 2021].
[7] 	Digital Health and Care Wales, “Home > Information Governance > Welsh Information Governance Toolkit > Physical Security Measures,” [Online]. Available: https://dhcw.nhs.wales/ig/information-governance/welsh-information-governance-toolkit/ig-toolkit-requirements/physical-security-measures/. [Accessed 20 October 2021].
[8] 	Digital Health and Care Wales, “Home > Information Governance > Welsh Information Governance Toolkit > Information Asset Register,” [Online]. Available: https://dhcw.nhs.wales/ig/information-governance/welsh-information-governance-toolkit/ig-toolkit-requirements/information-asset-register/. [Accessed 20 October 2021].
[9] 	Digital Health and Care Wales, “Home > Infomation Govenance > Welsh Information Governance Toolkit > Reporting Data Breaches,” [Online]. Available: https://dhcw.nhs.wales/ig/information-governance/welsh-information-governance-toolkit/ig-toolkit-requirements/reporting-data-breaches/. [Accessed 20 October 2021].
[10] 	Digital Health and Care Wales, “Home > Information Governance > Welsh Information Governance Toolkit > Incident Management and Reporting Data Breaches,” [Online]. Available: https://dhcw.nhs.wales/ig/information-governance/welsh-information-governance-toolkit/ig-toolkit-requirements/incident-management-and-reporting-data-breaches/. [Accessed 20 October 2021].



7. [bookmark: _Toc90573584]Acronyms

	GDPR
	General Data Protection Regulation

	IG
	Information Governance

	ICO
	Information Commissioners Office

	FAO
	For the Attention Of

	DPA
	Data Protection Act
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