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Abstract - Organisations feel an ever-growing pressure to bolster their security posture to defend against common and advanced cyber-attacks. Internal threats in particular possess the potential to devastate an organisation’s network security without the risk of detection. This report aims to investigate the effectiveness of signature-based network intrusion detection systems, a frontline defence against common cyber threats. Furthermore, the study emphasises how such a system may be particularly beneficial to an organisation's security architecture. This includes where such an integration fits into the network, while also considering the hardware and software requirements, and ding a working demonstration of the effectiveness of the system.

Finally, this study provides a framework for testing Snort IDS software against a variety of network enumeration, DDoS, and DOS attacks. To do this, Snort has been configured to only use custom detection rules that will allow for a critical evaluation of Snort’s detection capabilities with each attack. The main objective is to evaluate the findings of these tests and come to a conclusion regarding the system’s abilities. From this analysis, recommendations for solutions and best practices for organisations are provided. These recommendations are based on both qualitative information and quantitative testing that contribute to the overall analysis of the signature-based Snort detection system. The results derived from the testbed of this evaluation averaged a Snort efficiency rate of 46.7% across a total of nine DDoS, DoS, and network scan attacks. It was found that the efficiency percentage has the potential to increase drastically upon disabling more generic signature detection rules that create a lot of unnecessary alerts. This is shown throughout the testing stage as certain rules can maintain a 0.1% false-positive alert rate against their specific attack vector. Overall, the final analysis enforces the idea that although signature detection systems are effective in their purpose, they require constant attention from administrators that must also come with a wealth of supporting knowledge.
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[bookmark: _Toc101277588]Introduction

The ever-expanding world of cyber security continues to prove to be a growing concern that demands the constant attention of cyber professionals and the organisations in which they represent, especially if they are to contend with the constantly evolving sophistication of cyber-related attacks. Being proactive in considering the maintenance and improvement of integrated cyber security systems has become an essential part of the everyday operation within organisational environments [1]. The deliberation on the topic of cyber security is forced upon the vast majority of organisations to demonstrate compliance with government regulations and internal policies. These policies aim to provide a guideline that suggests a level of security that is rigorous in maintaining the integrity of internal systems, data transfers, and privately stored data [2]. The level of value this data holds makes organisations a substantial target for cybercriminals. Protecting the integrity of this data and maintaining the availability of network services are among an organisation’s primary concerns.

Although numerous factors contribute to a successful cyber security implementation, front-line defence located within the network configuration is paramount in detecting potential attacks and intruders. Possessing the ability to detect an attack before it becomes an extreme threat is critical to an organisation’s chances of successfully handling such an incident [3], and is only possible through the help of intrusion detection software. Cybercriminals do not only aim to attack the network layer of an organisation’s infrastructure but aim to exploit vulnerabilities in configuration protocols and operating systems, which are not protected by standard firewall integrations. 

Network intrusion detection systems (NIDS) sit at the forefront of a networked environment’s security configuration and administer an imperative level of security that aims to detect network threats at their earliest stage [4]. NIDS works as a monitoring service and aims to detect anomalies and pinpoint threats through the analysis of network traffic, alerting administrators of suspicious activity, thus allowing for quick intervention and the mitigation of any issues. The integration of a network intrusion detection system is a long-term strategy that benefits greatly from machine learning capabilities [5] that are developed as more anomalies are detected within the network over time. This is a particularly crucial feature that allows the IDS to make better decisions when matching traffic patterns to known attacks, also known as pattern correlation. 

Over time, the significance of effective pattern correlation will become evident in the everyday operation of a network as administrators will receive a reduction in false-positive alerts [6], an early-stage disadvantage of certain NIDS methods. Pattern correlation is a dominating factor in contributing to an improvement in network performance; it allows the IDS to minimize human error by logging well-known traffic anomalies, which greatly reduces the need for manual effort from network administrators and contributes greatly to the saving of organisation resources. Further to this, NIDS proves to be a great help when avoiding the need to comb through thousands of system logs as the software will pinpoint what information requires attention [7], reducing man-hours and saving time. Although IDS is an advantageous addition to any network configuration, particularly those of which that store private data, organisations ultimately have the most to lose if an attack is to penetrate the network infrastructure undetected. 

Consolidating the cyber security requirements of an organisation can be a challenge in itself, and incorporating the appropriate measures is critical during the planning stage of integration. Part of planning the incorporation of a NIDS into a network topology is to first consider the method of detection that will be used, the choice of which will differ depending on the organisation’s size and scalability [8]. Larger organisations will require a larger network with different standards and parameters, and of course, are more likely to experience attacks, and therefore should employ the most reliable solution. 

There are two primary methods of detection that are used within NIDS configurations: anomaly-based and signature-based detection. The most common approach, and one which has proven to be a successful IDS solution, is signature-based detection. This method works by actively comparing network traffic and log data to existing attack patterns, generating signatures that are each assigned to the profile of a known threat, such as a DDoS attack or a trojan virus [9]. The reactive nature of this method makes it more reliable and better suited to networked organisational environments and may provide better peace of mind to administrators due to its proven ability in combatting existing network threats. Comparatively, anomaly-based detection is less popular but remains an interest of future potential in many studies [10] [11]. An anomaly-based system works by utilising the benefits of machine learning to pinpoint unknown attacks and can be adapted to better detect similar threats in the future, information from which is used to build a baseline of trustworthy activity called a trust model. The trust model will supply a guideline for what the system considers ‘normal behaviour’, and therefore will alert the appropriate parties of any activity that occurs outside of these parameters [12]. Although this sounds largely beneficial, it can be hard to distinguish what could be considered normal behaviour, particularly within a network that hosts thousands of users. For example, a user logging in at 3 AM may be considered abnormal and would create a flag for suspicious activity.  This approach is more automated than the previous, however, it is considered a sensitive, long-term strategy as false positives will be common, especially at the early stages of implementation. However, the approach can become more efficient as the system matures and a diverse range of strict parameters are added.

Overall, NIDS should be a standard addition to any network environment, especially those which are funded and hosted by organisations. Internal stakeholders deserve to have confidence in their organisation’s ability to protect company assets and maximise the availability of hardware devices. Similarly, external stakeholders expect their data to be secure, and any services which they pay for to be made accessible at all times without disruption [13]. NIDS solutions establish a much higher level of transparency within the networked environment, adding greater peace of mind for the individuals that are responsible for its management.

[bookmark: _Toc101277589]Aim

To investigate the effectiveness of signature-based NIDS integrations using active threat simulation tools.

[bookmark: _Toc101277590]Objectives

The primary objectives of this project are to:

· [bookmark: _Hlk101269795][bookmark: _Hlk101019794]Carry out investigative research that underpins the fundamentals of NIDS integrations.

· Critically evaluate how organisations may benefit from intrusion detection systems.

· Design a network simulation that represents a realistic example of a working NIDS implementation using VirtualBox and Snort IDS. 

· Set up an internal network threat using a Linux virtual machine that hosts Legion penetration testing software and other threat simulation tools.

· Launch various attacks against the simulated network, gradually tweaking the IDS rules to increase effectiveness.

· Analyze and evaluate the findings of the practical implementation. 

[bookmark: _Toc101277591]Structure of the Project

This project is set out in a three-part structure that each contributes toward accomplishing the stated aim and project objectives. Throughout, the structure works to establish an understanding of the project topic with information derived from both practical and theoretical research studies, as well as the assessment of test results generated through practical implementation. The first part of this study underpins the project’s theoretical research, methodologies, and review of literature, which will collectively expand the readers’ knowledge of intrusion detection systems and will play a vital role in determining the project’s outcome. The second part of this study focuses on creating the problem formulation, and the practical experiment by providing details of the implemented design, including any software requirements. Finally, the third part of this study outlines the findings of the practical experiment, the data from which will contribute to the final recommendations and conclusion.

Chapter one provides substance to the entire report by showcasing the background information on the project’s primary topic. In this section, the project’s aim, and objectives are stated, each of which acts as a guide to establishing a successful outcome.

Chapter two focuses on the research of the project, the majority of which will be compiled into a literature review. The primary methods of research will be stated in this section.

Chapter three concentrates on the project’s research methodologies. A research overview is provided here, as well as the research process, philosophy, methodologies, data collection methods, and research deliverables.

Chapter four encompasses the practical side of the project, detailing the design and implementation process of the intrusion detection system and network topology. In this section, the problem formulation can also be found.

Chapter five examines the testing and evaluation of any experiments undertaken within the practical implementation. 

Chapter six details the conclusions and recommendations of the project.
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[bookmark: _Toc101277593]Introduction

The following chapter focuses on the literature review, in which the varying fundamentals that comprise an intrusion detection system are discussed and evaluated. The research provided with this review will focus on a range of IDS-related elements that may be encountered during the development, integration, and maintenance stages of an IDS implementation. The aforementioned elements to be discussed will refer to a range of development and experimental tools, as well as both threat-related and general topic research. To gain a greater understanding of IDS, a section of this literature review will contain a critical analysis of related studies from peer-reviewed sources, the findings from which will be compared and evaluated. Information collected from these related sources should contribute new knowledge to the future practical experiment of this research study, and therefore assist in better understanding and producing what will be considered an effective IDS solution.

[bookmark: _Toc101277594]Network Intrusion Detection Systems

A rapidly evolving world of technology continues to recognize the benefits of various cyber security fundamentals, particularly within major sectors that store valuable customer and company information. Disciplines such as financial services, online retail, logistics, and healthcare now possess a greater understanding of protected network services, and the larger role in which they play in maintaining accessibility to big data and the cloud [14]. Many researchers have moved focus toward investigating more advanced network intrusion detection systems that are better suited to handling scalable network infrastructures. In particular, this refers to topologies that have an increased level of complexity and higher rates of network traffic. 

Interest in NIDS has become more of an essential consideration and an unignorable factor in establishing an effective security infrastructure, compelled by the increasing sophistication of network attacks and the challenges they present. A network intrusion detection system is a passive, yet proactive approach undertaken by network administrators that strive to act against potential threats to the network, that aim to damage its integrity. Although a NIDS is not an active countermeasure like its IPS counterpart, it is a necessary detection tool that helps to find and mitigate security threats on the front line of a network topology [15]. In contrast, an IDS that is properly configured only relies upon the skill of the network administrator and would be satisfactory as a stand-alone solution alongside a network firewall. This is due to the IDS’s ability to conduct traffic analysis investigations through specific parameters that have been fine-tuned to detect common attacks, policy violations, and incoming threats. In addition to this, NIDS will be configured to alert the appropriate parties of such incidents and therefore incorporate manual intervention. 

Taking into consideration the ever-evolving degree of cyber-related threats, the act of manual intervention facilitates a more capable solution than anything automated, particularly when dealing with new or undocumented attacks. As a result, NIDS can be considered a formidable security solution that is more than capable of protecting organisational networks and the data which they hold. An example of a standard NIDS integrated topology is shown in figure 1.

[image: Diagram

Description automatically generated]
[bookmark: _Toc101287112]Figure 1. Example of a network topology using NIDS.
To successfully combat the problem of emerging threats, machine learning-based detection methods are now more typically used due to their intelligent and effective nature when compared to the traditional methods of detection [16]. A NIDS is expected to be accurate, of high performance, with a target of providing a low false-positive rate, and fast response time. Research conducted in 2018 [17] found that the signature detection method was the most commonly used, which is found to be an ineffective approach when dealing with unknown attacks. Consequently, a higher false-positive rate can be expected, as well as an increased workload for administrators. This factor alone has enticed researchers to further their investigations into machine learning methods, ultimately aiming to establish a NIDS that can benefit from the advantages of artificial intelligence in the form of self-enhancement and self-education [18]. 

[bookmark: _Toc101277595]Machine learning within NIDS

Limitations that accompany the traditional methods of network intrusion detection pose numerous challenges that require a high level of hands-on experience and expertise to incorporate them into a successful solution. Machine learning applications in NIDS are a more advanced alternative that provides IDS sensors with self-learning and improvement capabilities that are enhanced over time. By observing both new and old data, the process of machine learning will become more capable as more data patterns are recorded to predict network threats. Although the utilization of machine learning is widely beneficial, it could also be said that such experience will require the network to encounter a variety of network attacks to establish a greater level of independence [19]. Indeed, this is an essential part of the systems development, and various classifications of learning algorithms can be used to aid the effectiveness of the system. 

Machine learning techniques are encompassed by two learning styles, each of which handles collects, and analyzes data in different ways. These learning styles are known as supervised, and unsupervised learning and each comprises a variety of IDS algorithms that approach the classification and regression of data individually. The aforementioned algorithms contained within these learning styles are classified as either a shallow model or a deep learning model algorithm, both of which differ in accuracy and performance. Deep learning models have only been documented since 2015, however, are said to be significantly better than the shallow model approach [20]. At the same time, the shallow model algorithms are considered proven approaches and therefore are well adapted and researched. In a comparative sense, applying shallow model techniques is simpler and less hardware intensive, however, these methods tend to plateau as more data is added to the network. It is important to also note the limitations of deep learning models which are far greater in their complexity, more computationally intensive, and require thousands of data images to become reliable. Figure 2 shows which algorithm fits into each learning style within both the shallow and deep learning models. Refer to sections C through G of the appendix for further reading.
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[bookmark: _Toc101287113]Figure 2. Taxonomy of machine learning algorithms [21]
[bookmark: _Toc101277596]Host-based Intrusion Detection System (HIDS)

As already established in this study, the incorporation of network-based detection sensors play a vital role in preventing the loss of data or machine accessibility. While their integration is undoubtedly crucial to the rigidity of a network’s security, it is important to note that the NIDS is part of a larger consolidated security architecture. Network attacks can occur both externally and internally, and while the NIDS is efficient at analyzing the flow of network traffic, authorised network-connected devices may be able to slip under the radar. Part of the aforementioned consolidated architecture will include the integration of HIDSs into computers that have access to the internal network. This practice is commonly used, especially within organisations that wish to monitor host-based actions of employees or other network users [22]. Furthermore, the HIDS will monitor network packets of the host machine but will also provide specifics on what files are being accessed, as well as web data information, and kernel logs.

A significant advantage of HIDS is that it will act as a type of multifunctional anti-virus that is effective in detecting the misuse of a computer system while monitoring for malware infections. By analyzing the activities of users, a report will be created detailing any anomalies found during the analysis process. As the HIDS operates directly on the host system, encrypted traffic can be decrypted to be made accessible during a system audit, and therefore this data would be available to administrators within the report, thus providing deeper insight. An equally significant factor of this system is its ability to detect and prevent Advanced Persistent Threats (APT) [23], threat actors which are known for specializing in evading detection and maintaining their presence within a network for long periods of time. Although this is not an active measure, the HIDS will work to specific parameters to increase an organisation’s visibility across a network, and therefore contribute to a more hardened security system. See section H of the appendix for further reading on the topic of HIDS.

[bookmark: _Toc101277597]Intrusion Prevention System (IPS)

As previously discussed, a consolidated security architecture comprises an organisation’s primary security attributes. Included within this architecture is the intrusion prevention system (IPS), which works similarly to that of the NIDS. Comparatively, the IPS is considered an active approach to detecting network intrusions, with the NIDS being considered a passive solution. Although both methods are equally useful in monitoring network traffic and sending alerts, an IPS will work in real-time to block malicious activity by dropping packets labelled as a potential threat [24]. 

Intrusion prevention systems may appear to be an all-around solution that has the potential to influence redundancy in NIDS implementations. Active measures are more feature intensive and for this reason, appear to be more effective in their purpose to mitigate network threats. It is however important to consider the flaws surrounding the IPS, which are derived from its need to sustain a high level of accuracy through extremely specific configurations and parameters. IPSs can create more work for administrators if they fail to respond accurately to network activity [25], by creating higher amounts of false-positive alerts. In NIDSs, threat response requires manual investigation by the administrator, so false positives can simply be ignored. However, an IPS will work to block network access to any activity deemed suspicious, even if it is not. In this manner, administrators will need to spend time investigating the situation and then providing a resolution by unblocking the user and further changing IPS parameters. Although this solution provides greater peace of mind, it can negatively affect network resources and incur larger costs over time.

[bookmark: _Toc101277598]Signature Detection

The integrity and effective ability of any type of IDS will rely upon a chosen method of detection. IDS detection methods encompass the way in which the detection system will react to threats and relates to how a specific method may distinguish threats from standard network traffic [26]. There are two techniques that can be used to detect intrusions: signature-based and anomaly-based detection. Each method is accompanied by a range of advantages, and disadvantages, making the choice of strategy dependent on the requirements set out by the organisation. This decision may also be influenced by the personal opinions of the network administrator, as well as being based on what they feel more comfortable working with and deem to be a better method. 

Signature-based IDSs work with a pre-established database that holds data on a variety of known attack patterns and system vulnerabilities. Each record of a possible threat is assigned a unique signature that can be cross-referenced by the IDS at any given time and will be accessed if threat-related similarities are found within the analyzed network traffic. This process is similar to that which is seen in anti-virus software and therefore maintains its presence as the most popular method of threat detection in many IDS integrations [27]. A primary reason for this is that signature-based techniques are a proven time-saving solution for network administrators as they tend to hold a much lower false positive output when compared to anomaly-based models. Of course, signature-based methods possess a high level of efficiency, however, their requirement to act upon specific data signatures puts the network at risk from novel attacks. While signature based IDSs will be proficient in defending against the vast majority of known attacks, undocumented threats will have an increased chance of success in penetrating the network [28]. Furthermore, using a pre-configured database means that the IDS’s efficiency in detecting common threats relies upon the diligence of the network administrator. If certain threat signatures are not correctly configured, or added to the database, the IDS will allow some malicious packets to penetrate the network and therefore damage its integrity.

[bookmark: _Toc101277599]Anomaly Detection

Anomaly-based detection methods, also known as heuristic or behaviour-based detection, work by comparing traffic data to a pre-established baseline for normal network operation. By working to a pre-determined boundary for activity, an anomaly-based IDS will quickly compare network traffic to this baseline and therefore allow the system to send out alerts as required. While this method can detect common attacks, it specializes in discovering zero-day exploits and undocumented threats [29]. As a result, this immediately makes this method more advantageous in the field of novel attacks when compared to the previously discussed signature-based technique.
Large organisational networks will undoubtedly see consistently high levels of network traffic, generating hundreds of thousands of data items that will require monitoring. Such a task can be time-consuming for network administrators; however, anomaly detection methods help to focus attention on network errors and outliers. Largely, anomaly methods are supported by machine learning algorithms that take away the pressure of combing through large datasets [30], which is one of the major advantages of an anomaly-based IDS. It is important to note, however, that even with an established trust model, anomaly based IDSs can generate high amounts of false positives. Its outlier-based approach means that anything veering from the line of normality, such as an employee logging into their device at 2 AM, will result in an alert being created. Refer to section I of the appendix for further reading.


[bookmark: _Toc101277600]NIDS Tools

Intrusion detection tools provide the backbone for any IDS integration, and some can even provide an intuitive level of control. There are many tools available for use, some of which are free and better adopted within smaller network infrastructures, as well as more advanced options that will require a significant financial contribution. Each IDS tool will serve a different purpose and will feature a varying range of utilities and specialist applications. The following section of this report outlines the background research on one of the most recognised NIDS management tools, as well as tools used for penetration testing, and network design. Ultimately, it establishes a background understanding of the tools to be used within the development stage of this research study. Table 1 provides a comparison of IDS management tools commonly used by network administrators.


	Tool
	Platform
	Cost
	Primary Use
	Top Features
	

	Snort
	Windows/Linux
	Free
	Packet sniffing
	Real-time detection
	Packet logging

	Suricata
	Windows/Linux
	Free
	Multi-threaded NIDS
	Automation protocol detection
	Powerful/High Performance

	Zeek
	Linux/MacOS
	Free
	Anomaly detection
	HTTP session file extraction
	Deep analysis and detection

	SolarWinds
	Linux/Windows/MacOS
	Up to £65/m
	Enterprise IDS/IPS
	700 pre-defined rules
	Log monitoring

	Security Onion
	Linux
	Free
	Scalable IDS
	Threat hunting
	Enterprise level security monitoring

	Sagan
	Linux
	Free
	HIDS log analysis
	Generate reports from snort data
	Supports various output formats

	OSSEC
	Windows/Linux/MacOS
	Free
	Open-source HIDS
	Active log analysis
	Active response capabilities

	Fail2Ban
	Linux/Unix/MacOS
	Free
	Multi-threaded HIDS
	Python-based actions
	Highly configurable



[bookmark: _Toc101287250]Table 1: Comparing industry standard intrusion detection tools [31] [32]

[bookmark: _Toc101277601]Snort

Snort IDS is a free, open-source intrusion detection software that works in real-time to defend a network against intrusions through traffic analysis, packet sniffing, and data logging methods. Snort has been a standard method of intrusion management for many years, and this is primarily due to its level of versatility in acting as both a detection and prevention system within network interfaces. Additionally, Snort is an easy-to-implement solution that provides a flexible rule language, making it easy for network administrators to differentiate traffic anomalies from regular activity and create new rules as required [33]. Within IDS software rules need to be created on-demand to provide a proactive baseline for protection against multiple threat types. As Snort is well versed in this department, its detection capabilities cover an array of attacks, including DOS, DDoS, Common Gateway Interference, stealth port scans, and many more. In dealing with these threats, Snort supports both signature-based and anomaly-based methods of detection to adhere to a variety of preferred security methodologies and approaches. By using the NIPDS (Network Intrusion and Prevention System)  mode, malicious packets will be logged using pre-defined packet characteristics. When this action takes place, the system will alert the administrator and provide a log of the malicious packets, as well as a deeper insight into them.  Another significant feature of Snort is that it is more than capable of handling the increased demands of advanced network architectures [34]. Where scalability is concerned, Snort is an appropriate solution for both individuals and organisations by providing superb network visibility.

Although the popularity of Snort remains high, as an open-source software its updates, or lack thereof, remain an ongoing problem amongst industry professionals. Snort systems can remain behind on updates and upgrading to a later version is known to cause problems for administrators. However, this disadvantage outweighed the software’s widespread popularity, and in turn, its community support.

[bookmark: _Toc101277602]Legion Penetration Testing

Legion is a free, Linux-based vulnerability analysis framework that helps to solidify the effective ability of a network’s defences through penetration testing. Legion is a newer version of the previously supported, kali Linux-based Sparta pen testing software, and as such remains open-source [35]. The easy-to-use, GUI interface provided by Legion allows for a user-friendly experience with a semi-automated approach. Within the user interface, a long list of options allows pen testers to exploit attack vectors with little time and execute vulnerability assessments on the network. As a result, the appropriate changes can be made to the network’s defences, such as the firewall or NIDS, and the process can be restarted to further ensure its effectiveness against incoming attacks.

[bookmark: _Toc101277603]Network Threats & Contingency Plans

As already established throughout this research study, NIDS integrations remain a necessity within the vast majority of network architectures, for both small and corporate-sized networks. A NIDS protects a network from both internal and external threats that aim to disrupt network services and seek to infiltrate the network with malicious intent, and more commonly for financial gain. Network resources can quickly become overwhelmed by denial-of-service attacks or certain types of malware [36] that will prevent users from accessing important data or using network-connected devices and services. Situations such as this can cause great concern for organisations that rely upon external user fulfilment through software-as-a-service (SaaS), as network downtime can result in catastrophic financial losses [37].

Multiple preventative measures can be put in place to fortify a network’s defences against a multitude of threats. However, these defences may not always work. In such a scenario an organisation will rely upon a contingency plan that underpins many reactive measures that shall be undertaken. Responding effectively to a significant future event is an essential part of successfully handling the effects of attacks brought upon a network [38]. To do this, the contingency plan must consider the development of a formal policy, impact analysis, training exercises, and a rigorous backup strategy. Being able to call upon this plan at the appropriate time could ultimately mean the difference between financial ruin, legal implications, or a successful recovery.

[bookmark: _Toc101277604]Network Risks

Network intrusion detection systems are in place to defend a network against a variety of threats with the sole purpose of detecting them before they become a greater issue. Using signature detection methods, the vast majority of documented threats will be prevented by the network administrator [39], should they first evade the network firewall. This means that known methods of attack can be easily dealt with, without creating much cause for concern, especially if the network is protected by a rigorous cyber security architecture. 

Sophisticated, targeted attacks pose the biggest external threat to modern computer networks and can severely impact an organisation’s security posture. A 2017 study conducted by IBM found that 80% of cyber threats are far less sophisticated than the top 20% [40]. If provided enough time and resources, this smaller percentage of threat actors would have the ability to break into any network with catastrophic effects, no matter their level of defence. It could also be said that regardless of attack sophistication, network threats will always be distinguished by one of five attack types: endpoint attacks, malware, system exploits, vulnerabilities, and advanced persistent threats. With this in mind, it is important to note that anomaly IDS methods, in particular, should be able to detect any network abnormalities created by threats from one of these five categories. This underpins the basis for the argument that even if an attack is undocumented, an alert should still be created by the NIDS. 

Network threats are either considered passive or active and understanding the difference between the two helps to distinguish what each threat aims to achieve. Passive attacks are considered those which gain access to a network to steal valuable information but in a discrete manner [41]. These types of attacks may also be used for monitoring purposes and will stay undetected for some time. Active attacks, however, include those that gain network access with the sole intent to corrupt data, destroy internal systems, or encrypt system files. Attacks such as these can cause irreversible damage if the correct measures are not in place and can spread throughout an entire network. Situations such as this require a reactive solution through pre-planned backups and policies. 

[bookmark: _Toc101277605]Network Policy

Network policies are a set of rules, conditions, and constraints that designate which parties can use the provided network, and under which circumstances access is deemed acceptable. Network policies are provided by the organisation that supplies and funds the applicable network and the rules contained are expected to be understood and abided by at all times, by every user. This is in place to ensure that internally stored data is kept safe from unauthorised access and that in the event of an attack or uncontrollable incident, an appropriate recovery response is available. The network policy will underpin both the terms for acceptable use and response measures, including what steps will be taken to recover from a natural or unnatural disaster, such as a flood or ransomware attack [42]. Furthermore, a network policy should also contain information relating to how old data is archived, as well as the backup procedures put in place by the organisation.

When a network experiences a more advanced threat, policies provide the necessary education and incident planning required for successful recovery. While a NIDS can serve its purpose as a threat detection module the sophistication of some threats may be beyond the control of the network administrator. NIDSs rely heavily on the competence of network administrators, and network policies help to outline the methods of last resort should one be required. 

[bookmark: _Toc101277606]Related Work

Network intrusion detection systems serve an important role within the cyber security framework of organisational network architectures. Organisations in every sector continue to recognise the ever-growing sophistication of cyber-attacks that cause network disruption and aim to steal valuable data. Likewise, these organisations now understand the value in which their data holds, and the legal consequences they could face in the event of a security breach [43]. As a consequence, the implementation of a dependable NIDS is seen as an increasingly essential part of any networked environment, as maximum network visibility remains a necessary factor in detecting intrusions. This study investigates the role network intrusion detection systems play within a secured network architecture, with added focus on how a signature detection system may be better suited to the needs of organisations.

Many recent works of literature centred around the topic of network intrusion seemingly focus on making a critical comparison between both signature and anomaly-based detection methods, as highlighted in [44]. A result of this is an increased interest amongst researchers that focuses on integrating more advanced NIDSs into networked environments, in an attempt to improve their reliability. While there has been extensive research conducted into both methods of integration, there remains controversy around which method is more effective. Regardless of the topic’s popularity, [45] suggests that few researchers have taken into consideration which methods are better suited for tackling more advanced threats, such as targeted attacks.

[46] theorizes that the more advanced capabilities of anomaly-based detection will result in a higher-performing IDS, especially when factoring in their ability to work with machine learning algorithms. Several empirical studies have focused on enhancing NIDSs to better mitigate advanced network threats [47] [48] [49], and have underpinned how targeted attacks could be more damaging to organisational networks [50] [51] [52]. Furthermore, a systemic review [53] confirms a correlation between the effective control of targeted attacks when incorporating an anomaly-based NIDS. Throughout the literature, there is consistent evidence that suggests that anomaly-based detection methods are an essential consideration in making the role of the NIDS an effective addition to a cyber security framework. Findings from the research also indicate that this consideration is indeed crucial where the security of more complex networks is concerned, specifically if they are to be protected against the impacts of more rare attack types.

However, an era of evolving threat sophistication has resulted in older studies being left redundant, with some IDS methods being considered inadequate as a long-term solution. Signature-based detection was the more desirable method for many years and was known for being reliable in producing accurate results [54]. Research conducted in [55] analyses how signature-based detection could also be utilised to detect advanced network threats. However, the study found that due to the signature method relying upon a pre-configured database of common attack labels, signature detection is only effective against advanced attacks when incorporated into a hybrid system. In this manner, the evidence suggests that even in a hybrid IDS, the system’s ability to detect anything other than common attacks will rely upon anomaly algorithms.

Although there are a variety of studies available that lay focus on tackling advanced attack vectors, common network threats can be just as destructive and are more likely to be encountered [56]. Consequently, it is safe to suggest that organisations should utilise allocated resources to prepare for the inevitable, rather than the unlikely. Moreover, [57] has found that the most damaging form of attack comes from into the organisation, rather than from an external source. Internal threats are a constant concern amongst any private, or government organisation due to the level of access these actors could possess. In such a scenario, [58] found signature detection systems to be an ample mitigation strategy due to the visibility they provide. Comparatively, within smaller organisations, anomaly-based strategies could quickly consume financial resources and be found to be unneeded. 

As interest in anomaly-based machine learning has grown, recent attempts made by researchers to create a powerful NIDS have resulted in an increased effort toward creating stable hybrid detection solutions. A critical evaluation of the method in [59] proposes that by using deep learning algorithms within hybrid systems the advantages of both anomaly and signature methods are maximized, and the disadvantages minimized. A review conducted in [60] compared the three methods of NIDS detection: anomaly, signature, and hybrid. An in-depth evaluation of their disadvantages concluded that false alarms are the primary issue amongst each detection method, however, anomaly based IDSs tend to produce a much higher false alarm rate. 

[61] have proposed an anomaly NIDS based on hybrid classification which uses the Naïve Baynes supervised learning algorithm and Support Vector Machine. The results produced from experimentation using historical log data showed an improvement in detection accuracy and a reduction in false positives. In [62] another hybrid classification method is proposed which uses Artificial Bee Colony (ABC) and Artificial Fish Swarm (AFS) algorithms to improve the overall performance of the IDS. The results of the simulation found that in terms of performance, the hybrid system can achieve a 99% detection rate and maintain a 0.01% false-positive rate. 

While the vast majority of NIDS-related studies focus on improving detection AI, very few provide an effective methodology to reduce false-positive alerts [63].  Moreover, the introduction of hybrid systems is still a fairly new concept which is disregarded in older studies. However, its complexity and apparent ability to disprove the major disadvantages of NIDS integrations have made it a very relevant concept. It can be seen from the aforementioned works of literature that with the correct methods, it is possible to maintain the advantages of anomaly, and signature detection without incurring a large false positive output. As more researchers contribute to this field of study, intrusion detection systems will be far more effective against targeted attacks, and hybrid detection may become a common necessity within a NIDS.

[bookmark: _Toc101277607]Conclusion

Throughout the research conducted within this chapter, there is an obvious agreement amongst researchers that NIDS implementations are a crucial consideration for the security of computer networks, and even more so within complex architectures. Moreover, while this remains the case, the opinions of researchers are vast with regards to specific detection techniques, and how such a system should be approached. As shown within the background research, the options for deployment are extensive, especially when considering the flexibility provided by anomaly-based detection methods. Both supervised, and unsupervised learning algorithms remain a favoured topic throughout newer literature, and researchers are constantly improving these algorithms to ultimately create an impenetrable intrusion detection system. Furthermore, the influx of studies after 2017 referring to machine-learning NIDSs often denote the advances in targeted network attacks. Zero-day and targeted attacks are an obvious concern for network engineers, especially as technology has become so much more advanced in recent years. Thus, it is apparent that researchers are constantly attempting to ameliorate their NIDS to better defend against undocumented threats. To conclude this chapter, it would be suitable to state that NIDSs are still undergoing intense research to ultimately create the perfect solution. However, while a perfect solution may be an impossible achievement, with the correct methods and approach, they can be more than satisfactory in defending against both common and advanced attacks. With enough time and the correct procedure, a NIDS can become a formidable security solution, especially when integrated into a larger security topology.
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[bookmark: _Toc101277609]Introduction

This chapter will provide insight into the research design of this project, as well as the research methodology, philosophy, and any research methods used in the collection of data. Moreover, the data collection, being both qualitative and quantitative, will relate directly to the previously stated aim and project objectives. The overall aim of this chapter is to provide an understanding of the chosen research design and an acknowledgement of how this relates to the primary objectives. 

[bookmark: _Toc101277610]Research Overview

The main purpose of the research design is to provide an overview of the research process undertaken to collect information pertaining to the aforementioned project aim and objectives. By following the project objectives, relevant information can be discovered that will ultimately lead to a more successful outcome of the final implementation and an accurate research design. This is an especially important consideration as the research design acts as a type of verification of the validity of the sources used during the development of this project. The significance of the research design is further testified as essential by the four-phase segregation: Research process, research philosophy, methodologies, and data collection. As a collective, each element makes up the contents of a suitable research process that ensures a greater understanding of the overall research design. 

The main purpose of this project is to investigate the effectiveness of signature-based NIDS integrations using active threat simulation tools. With regards to the type of information collected, the investigative approach to the supporting literature has been largely qualitative as opposed to quantitative. The nature of this study’s research is inductive, and the use of case studies and action research has allowed for a much deeper understanding of a range of NIDS concepts and fundamentals. This has ultimately led to the use of the data collection multi-method throughout this studies research, which has also involved information being derived from secondary observations, archival records, and various sources of documentation. For this project, quantitative data will be supplied upon starting the implementation experiment and is still considered a valid source of research. Figure 3 displays the flow of research undertaken, and how each of the four research phases link to one another.
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[bookmark: _Toc101287114]Figure 3: Top-down view of the research process
















[bookmark: _Toc101277611]Research process

Within a methodology, the research process provides a deeper insight into the strategies used to collect supporting information and data. This step-by-step process helps to provide validity to the research carried out while showing the thought process behind the collection of research data and information. Figure 4 shows the research process of this project in further detail. 
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[bookmark: _Toc101287115]Figure 4: In-depth research process
This process is a common approach that is used by many researchers. It helps to provide a deeper understanding of why certain information may be collected, and for what purpose. It can also make the researcher consider other avenues of data collection, especially if the current strategies feel too simplified. Furthermore, a consideration such as this enforces a more diverse approach to data collection by making the researcher consider additional strategies that may have been forgotten or not thought of. An especially useful, and popular diagram that represents the research process is the Research’Onion’. It shows insight into all of the possible methods of data collection, and how they relate to one another. See figure 5 for an example of this.
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[bookmark: _Toc101287116]Figure 5: Research ‘Onion’ [64]
[bookmark: _Toc101277612]Research Philosophy

Research philosophy is the first consideration within the research process and refers to a belief encompassing how data should be collected, analysed, and used. It could also be considered a representation of a researcher’s thought process, as it pertains to the choices one would have made to gather relevant data. By deciding upon the correct research philosophy, an appropriate choice of strategy, problem formulation, information processing, and analysis methods can be chosen. Altogether, there are four research philosophies to be considered: Pragmatism, positivism, realism, and interpretivism.

For this project, positivism philosophy will be used throughout the experiment. After much deliberation, it was found that the beliefs set out by the theory of positivism are in-line with the type of experiment that is going to take place. Indeed, it is correct to say that positivism refers primarily to quantitative research, which has not been undertaken as of yet in this study. However, the planned experiment will require, and generate various types of data and will rely upon the collection of qualitative research to reach a theory for observation.

For this experiment to be carried out, virtual servers will be used to host a virtual network containing an integrated NIDS, a host machine, and an internal attacker using a Linux system. By using Legion penetration testing software, a realistic example of a malicious external attack can be constructed to generate quantifiable results. Moreover, empirical data will be collected to analyse the attack to better strengthen the alertness of the NIDS through the changing of its parameters. In doing so, the experiment can be repeated until the NIDS successfully generates alerts relating to malicious traffic, but also disregards possible false positives. Consequently, by following the idea of positivism, the parameters of a successful deductive study are also met as the theory of the experiment will first be considered, followed by observations through experiments.

[bookmark: _Toc101277613]Research Methodologies

To gain a deeper understanding of the topic of NIDS, a qualitative approach will be used to collect relevant information that refers to the common, as well as more advanced approaches to NIDS integrations. By using case studies, secondary observational research, and various online documents, a wider variety of information can be collected to help support the understanding of intrusion detection systems, and the methods researchers have used to detect these intrusions. Furthermore, such research also suggests how these systems have been improved over time, and what software is satisfactory in analysing network traffic, or packet sniffing.

This project’s aim is to investigate network intrusion detection systems, and to appropriately approach this task a literature review was conducted. Within this review, it became apparent that researchers are constantly trying to adapt intrusion detection systems to better detect newer threats while maintaining a low false-positive output. Subsequently, the primary methods of detection were scrutinised: anomaly, signature, and hybrid detection. Further adhering to the aim and its qualitative objectives, the investigation also underpins the most important fundamentals of NIDS, as well as some advanced machine-learning methods researchers have tested to maximise their effectiveness. Moreover, part of this investigation also included an in-depth look into how organisations may benefit more from NIDS and why detection systems may be more important within such an environment. As a result, specialist methods of integration were investigated, which did supply some quantitative data generated by anomaly-based detection methods.

[bookmark: _Toc101277614]Approach

During this project, a multi-method approach has been used and will continue to be used in the development of the practical implementation. This method refers to the already utilised qualitative methods of data collection, such as action research, case studies, and secondary observations, and the use of primary quantitative methods through experimentation. With regards to the practical implementation, a network simulation will be designed through the use of virtual machines, which will need to detect incoming threats from an internal device hosting penetration testing software. An effective analysis of this design will inevitably be carried out using a virtually hosted signature-based Snort IDS client, which will undergo various tests and configuration changes to better detect malicious packets.

[bookmark: _Toc101277615]Strategies

To effectively approach the objectives of the project, and successfully achieve the overall aim, it is essential that an appropriate information-gathering strategy is used. This strategy involves an in-depth level of research into the background of NIDS, including its various fundamentals, approaches, and more specifically why such an integration is important within a network infrastructure. In the same manner, some of the research must focus on why organisations, in particular, may benefit more from NIDS, and what strategies are considered currently effective. Establishing an understanding of effective NIDS strategies will lead to the finding of better documentation, and also the collection of research sources that discuss the future-proofing of NIDS against new threats. Ultimately, this is an important consideration if newer, more relevant sources are to be discovered.

Any relevant information will be attained from sites such as Science Direct, IEEE Xplore, and Research Gate. The academic sources on these websites will be found using academic browsers such as Google Scholar, Semantic Scholar, and the UWTSD virtual library. Due to the technological aspect of this project, manufacturer or company-derived white papers will also be used occasionally, some of which may not be found through the aforementioned browsers, but instead through a standard Google Search.

Having researched the above, it is necessary to conduct research into how a NIDS implementation is typically carried out within a network. Some of the research questions may include: What are the necessary network requirements? How can the NIDS software be configured to minimise false positives? What is considered an appropriate integration strategy? How may the NIDS software be adjusted to reach maximum effectiveness?



[bookmark: _Toc101277616]Choices

While possessing a broad understanding of the theory behind NIDS is undoubtedly important, the practical implementation provides a depth of knowledge through hands-on practice. The project will utilise multiple virtual machines to host a network simulation that includes the integration of a signature-based NIDS. To produce a more diverse set of results, the NIDS will first only receive a basic configuration and thus be tested against a series of malicious attacks. Following the generated report, the outcome can be analysed.

Upon completion of the first analysis, the results can be used to identify any false positives that have occurred or malicious packets that may have been missed, which will allow for additional configurations to be added. This will help to identify any weaknesses in the NIDS and ultimately lead to strengthening the system to better detect specific attacks. By using different attack methods, it is possible to continuously test the NIDS and add more parameters as required to minimise false-positive output, while maximizing effectiveness. The results will ultimately show whether standard network policy is being complied with by using signature detection, while also allowing for a comparison to findings within the related work which criticise its effectiveness when compared to anomaly-based methods. 

[bookmark: _Toc101277617]Time Horizons

For this project, a longitudinal approach was taken as the analysis of results produced by the intrusion detection system will need to take place over 3 weeks. This period is an essential consideration for the analysis phase due to the variety of datasets to be compared and tested over time.

[bookmark: _Toc101277618]Techniques and Procedures

Once the initial network setup is concluded, the analysis of the NIDS can begin. Using various common attack methods and techniques, the reports generated by the NIDS can be collected and compared as parameters are adjusted over time. Determining the project’s success or failure will be possible in the final analysis when an appropriate amount of configurations are made to detect the vast majority of common attacks with a near to zero false-positive output. In this instance, the outcome should display the appropriate steps taken to produce these results and provide a clear understanding of how the final conclusion was achieved. 

[bookmark: _Toc101277619]Conclusion

This chapter has detailed the methodology of the project and provided detail on each of the core foundations of the methodological approach to the included research. As a collective, the various stages that make up the project’s methodology represent the research and thought process behind the decisions made to use various types of data. By following the rings of the Research Onion shown in figure 5, a step-by-step process is followed that leads to the careful consideration of various methods of research. Such considerations allow for a deeper understanding of why certain research matters to the project, how it can be used effectively, and what information can be derived from a source.

Within the research overview, the research design is provided in the form of a diagram that outlines how research is used and collected to provide substance to the project’s aim and objectives. This section of the methodology establishes an introduction to the project’s research methods, as well as the project idea. From figure 3, an understanding of the research overview is brought about by distinctively showing the flow of research, starting with the research process, which leads into the research philosophy, methodologies, and collection.

While considering the research process,  the deeper level of understanding it requires from the researcher meant that the final methodology structure changed slightly from the one pictured in the research overview diagram. As the research process demands a greater understanding of the undertaken research decisions, it was found that the collected research fits better with the characteristics of positivism philosophy and deductive research. Coincidentally, a multi-method qualitative approach was found to be a better fit for this project as the vast majority of research conducted has been collected from qualitative sources, with the exception of secondary observations, and the practical experimentation. This approach encompasses the project’s use of sources appropriately as it refers to the use of multiple methods of quantitative and qualitative research, meaning that data collection is not limited to a single type.

Throughout the research, a strategic approach toward information gathering is important to cover the main points of the research topic to successfully achieve the project’s aim and objectives. Within this methodology, the strategy included a range of critical research questions that help to gather the appropriate information from a variety of online academic sources. By using browsers such are Google Scholar, Semantic Scholar, and the UWTSD virtual library, a variety of academic article websites, such as Research Gate, were used to gather the appropriate answers to the aforementioned research questions. Ultimately, the strategy section of the methodology is crucial for demonstrating the quality and credibility of sources used throughout the project’s research and provides substance to where a practical understanding of the project topic has come from.

The methodology of this project provides the details of the practical implementation by enabling the researcher to not only further consider their planned integration model, but also assess the validity of the information sources used. For this project, it is easy to see that a network simulation with an integrated signature-based NIDS is the target for development, and the 3-week testing stage will see this simulation undergo a variety of common attack types. The aim is to minimise false positives and strengthen the accuracy of the NIDS while assessing how its effectiveness compares to the findings of the literature review.






[bookmark: _Toc101277620]Design & Implementation

[bookmark: _Toc101277621]Introduction

The following chapter explores the project’s practical implementation in the form of a problem formulation, which is accompanied by the inclusion of the project’s designs. Furthermore, the problem formulation represents significant contributing factors to the successful outcome of the planned experimentation by outlining the overall problem to be solved. Moreover, this chapter provides a greater understanding of the project’s practical side by stating what tools and software will be used, with explanations as to why they are needed. With regards to the project designs, these will refer to the information gathered within the literature review to justify why the particular design was chosen. Additionally, the implementation section is also presented within this chapter which will display the tasks undertaken to set up the practical integration.

[bookmark: _Toc101277622]Problem Formulation

As stated throughout the research of this project, and as found within the literature review, signature detection methods are becoming more scrutinised by researchers as a stand-alone solution. Anomaly detection methods are seeing a flurry of researchers testing various algorithms in an attempt to maximise the effectiveness of NIDSs against both common, and more advanced attack patterns. The strategy of hosting a completely anomaly-based NIDS still brings about a level of uncertainty for networking professionals and as a consequence, signature-based approaches are still relied upon, and mostly in conjunction with anomaly-based systems. While it is true that anomaly-based systems are being heavily researched, the experience and expertise required to successfully deploy such a system as a standalone solution means that they are not yet widely adopted. 

Signature-based systems have undergone much scrutiny in more recent studies as they are compared to the advanced capabilities of anomaly solutions. The problem to be explored is how to investigate the effectiveness of signature-based NIDS integrations. The theory to be tested is whether the signature system will be successful in detecting common attack vectors and network abnormalities without allowing any to bypass the system or create false positives. To solve this problem, the signature system will be integrated into a virtual network that will experience various attacks from an external machine. Some of these attacks will use a recognisable signature, and should therefore generate an alert and report, while others will aim to be undetected. As alerts are generated, the amount of false-positive alerts can be monitored, and it will be possible to gather an indication of what the system can detect. In doing this, the effectiveness of the system will be measured to decide upon the overall reliability of a signature-based solution. Figure 6 shows a diagram of the signature-detection process that will be used in the implemented network design to simulate and investigate the effectiveness of it.  The author will use the results from the simulated outcome to evaluate how or if it is feasible  for organisations to benefit from such intrusion detection systems
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[bookmark: _Toc101287117]Figure 6: Signature detection process
In order to carry out the practical implementation, a variety of tools and software will be utilised in the setup, configuration, and testing stages. These are explained below:

[bookmark: _Toc101277623]Cisco Packet Tracer

Within real-life environments, a physical network infrastructure would be in place that hosts any end devices, routers, and switches. Due to some limitations, these are provided in the form of a design using Cisco Packet Tracer, a network topology creation tool that has been used to display what the network design may look like in real-time.

[bookmark: _Toc101277624]Snort IDS

As this project focuses on the effectiveness of misuse detection software, Snort will be installed as the IDS for this implementation. By configuring Snort to be connected in in-line mode so that all network traffic from the switch will pass through it to be analysed. Should any packets correlate with one of the pre-defined rules, Snort will generate an alert and report for the administrator.

[bookmark: _Toc101277625]Virtual Box

The Virtual Box software is essential to this project as it will host the virtual machines holding the internal host, Snort IDS, and internal attacker. Virtual Box is an intuitive option that is easy to use and provides the required amount of flexibility in managing localised hardware usage and server customisation.



[bookmark: _Toc101277626]Windows 10 ISO

A Windows 10 ISO image will need to be installed on the network user machine within VirtualBox. By including a network user in the testing, we can analyse whether they are affected by the network attacks, and even be used as an internal attacker at a later stage.

[bookmark: _Toc101277627]Linux Ubuntu

As the network simulation requires a dedicated IDS machine the Ubuntu operating system will be used in this instance. Snort is renowned for being far more intuitive within Linux operating systems, and Ubuntu is the preferred choice for this implementation due to its familiarity. 

[bookmark: _Toc101277628]Kali Linux

The internal attacking machine will host the Kali Linux operating system. Kali comes pre-installed with a range of professional penetration testing tools that will be essential in stress testing the effectiveness of the IDS and its rules.

[bookmark: _Toc101277629]Legion Penetration Testing Software

In addition to the penetration testing tools provided by Linux, Legion will also be used to stress-test the network’s IDS. This software provides a more in-depth experience to the user and is known for being an effective pen testing solution.

Displayed below is figure 7, which shows a block diagram of how some of the aforementioned software will be used to construct the virtual network. Included within this diagram are the VirtualBox machines, which shall be linked to the theoretical routers and switches, with the IDS setup in in-line mode to analyse network packets.
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[bookmark: _Toc101287118]Figure 7: Network configuration
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Figure 8 below outlines the practical design to be implemented and tested against a variety of attacks during the full network simulation. The internal network will host a small, private network, such as one found within an organisation. This part of the practical design will consist of a router, three switches, a VirtualBox Windows machine to act as a network user, a VirtualBox Ubuntu machine to act as the internal attacker, and a dedicated Ubuntu IDS virtual machine. To test the effectiveness of the IDS, the attacking Kali Linux will also be using Legion penetration testing software to replicate a variety of attack vectors within the network, as well as a range of readily available pen-testing tools. In doing this, the effectiveness of the signature-based IDS can be measured against a variety of attack vectors, along with the false-positive output of the tested solution. As testing is ongoing, rules can be added and tweaked to maximise its efficiency and minimise the output of false positives. Subsequently, this will allow for a greater variety of test data to be collected.
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[bookmark: _Toc101287119][bookmark: _Hlk101096949]Figure 8: Virtual network design topology















[bookmark: _Toc101277631]Implementation

The following section of this report outlines the steps taken to successfully implement the planned network topology, and set up the testing environment. By following the provided screenshots and explanations, a clear understanding is provided as to what tasks were undertaken to develop the appropriate environment that is essential in achieving the project’s main objectives. The implementation process will first start with the creation of the required virtual machines, VM connectivity, and finally the IDS configuration.

[bookmark: _Toc101277632]Network Configuration

For the machines to communicate and receive DHCP IP addresses, this must first be setup in the VirtualBox settings. Right-click ‘Tools’ and select ‘Host Network Manager as shown in figure 9.
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[bookmark: _Toc101287120]Figure 9: Initiating communication








If one is not already created, click ‘Create’ and a Host-Only adapter will be created. Ensure that DHCP Server is set to enabled on the far-right of the screen. Set the adapter to be configured automatically as shown. Refer to figure 10.
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[bookmark: _Toc101287121]Figure 10: Creating the host-only adapter

On the bottom of the window, select the DHCP Server tab and enable the server. Set the preferences as shown and click ‘Apply’. The DHCP server for the host-only adapter will now be created successfully and the IP addresses shown in the next section should follow the same format. This is shown in figure 11.
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[bookmark: _Toc101287122]Figure 11: Adding the DHCP server



[bookmark: _Toc101277633]Network User Setup (Windows 10)

Firstly, the latest version of Oracle VM Virtual Box must be installed. By opening the application, selecting the ‘Tools’ option and clicking the ‘New’ symbol, a new VM can be created. The ‘Create Virtual Machine’ box will then appear as shown in figure 12.
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[bookmark: _Toc101287123]Figure 12: Starting Windows 10 machine installation










For this project, name the VM as ‘Client’, and select the machine folder path. This was left as default. As this is going to be the client machine, select type as Microsoft Windows, and version as Windows 10 (64-bit). The memory size is recommended to be set at 4096 MB. Under hard disk, select ‘Create a virtual hard disk now’. Click ‘Create’. Refer to figure 13.
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[bookmark: _Toc101287124]Figure 13: Initial configuration











Set the file location as appropriate, this was left as default. For the file size, this can be set to 50GB as shown in figure 14. As for the hard disk file type, this must be set as VDI in order to later mount this ISO image to the VM. Click create.
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[bookmark: _Toc101287125]Figure 14: Setting machine storage











On the left, the new VM has been created and placed into a group to separate it from any old machines. In doing this, the network machines will be more organised. This can be done by right clicking the VM, selecting ‘Group’ as shown in figure 15. The group can be renamed and has been called ‘IDS’ in this example.
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[bookmark: _Toc101287126]Figure 15: Grouping the VM
In order to set the machine up as a Windows user, the ISO image must be mounted. Right-click the created Client VM, select the ‘Storage’ option from the list and click ‘Empty’ under controller. From here, select the small disk symbol to the right (encircled) and click to choose a disk file. Navigate to the Windows 10 ISO image and select it as indicated in figure 16 and 17.
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[bookmark: _Toc101287127]Figure 16: Selecting Windows ISO image











The disk image is now successfully mounted, and ready for setup
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[bookmark: _Toc101287128]Figure 17: Mounting the ISO image
Navigate to Network and set the network adapter to ‘Host Only Adapter’. This option will allow the VM to communicate with other network machines. Additionally, Promiscuous mode should be set to Allow All. This is show in figure 18.
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[bookmark: _Toc101287129]Figure 18: Adding host-only adapter





Select Adapter 2 and click ‘Enable Network Adapter. Ensure that ‘NAT’ is selected in the ‘Attached to’ box shown in figure 19. This network adapter will enable internet connectivity.
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[bookmark: _Toc101287130]Figure 19: Adding the NAT adapter
Click the System section of the settings list and un-tick ‘Floppy’ and arrange the boot order as shown in figure 20.
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[bookmark: _Toc101287131]Figure 20: Optimising boot order

Right-click the Client VM and slick ‘Start’. Make sure that the Windows 10 ISO image is selected like in figure 21 and start the machine. 
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[bookmark: _Toc101287132]Figure 21: Selecting start-up disk
Select the desired format and input method as shown below. The installation screen will then appear where a clickable ‘Install Now’ button will appear. After the installation, accept the license terms to proceed shown in figure 22.
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[bookmark: _Toc101287133]Figure 22: Starting Windows configuration

Select Custom Install, as displayed in figure 23.
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[bookmark: _Toc101287134]Figure 23: Custom installation

When the drive selection window appears, click ‘New’ at the bottom of the window, and ensure that the size is left as default, then click apply. If this was done successfully, two drive partitions should appear with the largest set as primary. Click Next. Windows will start to install and the VM will restart. Refer to figure 24
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[bookmark: _Toc101287135]Figure 24: Partitioning the disk
Choose the option to join a domain and click Next. Refer to figure 25.
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[bookmark: _Toc101287136]Figure 25: Joining a domain
Set the username as ‘VMClient’ and the password as ‘Password1’ shown in figure 26 and proceed.
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[bookmark: _Toc101287137]Figure 26: Creating an account





Windows 10 will finalise the setup and the Client VM will now be fully installed. The screen should look like figure 27.
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[bookmark: _Toc101287138]Figure 27: Installation complete


















[bookmark: _Toc101277634]Network Attacker VM Setup (Kali)

Figure 28 shows the setting up of the Attacker VM will be similar to that of the Client VM but with a few small changes. Firstly, right-click on the previously created group to create a new machine. This machine will be named ‘Attacker’, the type should be set to Linux and Version as Debian (64-bit). Set the memory size to 4096 MB. Click Next.
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[bookmark: _Toc101287139]Figure 28: Starting Attacker VM installation
On the next screen, set the file size to 30.00 GB and the Hard disk file type as VDI such as in figure 29. Click Create. The Attacker VM will now display under the IDS group.
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[bookmark: _Toc101287140]Figure 29: Setting storage capacity

Open the settings of the Attacker VM and set the Network to NAT. As Kali wont auto-configure host-only adapters, this will make the setup easier. This is displayed in figure 30.
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[bookmark: _Toc101287141]Figure 30: Adding the network adapter
Set the system to the boot order shown in figure 31.
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[bookmark: _Toc101287142]Figure 31: Changing the boot order


Navigate to Storage and select the Empty option under ‘Controller: IDE’. To the right, select the small blue disk symbol encircled in figure 32 and select the Kali ISO image. Once selected, click ok.
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[bookmark: _Toc101287143]Figure 32: Mounting the Kali ISO

Following figure 33, ensure that ‘Graphical Install’ is selected, and press enter.
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[bookmark: _Toc101287144]Figure 33: Graphical install


Choose the desired language and click continue. Refer to figure 34.
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[bookmark: _Toc101287145]Figure 34: Selecting a language

Select the appropriate country. Click continue. Refer to figure 35.
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[bookmark: _Toc101287146]Figure 35: Selecting location


Select the first option shown in figure 36 and continue.
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[bookmark: _Toc101287147]Figure 36: Configure the network

Leave the hostname as Kali and domain name blank as indicated in figure 37. 
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[bookmark: _Toc101287148]Figure 37: Choose a hostname



Refer to figure 38. Set the name as desired and continue.
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[bookmark: _Toc101287149]Figure 38: Set full name

Do the same for the username. Refer to figure 39.
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[bookmark: _Toc101287150]Figure 39: Set username


Set the password to Password1 as shown in figure 40.
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[bookmark: _Toc101287151]Figure 40: Set password

Select guided – use entire disk and continue. Refer to figure 41.
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[bookmark: _Toc101287152]Figure 41: Disk partition


Leave the partitioning option as shown in figure 42
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[bookmark: _Toc101287153]Figure 42: Configure partition

Refer to figure 43. Ensure that the last option is selected and continue.
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[bookmark: _Toc101287154]Figure 43: Finish partitioning


Select Yes and continue. Kali will now install the base system. Refer to figure 44.
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[bookmark: _Toc101287155]Figure 44: Start final installation

Leave the following options as default and continue. Kali will install the remaining files This is shown in figure 45.
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[bookmark: _Toc101287156]Figure 45: Software selection


Select Yes as displayed in figure 46 and continue.
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[bookmark: _Toc101287157]Figure 46: GRUB boot loader

Select the option as shown in figure 47 and continue. The GRUB boot loader will now install, and the system will reboot.
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[bookmark: _Toc101287158]Figure 47: Finalise GRUB boot loader

Enter the username and password as shown in figure 48. The Kali Linux machine will login and has now been successfully installed.
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[bookmark: _Toc101287159]Figure 48: Kali login

[bookmark: _Toc101277635]Configuring Kali Linux Adapters

Shutdown the Kali VM and go to the network settings on VirtualBox. Add both a host-only and NAT adapter. Follow figure 49.
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[bookmark: _Toc101287160]Figure 49: Adding adapters
Start the Kali VM, open the terminal and enter the command shown in figure 50.
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[bookmark: _Toc101287161]Figure 50: Accessing network interface

Enter the code exactly as shown in figure 51 and press ctrl+O, followed by the ‘enter’ key. Kali will not automatically detect DHCP IP addresses from host-only adapters, hence why NAT was used originally. Additionally, Kali will not automatically allow two network adapters to work simultaneously. The addition of this code will enable both adapters to work alongside one another, and the post-setup change to the host-only adapter allows Kali to configure the network automatically.
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[bookmark: _Toc101287162]Figure 51: Adding adapter code






Open the command prompt and enter ‘ip addr’. As shown, Kali has now setup the loopback address, the DHCP address, and NAT address. This will allow the VM to communicate with other network machines and access the internet. Refer to figure 52.
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[bookmark: _Toc101287163]Figure 52: Final network configuration check

[bookmark: _Toc101277636]Ensuring Connectivity.

Start the Client VM and Attacker VM. Place them side-by-side as demonstrated in figure 53.
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[bookmark: _Toc101287164]Figure 53: Screen setup





On the Windows machine, open the CMD and enter ‘ipconfig’ to obtain the machines ip address. This is encircled in figure 54.
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[bookmark: _Toc101287165]Figure 54: Utilising ipconfig
Head over to the Kali machine and open the terminal. The screen should look like figure 55.
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[bookmark: _Toc101287166]Figure 55: Kali terminal




Enter the command ‘ip addr’ to display the ip address of the machine. This is encircled in figure 56.

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc101287167]Figure 56: Obtaining Kali IP address

Now that the machines IP addresses have been obtained, connectivity can be tested between the machines. Before this can be done however, navigate to the Windows machine and disable the firewall. To do this, enter ‘Firewall’ into the search bar and select ‘Firewall’. Refer to figure 57.
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[bookmark: _Toc101287168]Figure 57: Windows Firewall




Select ‘Turn windows firewall on or off’ encircled in figure 58.
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[bookmark: _Toc101287169]Figure 58: Turn fir
ewall on or off
Set both private and public network settings to be turned off, as shown below. Click Ok and close the window. Refer to figure 59.
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[bookmark: _Toc101287170]Figure 59: Turn off Windows Firewall
On the windows machine, open the CMD. Enter ‘ping <Attacker IP Address>’ shown in figure 60. All packets should be received by the attacker VM.
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[bookmark: _Toc101287171]Figure 60: Pinging Attacker VM

Navigate to the Attacker machine and open the terminal. Enter ‘ping <Client IP Address>’ 
-c4 to limit the number of packets to 4. All packets should be received successfully as shown in figure 61. If the packets do not send, troubleshoot, and ensure the Windows firewall is turned off.

[image: Graphical user interface

Description automatically generated]
[bookmark: _Toc101287172]Figure 61: Connection test





[bookmark: _Toc101277637]Setting up the IDS VM.

Follow the previous steps to setup the Snort IDS VM. For this machine, Ubuntu (64-bit) will again be used, with 4096MB of RAM, 50GB of storage, host-based adapter, and NAT adapter network settings. Ensure that the boot order is also optimised as previously shown in figure 62. Mounting the previously used Ubuntu ISO image will also suffice.
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[bookmark: _Toc101287173]Figure 62: Creating IDS VM
Install Ubuntu exactly the same as before but using a different username and computer name following figure 63. Click continue.
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[bookmark: _Toc101287174]Figure 63: Create Ubuntu account
Once logged onto the IDS VM, head over to the terminal and enter the command ‘ip addr’. Take note of the second interface and how the MAC address is the same as the one shown in the host-only adapter network settings in VirtualBox. This is important as it will be used as the sniffing interface. Refer to figure 64
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[bookmark: _Toc101287175]Figure 64: Setup network adapters

[image: A screenshot of a computer

Description automatically generated with medium confidence]In a new command window shown in figure 65, enter ‘sudo apt-get install snort’. Enter the machines password, and the packages will compile. When a prompt appears asking to continue, enter Y. Once this done, a window will appear. Press tab and enter. 

[bookmark: _Toc101287176]Figure 65: Install Snort












Go back to the previous terminal window or open a new one and enter ‘ip addr’, as previously shown. Do not exit this terminal, simply minimise it. Copy the interface name from the other terminal, which should show as enp0s3, enter this into the configuration window, press tab and enter. This is shown in figure 66.
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[bookmark: _Toc101287177]Figure 66: Snort interface configuration
When this next window appears, enter the IP range as 192.168.56.0/24. Press tab and enter. Refer to figure 67.
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[bookmark: _Toc101287178]Figure 67: Enter IP address range







Snort will install and be proceeded by the window shown in figure 68, and an additional prompt confirming the adapter name is correct. This can be ignored. Press tab and enter.
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[bookmark: _Toc101287179]Figure 68: Continue configuration

Before configuring Snort, take a backup incase any major mistakes are made. Navigate to the Snort config file using command ‘cd /etc/snort/’. Press enter. Now, enter the command ‘ls -l’. This will display the Snort configuration files. Next, type ‘sudo cp snort.conf snort.conf.back’, enter password, then re-display the config menu by entering command ‘ls -l’. The backup has been created in figure 69.
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[bookmark: _Toc101287180]Figure 69: Creating Snort config backup



Copy the snort conf file and create a new one using the command ‘sudo cp snort.conf test_snort.conf’, once again proceeded by command ‘ls -l’. This will be the file in which the rules will be adjusted for testing purposes. Snort can be instructed to use a specific config file, so switching between files is simple. Refer to figure 70 and find the new file encircled.
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[bookmark: _Toc101287181]Figure 70: Creating Snort test file
Enter command ‘sudo gedit test_snort.conf’. In doing this, the new test config file can be accessed and edited. Refer to figure 71.
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[bookmark: _Toc101287182]Figure 71: Editing the test file










In the text editor, scroll to line 51 and add the line shown in figure 72.
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[bookmark: _Toc101287183]Figure 72: Adding HOME_NET Ip address

Go back to the terminal and enter the command shown in figure 73. This will validate the snort installation.
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[bookmark: _Toc101287184]Figure 73: Validating Snort
This message should appear saying validation was successful. This is indicated in figure 74.

[image: Text

Description automatically generated]
[bookmark: _Toc101287185]Figure 74: Validation successful









Refer to figure 75. Scrolling through the terminal will eventually display that over 3000 detection rules have been installed. However, for testing purposes, these will be removed, and new rules added.
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[bookmark: _Toc101287186]Figure 75:  Snort pre-installed rules

Go back to the text edit file and scroll to line 579. Highlight all of the rules to line 698 and delete them. This section of the file should then look like figure 76. It is sensible to add text to the removed section for reference at a later date. Save the file.
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[bookmark: _Toc101287187]Figure 76: Removing default rules




Go back to the terminal and enter the same command as before ‘sudo snort -T -I enp0s3 -c /etc/snort/test_snort.conf’. The config file will validate once again, however, this time there will be no rules in-place and the console should look like figure 77.
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[bookmark: _Toc101287188]Figure 77: Verify file deletion
Open two terminals as shown. In one terminal, enter the commands displayed in the top terminal in figure 78, these will list all of the available snort rules. In the second terminal, enter the command ‘sudo nano local.rules’ to open a blank rule signature creation document.

[image: Text

Description automatically generated]
[bookmark: _Toc101287189]Figure 78: Accessing the rules file
With all three VMs running, connectivity can be tested from the IDS to the Client and Attacker machines. Open the terminal and enter ‘ping <client address> -c4’, then do the same for the attacker VM. The pings should be successful as displayed in figure 79.
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[bookmark: _Toc101287190]Figure 79: Final test of connectivity

[bookmark: _Toc101277638]Conclusion

Overall, the implementation was successful but did not follow the original planned setup. This meant that some major changes needed to be made in the implementation strategy at later stages due to unexpected problems with the VMs. Inevitably, this caused the setup and configuration of the VMs to take longer than anticipated, but the changes will allow for easier testing and configuration in the next chapter. By this point, the Snort testbed has been created and all machines are able to communicate with one-another. As custom rules can now be added to Snort, they can now be tested against specific network attacks from the Kali Linux machine. Any created rules will be shown in Chapter 5 – Testing & Evaluation as they are tested against their respective attack signature.











[bookmark: _Toc101277639]Testing & Evaluation

[bookmark: _Toc101277640]Detecting ICMP Traffic

By this point the snort rules have been wiped from the snort system to make way for custom rules, and to ensure that the default Snort rules do not interfere with the testing phase. The first rule created will detect any ICMP network traffic and is added to primarily test that Snort is configured properly and working. As Snort is setup in promiscuous mode, it will listen for any traffic across the host-only network and should detect the ping from the Attacker to Client machine. Refer to figure 80.
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[bookmark: _Toc101287191]Figure 80: ICMP detection rule

All rules created in Snort follow the same structure. Following the order of the shown rule, the code is telling snort to alert the admin if it sees any ICMP traffic, from any source IP to any source port, to the HOME network (192.168.56.0), to any port. The message is set as ICMP Test and the signature is listed as 1000001, with the rule being the first version. Any signature before 100000 is reserved for snort and cannot be used.

Upon validating the Snort configuration, the first rule has been added to Snort as in figure 81.
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[bookmark: _Toc101287192]Figure 81: ICMP rule verified





Navigating to the Kali machine and pinging the Client VM has shown the test of the ICMP detection rule to be successful. Pinging the Client (victim) machine on 192.168.56.12 generates a Snort alert on the enp0s3 interface in which Snort is sniffing. This test has also shown that Snort is not picking up any other traffic from the home network which provides further confidence in future tests as they will only provide information on the host-only network. Refer to figures 82 and 83.
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[bookmark: _Toc101287193]Figure 82: Pinging client machine
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[bookmark: _Toc101287194]Figure 83: Pings received
[bookmark: _Toc101277641]FTP Connection Alert

It is common for attackers to exploit FTP connections by using methods such as anonymous authentication or a directory traversal attack in order to steal private data. FTP connections within an internal network can be monitored by the IDS, and an example of this rule has been created in figure 84. This rule is set to detect any TCP to port 21, allowing it to monitor the FTP port of any target machines.
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[bookmark: _Toc101287195]Figure 84: FTP connection rule
After installing XAMPP on the Client VM it was able to start receiving FTP connections. An FTP connection attempt from the Attacker VM to the Client VM was successfully logged by Snort and a report was generated. This is displayed in figure 85.
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[bookmark: _Toc101287196]Figure 85: FTP connection detected
Snort has created a log of all activity by the Attackers IP address and stored the information in the log folder shown in figure 86.
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[bookmark: _Toc101287197]Figure 86: Log folder

Within the folder, a deeper view is provided that shows the date and time of the attack, as well as the source IP, destination IP, packet size, and number of connection attempts. Figure 87 displays this information.
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[bookmark: _Toc101287198]Figure 87: Alert log

By also using Wireshark, accessing the earlier snort log shows all of the ICMP connections, including how many were sent. See figure 88 for an image of this.
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[bookmark: _Toc101287199]Figure 88:  FTP Wireshark log

[bookmark: _Toc101277642]FTP Failed Login Attempt

To add onto the NIDSs ability to protect the network against FTP-based attacks, a rule was added to detect failed FTP connections and is displayed in figure 89. In a real-life scenario, an insider threat may know the username of an internal machine but may not know the password, or instead enter it incorrectly. This rule will detect any failed FTP login attempts and direct the network administrator to the specific machine.
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[bookmark: _Toc101287200]Figure 89: FTP failed connection rule
In figure 90 an FTP connection was made to the Client VM from the Attacker VM, using the correct username but wrong password.

[image: Text

Description automatically generated]
[bookmark: _Toc101287201]Figure 90: Rule testing

Amongst the FTP connection attempt alerts, the FTP failed login attempt alert was generated. Refer to figure 91 to see this.
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[bookmark: _Toc101287202]Figure 91: FTP failed login attempt alert

[bookmark: _Toc101277643]TCP SYN Stealth Scan

SYN scanning is a useful port scanning technique that can be used in an effective manner for the wrong reasons. Implementing a rule to detect SYN scans is the equivalent to detecting an attempted information leak, as SYN tools are used to discover open ports on a network machine, while also detecting vulnerabilities [65]. In a realistic scenario, such a tool would only need to be used by network administrators to evaluate the vulnerability status of network machines. This makes including an SYN scan detection rule an essential part in detecting a user with potentially ill intentions, as no other user should be using network enumeration techniques. As shown in figure 92, an Nmap scan, the most popular tool in SYN scanning,  was targeted at the Client VM.
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[bookmark: _Toc101287203]Figure 92: SYN stealth scan attack launched
The new Nmap rule was added to the configuration file and set to alert on any TCP connection to the $HOME_NET network. Refer to figure 93 for this.
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[bookmark: _Toc101287204]Figure 93: SYN stealth scan detection rule


Although the rule may appear to be quite generic, the alert console will display a large report of the ‘attempted information leak’ which is consistent with how SYN scans work. The generated console report in figure 94 shows that thousands of ports belonging to the Client VM ip address are being scanned every second. Within an organisational network setting, this will indicate that there is some reconnaissance being carried out against the network, which is major threat indicator.
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[bookmark: _Toc101287205]Figure 94: SYN stealth scan detected
[bookmark: _Toc101277644]SYN Flood

In figure 95 a rule has been added to the Snort system that detects SYN floods, a denial-of-service attack that sends seemingly legitimate requests to a victim in order to establish communication. SYN floods can be powerful enough to disrupt network availability and cause long periods of network outages by overwhelming network resources [66], making them a risk to organisations. They are especially problematic as their ability to appear as a standard TCP packet can make them difficult to detect. In order for this rule to work, more parameters have to be added to the rule code that allow it to detect this specific form of attack. This has been done by adding the ‘S’ flag which specifically represents a SYN-based TCP request and by setting the rule to monitor port 80 of any network machine. In this case, the reason for monitoring port 80 specifically relates to the fact that it is the standard port for web-related traffic and therefore comes with additional security vulnerabilities. 
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[bookmark: _Toc101287206]Figure 95: SYN flood rule
After installing hping3 on the attacking machine, a SYN flood attack was simulated by targeted the Client VMs port 80. See figure 96.
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[bookmark: _Toc101287207]Figure 96: SYN flood attack launched
As shown in figure 97, the IDS console displays that both a SYN flood and attempted information leak has been detected in the network traffic. This is because both attacks use TCP traffic and are hard to differentiate, and therefore can cause a lot of noise within the Ubuntu console.
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[bookmark: _Toc101287208]Figure 97: SYN flood and scan detected
As shown in figure 98, once the SYN flood alert is detected, the Nmap rule can be ‘commented out’ in the rule file, temporarily disabling the detection of all TCP attacks pertaining to SID 1000004.
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[bookmark: _Toc101287209]Figure 98: Commenting out SYN scan rule
As shown in figure 99, by disabling the Nmap rule the console continues to detect the SYN flood and produce alerts by using the -S rule flag. This allows the network administrator to have a clearer picture of the console with reduced noise, therefore allowing the administrator to understand which IP address is being targeted as well as the source.
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[bookmark: _Toc101287210]Figure 99: Only SYN flood detected

To further test the efficiency of the Nmap detection rule along-side the new SYN flood detection rule, another Nmap reconnaissance attack was launched from the Attacker VM toward the Client VM. See figure 100.
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[bookmark: _Toc101287211]Figure 100: Launching SYN flood attack
After re-enabling the rule, the Snort console shows that it only displays the attempted information leak message, as expected and shown in figure 101. This is because the attack is not specifically targeted toward port 80. 
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[bookmark: _Toc101287212]Figure 101: Additional SYN scan rule detection test
Unlike SYN port scans, SYN floods will only target a single port at any-one time. For this reason, they can be both difficult to differentiate and difficult to detect. Within Snort, detecting a SYN flood can not be done by using the any port option in the rule header, however additional rules can be added to detect SYN floods aimed toward the most vulnerable network host ports. By using Legion penetration testing software in Kali Linux, a SYN scan of the victim machine shows open TCP ports that could be targeted. These can be added to the rule folder in Snort to detect attacks. This is demonstrated in figure 102.
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[bookmark: _Toc101287213]Figure 102: SYN scan attack through Legion
As displayed in figure 103, additional SYN flood detection rules have been added to Snort that detect -S flags within additional vulnerable host ports.

[image: Text

Description automatically generated]
[bookmark: _Toc101287214]Figure 103: SYN scan port rules added
Shown in figure 104, each of the newly added ports were hit with a SYN flood attack simulation through hping3.
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[bookmark: _Toc101287215]Figure 104: Port-specific SYN scan attacks
The test has shown that Snort will report on each of these attacks individually in the console. Although this particular method may be time consuming to implement, it is effective in detecting SYN flood attacks against the network and does not produce any false positives. See figure 105 for the final results.
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[bookmark: _Toc101287216]Figure 105: SYN flood final results





[bookmark: _Toc101277645]Xmas Tree Scan

One of the most popular techniques in network enumeration is the Xmas Tree stealth scan. This type of Nmap scan can be deployed with six different options that determine its speed and level of detection. The aim of this type of scan is to collect and reveal OS information of the victim machine and its port states by using a wider variety of TCP flags [67], including FIN, PSH, and URG. Although this method is deemed one of the most effective, by simply assigning the Snort rule header to detect TCP packets containing a combination of these flags, labeled ‘FPU’, these packets can be singled out and detected amongst network traffic. The new rule is shown in figure 106.
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[bookmark: _Toc101287217]Figure 106: XMAS Tree scan rule added
To test the effectiveness of this new rule, the Nmap Xmas command was issued (-sX) in ‘sneaky’ timing mode (-T1) and can be seen in figure 107. This is considered more of an evasive measure against intrusion detection systems, however by disregarding the detection filter option in the rule header, the packets can be easily detected, but at a slower rate.
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[bookmark: _Toc101287218]Figure 107: Initial XMAS Tree test
From the results shown in figure 108, there is a 15 second detection time between packets, which means the configuration was successful. However, if the rule was improperly configured, for example, to detect 10 Xmas scans within 10 seconds, the scan would evade the Snort IDS.
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[bookmark: _Toc101287219]Figure 108: Initial XMAS tree scan results





This theory is tested in the adjusted rule in figure 109 with the detection filter set to detect 10 Xmas packets every 10 seconds.
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[bookmark: _Toc101287220]Figure 109: XMAS Tree rule adjustment
As expected, launching the Xmas scan in a slower setting evaded the Snort rule completely and can be seen in figure 110. This reinforces the idea that signature-based detection is effective, but simple errors due to a lack of attention or knowledge can have potentially negative impacts. When alerting against this particular type of scan, a simple detection of the FUP flags will suffice and will be an effective solution.
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[bookmark: _Toc101287221]Figure 110: Final XMAS Tree test
[bookmark: _Toc101277646]FIN Scan

Although not as widely used today, a FIN scan is a form of Nmap port scanning that can be used to detect open ports on a remote host. The aim of the FIN flag is to serve as a termination of connection between two devices. When the receiving device responds to the FIN request, it provides an indication of whether a port is open or closed [68]. As this method can be abused, it’s beneficial to provide an IDS to detect its presence within the networks traffic. Figure 111 shows the rule to detect the FIN flag on any port.
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[bookmark: _Toc101287222]Figure 111: FIN scan rule











For the first test against this detection rule, Legion was used on the Kali Linux attacking machine and set to ‘paranoid’ mode with disabled host discovery. Refer to figure 112.
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[bookmark: _Toc101287223]Figure 112: First FIN scan attack test
The test in figure 113 has elapsed a 5-minute scanning time and has not produced any results in the Snort console. This is because Snort cannot detect Nmap port scanning set to paranoid timing. So far in the testing stage, this is the biggest flaw that has been discovered.
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[bookmark: _Toc101287224]Figure 113: FIN Scan test concluded






For the second test, Legion has been set send FIN packets in ‘Sneaky’ mode, which are detected with a time of 15 seconds between packets, as expected. This is shown in figure 114.
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[bookmark: _Toc101287225]Figure 114: Second FIN scan test
To fully test the rigidity of the rule, legion has been set to normal mode with default discovery options, which means it will send some standard TCP, ICMP, and ACK traffic. A total of 1013 results have been generated within a 1.63 second FIN scan. Within the results shown in figure 115, there are 1001 Nmap FIN packets, 2 Xmas scan packets, and 10 ICMP packets. This indicates that there is a false positive rate of 1.18% for this rule.
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[bookmark: _Toc101287226]Figure 115: Second FIN scan test concluded











[bookmark: _Toc101277647]Null Scan

Similar to the previously discussed network enumeration scanning techniques, the Null Scan is a variation that identifies open TCP ports on a host machine [69]. By using this particular scanning technique, the attacker aims to discover what ports are closed on a network machine to find out what ports are open. Closed ports will reply with a TCP RESET packet, while open ports will not reply at all. Null Scans differentiate from other TCP-based scans as they do not have any set flags and therefore contain a sequence number of 0, allowing them to by-pass a network firewall. While this method of scanning may forego the detection of the routers firewall software, Snort can detect this traffic with the rule in figure 116. Snort does this by sniffing the networks traffic for TCP packets with 0 flags.
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[bookmark: _Toc101287227]Figure 116: NULL scan rule

Upon testing the rule, the results produced in figure 117 are as expected. Running the test through Legion sent over 1000 packets to the target IP address, and each one has been detected by the snort system and reported as a Null Scan.
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[bookmark: _Toc101287228]Figure 117: NULL scan test
[bookmark: _Toc101277648]ACK Scan

ACK scanning is different to other scanning variations as it does not work to provide the state of machine ports. Instead of following the format of most scanning methods, ACK scanning gathers information relating to firewalls and ACL configurations. An ACK Scan will scan machine ports but will collect information pertaining to filter configurations instead of port status. Detecting this type of scan is simple and is defined by the A flag in the Snort rule header. The created rule is found in figure 118 and is ready to be tested.
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[bookmark: _Toc101287229]Figure 118: ACK scan rule



The first test conducted is done through Legion and has been set to run a TCP port scan with TCP ACK host discovery. As shown in figure 119, this particular test did not achieve the expected results as the new ACK detection rule has not been activated and different traffic has instead been detected.
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[bookmark: _Toc101287230]Figure 119: First ACK scan test

For the second test shown in figure 120, the windows Client VM firewalls have been enabled to allow the ACK scan to last longer. Instead of using Legion, an Nmap scan has been launched against the machine which have seemed to produce better results within the Snort console. However, the new ACK detection rule is still not effective in detecting TCP ACK packets, and only rule SID 1000002 relating to ‘FTP Connection Attempt’ is being activated.
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[bookmark: _Toc101287231]Figure 120: Second ACK scan test











Further testing with this rule has finally resulted in a successful outcome by using Nmap to launch the scan against the victim machine. This is shown in figure 121.
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[bookmark: _Toc101287232]Figure 121: Second ACK scan test result

This test concluded in figure 122 has verified that Snort can detect ACK scans, and the fault was with the rule that was originally created. Discarding the ‘ack: 0;’ portion of the header seemingly has allowed snort to detect the ACK scan successfully, and with a 0.10% false positive rate. This is due to SID: 1000002 being generated in the report log, which is 1 in 1000 packets received.

[image: Text

Description automatically generated]
[bookmark: _Toc101287233]Figure 122: Second ACK scan test result










[bookmark: _Toc101277649]UDP Flood

A UDP flood is a variation of denial-of-service attacks (DoS) that aims to overwhelm a machines firewall and port 53. On the vast majority of systems this port will remain open to transmit DNS queries, which also makes it vulnerable to UDP flood attacks. This attack can be disruptive to networked devices as it can cause long periods of service interruption, affecting network usability [70]. Snort can detect UDP flood attacks easily by monitoring port 53 of all network devices for UDP traffic that exceeds 90,000 packets within 1 minute. The rule for this is shown in figure 123.
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[bookmark: _Toc101287234]Figure 123: UDP flood rule
For this test, shown in figure 124, hping3 is being used to create a realistic UDP flood simulation using spoofed IP addresses and targeting port 53.
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[bookmark: _Toc101287235]Figure 124: UDP flood test initiated
Within 20 seconds of launching the UDP flood from the Attacker VM, Snort has alerted against rule SID 10000014 as seen in figure 125. While the test is successful, this further indicates that normal UDP requests will not trigger a false positive against this rule as the set detection count is far greater than a standard UDP request.
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[bookmark: _Toc101287236]Figure 125: UDP flood test result

[bookmark: _Toc101277650]TCP RST Flood

Known as a TCP reset attack, this denial-of-service method is designed to disrupt network accessibility and standard traffic by exceeding the networks bandwidth limits. Once a three-way handshake has been established between the server and client, RST and FIN packets can be exchanged to start the attack. The attacker will send large amounts of spoofed TCP reset requests to the target machine, greatly overwhelming the server with illegitimate traffic and therefore causing disruption [71]. To combat such an attack, a rule is added to the Snort rule log that detects any TCP packets with the ‘R’ flag that are aimed toward port 80. This rule is shown in figure 126.
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[bookmark: _Toc101287237]Figure 126: TCP RST flood rule
The attack is launched through the Attacker VM using the hping3 flood feature, specifying RST packets to be directed toward port 80. This is shown in figure 127.
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[bookmark: _Toc101287238]Figure 127: TCP RST flood attack initiated
In Snort, the attack is detected and reported instantly via the alert console as shown in figure 128.
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[bookmark: _Toc101287239]Figure 128: TCP RST flood attack initiated
[bookmark: _Toc101277651]HTTP Flood 

Although a more common form of DDoS attack, a HTTP flood is an effective service disruption method that utilises a number of botnets to assist in the delivery of this attack vector. The attacker will use either HTTP GET or POST requests to send large volumes of traffic toward a network devices DNS port [72]. This is done with the hope that network resources will become heavily saturated, thus halting the delivery of services and the operation of legitimate network traffic. The rule to detect this attack through Snort is displayed in figure 129.
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[bookmark: _Toc101287240]Figure 129: HTTP flood detection rule

To test this attack vector, slowhttptest has been installed on the Attacker VM to simulate a DNS-based denial-of-service attack. In the test shown in figure 130, 500 connections are being sent to a locally hosted XAMPP Apache server on the victim machine through port 80.
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[bookmark: _Toc101287241]Figure 130: TCP RST flood test
Out of all of the tests completed to this stage, figure 131 indicates that this attack seems to be the most effective in its purpose as the webpage has been hit offline instantly.
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[bookmark: _Toc101287242]Figure 131: Flood attack is effective

Testing this particular DoS attack is proving to be more of a challenge than the previously tested attacks. It appears that Snort is slow to detect the packets and the alert console is flooded with additional alerts, detecting Reset packets, ACK scans, and a SYN flood. This is shown in figure 132.
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[bookmark: _Toc101287243]Figure 132: TCP RST flood test results
Without changing the attack parameters, the rule appears to be working properly, but the console is only flooded with alerts once the attack has been stopped. Upon changing the rule detection times, the results continue to be consistent with the original findings. The results displayed in figure 133 indicate that this is simply a feature of Snort, and possibly one that could be considered an impairment to the network’s security.
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[bookmark: _Toc101287244]Figure 133: TCP RST flood test concluded














[bookmark: _Toc101277652]Recommendations for Organisational Security

Based on the results generated from the tests conducted, the following table provides recommendations for best practices and solutions. These recommendations are aimed toward organisations that may wish to better understand the impacts of certain network-based attack vectors, and how to defend against them.

	
NIDS Recommendations for Organisations

	Attack Vector
	Impact
	Best Practices
	Solutions

	SYN Flood
	Widespread network outages and disruption across an organisation due to exhausted resources. Network response to legitimate traffic will be severely hindered.
	· Configure the network to allow a maximum number of new sessions from a single source [73].
	· Broaden network visibility with network sniffing software.
· Implement IDS software that can detect anomalies.
· Support for both inline and out-of-band deployment to ensure that the network has no single point of failure.

	UDP Flood
	The anonymity of a UDP flood through spoofed IP addresses make it hard to track and mitigate. Random ports on the network become inundated with UDP packets that causes it to become unresponsive.
	· Set a response rate limit of ICMP packets. 
· Deploy appropriate network hardware with scalable bandwidth limits to limit attack effect.
	· Utilise inline traffic processing software that is able to identify volumetric attacks through abnormal behavior.
· Consider using a third-party load balancing provider that supplies specialist scrubbing servers.

	TCP RST Flood
	RST flooding aims to saturate network bandwidth, rendering a network or stateful device unusable.
	· Ensure that a sufficient amount of transit capacity is available.
· Prevent congestion by enabling large bandwidth interfaces and using enhanced networking devices, such as AWS EC2 [74].
	· Implement cloud solutions to backup data, which can be accessed out of network.
· Utilise DDoS mitigation tools and an IPS to capture and deny packets.
· Have an appropriate reaction plan in place outlining attack response.

	HTTP Flood
	HTTP flooding is a type of DDoS attack that targets the DNS port of a host machine. By simulating the legitimacy of a human user, it makes differentiating legitimate traffic from attack traffic difficult [75]. This attack specilises in disabling web servers.
	· Authenticate users through multi-factor authentication.
· Implement rate limiting to maximise the number of HTTP requests per user.
· Set a maximum request size.
	· Web-specific DDoS protection should be implemented through a  third-party such as Cloud Flare.
· Use a WAF firewall to analyse and filter HTTP traffic.

	Network enumeration best practices and solutions are universal and can be adopted to each attack vector.

	TCP SYN Stealth Scan
	This network enumeration technique is stealthy and fast, with the ability to scan thousands of ports within seconds. Firewalls will not prevent it.
	· Conduct an internal port scan of the network to minimise vulnerabilities.

· Have a well configured NIDS in-place that can accurately detect an active scan.

· Educate staff on the importance of port/network scans. These should be considered pre-emptive attack measures as they collect valuable device information.
	· Use TCP wrappers to enable greater security flexibility by denying or enabling IP address access.

· Block IP addresses that launch scan attacks using an IPS.

· Configure a strong firewall to prevent unauthorised access and port visibility.

	Xmas Tree Scan
	Provides firewall-related information to an attacker, as well as port states and machine services.
	· 
	· 

	FIN Scan
	Determines what ports are closed on the target machine using TCP FIN flags.
	
	

	NULL Scan
	An effective network reconnaissance tools that identifies listening TCP ports.
	
	

	ACK Scan
	Provides an attacker with information regarding port filtration, as well as firewall states and rulesets.
	
	



[bookmark: _Toc101287251]Table 2: NIDS threat impacts and recommendations for best practices and solutions

[bookmark: _Toc101277653]Final Analysis

To concluding the testing phase, and as a final analysis, each test has been repeated with every rule enabled. As already shown throughout the tests, the true alert output is consistently high, with a low amount of alerts generated. This is because the TCP SYN Scan detection rule had been disabled due to its generic nature. By enabling all rules simultaneously an accurate measurement of the IDSs detection accuracy is produced by allowing all of the custom rules to work together. In doing so, these results suggest how automated a signature system can be without the interference of a network administrator. These results are shown below.

	DDoS/DoS Attack Analysis

	No.
	Attack Vector
	Packets Sent
	Packets Analysed
	Detection Time
	True Alerts
	Snort Efficiency (%)

	1
	SYN Flood
	114518
	105244
	Instant
	105244
	90

	2
	UDP Flood
	136316
	52816
	20 Seconds
	48416
	36.6

	3
	TCP RST Flood
	142507
	142507
	Instant
	142507
	100

	4
	HTTP Flood
	9000
	4212
	200 Seconds
	322
	8



	Scan Attack Analysis

	No.
	Attack Vector
	Packets Sent
	Alerts Generated
	Detection Time
	True Alerts
	Snort Efficiency (%)

	1
	TCP SYN Stealth Scan
	1036
	2345
	Instant
	1154
	50.9

	2
	Xmas Tree Scan
	1000
	3020
	Instant
	1000
	34.8

	3
	FIN Scan
	1000
	3057
	Instant
	1015
	34

	4
	NULL Scan
	1000
	3029
	Instant
	1000
	33

	5
	ACK Scan
	1000
	3047
	Instant
	1022
	33.5



[bookmark: _Toc101287252]Table 3: Final analysis of test results

[bookmark: _Toc101277654]Conclusion

From the results generated in both the physical and statistical analysis, it can be concluded that signature detection systems are a key element to an organisations network security infrastructure. While the software is not without its faults, its intuitive nature allows for complete control and customisation of the system. In the final analysis, the Snort efficiency rate was consistently lower than initially expected when starting the test. However, this is largely due to the TCP SYN rule being enabled, which was expected to flood the alert console. 

From the results gathered within the DDoS/DoS attack analysis, snort maintained a high efficiency rate for certain attack vectors but performed poorly with others. Although the rules were properly configured, Snort was extremely slow at detecting the HTTP flood attack, maintaining an 8% efficiency. As for the TCP RST Flood attack, Snort was configured to only alert on this attack after 60,000 packets had been detected, so the result is acceptable.

Considering the results from the scan attack analysis, Snort maintained a lower efficiency rate but generated a 100% true alert figure against the packets sent in each attack. This indicates that the Snort system is more sufficient in detecting network enumeration attacks but does require constant monitoring and attention from the network administrator. By disabling certain rules, the Snort efficiency percentage would increase astronomically, and in a realistic scenario this would be possible. Overall, the test output some surprising results, but was successful and greatly contributes to meeting this projects primary aim and objectives.




















[bookmark: _Toc101277655]Conclusions & Recommendations

[bookmark: _Toc101277656]Summary

Within the general research segment of the project, a wide range of topics were covered. These topics provide an in-depth understanding of the various NIDS approaches available to organisations, as well as more specialist detection techniques. Throughout this section, information has been provided pertaining to the comparison of certain NIDS tools, including the advantages and disadvantages of using Snort. Furthermore, the aim of this section was to provide organisations with a broader understanding of network security, rather than focusing on a single area. A variety of additional topics have been covered that refer to network threats and contingency plans, as well as network policy and the various risk factors involved. Within this section is also the literature review, which critically evaluates NIDSs and why they are important within organisational settings. The research conducted and presented within the literature review is derived from a number of researchers and recent sources, no later than 2017.

The research methodology chapter provides an overview of the projects flow of research, followed by the full research process. This section informs upon the specific choices, approaches, strategies, and techniques used when collecting information for the literature review and general research. As well as this, the research methodology provides reasoning as to why specific research decisions are made, and what benefit they have to the project aim and objectives.

The design and implementation part of the report presents the problem formulation and practical implementation. For this section, the signature detection process is provided in the form of a diagram for the problem formulation. Additionally, a block diagram displays a design draft of the planned virtual network topology, which is followed by a realistic example of what the planned NIDS integrated network will look like. Throughout the implementation, a step-by-step guide is shown that includes screenshots and explanations of each step taken to complete the entire practical integration. This starts by setting up each virtual machine and demonstrates how to fully setup a dedicated Snort IDS machine, internal attacker, and how to network each device.

Throughout the testing and evaluation chapter, 12 sperate tests are carried out. Each test follows a similar structure, where the Attacker VM will send a variation of packets to the Client VM with malicious intent. The aim is to simulate a realistic example of what an internal attack may look like within a signature-based system, and to then evaluate its effectiveness. By setting up snort to monitor all network traffic, it is able to detect any internal packets sent from each machine on the virtual network. In total, 4 of these tests involve a form of DDoS/DoS attack, and 5 sperate scan attacks against the Client VM. The Snort rule file is completely wiped, and only custom rules are added by the author. As more rules are added and configured within the Snort system, the testes carried out focus on minimising the production of false positives within the Snort console. To finalise the testing, a table has been provided that informs organisations of the impacts, best practices, and solutions when defending against the tested attacks.

[bookmark: _Toc101277657]Conclusion

From the information gathered throughout this projects research, it can be determined that signature-based intrusion detection systems are effective in their purpose. In order to come to this conclusion, the implemented IDS has been rigorously tested against a variety of attack vectors. These attacks consist of some of the most popular DDoS attack variations, and a variety of network enumeration techniques. The results generated from the testing and analysis stage have provided a range of data and information to help determine the final conclusion of this project. 

By testing the snort system to detect various attack signatures using only a log of custom rules, more conclusive data has been produced than if the system was left in its default state. The primary outputs of these tests indicate that signature-based systems rely heavily on rule specifications that can only come from experience or extensive testing. From the tests conducted it can be seen that signature based IDSs are effective at detecting common network threats, however, a high-density of alerts remain an issue for network administrators. Further to this, Snort appears to be consistently reliable at alerting to the intended attack vector, but the use of generic rules can hinder log visibility drastically. This is shown in the final analysis where the number of ‘True Alerts’ match the ‘Packets Sent’ almost 1000 to 1000, however the alerts generated remain over 3000 for each scan. Comparatively, it can be seen that Snort is also 100% efficient in detecting TCP RST attacks and 90% efficient in detecting SYN Floods. While signature-based detection systems are not without their flaws, they serve their purpose well in detecting common network attacks which could potentially cripple an organisations network.

The research conducted has focused on nearly every aspect of NIDS, covering the multiple variations of intrusion detection, while also discussing additional network security considerations for organisations. From the supplied information found within the general research and related studies, an informed comparison has been made between both anomaly and signature detection systems. Moreover, the research is informative in a broader sense than only network intrusion detection as it discusses a range of attack types that organisations need to be aware of. 

Organisations must consider every attack possibly from multiple directions and at multiple levels, whether it be internal, external, targeted, or common. Internal security in particular stems further than just intrusion detection, and this is iterated within the research through suggestions for internal polices and uprated control. Overall, network intrusion detection systems should be considered an essential addition to network security but should not represent an entire security infrastructure. Signature systems are more than satisfactory in detecting common attack vectors, but organisations must make their own decisions to suit their size and scalability.

[bookmark: _Toc101277658]Recommendations for Further Research

The research that has been conducted has many possibilities for further investigation. Notably, the most significant topic surrounding NIDS-related research is the comparison of signature and anomaly-based detection systems. With this in mind, it would be appropriate to suggest that further research be conducted into both detection types, followed by a supporting practical analysis. This analysis could follow a similar implementation of that shown in this report, however two separate networks should be setup to analyse the same attack vectors. In doing this, the researcher could make an accurate comparison of the abilities of each detection method. They may also focus upon noting data such as detection time, false-positive output, and detection accuracy.

Further research into the efficiency of NIDSs could be conducted through more realistic simulations. To simulate more realistic results, implementing a network traffic generator to create IPv4 and IPv6 traffic would be beneficial. This would allow a researcher to measure how noticeable attack alerts are within the snort console, or whether certain standard traffic generates false alerts.

NIDS effectiveness could also be tested through a wider array of network attacks. Although this report does cover 10 possible attack types and intrusions, a greater variety could be added. Snort could be configured to detect certain brute force attacks, buffer overflows, mail bomb attacks, and more. These types of attack vectors create greater strain on network devices, and it would be interesting to see the best rule headers to detect them. Additionally, a researcher may also think about creating a targeted attack vector, as discussed in the literature review. Setting up an anomaly or signature system to try and detect unrecognised attacks would allow for an in-depth analysis of their defence capabilities.






















[bookmark: _Toc101277659]Reflections

[bookmark: _Toc101277660]Introduction

The aim of the research conducted within this project was to investigate the effectiveness of signature-based intrusion detection systems. Throughout the report, attention is paid toward the specialist security needs of organisations and more specifically, how intrusion detection systems may be of great benefit to their security posture. To accomplish the aim of this report, each of the projects six objectives were successfully achieved. This topic was new to the author and subsequently, they had minimum experience in configuring NIDS integrations. As a result, a depth of research has been conducted into the topic to guide the author with the implementation.

As the research topic of this project is new to the author, a variety of skills have been acquired and developed. These include a range of transferable skills that can be taken into any career, including those of which are cyber-security or networking based. A few of these skills are mentioned below:

· Time management – Managing a tight schedule was essentials to the successful outcome of the project. Weekly personal targets were set to stay on-track for the final deadline, and to leave time for other assignments and exams.

· Project planning – Through the use of a Gantt Chart and project planning software like Trello, the contents of each chapter and timings could remain accurate and specific.

· Technical literacy – The technical nature of the project has allowed for research and practice to be conducted into many areas of interest. These include organisational security, network configuration, NIDS integrations, virtual machine setup, Linux operations, and more. 

· Academic writing - It has been crucial throughout the project to maintain and demonstrate a  fluid and professional degree of academic writing. By keeping to this high standard, better research, writing, and structuring practices have been conducted.

· Critical thinking – In order to effectively solve problems with the practical element, critical thinking was required. Nearly all of the software used was new to the author and therefore presented a variety of challenges.

[bookmark: _Toc101277661]Lessons Learnt

The challenges presented by this project allowed for many lessons to be learnt. Some of these include:

· To efficiently manage multiple tasks to meet weekly deadlines.

· To organise work properly and in an effective manner. This would include thoroughly digesting the requirements of certain tasks and breaking them into simpler units.

· To simplify work in order to make objectives more attainable. Although excelling oneself can appear impressive, it can also result in the over-complication of basic tasks.

· To identify the primary risks earlier on in the project.

· To not rely on specific tools and setups based on third-party suggestions. Primary research is key and must suit the technical ability of the author.

[bookmark: _Toc101277662]Things that could be done differently

· The hardware requirements of the project should have been better understood earlier on.

· Allocating a suitable amount of time to specific chapters could have been better considered.

· Understanding the personal technical requirements to implement certain planned integrations could have been better done.

· More research into network penetration software and Linux operating systems should have been conducted earlier on.

[bookmark: _Toc101277663]Barriers Experienced

· An overall inadequate amount of time.
· Issues in self-management. As a result of this, certain chapters were underestimated in their requirements and had to be later improved.
· Lack of coding skills, which made creating the Snort rules and using Linux difficult at times.
· Lack of earlier research into the planned use of certain software. This resulted in more time lost as the implementation had to be reconstructed.

[bookmark: _Toc101277664]Positives

· Being able to dedicate large amounts of personal time allowed for crucial adjustments in some areas.

· An adequate amount of guidance  was provided by the supervisor, and paramount the project’s success.

· Referring constantly to the aim and objectives allowed the student to stay on-track and focused.

· Learning how to manage a manor personal project has enabled the student to practice critical research and data collection techniques.

[bookmark: _Toc101277665]Guidance for future students

· Be sure to identify the project scope and technical requirements early-on. This will save a lot of time.
· Investigate every important aspect of the chosen topic and segment it into simpler sub-topics.
· Do not waste time trying to completely exert one’s technical abilities. Do what is realistically achievable to achieve the aim and objectives.
· Listen and take notes of the supervisors’ guidance.
· Create a meeting logbook and keep it up to date.
· Create personal deadlines and keep to them.
· Adhere to and utilise the university’s guidance handbook.

[bookmark: _Toc101277666]Summary

All of the tasks undertaken to successfully complete this project have collectively resulted in developing new skills. The undertaking of a project such as this has helped to further skills in academia that are transferable to any real-world position or situation. By staying motivated and focused, although a challenge at times, each task has been attempted appropriately to meet the objectives. This combined with the help of the supervisor has resulted in a well-planned structure of work that has positively affected the quality of the report.
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[bookmark: _Toc101277668]Appendix

A. Project Management

Throughout the course of this project, a few changes were made to the objectives to ensure that the aim of the project was achieved. Each objective presented in the project proposal was shortened or split into additional objectives. However, the project proposal objectives did follow a similar path in the project report. Altogether, the project report objectives equate to a total of 6, while the project proposal only include 4.

Simplifying the project objectives meant that they could be understood quickly and easily, thus enabling the author to make effective decisions in achieving them. This meant that instead of them being long-winded like in the proposal, additional objectives needed to be added. It was decided that the proposal objectives did cover all the required considerations to ensure a successful outcome, and for this reason they were not deviated from entirely.

Within the project proposal, objective 1 stated: “Investigate the level of value a network intrusion detection system holds within the security configuration of an organisations networked environment, while defining and comparing the typical security methods used within a network.” The objective was far too long and needed to be shortened. In the report this was changed to  “Carry out investigative research that underpins the fundamentals of NIDS integrations.”   The report objective is a lot broader and allows for  a variety of information and changes to be made to the general research of this topic.

Objective 2 of the proposal said, “Critically evaluate the common NIDS implementation techniques utilised by organisations, assessing their strengths and weaknesses, as well as suggestions made by researchers, to determine the best approach for the final project implementation.”. This was changed to “Critically evaluate how organisations may benefit from intrusion detection systems.” Once against, working with a broader objective  means less restrictions in the reports research and  structure. The  report objective can also be supported through both qualitative and quantitative research,  and the testing chapter.

Objective 3 of the proposal was to “Simulate a working NIDS implementation through a connection between Virtual Box and GNS3 virtual switches, routers and hosts that actively demonstrate how a NIDS system is integrated, while also displaying the traffic analysis process, detection of malicious activity, and the sending of alerts using Snort software integration on a Linux system”. Obviously, this objective is too long and needed shortening. This became “Design a network simulation that represents a realistic example of a working NIDS implementation using VirtualBox and Snort IDS” . The primary  reason for this change was for it to coincide with the practical adjustments of the implementation. GNS3 was no longer being used in the  development of the project as it was found to be too time consuming and difficult to manage.

Objective 4 of the proposal stated “Replicate realistic methods of malicious activity an organisation may encounter, both from inside and outside the network, using SPARTA penetration testing and an external network user on a Windows device. Testing will take place over a three-week period to eventually determine the best IDS configuration.” This  was separated into 3 objectives in the final report. This was to make the objective more concise and easier to achieve.  SPARTA was also found to be obsolete upon starting the report and was  superseded by Legion.  Objective 4 represents this change, with objective 5 and 6 of this report referring to the attack simulation and analysis of findings respectively.

Figures 134 and 135 display the original Gantt Chart from the project proposal and the Gantt Chart created throughout the project’s development.
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[bookmark: _Toc101287245]Figure 134: Project Proposal Gantt Chart
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B. Project Logbook

	[bookmark: _Hlk101130951]Date: 12/11/21
	Meeting No: 1
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 19/11/2021

	Completed since last meeting
	Discussion
	To be completed

	· This was the first meeting.
	· This first meeting was primarily used to discuss the project proposal.
· The project aim and objectives were discussed and found to be more than satisfactory at this point in time. Carlene found them to be detailed enough to provide an understanding of the project and what it aims to achieve.
· There was a brief discussion about the guides provided to Carlene’s students.
· An explanation of the project’s virtual filing system was given, as well as the projects planning system, designed through ‘Trello’, which breaks the contents of the study guides into sections with deadlines, to ensure time is used wisely.
· Carlene gave advice on when to complete each chapter, and when to start the experimental design.
· A discussion was held regarding the Interim Viva, with the student explaining that the initial design had already begun. Advice was provided on what was deemed an appropriate representation of the prototype during the presentation, establishing that a design diagram will be satisfactory for this presentation.

	· Concluding the meeting, Carlene requested that Chapter 1 of the final report be ideally completed by 19/11/2021.



[bookmark: _Toc101287253]Table 4: Meeting 1

	Date: 19/11/21
	Meeting No: 2
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 03/12/2021

	Completed since last meeting
	Discussion
	To be completed

	· Chapter 1 has been started and is close to completion.
	· Carlene has recommended that the aim is shortened.
· It was recommended that the objectives be simplified and shortened.
· Consider using more full stops instead of commas to create shorter sentences.
· Consider using Mendeley to make referencing easier.

	· Shorten aims and objectives following the provided guidelines.
· Adjust the introduction, such as sentencing shortening, and add references.
· Complete the structure of report section of Chapter 1.



[bookmark: _Toc101287254]Table 5: Meeting 2
	Date: 03/12/21
	Meeting No: 3
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 10/12/2021

	Completed since last meeting
	Discussion
	To be completed

	· Chapter 1 in now complete.
	· Recommendations were made to change to project title slightly, and this was done.
· The aim and objectives in Chapter 1 are satisfactory and do not require any adjustments.
· Carlene explained how to approach chapter 2. Information was provided on how to introduce and conclude each chapter, and how to structure the literature review.
· A discussion was held that explained the literature review section in detail and what is expected of this chapter.
· It was suggested that any draft reports be labelled appropriately when sent to Carlene to assist in their organisation.

	· Start Chapter 2 and its subsections: Introduction, literature review & conclusion.



[bookmark: _Toc101287255]Table 6: Meeting 3
	Date: 10/12/21
	Meeting No: 4
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 11/02/2022

	Completed since last meeting
	Discussion
	To be completed

	· Chapter 2 subtitles are created.

	· Subheadings are considered appropriate and topic specific.
· Chapter 2 was discussed in more detail.

	· Complete chapter 2.
· Complete chapter 3.



[bookmark: _Toc101287256]Table 7: Meeting 4

	Date: 11/02/22
	Meeting No: 5
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 14/01/2022

	Completed since last meeting
	Discussion
	To be completed

	· The entirety of Chapter 2 – Research & Review of Literature, including all background research, diagrams, and related work.
· The entirety of Chapter 3 – research Methodology, including all relevant diagrams pertaining to the projects methodological structure.
· Interim Viva presentation

	
· Carlene suggested that the design & implementation section should be started, as well as the implementation. 
· The work so far looks good, and a discussion was held with regards to how to lay out the implementation section, and how to create a good problem formulation.

	
· Problem formulation




[bookmark: _Toc101287257]Table 8: Meeting 5






	Date: 18/02/22
	Meeting No: 6
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 25/02/2022

	Completed since last meeting
	Discussion
	To be completed

	· The first draft of the problem formulation has been completed.
· All required software elements have been explained, with reasoning as to how they are to be used to solve the problem.
· Problem formulation and network block-diagram provided.

	· The problem formulation is to be revised to state more clearly what the problem is that is trying to be solved. 
· Provide explanation to the block-diagram and start the design and implementation. 
· Carlene suggested that the block diagram be turned into a representation of a real network integration through Packet Tracer. 
· As for the implementation, Carlene recommends provided a step-by-step layout, in the form of a guide, to the project’s technical setup.

	· Revise problem formulation to be more related to the aim.
· Design section with packet Tracer network diagram.
· Make suitable progress on practical implementation.
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	Date: 25/02/22
	Meeting No: 7
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 04/03/2022

	Completed since last meeting
	Discussion
	To be completed

	· Signature detection process diagram added to problem formulation
· Problem formulation revised and completed
· Cisco Packet Tracer network diagram design added to problem formulation
· Implementation introduction, ‘Network configuration’ and ‘Network User Setup’ sections complete.

	· The problem formulation and design diagram were found to be acceptable. 
· The student was told to continue with the practical implementation in the current format.
· It was advised to ensure that enough screenshots were provided and to aim the instructions at a ‘non-tech-savvy’ audience.

	· Continue implementation



[bookmark: _Toc101287259]Table 10: Meeting 7

	Date: 04/03/22
	Meeting No: 8
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 11/03/2022

	Completed since last meeting
	Discussion
	To be completed

	· Network attacker VM setup section of the implementation
· Ensuring connectivity section of implementation

	· The student was told to simply carry on with the implementation as necessary.
·  It was suggested that testing should start soon to keep the project on-track.
	· Complete implementation
· Start testing chapter



[bookmark: _Toc101287260]Table 11: Meeting 8



	Date: 11/03/22
	Meeting No: 9
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 18/03/2022

	Completed since last meeting
	Discussion
	To be completed

	· IDS Ubuntu machine setup
· Implementation conclusion
· Implementation chapter complete

	· It was discussed how to appropriately conduct testing and evaluation. Carlene recommended that the student create a table of best practices and solutions aimed towards organisations, at the end of the testing chapter.

	· Start testing and evaluation
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	Date: 18/03/22
	Meeting No: 10
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 25/03/2022

	Completed since last meeting
	Discussion
	To be completed

	· Three tests have been carried out.
· Testing sections 5.1, 5.2, and 5.3 added.

	· Carlene recommends carrying on with testing as required. 
· It was suggested that the tests could include more information and be expanded in the future.

	· Continue testing
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	Date: 25/03/22
	Meeting No: 11
	Present: Joseph Ross and Dr. Carlene Campbell
	Next Meeting: 22/04/2022

	Completed since last meeting
	Discussion
	To be completed

	· Selections 5.4 - 5.10 of the testing and evaluation completed

	· It was suggested the testing be completed soon before carrying out the evaluation. 
· Carlene providing advice on what to include in the evaluation and how to conclude the chapter.
· It was suggested that a table of best practices be added to analyse the findings. 
· Carlene also advised on how to write the conclusion chapter, as well as the reflection to gain the maximum amount of marks. 
· Formatting of the project was also discussed, including labelling figures and tables, and referencing them in the body text throughout. 
· Carlene provided guidance on what to include in the appendix of the report, stating that the logbook must be added, as well as two Gantt charts, with additional information coming last. 
· A discussion was also held regarding the Final Viva and how to prepare.

	· Testing and evaluation chapter, including conclusions and final analysis
· Summary and conclusion chapter
· Reflection chapter
· Appendix content finalised
· Gantt chart
· All formatting of the report
· Abstract
· Table of Contents
· List of figures and tables
· Grammar and spell check
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C. Supervised Learning

Referring to a subcategory of machine learning, supervised learning algorithms are advanced NIDS techniques that detect intrusions through the use of labeled data. In short, the development of the supervised learning techniques is split into two separate stages: training and testing. Firstly, the training stage requires the selected algorithm to identify features and classes within provided data samples. From this analysis, a record is created which will contain an output value such as a label, allowing the IDS to consider host or network data as either ‘normal’ or ‘intrusion’. Secondly, the testing stage is used as an evaluation of the training dataset and is essential in tweaking and changing the integrated model [76]. Algorithms under the supervised learning style each have specific advantages and disadvantages, however, their overall aim is to classify data as accurately as possible. Subsequently, the classification of network data will enable the IDS to predict outcomes from input data and generate the correct output in the form of threat mitigation. An equally significant aspect of supervised learning is how its algorithms help to solve a variety of problems within organisations [77], particularly outside of the network infrastructure. Some of these problems include a range of everyday issues, such as the classification of email spam, or even predictive analytics, and image recognition. Its application is diverse, practical, and especially useful within a network infrastructure.

D. Unsupervised Learning

Unsupervised learning comes under the umbrella of machine learning and underpins a series of algorithms that analyze and cluster unlabeled datasets. Algorithms that are considered unsupervised are used to discover hidden data patterns or groupings, disregarding the need for human intervention [78]. As a result, unsupervised learning algorithms are the better option when handling data that does not easily fit into a predefined class, as the algorithm will find similar groupings held within its database, and therefore label them accordingly. It is important to note how unsupervised learning can benefit NIDS integrations, especially those of which are placed in an organisational setting. Unsupervised algorithms relate closely to the anomaly detection method, meaning that they are remarkable at combing through large datasets and discovering anomalies [79]. As a result, this makes unsupervised algorithms a stringent technique where network and data security are concerned.

E. K-Means Clustering

K-means clustering is an unsupervised, shallow machine learning algorithm that is a widely recognized clustering tool, commonly adapted to anomaly-based detection methods. This technique works by clustering network connection data into k clusters and detects intrusions by analysing similarities in the features of clustered network connections. If the algorithm considers some of these features to be an anomaly, an alert will be sent out accordingly to the network administrator. Clustering will create both normal and anomalous clusters, so the primary task is differentiating the two efficiently. Table () is adapted from a study conducted in 2018 which outlines the steps involved in the k-clustering process to accurately determine intrusions: [80]

	1.
	Specify the number of clusters denoted as K from the dataset.

	2.
	Randomly select K data points adjacent to the centroids.

	3.
	K centroid positions are recalculated.

	4.
	Steps 2 and 3 are reiterated until there is no change in centroids.
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Generally, the k-means clustering algorithm is simple to implement into a working NIDS and scales to suit the requirements of large data sets. It is important to consider that the use of centroids within the algorithm can become a problem where data outliers are concerned, however, these can be removed before the clustering process takes place [81]. See figure 134 for a diagram of the K-means clustering algorithm.
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[bookmark: _Toc101287247]Figure 136: Centroids are created randomly (left) and centroids are sorted using k-means (right) [82]

F. Decision Tree

Decision tree algorithms are a supervised, commonly used shallow model algorithm that specialises in solving classification and regression problems within an IDS. Decision trees consist of a root node, branches, and leaf nodes which form to create a theoretical tree-like model once testing is commenced. A Decision tree starts with the root node which denotes the primary test attribute. This attribute will break off into multiple internal nodes held within the decision tree, each representing an attribute test. Finally, tests are linked using a branch, denoting the test result, and the results are eventually provided with a class label held by the leaf node [83]. A significant consideration of this model is that the tree is upside-down, with the root being at the top, and the leaves branching off at the bottom. See figure 135 for an example diagram of a decision tree model.
			
[image: ]
[bookmark: _Toc101287248]Figure 137: The flow of a decision tree algorithm in NIDS [84]

Decision trees are more advantageous when used to analyze larger data sets and are a real-time security solution that actively works to distinguish patterns in network traffic. Generally, they are easy to comprehend, and the classification process is simple and fast. As an IDS technique, decision trees require minimal effort to integrate and are a reliable real-time algorithm that is able to recognize trends and patterns correlating with attack signatures. By the same token, the in-depth process of classification undertaken by this model provides a rich set of rules and supports further investigation into data that may appear irregular or malicious [85].

G. Auto-Encoder

An auto-encoder is represented under the category of artificial neural networks as a deep-learning algorithm and is used as an anomaly detection solution within NIDS integrations. In order to be totally effective, an AE-IDS (auto-encoder intrusion detection system) is usually coupled with another unsupervised learning model such as k-means, which when combined will form the anomaly detection module within the IDS. It is important to note the effectiveness of AE-IDS integrations, and how their speed of detection and dependability is greatly improved when combined with dimensional reduction [86]. This aspect of the algorithm is especially important as it underpins the building blocks in the algorithm’s ability to predict new attacks through the comparison of normal and incoming traffic. Refer to figure 136 for an example of AE-IDS architecture.
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[bookmark: _Toc101287249]Figure 138: AE-IDS Architecture [87]


H. HIDSs Continued…

It is however important to not overemphasis the strengths of HIDSs, especially where the management of these machines is concerned. Host-based IDSs are known for being difficult to manage, especially in larger networked environments where more host machines are operational. Configuration of a HIDS must be undertaken for every computer individually therefore and managed in the same way. Additionally, a HIDS may only be totally effective in a network architecture protected by NIDSs as their ability to scan networks is limited in comparison [88]. By combining HIDS frameworks with that of a NIDS integration, host systems will be better protected overall as the HIDS will have a better chance of remaining unaffected by DOS attacks or IDS targeted malware.

I. Anomaly detection continued…

Naturally, organisations will consider both signature and anomaly-based approaches, weighing up their advantages and disadvantages. Although signature-based detection appears to be the easier, more established solution, the future of anomaly techniques is promising. Many recent studies have focused their research on scrutinising and improving anomaly-based IDS methods as researchers understand that network threats are only becoming more capable and difficult to prevent [89] [90]. However, through the use of neural networks and artificial intelligence, anomaly-based solutions will be able to better recognize both normal and malicious activity at a faster rate. At the same time, this could also mean that a lower false-positive rate will be established within anomaly algorithms as research continues into the topic of machine learning within NIDSs. As for organisations, they could potentially see a shift in the basic requirements of network security as anomaly detection methods become more reliable and better adapted toward detecting advanced network attacks.
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joseph-attacker@ali ~
File Actions Edit View Help

[ (oseph-attacker® kali)-[~]
$ ftp 192.168.56.12

Connected to 192.168.56.12.

220-Filezilla Server version 0.9.41 beta

220-written by Tim Kosse (Tim.Kosseagnx.de)

220 Please visit http://sourceforge.net/projects/filezilla/
Name (192.168.56.12: joseph-attacker): Client

331 Password required for client

Password:

530 Login or password incorrect!

Login failed.

Remote system type is UNIX.

o> Il
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03/31-00:06:10.584918 [**] [1:1600002:1] FTP Connection Attempt [**] [Priority: 6
{TCP} 192.168.56.17:40642 -> 192.168.56.12:21

03/31-00:06:10.585236 [**] [1:1000003:1] FTP Failed Login Attempt [**] [Priority: ©
] {TCP} 192.168.56.12:21 -> 192.168.56.17:40642

03/31-00:06:10.585707 [**] [1:1000002:1] FTP Connection Attempt [**] [Priority: ©
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a joseph-attacker@ali: ~
File Actions Edit View Help

[ (Joseph-attacker® kali)-[~]

$ nmap -v -A -sV 192.168.56.12

sStarting Nmap 7.92 ( https://nmap.org ) at 2022-03-31 15:
NSE: Loaded 155 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 15:13

Completed NSE at 15:13, 0.00s elapsed

Initiating NSE at 15:13

Completed NSE at 15:13, 0.00s elapsed

Initiating NSE at 15:13

Completed NSE at 15:13, 0.00s elapsed

Initiating Ping Scan at 15:13

Scanning 192.168.56.12 [2 ports]

Completed Ping Scan at 15:13, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 15:13

Completed Parallel DNS resolution of 1 host. at 15:13, 0.04s elapsed
Initiating Connect Scan at 15:13

Scanning 192.168.56.12 [1000 ports]

Discovered open port 139/tcp on 192.168.56.12

Discovered open port 445/tcp on 192.168.56.12

Discovered open port 135/tcp on 192.168.56.12

Completed Connect Scan at 15:13, 0.43s elapsed (1000 total ports)
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ross@IDS-VM: fetc/snort

0sS@IDS-VM: /etc/snort$ sudo -A console -q -1 enp@s3 -c /etc/snort/test_snort.conf

udo: no askpass program specified, try setting SUDO_ASKPASS

0sS@IDS-VM: /etc/snort$ sudo snort -A console -q -i enpds3 -c /etc/snort/test_snort.conf
sudo] password for ross:

3/31-15:13:01.783840 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.17:58936 -> 192.168.56.12:80

3/31-15:13:01.783842 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.17:41530 -> 192.168.56.12:443

3/31-15:13:01.784079 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.12:80 -> 192.168.56.17:58936

3/31-15:13:01.784081 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.12:443 -> 192.168.56.17:41530

3/31-15:13:01.822497 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.17:34792 -> 192.168.56.12:139

3/31-15:13:01.822721 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.17:40352 -> 192.168.56.12:25

3/31-15:13:01.822723 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.12:139 -> 192.168.56.17:34792

3/31-15:13:01.822724 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.17:34792 -> 192.168.56.12:139

3/31-15:13:01.822942 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priority
0] {TCP} 192.168.56.12:25 -> 192.168.56.17:40352
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alert tcp SHOME_NET 21 -> any any (msg:"FTP Failed Login Attempt;content:"Login or password incorrect
alert tcp any any -> SHOME_NET any (msg:"Attempted Information Leak! (Nmap)"; sid:1000004; rev:1;)
alert tcp any any -> SHOME_NET 86 (flags: S; msg: "SYN Flood Detected
flow: stateless; detection_filter: track by_dst, count 1@, seconds 10
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joseph-attacker@kal: ~

File Actions Edit View Help

[ (Joseph-attacker® kali)-[~]
$ sudo hping3 -5 -p 80 —flood 192.168.56.12

[sudo] password for joseph-attacker:
HPING 192.168.56.12 (ethd 192.168.56.12): S set, 40 headers + © data bytes

hping in flood mode, no replies will be shown
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ty: 0] {TCP} 192.168.56.12:80 -> 192.168.56.17:18676
4/01-19:35:31.662401 [**] [1:1000005:1] SYN Flood Detected! [**] [Priority: 0] {TCP} 19
.168.56.17:18677 -> 192.168.56.12:80

4/01-19:35:31.662401 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priori
ry: ©] {TCP} 192.168.56.17:18677 -> 192.168.56.12:80
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# alert tcp any any -> SHOME_NET any (msg:"Attempted Information Leak! (Nmap)
alert tcp any any -> SHOME_NET 86 (flags: S; msg: "SYN Flood Detected!"; flow

1000004; rev:l
stateless; detection_filter:
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04/01-19:42:07.092174 [**] [1:1000005:1] SYN Flood Detected! [**] [Priority: @] {TCP} 19
2.168.56.17:42748 -> 192.168.56.12:80

2:07.092855 [**] [1:1000005:1] SYN Flood Detectes
-> 192.168.56.12:80
04/01-19:42:07.093271 [**] [1:1000005:1] SYN Flood Detected! [**] [Priority: 0] {TCP} 19
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[**] [Priority: 0] {TCP} 19
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[ 2oeptizattacker@at g [o]

$ sudo nmap -sP 192.168.56.12 -disable-arp-ping

[sudo] password for joseph-attacker:

starting Nmap 7.92 ( https://nmap.org ) at 2022-04-01 20:11 BST
Nmap scan report for 192.168.56.12

Host is up (0.0017s latency).

MAC Address: 08:00:27:8C:DD:88 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
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ross@IDS-VM: /etc/snort$ sudo snort -A console -q -i enpes3 -c /etc/snort/test_snort.conf
04/01-19:52:02.474710 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priori
ty: 0] {TCP} 192.168.56.17:56266 -> 192.168.56.12:80

04/01-19:52:02.474731 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priori
ty: 0] {TCP} 192.168.56.12:80 -> 192.168.56.17:56266

04/01-19:52:02.475389 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priori
ty: 0] {TCP} 192.168.56.17:66202 -> 192.168.56.12:443

04/01-19:52:02.475652 [**] [1:1000004:1] Attempted Information Leak! (Nmap) [**] [Priori
ty: 0] {TCP} 192.168.56.12:443 -> 192.168.56.17:60202
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joseph-attacker @kali: ~

File Actions Edit View Help
[ (Joseph-attacker® kali)-[~]
$ sudo hping3 -5 -p 80 —flood 192.168.56.12
[sudo] password for joseph-attacker:
HPING 192.168.56.12 (etho 192.168.56.12): S set, 40 head
ers + 0 data bytes
hping in flood mode, no replies will be shown

joseph-attacker@kali: ~

File Actions Edit View Help
[ Joseph-attacker® kali)-[~]

$ Sudo hping3 -5 -p 53 —flood 192.168.56.12
[sudo] password for joseph-attacker:
HPING 192.168.56.12 (ethd 192.168.56.12): S set, 40 head
ers + 0 data bytes
hping in flood mode, no replies will be shown

— e —————

joseph-attacker@kali: ~

File Actions Edit View Help
[ Joseph-attacker® kali)-[~]
$ sudo hping3 -5 -p 135 —flood 192.168.56.12
[sudo] password for joseph-attacker:
HPING 192.168.56.12 (ethd 192.168.56.12): S set, 40 hea
ders + 0 data bytes
hping in flood mode, no replies will be shown

joseph-attacker@ali: ~

File Actions Edit View Help
[ Joseph-attacker® kali)-[~]

$ sudo hping3 -5 -p 445 —flood 192.168.56.12
[sudo] password for joseph-attacker:
HPING 192.168.56.12 (ethd 192.168.56.12): S set, 40 hea
ders + 0 data bytes
hping in flood mode, no replies will be shown
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©4/03-18:50:28.484291 [**] [1:1000009:1] SYN Flood Detected! [**] [Priority: ©
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{TCP} 192.168.56.17:24956 -> 192.168.56.12:135

[**] [Priority: 6]
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[ oseph-attacker® kali)-[~]
$ sudo nmap -sX -T1 192.168.56.12
Starting Nmap 7.92 ( https://nmap.org ) at 2022-04-03 21:02 BST
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alert tcp any any -> $HOME_NET any (flags: FPU; msg: "Nmap XMAS Scan Detecte
detection_filter: track by_dst, count 18, seconds 10; sid: 10000010; rev:1;)
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flow: stateless; sid: 10000012; rev:1;)
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ross@IDS-VM: /etc/snort$ sudo snort -A console -q -i enp@s3 -c /etc/snort/test_snort.conf

©4/04-23:40:02.660390 [**] [1:10000012:1] Null Scan Detection [**] [Priority: 0] {TCP} 192
168.56.17:49370 -> 192.168.56.12:110
©4/04-23:40:02.660767 [**] [1:10000012:1] Null Scan Detection [**] [Priority: 0] {TCP} 192
168.56.17:49370 -> 192.168.56.12:111

04/04-23

0:02.660708 [**] [1:10000012:1] Null Scan Detection [**] [Priority: ©] {TCP} 192.
168.56.1

49370 -> 192.168.56.12:199
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alert tcp any any -> SHOME_NET any (flags: A; ack: ©; msg: "ACK Scan Detected”;

sid: 10000013; rev: 1;)
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ross@IDS-VM: /etc/snort$ sudo snort -A console -q -1 enp@s3 -c /etc/snort/test_snort.conf
94/05-00:43:36.980124 [**] [1:1000002:1] FTP Connection Attempt [**] [Priority: @] {TCP} 19
2.168.56.17:43644 -> 192.168.56.12:21

04/05-00:43:44.042771 [**] [1:1000001:1] ICMP Test [**] [Priority: @] {ICMP} 192.168.56.17
-> 192.168.56.12
04/05-00:43:44.043054 [**] [1:1000001:1] ICMP Test [**] [Priority: @] {ICMP} 192.168.56.12

-> 192.168.56.17
04/65-00:43:44.067896 [**] [1:1000001:1] ICMP Test [**] [Priority: @] {ICMP} 192.168.56.17
-> 192.168.56.12

04/05-00:43:44.068161 [**] [1:1000001:1] ICMP Test [**] [Priority: @] {ICMP} 192.168.56.12
-> 192.168.56.17

04/05-00:43:44.093153 [**] [1:1000001:1] ICMP Test [**] [Priority: @] {ICMP} 192.168.56.12
-> 192.168.56.17

04/05-00:43:44.144121 [**] [1:10000012:1] Null Scan Detection [**] [Priority: @] {TCP} 192
168.56.17:52380 -> 192.168.56.12:135

04/05-00:43:44.270695 [**] [1:10000010:1] Nmap XMAS Scan Detected [**] [Priority: ] {TCP}
192.168.56.17:52385 -> 192.168.56.12:1

04/05-00:43:47.841549 [**] [1:1000009:1] SYN Flood Detected! [**] [Priority: 0] {TCP} 192.1
68.56.17:45457 -> 192.168.56.12:445
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©® O ross@IDS-VM: fetc/snort
ross@IDS-VM:/etc/snort$ sudo snort -A console -q -i enp@s3 -c /etc/snort/test_sn

ort.conf
04/05-11:46:44.937545 [**] [1:1000002:1] FTP Connection Attempt [**] [Priority:

0] {TCP} 192.168.56.17:57578 -> 192.168.56.12:21
04/05-11:46:46.038178 [**] [1:1000002:1] FTP Connection Attempt [**] [Priority:

« 0] {TCP} 192.168.56.17:57580 -> 192.168.56.12:21
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B joseph-attacker@kali: ~
File Actions Edit View Help

[ Joseph-attacker® kali)-[~]

$ sudo nmap -sA -T4 192.168.56.12

[sudo] password for joseph-attacker:

sStarting Nmap 7.92 ("https://nmap.org ) at 2022-04-05 12:07 BST
Nmap scan report for 192.168.56.12

Host is up (0.00083s latency).

AUL 1000 scanned ports on 192.168.56.12 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 08:00:27:8C:DD:88 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 21.18 seconds

(joseph-attacker® kali)-[~]
Con
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04/05-12:07:17.203284 [**] [1:10000013:1] ACK Scan Detected [**] [Priority: @
{TCP} 192.168.56.17:56228 -> 192.168.56.12:587

04/05-1 7.203506 [**] [1:10000013:1] ACK Scan Detected [**] [Priority: ©
{TCP} 192.168.56.17:56228 -> 192.168.56.12:199

04/05-12:07:17.203733 [**] [1:10000013:1] ACK Scan Detected [**] [Priority: 0]
{TCP} 192.168.56.17:56228 -> 192.168.56.12:21

04/05-12:07:17.203733 [**] [1:1000002:1] FTP Connection Attempt [**] [Priority
0] {TCP} 192.168.56.17:56228 -> 192.168.56.12:21

04/05-1 7.302092 [**] [1:10000013:1] ACK Scan Detected [**] [Priority: ©
{TCP} 192.168.56.17:56226 -> 192.168.56.12:5900

04/05-12:07:17.302421 [**] [1:10000013:1] ACK Scan Detected [**] [Priority: O
{TCP} 192.168.56.17:56226 -> 192.168.56.12:80
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alert udp any any -> $HOME_NET 53 (msg: "UDP Flood Detected'
detection_filter: track by_dst, count 96800, seconds 60; si

flow: stateless;
10000014 ;
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joseph-attacker@ali ~
File Actions Edit View Help

[ Joseph-attacker® kali)-[~]

$ sudo hping3 —flood —rand-source —udp -p 53 192.168.56.12
[sudo] password for joseph-attacker:
HPING 192.168.56.12 (etho 192.168.56.12): udp mode set, 28 heade
s + 0 data bytes

hping in flood mode, no replies will be shown
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04/05-22:45:17.882084 [**] [1:10000014:0] UDP Flood Detected [**] [Priority: @
{UDP} 231.168.18.231:27114 -> 192.168.56.12:53
04/05-22:45:17.882084 [**] [1:10000014:0] UDP Flood Detected [**] [Priority: O
{UDP} 209.118.196.74:27115 -> 192.168.56.12:53
04/05-22:45:17.882085 [**] [1:10000014:0] UDP Flood Detected [**] [Priority: O
{UDP} 175.156.168.150:27116 -> 192.168.56.12:53
04/05-22:45:17.882085 [**] [1:10000014:0] UDP Flood Detected [**] [Priority: 0]
{UDP} 183.35.198.143:27117 -> 192.168.56.12:53
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alert tcp any any -> SHOME_NET 80 (flags: R; msg: "Possible DDoS Attack - RESET"

flow: stateless; sid: 10000015; rev:
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[\ 2oreptipattackergiat s IOl
$ sudo hping3 -R -p 80 192.168.56.12 — flood

[sudo] password for joseph-attacker:

HPING 192.168.56.12 (ethd 192.168.56.12): R set, 40 headers + 0

data bytes
hping in flood mode, no replies will be shown
"
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ross@IDS-VM: /etc/snort$ sudo snort -A console -q -i
[sudo] password for ross:

04/09-23:05:25.576143  [**] [1:10000015:1] Possible
{TCP} 192.168.56.17:2736 -> 192.168.56.12:80
04/69-23:05:26.575978 [**] [1:10000015:1] Possible
{TCP} 192.168.56.17:2737 -> 192.168.56.12:80
04/69-23:05:27.576015 [**] [1:10000015:1] Possible
{TCP} 192.168.56.17:2738 -> 192.168.56.12:80
04/69-23:05:28.575926 [**] [1:16000015:1] Possible
{TCP} 192.168.56.17:2739 -> 192.168.56.12:80
04/69-23:05:29.575965 [**] [1:10000015:1] Possible
{TCP} 192.168.56.17:2740 -> 192.168.56.12:80

enpos3 -c /etc/snort/test_snort.conf

DDoS Attack
DDoS Attack
DDoS Attack
DDoS Attack

DDoS Attack

RESET

RESET

RESET

RESET

RESET

[**] [Priorit

[**] [Priority:
[**] [Priorit
[**] [Priority:

[**] [Priority:

0]
0]
0]
0]

0]
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External User
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Repository Counter Create Generate
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flow: to_server,

detection_filter: track by_src, count 30, seconds 30; metadata:service http;
sid: 10000016; rev:
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[ ma o i ]
=

Sudo slowhttptest —c 500 -H -g -o slowhttp -i 10 -r 200 -t GET -u htt

p://192.168.56.12/index.php —x 24 —p 80
[sudo] password for joseph-attacker:

Sun Apr 10 00:23:00 2022:

Sun Apr 10 00:23:00 2022:

slowhttptest version 1.8.2
- https: //github.con/shekyan/slowhttptest -

test type:
number of connections:

Content-Length header value:
follow up data max size:
interval between follow up data
connections per seconds:

probe connection timeout:

test duration:

using proxy:

SLOW HEADERS
5
http://192.168.56.12/index. php
GET

4096
52

10 seconds
20
80 seconds
240 seconds
no proxy
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O | ™ 1021685612 x [+

< X M\ Notsecure | hitpsi//192.168.56.12/dashboard/

Hmmm... can't reach this page

192.168.56.12 took too long to respond

Try:
« Checking the connection
« Checking the proxy and the firewall

- Running Windows Network Diagnostics

ERR TIMED_OUT

V' Details
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04/10-00:21:49.843116 [**] [1:10000015:1] Possible DDoS Attack - RESET [**] [Priorit:
CP} 192.168.56.17:36222 -> 192.168.56.12:80

04/10-00:20:23.048950 [**] [1:10000016:1] Possible HTTP Flood Attack [**] [Priority: ] {TCP
} 192.168.56.17:36224 -> 192.168.56.12:80

04/10-00:20:23.048950 [**] [1:10000015:1] Possible DDoS Attack - RESET [**] [Priorit
CP} 192.168.56.17:36224 -> 192.168.56.12:80

04/10-00:21:49.843340 [**] [1:10000015:1] Possible DDoS Attack - RESET [**] [Priority: 0] {T
CP} 192.168.56.17:36224 -> 192.168.56.12:80

04/10-00:21:49.843782 [**] [1:10000015:1] Possible DDoS Attack - RESET [**] [Priority: 0] {T
CP} 192.168.56.17:36224 -> 192.168.56.12:80

o] {T





image137.png
04/10-00:20:22.672166 [**] [1:10000016:1] Possible HTTP Flood Attack [**] [Priority: 0] {TCP
} 192.168.56.17:36104 -> 192.168.56.12:80

04/10-00:20:22.691702 [**] [1:10000016
} 192.168.56.17:36110 -> 192.168.56. 1.
04/10-00:20:22.697637 [**] [1:10000016
} 192.168.56.17:36112 -> 192.168.56. 1.
04/10-00:20:22.703769 [**] [1:10000016
} 192.168.56.17:36114 -> 192.168.56. 1.
04/10-00:20:22.721781 [**] [1:10000016
} 192.168.56.17:36122 -> 192.168.56. 1.
04/10-00:20:22.741184 [**] [1:10000016
} 192.168.56.17:36130 -> 192.168.56.12:80

04/10-00:20:22.747789 [**] [1:10000016:1] Possible HTTP Flood Attack [**] [Priority: ] {TcP
} 192.168.56.17:36134 -> 192.168.56.12:80

04/10-00:20:22.754035 [**] [1:10000016:1] Possible HTTP Flood Attack [**] [Priority: ] {TcP
} 192.168.56.17:36136 -> 192.168.56.12:80

Possible HTTP Flood Attack [**] [Priority: 0] {TCP

Possible HTTP Flood Attack [**] [Priority: 0] {TCP

Possible HTTP Flood Attack [**] [Priority: 0] {TCP

Possible HTTP Flood Attack [**] [Priority: 0] {TCP

Possible HTTP Flood Attack [**] [Priority: 0] {TCP
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1) Project Proposal
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Proposal development 30-Sep| _15-0ct
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[2) interim viva
Develop initial prototype | 25-Oct| _19-No]
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Host Network Manager
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ttacker [Running] - Oracle VM VirtualBox

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every time the vM (%) (5.

e e i T TR T T e s i i T e e (D8
Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose “other" if your location is not listed.
Country, territory or area:

India

Ireland
Israel

New Zealand
Nigeria
Philippines
Seychelles

singapore

Zimbabwe
other

[creenshor | [ osack |
BOWE S o @ @) rioht Ctrl
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Configure the network

Your system has mult
the installation. If pos:

Primary network interface:

le network interfaces. Choose the one to use as the primary network interface during
le, the first connected network interface found has been selected.

Intel Corporation 82540EM Gigabit Ethernet Controller
: Intel Corporation 82540EM Gigabit Ethernet Controller

: BRSO Bl d® Bt
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File Machine View Input Devices Help

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you

can make something up here.
Hostname:

BoOk@o B E @ @ rotcr
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Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.
Please enter the real name of this user. Thi

information will be used for instance as default origin for emails
sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable ch

.
Full name for the new user:

BoOk@o B E @ @ rotcr
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Set up users and passwords

Select a username for the new account. Your first name i

a reasonable choice. The username should start
with a lower-case letter, which can be followed by any combination of numbers and more lower-case letters.
username for your account:

joseph-attacker|

Bok@e Bl @ ®rhtcr
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KALI

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

[ Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

[ Show Password in Clear

QORI Bl @S @Rty
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Partition disks.

The installer can guide you through parti
you can do it manually. With guided parti
results.

k (using different standard schemes) or, if you prefer,
have a chance later to review and customise the

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

disk and set up LVM
disk and set up encrypted LVM

BOoED e EiEE® ®rihtcrl
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File Machine View Input Devices

Help

Selected for par

joning:
SCS12 (0,0,0) (sda) - ATA VBOX HARDDISK: 32.2 GB

The disk can be pa
Partitioning scheme:

ioned using one of several different schemes. If you are unsure, choose the first one.

Separate /home partition

Separate /home, /var, and /tmp pa

ions

|
B eSS B i & @ @ right ctrl
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Help

KALI

Partition disks.

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning
Configure software RAID
Configure the Logical Volume Manager

Configure encrypted volumes
Configure iSCSI volumes.

~ SCS12 (0,0,0) (sda) - 32.2 GB ATA VBOX HARDDISK
> #1 primary 31268 f exd |
> #5 logical 10GB  f swap  swap 3

BoOk@o B E @ @ rotcr
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Partiti

isks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
5C512 (0,0,0) (sda)

The following partitions are going to be formatted:
ion #1 of SCSI2 (0,0,0) (sda) as exta
ion #5 of SCSI2 (0,0,0) (sda) as swap

Write the changes to disks?
O No

©® Yes'

B eSS B i & @ @ right ctrl
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Software selection

At the moment, only the core of the system is installed. The default selections below will install Kali Linux
its standard desktop environment and the default tools.

You can customize it by choosing a different desktop environment or a different collection of tools.
Choose software to install:

Desktop environment [selecting thi

item has no effect]
Xfce (Kali's default desktop environment)

GNOME

KDE Plasma

Collection of tools [selecting this item has no effect]

t0p10 -- the 10 most popular tools

default -- recommended tools (available in the live system)

: BONE A E @ ® &Rt
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Install the GRUB boot loader

It seems that this new installation is the only operating system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drive (UEFI partition/boot record).

Warning: If your computer has another operating system that the installer failed to detect, this will mak
that operating system temporarily unbootable, though GRUB can be manually configured later to boot i
Install the GRUB boot loader to your primary drive?

O No
©® Yes'

BOokFo EE S rchtcr
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Help

Install the GRUB boot loader

Device for boot loader installation:

KALI

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do thi

is to install GRUB to your primary drive (UEFI pa
instead install GRUB to a different drive (or partition), or to removable med

ition/boot record). You may

/dev/sda (ata-VBOX_HARDDISK VBcc583b9b-037fde17)

QORI EEHEG Rt
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joseph-attacker@kali: ~

File Actions Edit View Help

[ (Joseph-attacker® kali)-[~]
$ sudo nano /etc/network/interfacesf]
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File Actions Edit View Help

joseph-attacker@kali: ~

@ This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(s)

source /etc/network/interfaces.d/x

# The loopback network interface

auto 1o
iface 1o inet loopback

#Host only
auto etho
iface etho inet dhcp

#NAT network

auto ethl
iface ethl inet dhcp

Help write out
Exit Read File

Where s [ Execute Location
Replace paste Justify Go To Line
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B joseph-attacker@ali: ~
File Actions Edit View Help

[ (Joseph-attacker® kali)-[~]
$ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
ink/Loopback 00:00:00:00:00:00 brd 00: 00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_Lft forever preferred lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
qlen 1000
ink/ether 08:00:27:28:37:94 brd £F:FF:Ff:Ff:FF:Ff
inet 192.168.56.17/24 brd 192.168.56.255 scope global dynamic etho
valid_Lft 430sec preferred_Lft 430sec
inet6 fed0::a00:27¢F: fe28:3794/64 scope Link
valid_Lft forever preferred_Lft forever
3: ethi: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
qlen 1000
Tink/ether 08:00:27:ed:07:cc brd £F:FF:ff:Ff:FF:ff
inet 10.0.3.15/24 brd 10.0.3.255 scope global dynamic ethl
valid_Lft 85178sec preferred_Lft 85178sec
inet6 fed0::a00:27¢F: feed:7cc/64 scope link
valid_Lft forever preferred lft forever

Es( joseph-attacker® kali)-[~]
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dows TP Configuration

thernet adapter Ethernet:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80: :3dfb:6623:1a7:
192.168.56.12
255.255.255.0

2e3%7

cthernet adapter Ethernet 2:

Connection-specific DNS Suffix
Link-local IPvé Address .

£557:1476:3276:9814%12

1Pv4 Address. 10.6.3.15
Subnet Mask . 255.255.255.6
Default Gateway . 10.6.3.2

Tunnel adapter isatap.{3D5BEASC-FB20-4535-AD75-E@GBFFCIBFDG) :

Media State .

e Media disconnected
Connection-specific DNS Suffix

Tunnel adapter isatap.home:

Media State .

e Media disconnected
Connection-specific DNS Suffix

: home

Users\Client>
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(joseph-attacker® kali)-[~]
Con




image58.png
joseph-attacker@kali: ~

File Actions Edit View Help

[ (Joseph-attacker® kali)-[~]
$ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
ink/Loopback 00:00:00:00:00:00 brd 00: 00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_Lft forever preferred lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
qlen 1000
Tink/ether 08:00:27:28:37:94 brd £F:FF:Ff:Ff:FF:Ff
inet 192.168.56.17/24 brd 192.168.56.255 scope global dynamic etho
valid_Lft 392sec preferred_Lft 392sec
inet6 fed0::a00:27¢F: fe28:3794/64 scope Link
valid_Lft forever preferred Lft forever
3: ethi: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default
qlen 1000
ink/ether 08:00:27:ed:07:cc brd £F:FF:ff:Ff:FF:ff
inet 10.0.3.15/24 brd 10.0.3.255 scope global dynamic ethl
valid_Lft 86192sec preferred Lft 86192sec
inet6 fed0::a00:27¢F: feed:7cc/64 scope link
valid_Lft forever preferred 1ft forever

(joseph-attacker® kali)-[~]
Con
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Security
Desktop app
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@ Windows Firewall

@ Check firewall status

@ Allow an app through Windows Firewall
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M Windows Firewall

S « 4 @@ > ControlPanel > System and Securty > Windows Firewall [0 [ Search ControlPanel »

Control Panel Home
Allow an app orfeature
through Windows Frewall

© Change notiication setings

© Tur Windows il on or
off

© Restore defauts
© Advanced settings
Troubleshoot my network

Seealso
Security and Maintenance
Network and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from
through the Interet or a network.

Update your Firewall sttings

Windows Firewall i not using the. -
Use recommended setfings

recommended seftings to protect your ®

computer.

What are the recommended seftings?

B rrivete neworks Not connected
B cuestor public networks Connected
Networks n public places such s airpors o offe shops
Windows Frevalstate o
Incoming connectins: Slock ll connectons o sps tht ar nt o he
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Notficationstte oty me when Windows Firall blcks s new
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P Customize Settings -

€ -« 1 P <« Windows Firewall > Customize Seftings [0 [ Search ControlPanel

Customize settings for each type of network
You can modify the irwsl settings fr esch type of network that you use.
Private network settings
° O Turn on Windows Firewall
Block il incoming connections, including those inthe st of sllowed apps

Notify me when Windows Firewall blocks a new app
€ ©Tom off Windows Frewall (et ecommended)
Public network settings
@ OTom on indows Freual
Blockallincoming connections, including those in the st of alowed apps

Notify me when Windows Firewall blocks 2 new app

€ ©Tom off Windows Frewall (et ecommended)





image62.png
Connection
Link-local IPv6 Address . Fego: :£557:1476:3276:9814%12
1Pv4 Address. S ... .. :106.3.15

Subnet Mask . . . . . ......: 255.255.255.0

Default Gateway . 10.6.3.2

home

Tunnel adapter isatap.{3DSBOASC-FB26-4535-AD75-E@6BFFCOBFDG} :

Media State . . . . : Media disconnected
Connection-specific DS Suffix

Tunnel adapter isatap.home:

Media State .
Connection-specific DS Suffix

Media disconnected
home

C:\Users\Client>ping 192.168.56.17

binging 192.168.56.17 with 32 bytes of data:

Reply from 192.168.56.17: bytes=32 time=ims TTL-64
Reply from 192.168.56.17: byte:
Reply from 192.168.56.17: bytes=
Reply from 192.168.56.17: byte:

2 time<ims TTL-64
2 timecims TTL-64

bing statistics for 192.168.56.17:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
approximate round trip times in milli-seconds:

Minimun = @ms, Maximum = ims, Average = 6ms

\Users\Client>
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B joseph-attacker@ali: ~
File Actions Edit View Help

[ Joseph-attacker® kali)-[~]

$ ping 192.168.56.12 —c&

PING 192.168.56.12 (192.168.56.12) 56(84) bytes
64 bytes from 192.168.56.12: icmp_seq-1 ttl-128
64 bytes from 192.168.56.12: icmp_seq-2 ttl-128
64 bytes from 192.168.56.12: icmp_seq-3 ttl-128
64 bytes from 192.168.56.12: icmp_seq=4 ttl-128

—— 192.168.56.12 ping statistics —
4 packets transmitted, 4 received, 0% packet loss, time 3053ms
rtt min/avg/max/mdev = 0.488/0.528/0.564/0.028 ms

(joseph-attacker® kali)-[~]
]
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Create Virtual Machine

‘Name and operating system

Name: 105

WachineFolder: [ ] C:\Userstoes Wirtualbox Vi

Type: [Linux

Version: |Ubunt (645it)

Memory size

am

Herd dsk

O Do not add a virtual hard disk

@ Create a virtual hard disk now

O Use an existing virtual hard disk fle
‘Server.vdi (Normal, 100.00 G8)

P
1638418
Guided Mode | [ create. Cancel
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Install (as superuser)

Who are you?

Your name: | Joseph 4

Your computer's name: | IDS-vM g
The name it uses when i talks to other computers.

Pick a username: | ross g

Choosea password:

Confirm your password:
Log in automatically
) Require my password to log in
Encrypt my home folder

Back Continue
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Adepter 1 Adapter 2

Adepter3 | Adapter 4

7] Enable Network Adapter

Attached to:
Name:

@ Advanced
Adepter Type:
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O™ ross@IDS-VM: ~

ross@IDS-VM:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
Link/loopback 00:00:00:00:00:60 brd o
inet 127.6.0.1/8 scope host lo
valid_lft forever preferred_Lft forever
inets ::1/128 scope host
valid_Lft forever preferred_Lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP
group default qlen 1008
Tink/ether ©8:00:27:cf:70:3a brd Ff:ff:ff:ff:ff:ff
inet 192.168.56.6/24 brd 192.168.56.255 scope global dynamic enpos3
valid_Lft 412sec preferred_Lft 412sec
inet6 fedo::6c16:278C:2328:c055/64 scope link
valid_Lft forever preferred_Lft forever
3: enpos8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc pfifo_fast state UP
group default qlen 1008
Tink/ether ©8:00:27:56:a2:b5 brd Ff:ff: FFIFF
inet 10.0.3.15/24 brd 16.6.3.255 scope global dynamic enposs
valid_Lft 86211sec preferred_Lft 86211sec
inets fedo::b227:79df:806f:8f75/64 scope link
valid_lft forever preferred_Lft forever
ross@Ips-vM:~S Il

:00:00:00
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O™ ross@IDS-VM: ~

To run a command as
See "man sudo_root”

ross@IDS-VM:~$ sudo
[sudo] password for

administrator (user "root"),
for details.

apt-get install snort
ross

1y B o) 1205 &

use "sudo <command>".
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DEPDDONe

roSS@IDS-VM: ~
| Package configuration

Interface(s)

which Snort should listen on:
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ross@IDS-VM: ~
Package configuration

Configuring snort
Please use the CIDR form - for example, 192.168.1.0/24 for a block of
256 addresses or 192.168.1.42/32 for just one. Multiple values should be
comma-separated (without spaces).

Please note that if Snort is configured to use multiple interfaces, it
will use this value as the HOME_NET definition for all of them

Address range for the local network:

o2 168, 56.0/2a0l ]

<OK>





image71.png
ross@IDS-V
ackage configuration

Configuring snort

This value is usually "etho”, but this may be inappropriate in some
network environments; for a dialup connection "pppe" might be more
appropriate (see the output of "/sbin/ifconfig").

Typically, this is the same interface as the "default route” is on. You
can deternine which interface is used for this by running "/sbin/route
-n" (look for "0.0.6.0").

It is also not uncommon to use an interface with no IP address
configured in promiscuous mode. For such cases, select the interface in
this system that is physically connected to the network that should be
inspected, enable promiscuous mode later on and make sure that the
network traffic is sent to this interface (either connected to a "port
mirroring/spanning” port in a switch, to a hub, or to a tap).

<0K>
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© ™ ross@IDS-VM: fetc/snort

ross@IDS-VM:~$ cd Jetc/snort/
ross@IDS-VM: /etc/snort$ s -1

total 328
-rW-r--r-- 1 root
-rW-r--r-- 1 root
1 root
-rw-r--r-- 1 root
drwxr-xr-x 2 root
-rWer- 1 root
1 root
1 root
-rW-r--r-- 1 root

[sudo] password for ross:

root
root
root
root
root
snort
root
root

3757
82469
31643
687
4096
28880
807
2335

root 160606
ross@IDS-VM: /etc/snort$ sudo cp snort.conf snort.conf.back

ross@IDS-VM: /etc/snorts s -1

total 360

root
root
root
root
root
root
root
root
root
root

R

SrWereer

drwxr-xr-x

BRRRRNR RS

root
root
root
root
root
snort
root
root
root

3757
82469
31643
687
4096
28880
28880
807
2335

root 160606
ross@IDS-VM: /etc/snort$

Jun
Jun
Jun
Jun
Mar
Jun
Mar
Jun
Jun

Jun
Jun
Jun
Jun
Mar
Jun
Mar
Mar
Jun
Jun

30 2015
30 2015
30 2015
30 2015
22 12:24
30 2015
22 12:25
30 2015
30 2015

30 2015
30 2015
30 2015
30 2015
22 12:24
30 2015
22 12:36
22 12:25
30 2015
30 2015

classification.config
community-sid-msg.map
gen-msg.map
reference.config
rules

snort.conf
snort.debian. conf
threshold. conf
unicode.map

classification.config
community-sid-msg.map
gen-msg.map
reference.config
rules

snort.conf

snort. conf . back
snort.debian. conf
threshold. conf
unicode.map
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©® S © ross@IDS-VM: /etc/snort

‘sudo] password for ross:
-055@IDS-VM: /etc/snorts 1s -1

otal 360

TW-ro-ro-
rwroero-
rwroero-
rw-roer-
druxr -xr-x

rWer-

BRRRRNR RS

TW-re-re-
-05S@IDS-VM: /etc/snorts
-05S@IDS-VM: /etc/snorts

otal 392

TW-ro-ro-
rwroero-
rwroero-
rw-roer-
druxr -xr-x

rWer-

BRRRRRNR R R R

rW-r-re-
-0sS@IDS-VM: Jetc/snorts I

root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
snort
root
root
root
root

root
root
root
root
root
snort
root
root
root
root
root

3757
82469
31643
687
4096
28880
28880
807
2335

160606

Jun
Jun
Jun
Jun
Mar
Jun
Mar
Mar
Jun
Jun

30 2015
30 2015
30 2015
30 2015
22 12:24
30 2015
22 12:36
22 12:25
30 2015

30 2015

classification.config
community-sid-msg.map
gen-msg.map
reference.config
rules

snort.conf

snort. conf . back
snort.debian. conf
threshold. conf
unicode.map

sudo cp snort.conf test_snort.conf

1s -1

3757
82469
31643

687
4096
28880
28880
807
28880
pEE

160606

Jun
Jun
Jun
Jun
Mar
Jun
Mar
Mar
Mar
Jun
Jun
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30 2015
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22 12:48

30 2015
30 2015

classification.config
conmunity-sid-nsg.map
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reference.config
rules

snort.conf
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test_snort.conf
threshold.conf
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root root 28880 Mar
root root 807 Mar

-rw-r-

(YT

rwer- root root 28880 Mar
-rw-r--r-- 1 root root 2335 Jun
-rw-r--r-- 1 root root 160606 Jun

ross@IDS-VM: /etc/snort$ sudo gedit

22 snort.conf.back
22 snort.debian.con:
22 test_snort.conf

30 2015 threshold.conf
30 2015 unicode.map
test_snort.conf
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test_snort.conf

Configure preprocessors

Configure output plugins

Custonize your rule set

Custonize preprocessor and decoder rule set

Custonize shared object rule set
R

#
#
#
#
#
#

T T e
# Step #1: Set the network variables. For more information, see README.variable:
B e T e e e

Setup the network addresses you are protecting

v
v

# Note to Debian users: this value is overriden when starting
# up the Snort daemon through the init.d script by the

# value of DEBIAN_SNORT_HOME_NET s defined in the

# /etc/snort/snort.debian.conf configuration file

»
14
ipv

pvar HOME_NET any
pvar HOME_NET 192.168.56.0/24

# Set up the external network addresses. Leave as "any” in most situations
ipvar EXTERNAL_NET any

# If HOME_NET 1s defined as something other than "any”, alternative, you can
# use this definition if you do not want to detect attacks from your internal
# 1P addresses:

#ipvar EXTERNAL_NET !SHOME_NET

# List of DNS servers on your network
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O™ ross@IDS-VM: ~
ross@IDS-VM:~$ sudo snort -T -i enp@s3 -c /etc/snort/test_snort.confll
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snort successfully validated the configuration!
Snort exiting
‘0sS@IDS-'
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O™ ross@IDS-VM: ~

WARNING: /etc/snort/rules/community-web-php.rules(474) GID 1 SID 100000934 in
le duplicates previous rule. Ignoring old rule.

4150 Snort rules read
3476 detection rules
© decoder rules
© preprocessor rules
3476 Option Chains linked into 290 Chain Headers
© Dynamic rules
R R R R R

. --[Rule Port Counts]- -
| tcp udp  icmp ip
| src 151 18 ° °
| dst 3306 126 0 0
| any 383 a8 145 22
| nc 27 8 94 20
I s+d 12 5 0 0
le- -

r
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*test_snort.conf

If you install the official VRT Sourcefire rules please review this
configuration file and re-enable (remove the comment in the first line) those
rules files that are available in your system (in the /etc/snort/rules
directory)

EEEEES

# site specific rules
include SRULE_PATH/local.rules

# The include files commented below have been disabled|
# because they are not available in the stock Debian

# rules. If you install the Sourcefire VRT please make
# sure you re-enable them again:

#removed

R R AR AR R IIA
# Step #8: Customize your preprocessor and decoder alerts
# For more information, see README.decoder_preproc_rules
R AR T

# decoder and preprocessor event rules
# include SPREPROC_RULE_PATH/preprocessor.rules
# include SPREPROC_RULE_PATH/decoder.rules

[# include SPREPROC_RULE_PATH/sensitive-data.rules

R AR AR
# Step #9: Customize your Shared Object Snort Rules

ore information, see http://vrt-blog.snort.org/2009/61/using-vrt-
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©O O ross@IDS-VM: ~

NP3 config
Memcap: 262144
Check Link-Layer CRCs: ENABLED
Ports:
20000

PR R R R R R
Initializing rule chains...
0 Snort rules read
© detection rules
© decoder rules
© preprocessor rules
0 Option Chains linked into 0 Chain Headers
0 Dynamic rules
PR R R R R R

-[Rule Port Counts]-
| tcp udp  icmp ip
I src ° ° ° °
| det " " " "
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©© O ross@IDS-VM: fetc/snort/rules.

ross@IDS-VM:~$ cd /etc/snort/rules/
ross@IDS-VM: /etc/snort/rules$ 1s -1

total 1600

-rw-r--r-- 1 root root 5520 Jun 3@ 2015 attack-responses.rules
-rw-r--r-- 1 root root 17898 Jun 30 2015 backdoor.rules

-rw-r--r-- 1 root root 3862 Jun 30 2015 bad-traffic.rules

-rw-r--r-- 1 root root 7994 Jun 3@ 2015 chat.rules

-rw-r--r-- 1 root root 12759 Jun 30 2015 community-bot.rules
-rw-r--r-- 1 root root 1223 Jun 30 2015 community-deleted.rules
-rw-r--r-- 1 root root 2042 Jun 30 2015 community-dos.rules
-rw-r--r-- 1 root root 2176 Jun 30 2015 community-exploit.rules
-rw-r--r-- 1 root root 249 Jun 30 2015 community-ftp.rules
-rw-r--r-- 1 root root 1376 Jun 3@ 2015 community-game.rules
-rw-r--r-- 1 root root 689 Jun 30 2015 community-icmp.rules
-rw-r--r-- 1 root root 2777 Jun 3@ 2015 community-imap.rules
-rw-r--r-- 1 root root 948 Jun 30 2015 community-inappropriate.rules
-rw-r--r-- 1 root root 257 Jun 3@ 2015 community-mail-client.rules
-rw-r--r-- 1 root root 7837 Jun 30 2015 community-misc.rules
-rw-r--r-- 1 root root 621 Jun 30 2015 community-nntp.rules
-rw-r--r-- 1 root root 775 Jun 3@ 2015 community-oracle.rules
-rw-r--r-- 1 root root 1621 Jun 3@ 2015 community-policy.rules
-rw-r--r-- 1 root root 3551 Jun 30 2015 community-sip.rules
-rw-r--r-- 1 root root 2722 Jun 3@ 2015 community-smtp.rules
-rw-r--r-- 1 root root 4063 Jun 30 2015 community-sql-injection.rules

Get Help
Exit

Write out Q¥ Where Is Cut Text Justify [T
Read File @\ Replace uncut Textl@l To Spell Go To Line
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O™ ross@IDS-VM: ~
ross@IDS-VM:~S$ ping 192.168.56.12 -c4

PING 192.168.56.12 (192.168.56.12) 56(84) bytes of data.

64 bytes from 192.168.56.12 time=0.857 ns
64 bytes from 192.168.56.12: time=0.675 ns
64 bytes from 192.168.56.12 time=0.531
64 bytes from 192.168.56.12:

--- 192.168.56.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3671ns
rtt min/avg/max/mdev = ©.470/6.633/0.857/0.150 ns
ross@IDS-VM:~$

ross@IDS-VM:~S$ ping 192.168.56.17 -c4

PING 192.168.56.17 (192.168.56.17) 56(84) bytes of data.

64 bytes from 192.168.56.17
64 bytes from 192.168.56.17
64 bytes from 192.168.56.17
64 bytes from 192.168.56.17: icmp_seq=4 ttl=64 time=0.612 ms

--- 192.168.56.17 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3032ns
rtt min/avg/max/mdev = ©.612/6.750/1.000/6.153 ns
ross@IDS-VM:~$
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RERRRRR

alert icmp any any -> SHOME_NET any (msg

$Id: local.rules,v 1.11 2004/07/23 20:15:44 bnc Exp $

LOCAL RULES
This file intentionally does not come with signatures.
additions here.

sig 1000001; re:

Put your local
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-[Rule Port Counts]-

tcp udp  icmp ip
src ° ° ° °
dst 0 0 0 0
any 0 0 1 0
nc 0 0 1 0
s+d 0 0 ° 0
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joseph-attacker@kali: ~

File Actions Edit View Help

[ (Goseph-attacker® kali)-[~]
5 Ding 192.168.56.12
PING 192.168.56.12 (192.168.56.12) 56(84) bytes

64 bytes
64 bytes
64 bytes
64 bytes
=

from
from
from
from

192.168.56.12: icmp_seg=1 tt1=128
192.168.56.12: icmp_seq=2 tt1=128
192.168.56.12: icmp_seq=3 ttl=128
192.168.56.12: icmp_seq=4 tt1=128

2sh: suspended ping 192.168.56.12

of data.
time=1.01 ms
time=1.31 ms
time=0.521 ms
time=0.497 ms
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© OO ross@IDS-VM: fetc/snort/rules

etc/snort/rules$ sudo snort -A Console
6.806721 [**] [1:1000001:1] ICMP Test
6.806919 [**] [1:1000001:1] ICMP Test
7.807638 [**] [1:1000001:1] ICMP Test
7.808646 [**] [1:1000001:1] ICMP Test
:38.809617 [**] [1:1000001:1] ICMP Test
83/30-2 8.809863 [**] [1:1000001:1] ICMP Test
83/30-2 9.815528 [**] [1:1000001:1] ICMP Test
©3/30-21:36:39.815779 [**] [1:1000001:1] ICMP Test
"Z

[3]+ Stopped sudo snort -A Console
ross@IDS-VM: /etc/snort/ruless [l

03/30-21:36

-q -1 enpds3 -c /etc/snort/test_snort.conf

[**] 0] {ICMP} 192.168.56.17 ->
[**] 0] {ICMP} 192.168.56.12 ->
[**] 0] {ICMP} 192.168.56.17 ->
[**] 0] {ICMP} 192.168.56.12 ->
[**] 0] {ICMP} 192.168.56.17 ->

[**] 0] {ICMP} 192.168.56.12 ->
[**] 0] {ICMP} 192.168.56.17 ->
[**] [Priority: @] {ICMP} 192.168.56.12 ->

-q -1 enpos3 -c /etc/snort/test_snort.conf

192.168.56.12
192.168.56.17
192.168.56.12
192.168.56.17
192.168.56.12
192.168.56.17
192.168.56.12
192.168.56.17
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©© O ross@IDS-VM: fetc/snort/rules.

$Id: local.rules,v 1.11 2004/07/23 20:15:44 bnc Exp $

LOCAL RULES

This file intentionally does not come with signatures. Put your local

#
#
#
#
#
# additions here.

alert icmp any any -> SHOME_NET any (msg:"ICMP Test!
alert tcp any any -> SHOME_NET 21 (msg:"FTP Connection Attempt

sid:1000001; rev:1;)
5 sid:100000!





image88.png
© ™ ross@IDS-VM: fetc/snort
-0sS@IDS-VM: /etc/snort$ sudo snort -A Console
3/30-23:14:27.256934 [**] [1:1000002:1] FTP
2.168.56.12:21

3/30-23:14:27.257476  [**] [1:1000002:1] FTP
2.168.56.12:21

3/30-23:14:27.258497 [**] [1:1000002:1] FTP
2.168.56.12:21
3/30-23:14:27.258719  [**] [
2.168.56.12:21
3/30-23:14:27.258721  [**] [

000002:1] FTP

:1000002:1] FTP

-q -1 enpds3 -c /etc/snort/test_snort.conf -K ascii

Connection Attempt
Connection Attempt
Connection Attempt
Connection Attempt

Connection Attempt

[**] [Priority: 0] {TCP} 192.168.56.17:40638
[**] [Priority: 0] {TCP} 192.168.56.17:40638
[**] [Priority: 0] {TCP} 192.168.56.17:40638
[**] [Priority: 0] {TCP} 192.168.56.17:40638

[**] [Priority: 0] {TCP} 192.168.56.17:40638
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©® O root@IDS-VM: /var/log/snort/192.168.56.17

root@IDS-VM:~# cd /var/log

root@IDS-VM: /var/log# cd snort

root@IDS-VM: /var/log/snort# s -i

274318 192.168.56.17 274316 snort.log.1648672324 274317 snort.log.1648672580
root@IDS-VM: /var/log/snort# cd 192.168.56.17
root@IDS-VM: /var/log/snort/192.168.56.17# s -1
total 8

-- 1 root adm 2377 Mar 30 23:14 TCP:40636-21
1 root adm 2370 Mar 30 23:15 TCP:40638-21
root@IDS-VM: /var/log/snort/192.168.56.17# I

|
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©® O root@IDS-VM: /var/log/snort/192.168.56.17

root@IDS-VM:~# cd /var/log

root@IDS-VM: /var/log# cd snort

root@IDS-VM: /var/log/snort# s -i

274318 192.168.56.17 274316 snort.log.1648672324 274317 snort.log.1648672580
root@IDS-VM: /var/log/snort# cd 192.168.56.17

root@IDS-VM: /var/log/snort/192.168.56.17# s -1

total 8

-ru- 1 root adm 2377 Mar 30 23:14 TCP:40636-21

-ru- 1 root adm 2370 Mar 30 23:15 TCP:40638-21
root@IDS-VM: /var/log/snort/192.168.56.17# cat TCP\:40636-21
[**] FTP Connection Attempt [**]

03/30-23:13:47.871464 192.168.56.17:40636 -> 192.168.56.12:21
TCP TTL:64 TOS:0x@ ID:62852 IpLen:20 DgmLen:6O DF

***x%%S% Seq: Ox50B2518E Ack: Ox0 Win: OXFAF@ Tcplen: 40
TCP Options (5) => MSS: 1460 SackOK TS: 444460474 @ NOP WS: 7

|
[**] FTP Connection Attempt [**]

03/30-23:13:47.871951 192.168.56.17:40636 -> 192.168.56.12:21
TCP TTL:64 T0S:0x0 ID:62853 IpLen:20 DgmLen:52 DF
#*kp*E*E Seq: Ox50B2518F Ack: Ox216FAFSF Win: OX1F6 Tcplen: 32
TCP Options (3) => NOP NOP TS: 444460475 37113355
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1648672324

oture

R | Apply a displa Ctrl B3 -] Expression. +
No. Time Source Destination Protocol _ Length Info A
10.000000 192.168.56.17 192.168.56.13 TChP 98 Echo request

2 0.000012 192.168.56.13 192.168.56.17 cHp 98 Echo reply
31.010477 192.168.56.17 192.168.56.13 CHP 98 Echo request
41.010498 192.168.56.13 192.168.56.17 CHP 98 Echo reply
52.034170 192.168.56.17 192.168.56.13 CHP 98 Echo request
62.034191 192.168.56.13 192.168.56.17 CHP 98 Echo reply
7 3.058516 192.168.56.17 192.168.56.13 CHP 98 Echo request
8 3.058534 192.168.56.13 192.168.56.17 CHP 98 Echo reply |
9 4.082589 192.168.56.17 192.168.56.13 CHP 98 Echo request
10 4.082609 192.168.56.13 192.168.56.17 CHP 98 Echo reply J

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits

» Ethernet II, Src: PcsCompu 28:37:94 (08:00:27:28:37:94), Dst: PcsCompu_74:13:bb (08:00:27:74:13:bb

» Internet Protocol Version 4, Src: 192.168.56.17, Dst: 192.168.56.13

» Internet Control Message Protocol
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©© O ross@IDS-VM: fetc/snort/rules.

Tlocal.rules,v 1.11 2004/07/23 20:15:44 bmc Exp $

)

it

# LOCAL RULES
g oo

#

#

This file intentionally does not come with signatures. Put your local
additions here.

alert icmp any any -> SHOME_NET any (ms 51d:1000001; rev:1;)
alert tcp any any -> SHOME_NET 21 (msg:"FTP Connection Attempt"; sid:1000002; rev:1;)
alert tcp SHOME_NET 21 -> any any (msg:"FTP Failed Login Attempt”;content:"Login or password incorrec

51d:1000003; rev:1;)




