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I declare that this report is the product of my own work and is not being submitted for any other degree etc.

James Evans
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The following Report contains:-
· A reflection of and Maintaining Network Resources Using Network Policy and Security Practices
And
· A series of observations which include:-
· An overview of password principles in modern network environments.
· A detailed explanation of how Failover Clustering can be deployed and its importance.
· A draft Network Policy of an Enterprise Network which operates in multiple locations, nationwide.
These have been completed by James Evans.
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This report will contain:-
Part 1: Documentation of the following practical work which has been undertaken:-
· Maintaining Network Resources Using Network Policy and Security Practices 
Part 2: Observational tasks regarding:-
· An overview of password principles in modern network environments.
· A detailed explanation of how Failover Clustering can be deployed and its importance.
· A draft Network Policy of an Enterprise Network which operates in multiple locations, nationwide.
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Task 1: Maintaining Network Resources Using Network Policy and Security Practices

As stated in UWTSD [1] materials:-
NTFS and Share Permissions
NTFS permissions are set on drives partitioned within the NT File System.
In order to demonstrate how local/NTFS permissions apply the author first creates a simple text file within a folder.  
Then, the author will create different sets of permissions for two different users:-  
· Administrator privileges.
· Read only access. 

· Login [image: Graphical user interface, application

Description automatically generated]
· This PC [image: Graphical user interface, text, application

Description automatically generated]
· New – Folder [image: Graphical user interface, application, Word

Description automatically generated]
· Rename [image: Graphical user interface, application

Description automatically generated]
· Within this folder – new text document [image: Graphical user interface, application

Description automatically generated]
· Folder Properties
· Security tab. [image: Graphical user interface, application

Description automatically generated]
· Edit permissions. [image: Graphical user interface, application

Description automatically generated]
· Remove existing permissions [image: Graphical user interface, application, Word

Description automatically generated]
· Advanced options [image: Graphical user interface, application

Description automatically generated]
· Disable inheritance [image: Graphical user interface, application

Description automatically generated]
· Apply [image: Graphical user interface, application

Description automatically generated]
· Add Administrator level account name (from the account the user currently signed in on).[image: Graphical user interface, application

Description automatically generated]
· Full Control [image: Graphical user interface, application

Description automatically generated]
· Apply [image: Graphical user interface, application

Description automatically generated]
· Properties [image: Graphical user interface, application

Description automatically generated]
· Add read only account name [image: Graphical user interface, application

Description automatically generated]
· Only provide permissions for the other user to List Folder contents and Read. [image: Graphical user interface, application

Description automatically generated]
· Open created text file. [image: Graphical user interface, application

Description automatically generated]
· The user is able to save the changes to the file; demonstrating that the permissions given to this user in fact allow write and modifications to take place. 
[image: Graphical user interface, application

Description automatically generated]
· Log in as the user with read only permissions. Attempt to change the content of the text file again.
YES
[image: Graphical user interface, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated]
The user is unable to amend the content of the text file; proving that the permissions have been set effectively.


Share Permissions
· Load Server Manager.  [image: Graphical user interface, application

Description automatically generated] Create a folder share on the server. [image: Graphical user interface

Description automatically generated with low confidence]
· SMB Share – Quick option [image: Graphical user interface, application

Description automatically generated with medium confidence] [image: Graphical user interface

Description automatically generated with low confidence] [image: Graphical user interface, application

Description automatically generated] [image: A picture containing graphical user interface

Description automatically generated] [image: Graphical user interface, text, application

Description automatically generated]
· Select a server for this path and share 
· Select by volume option
· Enter the name Share_Files_NOSS$ [image: Graphical user interface, application

Description automatically generated]
· Enable access-based enumeration  [image: Graphical user interface, text, application

Description automatically generated]
· Add Administrators with full control and two members of our nosstask.msft domain with read and execute access. [image: Graphical user interface, text, application

Description automatically generated] [image: Graphical user interface, text, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated]
· Note the options [image: Graphical user interface, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated]


Accessing the file share/server over the network.
For security purposes; using the $ in the share name as denoted that the share is hidden. 
The author accesses the file share by a method known as creating a Mapped Drive.  
· Map Network Drive [image: Graphical user interface, application

Description automatically generated]
· Accept the default drive letter[image: Graphical user interface, application

Description automatically generated]
· Finish
[image: Graphical user interface, application

Description automatically generated]




Utilising Group Policy Management Console to better facilitate network object management
Environment and Computer Environment, ‘Network Group Policy Objects’:
· Restricting access to the Control panel[image: Graphical user interface, application

Description automatically generated]
· New – Organisational Unit.  [image: Graphical user interface, application

Description automatically generated]
· Create New User – Non-Admin Users.[image: Graphical user interface

Description automatically generated] [image: Graphical user interface, text, application

Description automatically generated]
· Administrators are already in place.
· Complete GPO and verify policy is working.
· Group Policy Management Console [image: Graphical user interface

Description automatically generated]
· Non-Admin Users OU [image: Graphical user interface

Description automatically generated]
· Group Policy Object Editor - ‘User Configuration’ - Administrative Templates - Control Panel. [image: Graphical user interface, application

Description automatically generated]
·  “Prohibit access to Control Panel and PC settings” 
· Enabled option, Apply, Ok. [image: Graphical user interface, application

Description automatically generated]
· Perform group policy update via command prompt as administrator.[image: Graphical user interface, text, application

Description automatically generated]
· Client 1 VM as the newly created user[image: Graphical user interface, text, application, email

Description automatically generated]
· Control panel cannot be accessed. [image: Graphical user interface, text

Description automatically generated]
· Remove Command Prompt
· Create GPO NoCmdPrmptAccess [image: Graphical user interface, text, application

Description automatically generated]
·  ‘Prevent Access to the Command Prompt” [image: Graphical user interface, text

Description automatically generated]
· Perform group policy update via command prompt as administrator.
[image: Graphical user interface

Description automatically generated]
· Client 1 VM 
· Evidence of policy in effect. [image: Graphical user interface, application

Description automatically generated]
· New Group Policy Object. - NoRemDriveAccess [image: Graphical user interface, text, application

Description automatically generated]
· “All removable storage classes: Deny all accesses” policy [image: Graphical user interface, application

Description automatically generated]
· Enabled, Apply, OK. [image: Graphical user interface, text, application

Description automatically generated] [image: Graphical user interface, text, application

Description automatically generated]
· As the machine is virtual, it is unfortunately not possible to show this policy in effect on the machine when signed in as the affected user.

· Restricting Software Installs
· New Organisational Unit, NWClient Computers. [image: Graphical user interface, text, application

Description automatically generated]
· Computer Object for the client –Move to NWTClient Computers OU. [image: Graphical user interface

Description automatically generated]
· Configure the software installation restriction GPO. [image: Graphical user interface, text

Description automatically generated]
· New – Group Policy Object –NounauthSoftInstallS [image: Graphical user interface, application

Description automatically generated]
· “Prohibit User Install” policy.
· Enable
· Apply [image: Graphical user interface, text, application

Description automatically generated]
· Command Prompt, Run as Administrator.
· Force group policy update.[image: Graphical user interface, text, application

Description automatically generated]

· Client 1 VM as a non-administrative user.
· It is not possible to install the programme due to the Group Policy. [image: Graphical user interface, application

Description automatically generated]
· Group Policy – Password enforcement nosstask.msft domain
· Default Domain Policy GPO –Edit. [image: Graphical user interface, application

Description automatically generated]
· Password Policy [image: Graphical user interface

Description automatically generated]
· The author changes the password settings to:-
[image: Graphical user interface, application

Description automatically generated]
· As administrator; force group policy update. [image: Graphical user interface, text, application

Description automatically generated]
· Attempt to select a password which does not meet the criteria above. [image: Graphical user interface, application

Description automatically generated]

· This is unsuccessful, as required. [image: Graphical user interface, text, application

Description automatically generated]



Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES
· ARP Table (MAC Table) [image: Graphical user interface, application

Description automatically generated]

· Successful pinging of other hosts in our 2 networks

[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]
· Unsuccessful pinging of other hosts in our 2 networks
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]

Route Print Command:- [image: Graphical user interface

Description automatically generated]


Deploy core services (FTP Server)
· Server Manager.
[image: Graphical user interface, text, application

Description automatically generated]
· Role based or feature based installation - Next [image: Graphical user interface, application

Description automatically generated]
· Server 2 VM (verify via name and IP address)  [image: Graphical user interface, application

Description automatically generated]
· Web Server (IIS) Role [image: Graphical user interface, application

Description automatically generated]
· Add Features 
· Next [image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
· FTP Server[image: Graphical user interface, application

Description automatically generated] Install. [image: Graphical user interface, application

Description automatically generated]
· Create and Test local user account that is authorised to FTP to the server
0. Name:                 ftpuser22
0. Password:           P@ssw0rd [image: Graphical user interface, application

Description automatically generated]
· Server Manager – Tools and then Internet Information Services (IIS) Manager.
· Add FTP Site
· MYFTPSITE
· Choose root drive (e.g., C:\Inetpub\ftproot) - next [image: Graphical user interface, application

Description automatically generated]
· No SSL
· Take note of the Port Number (21) [image: Graphical user interface, application

Description automatically generated]
· [image: Graphical user interface, application

Description automatically generated]
· We can setup banners/welcome greetings
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
· ftpuser22 [image: Graphical user interface, application

Description automatically generated]
· Within the C:\Inetpub\ftproot folder, create a New Folder [image: Graphical user interface, application

Description automatically generated]
· Check to ensure that there are NO FIREWALLS ENABLED ON SERVER 
· [image: Graphical user interface, application

Description automatically generated]
Attempt to connect to the FTP Service on Server 2 to upload a file, from client 1.
[image: Graphical user interface, application

Description automatically generated]

· Create a folder and a text file in the C:\ directory of client 2. [image: Graphical user interface, text, application

Description automatically generated] [image: Graphical user interface, text, application

Description automatically generated]
· Connect to the ftpservice, 
· Log into the FTP Server
· Change the location that the FTP Server is fixed on to “MyFTPFiles”.
· View the directory.
· Move the text file to the new default folder.
[image: Graphical user interface, application

Description automatically generated]
· Verify that the file has been uploaded [image: Graphical user interface, application

Description automatically generated]



Installing and configuring the Routing and Remote Access Service
· Server Manager
[image: Graphical user interface, application

Description automatically generated]
· Server from the Server pool [image: Graphical user interface, application

Description automatically generated]
· Remote Access [image: Graphical user interface, application

Description automatically generated]
· DirectAccess and VPN, Routing services and click on Next. [image: Graphical user interface, application

Description automatically generated]
· Review installation [image: Graphical user interface, text, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated]
·  ‘Open the Getting Started Wizard’ [image: Graphical user interface

Description automatically generated]
·  ‘Configure Remote Access’ wizard screen - click on Deploy VPN only [image: Graphical user interface, text, application, chat or text message

Description automatically generated]
· Routing and Remote Access Window:
· Enable and Configure Routing and Remote Access. [image: Graphical user interface, application

Description automatically generated]
· [image: Graphical user interface, application

Description automatically generated]
· ‘Custom Configuration’ [image: Graphical user interface, text, application

Description automatically generated]
· LAN Routing [image: Graphical user interface, application

Description automatically generated]
· Start service. [image: Graphical user interface, application

Description automatically generated]
· The green arrow denotes that the service is running. [image: Graphical user interface, application

Description automatically generated]
· Server icon – IPV4 - General – New Routing Protocol.
· RIP V2[image: Graphical user interface, application

Description automatically generated]
· RIP listed as an available protocol on the IPV4 stack within our Windows Server. [image: Graphical user interface

Description automatically generated]
Add the routing protocols to the network interfaces that the Server uses to connect to both the PublicNet and PrivateNet1 networks.  
· RIP – select New Interface
· Two listed for the Server. [image: Graphical user interface, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated]
· The steps carried out above are now repeated by the author on the second server.
[image: Graphical user interface, application

Description automatically generated]
· Test Wide Area Network Connectivity by doing the following.
· Verify that one can ‘ping’ Server 2 on its ‘PublicNet’ IP address. [image: Graphical user interface

Description automatically generated]
· Ping the Client 2 VM, on its PrivateNet2 IP address (ping 192.168.11.2).
· In order for this to be successful; one must first set up a default gateway on each client virtual machine.
· Client 2 is set to the default gateway of Server 2’s public net interface.
[image: Graphical user interface, application

Description automatically generated]
· Client 1 is set to the default gateway of Server 1’s public net interface.

[image: Graphical user interface, text, application

Description automatically generated]
· Pings are now successful.

[image: Graphical user interface, application

Description automatically generated]


IP Packet Filtering
Filter 1:  Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service.
· Server Manager – Tools – Routing and Remote Access.
· IP Routing
· General
· PrivateNet1 Connection interface 
· Properties. [image: Graphical user interface, application

Description automatically generated]
· Inbound Filter 
· The options selected to enable this filter can be found in the screenshot below:- [image: Graphical user interface, application

Description automatically generated]
· Test the filter through an attempted ping from Client 1 to Server 1.
· Ping is unsuccessful.
· The filter is working accordingly.
[image: Graphical user interface, application

Description automatically generated]

Filter 2:  Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2.

· Server Manager – Tools – Routing and Remote Access.
· IP Routing
· General
· PublicNet Connection interface 
· Properties. [image: Graphical user interface, application

Description automatically generated]
· Outbound 
· The options selected to enable this filter can be found in the screenshot below:- 
[image: Graphical user interface, application

Description automatically generated]
· ‘Receive all packets, except those that meet the criteria below’ was checked. 
· Test the filter through an attempted ping from Client 1 to Server 2.
· Ping is successful.
· The filter is not working accordingly.
[image: Graphical user interface, text, application

Description automatically generated]


The following filter has been added to further disable the connection to Server from Client 1:-
[image: Graphical user interface, application

Description automatically generated] 
· The filter is still not working accordingly.

[image: Graphical user interface

Description automatically generated] 
This filter has now been added to prevent the access to Server 2 from Client1.[image: Graphical user interface, application

Description automatically generated] 
This is working accordingly.[image: Graphical user interface, text

Description automatically generated]
Filter 3:  Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2
· Restrict FTP access to EVERYONE except 192.168.1.1 (Client 1). 
· Filters have been set as shown in the screenshot below:-
· [image: Graphical user interface, application

Description automatically generated] 
· Filter is successful, as Client 2 is able to access the FTP service, whereas Client 1 is not.[image: Graphical user interface, application

Description automatically generated] [image: Graphical user interface, application

Description automatically generated]



[bookmark: _Toc102135408]Part 2: Observational Task
[bookmark: _Toc102135409]Password Principles in Modern Network Environments

At a time when, throughout the world; data ranging from personal to that which relates to National Security, can all be potentially accessed via the internet, cyber security has never been more important than it is today.
A key factor in ensuring that cyber security both works, and works well, is the use of passwords.
However, in a modern Network Environment, as individuals are responsible for setting their passwords, some basic principles must be adhered to in order to ensure their effectiveness.
Peters & Associates [2] assert that the following 5 fundamentals should be used, as a minimum:-
	“#1 – Passwords should be unique.
#2 – Passwords should be difficult to guess.
#3 – Passwords should be too complex to memorize. 
#4 – Passwords should be well-managed. 
#5 – Passwords should have a password.”
The author shall look at each of these in turn as well as deciding whether additional principles should be considered.
1. The first is simple; to ensure that passwords are not reused.

2. This is also relatively simple to understand, but consideration should be given to how it is implemented. Peters and Associates [2] go on to state that administrators should consider blocking weak passwords, as cyber criminals have exhaustive lists of commonly used passwords.

3. Peters and Associates [2] state that:-

“There is a direct correlation between the difficulty to crack a password and its length, complexity and uniqueness. Thus, good passwords should be longer than 8 characters and contain a good mixture of upper- and lower-case letters, numbers and special characters such as “@ % $ ~ #.”
Some real life examples of this would be an auto-generated password on an smart phone. Therefore a password should adhere to the conditions above in order to meet criterion 3.

4. Peters and Associates [2] recommend using a digital password manager, as the number of unique complex passwords one is likely to use nowadays is far too difficult for a human being to control.
Peters & Associates go on to say that:-

“A good password manager hits the sweet spot for best practice password security: it automatically generates and stores unique and complex passwords for hundreds of different accounts, and it doesn’t interfere with MFA.”

5. The fifth criterion effectively advocated for multi-factor authentication.

This makes a security breech far less likely, as the criminal would need to overcome another level of security in addition to knowing the password. This might include the necessity for the individual to prove their identity.

In addition to the 5 criteria above:-
Vault [3] also recommends the resetting passwords at regular intervals to reduce the risk of a breech.
Vault [3] also recommends the periodic review of any known password violations, to assess whether the current policies are effective, and if these violations can be mitigated against in future.
Conversely, Gov.uk [4] asserts that the service user interface should have slightly less stringent policies in place as:-
“Overly strict or confusing constraints can make it harder for people to create memorable passwords. This could mean they:
· stop using your service
· forget their password and have to reset it
· store their password in a non-secure place”




[bookmark: _Toc102135410]Failover Clustering for High Availability Systems/Services

Microsoft [5] states that:-
“A failover cluster is a group of independent computers that work together to increase the availability and scalability of clustered roles (formerly called clustered applications and services). The clustered servers (called nodes) are connected by physical cables and by software. If one or more of the cluster nodes fail, other nodes begin to provide service (a process known as failover). In addition, the clustered roles are proactively monitored to verify that they are working properly. If they are not working, they are restarted or moved to another node.”

Failover clusters also provide Cluster Shared Volume (CSV) functionality that provides a consistent, distributed namespace that clustered roles can use to access shared storage from all nodes. With the Failover Clustering feature, users experience a minimum of disruptions in service.

Emigh [6] defines Failover Clustering as a:-
“set of computer servers that work together to provide either high availability (HA) or continuous availability (CA).”
Emigh [6] goes on to explain that, in effect, this means that a set of services is run by a group (or “cluster”) of machines simultaneously. If one server stops working, the service can be assumed instead be a separate entity (or “node”) within the cluster. This occurrence is known as a “failover”.
Emigh [6] further states that:-
“High Availability clusters might cause a brief interruption in service for customers, but the system will recover automatically with no data loss and minimum downtime.” 

From the information in the web page written by Emigh [6], we can summarise that, in order to put High Availability failover clustering in place, one would need to consider the following:-
· A dedicated Network that exists between the servers (or “nodes”), which would provide the ability for the system to “back itself up”. 
· This would need to be set up independently of the server client network.
· A network that connects the failover cluster to the clients. 
· This would need to be set up so that each node in the cluster could be accessed and provide services to each client.
· Based on UWTSD materials [1]; active directories would be required within each of the nodes, reflecting the various needs and permissions of each of the client, in addition to packet filtering. 
· Shared storage that all nodes within the cluster can access. 
· This would be to provide central storage for data pertinent to all services offered by the nodes to the clients.
· A monitoring connection so that health checks can be performed between nodes in the dedicated network. 
· This could potentially be in the form of an additional inter-node network. 
· Within the cluster, at least one node should always be active (switched on) and one permanently passive (switched off).
· Depending on the size of the failover cluster, one or more server(s) might need to be dedicated to managing the cluster. This is effectively a load balancer.
· The shared storage used by the nodes poses a single point of potential failure.
· This can, according to Emigh [6], be mitigated against through the use of RAID [7] 6 and 10.
· Another single point of potential failure would be if the servers are all powered by the same power grid. 
· An onsite backup generator is a useful mitigation against this in larger organisations.
Volume Activation Services can be deployed via Windows Server Manager to achieve failover clustering. This can be used across the servers to help ensure key managed services are provisioned via the server of choice in a network, based on parameters set by the administrator; effectively acting as a failover cluster.
A breakdown of how this can be deployed on the network can be found below:-

Selection of the role in Windows Server Manager:-
[image: Graphical user interface, text

Description automatically generated]

Installation of the role via Windows Server Manager:-
[image: Graphical user interface, text

Description automatically generated]
With failover clustering enabled; client services will continue regardless of a server breakdown through failover. This is imperative for any modern online service for a corporate or private end user. 


 


[bookmark: _Toc102135411]Enterprise Networking Policy

In order to draft a Network policy; the author will consider and subsequently elaborate on the following:-
· Network Architecture, 
· Network Access, 
· Network Security
· Policies
· Enforcement 
· Risk Analysis
· Mitigations
· Scope of Change 
· Monitoring operations
· Actions resulting from a violation
Network Architecture
The architecture of the Network should ensure failover clustering is employed to maintain services to users.
Access should be controlled via server level active directories, limiting the access given to each individual based on their team or role.
Server Management packet filtering should also be employed to limit access to particular parts of the network (in particular servers and storage units). Specifically, those containing sensitive, secure or business critical data and services.

Network Access
Access to the network should be controlled by a central team, with requests for access being given subject to approval by the resourcing and security teams. (The resource teams will confirm that the person’s role requires the access, whilst the security team will confirm that the correct level of personal authorisation is in place.

Network Security
· Policies:-

Access to the network should only be given to an individual following the successful application of a security check. Government has a number of levels, with all employees requiring BC (Basic Check) as a minimum and SC (Secure Check) for access to Server Rooms and central databases. It is recommended that these levels of checks are employed by this organisation. 
Cisco [8] advises that User types are identified and categorised as follows:-
“Administrators Internal users responsible for network resources.
Privileged Internal users with a need for greater access.
Users Internal users with general access.
Partners External users with a need to access some resources.
Others External users or customers.”
· Enforcement 

All security protocols will be enforced and policed by the on site and remote members of the security team.
Spot checks for adherence to this policy should be commonplace, with audits of real estate, employees, infrastructure and software taking place at regular intervals.

Protocols should be put in place on the network itself, with 

· Risk Analysis:-
Cisco [8] recommend a Risk Assessment, categorising risks as:-
“Low Risk Systems or data that if compromised (data viewed by unauthorized personnel, data corrupted, or data lost) would not disrupt the business or cause legal or financial ramifications. The targeted system or data can be easily restored and does not permit further access of other systems.
Medium Risk Systems or data that if compromised (data viewed by unauthorized personnel, data corrupted, or data lost) would cause a moderate disruption in the business, minor legal or financial ramifications, or provide further access to other systems. The targeted system or data requires a moderate effort to restore or the restoration process is disruptive to the system.
· High Risk Systems or data that if compromised (data viewed by unauthorized personnel, data corrupted, or data lost) would cause an extreme disruption in the business, cause major legal or financial ramifications, or threaten the health and safety of a person. The targeted system or data requires significant effort to restore or the restoration process is disruptive to the business or other systems.” 

· Mitigations

Security Risks shall be mitigated through:-

· Limiting access and abilities of users to what is needed.
· Regularly updating procedures, processes and policies based on lessons learnt.
· Security checks for individuals.

· Scope of Change 

Security representatives should be consulted on any change on the estate for impact assessment purposes.

In addition to providing approval, subject matter expertise might be necessary based on the level of impact.

· Monitoring operations
Failed attempts at security breaches will be reported to the security team. Based on the severity and intent of the breech in question, this could lead to disciplinary action, including dismissal.
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N/A
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