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    Abstract— The history dictates the beginning of cloud computing to be in the 1960s and if we look at the technological advancements that have taken place in such a little time, it can be said undoubtedly that the future of Information Technology will be nothing less than a dream. This report is written to explore the trending technologies at present and the impact that they will be having in shaping the future of cloud computing. The report is divided into three sections which talk about trending technologies like Platform as a Service (PaaS), Container as a Service (CaaS), Docker in the first section, Infrastructure as Code (IaC), and Kubernetes respectively. It compares and contrasts the technologies like PaaS and CaaS along with a brief discussion of the role that Docker plays in providing such services. Also, the benefits and drawbacks of Docker have been discussed in this report. In the section further, the report explains the concept of Infrastructure as Code and comments on the future of this technology. In the final section, a description of another trending technology called Kubernetes is presented along with a scenario that best illustrates its purpose. 

Index Terms— Platform as a Service (PaaS), Container as a Service (CaaS), Infrastructure as Code (IaC), Cloud computing, Kubernetes, Docker, DevOps, Virtual Machines (VMs), 
Introduction
The evolution of Information Technology (IT) from the mid-20th century until now has already taken the computing capabilities to advanced levels while ensuring lower cost and energy consumption. The usage and storage of the electronic data has never been this much efficient, and it keeps updating every single day with all new methodologies and governing regulations. Individuals and businesses of this industrial sector have to keep themselves up to date with the trending technologies in order to avoid being left behind. In IT, cloud computing technology which consists of software, hardware and infrastructure as well is one such technology that makes it possible to deliver cloud computing services. Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), etc., are some of the examples of such cloud computing services [1]. 
Apart from the above-mentioned services, Docker is another trending tool in the cloud computing field. The Docker is an advance unique tool for developers that is not only easy to use but fast at the same time thus it can be said that Docker is that craze in cloud computing and virtualisation that has come to last [2]. Infrastructure as Code (IaC) is also one such trend among cloud computing users which is all about the management of infrastructure in a descriptive model. It greatly helps solve the problem of environment drift in the release pipeline or in other words, it settles down the issues of deployment by making the environment consistent [3]. Last but not least, another trending technology that will be discussed in this report is Kubernetes which is a technology that is used in orchestration of Docker Containers. It is such a great add-on to the world of cloud computing that it is now getting trended as the future of computing. Even Jason McGee, chief technology officer of IBM Cloud platform, has recently said: “As enterprises modernise their infrastructure and adopt a hybrid multi-cloud strategy, we see Kubernetes and containers rapidly emerging as the standard.”.

[bookmark: _Hlk31055236]Evaluation and analysis of Platform as a Service (PaaS) and Container as a Service (CaaS).   
In cloud computing, we often use the terms Platform as a Service (PaaS) and Container as a Service (CaaS) when referring to the deployment of services. In today’s world, cloud computing services have become necessary for any business which has a great amount of data to handle. The increased amount of data leads to increased complexity and therefore companies need various types of platforms to fulfil cloud computing purposes. As discussed above, PaaS, SaaS, and IaaS are examples of such platforms that are directly related to the deployment of services. There is one more platform known as Container as a Service, but it is not essentially considered as one of the key service models instead, it is preferred by those companies which require some extra control over components of applications. Comparing the two i.e. CaaS and PaaS, it is worth noticing that in both cases, the platform deployment is not the responsibility of the user [4] [5]. 
Talking specifically about the factors that differentiate the two i.e. PaaS from CaaS, there is a multitude of factors that can point the differences out. For example, PaaS is an operational model which is an application delivery model which cannot have any variations once it is out of the service provider’s hand while CaaS are applications which provide higher control over the delivery models, and their state as well as their behaviour can be managed. Another factor that differentiates both platforms is that in the case of PaaS, the mechanism of deployment to hosting and later to the execution of an application is controlled by the service provider for the developer whereas, in the case of CaaS, it is the developer who has to define the space for packaging and execution. Also, both can be differentiated by simply integrating them in a system as, when integrated, PaaS will perform the duty of delivering the capability of application development to the software developer while PaaS will be performing the duty of ensuring the quality of those deliveries [4]. When working with CaaS from the perspective of a developer, the latter must clearly know the flow of operation while in the case of PaaS, the developer is concerned with the quality of the software only and there is no such necessity of knowing the flow of operation. Flexibility is another measure that differentiates them both. The operation flexibility is limited in the case of PaaS because of its dependence on offerings from the vendor while in the case of CaaS, there is no freedom of adjusting or amending. From an organisational point of view, PaaS is suitable for a smaller sized organisation which have small or no IT team whereas organisations which need more control over the application components prefer to use CaaS [6]. 
The Docker is the modern platform for high-velocity innovation and as stated by the company itself, “It is the only independent container platform that enables an organisation to seamlessly build, share, and run any application anywhere – from hybrid cloud to the edge.” It means that with the use of Docker, the applications can work without any limitation of shifting from one machine to another. The complex and effective design of Docker architecture (please see Figure 1) plays a major role in allowing this developed open platform to ship and run applications in different isolated environment called containers away from the main infrastructure. It also allows developers a safe and isolated testing environment while developing their codes. This process significantly helps reduce time between developing the code and deploying it in [image: ]production [7].Figure 1 - Docker architecture

[image: ]Regarding the role that a Docker plays, it not only leverages the process, people and tools but also provides an end-to-end experience to the organisations for the development and scaling operations. It helps in automating the governance by providing end-to-edge security at scale and provides compliance at the same time, throughout the lifecycle of the application [8].  

Some of the benefits attached to Docker are as follows: 
· No system-shift issues: One environmental issue that is resolved with the usage of Docker is undoubtedly the problem of configuration as the shift from one machine to another is eliminated. As the local environment is identical to the QA environment, the chances of introducing a bug no longer exist. 
· Container size: Comparing the size of product containers in Dockers with the size of Virtual Machines (VMs), it can be noticed that VMs tend to start from Gigabytes whereas containers start from tens of megabytes which mean that one server at any time can host way more containers than VMs. Figure 2 - Relationship between DevOps and automation

· Lesser resource utilisation: In case of containers, as there is no such thing as full Operating System (OS) and also as all the containers share the same kernel, they use lesser resources and are therefore light. 
· [image: ]Faster boot speed: the boot-up process of a container takes just a few seconds of time. It means that even if one deploys or restarts a new version in case of any discrepancy then too, the boot-up is as fast as it was earlier. 
There are some drawbacks too associated with the Docker, which are as follows: 
· Security: As mentioned earlier, there is nothing like full OS when it comes to containers, so hackers are attracted to a system hosted by containers as they are comparatively less secure, which is a breach to the security.
· Isolation: As the containers share the same kernel so they are never fully isolated and, in some way, they are always interconnected. Therefore, using multiple containers under one server raises the risk levels thus requiring the operator to fully know what he is doing. 
· Networking: This is one tricky part in the field of containers as balancing the fulfilment of proper network communications along with the introduction of limitations with containers can be a tough task to take care of. Figure 3 - Representation of Infrastructure as Code

[bookmark: _Hlk31055252]Infrastructure as code (IaC). 
Modern organisations strive to overcome one of the top challenges when it comes to delivering new ideas or software tools to customers as fast as possible. Due to the constant changes of market requirements and projects deadlines, the development team and operation team must collaborate, exchange information in real-time and rapidly develop new solutions. This is why the new DevOps dominant movement was established to ensure the optimisation of software delivery time [9].
Infrastructure as Code (IaC) as the name suggests represents programmable infrastructure which means that along with deployment of infrastructures, they can be coded in order to manage their configuration and automate them. As per Kief Morris, a cloud specialist and author, “The enabling idea of IaC is that the systems and devices which are used to run the software can be treated as they, themselves, are software.” To be more precise, IaC means that the core practices of DevOps like continuous monitoring, visualised tests, version control, etc., are applied to the code lying under the infrastructure to be automated (please see Figure 2) so that this code can govern the creation to the management of the infrastructure of interest [10]. 
One important thing to keep in mind is that infrastructure automation is not IaC and that it is just a subset of IaC. IaC goes far beyond infrastructure automation as in IaC, it basically represents an integration of DevOps practices and automation scripts which results in no errors in scripts, easy redeployment on various servers, workability of the development team as well as operations team and also added advantage of rolling back in case of potential problems [11]. 
The diagram above simplifies and explains well what IaC is. The source control, orchestration, visibility and verification, etc., are the DevOps practices which act as a building block to support [image: ]different infrastructure types (storage, compute, network) as a code. So, in short, the reason behind IaC technology is nothing but the ease of delivery of IT and other software services [10].Figure 5 - Representation of Application Deployment Methods


Talking specifically about the future of Infrastructure as code technology, one thing that can be said for sure is that IaC will play a crucial role in the IT sector. The biggest advantage of IaC that cannot be neglected is that it helps stabilise the environment by simply increasing the range of accessibility by humanoids that too, at faster rates and enlarged scale of operation. Also, it greatly reduces the runtime issues as the automated functions make it easier to repeat the infrastructure deployment. So, in short, it can be said that although some challenges must be faced at the time of implementation of Infrastructure as Code, the vast range of benefits that it has to offer is far greater when compared to the challenges. Therefore, they can be neglected and if worked upon then can be reduced way further [12].
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[image: ]Kubernetes is the new technology used for the orchestration (management) of Docker containers. It is an open-source orchestration tool for containers which was firstly released in the year 2014 and has the capability of automatic scaling, distribution, and management of fault tolerance on containers. Container orchestrators like Kubernetes can manage multiple machines without failing even if the machines are at different locations or under the roof of the same data centre. Kubernetes is a tool that is largely used in the production environments in order to handle the Docker containers. Kubernetes’ well designed and complex architecture (please see Figure 3) transforms it into a kind of meta-process able to automate, scale and deploy several containers at the same time [13]. Figure 4 – Kubernetes architecture

The release of Kubernetes has introduced a new way of application deployment. It works by creating an abstraction layer to which declarative programming can be applied instead of imperative programming. Thus, the complex process of deployment and upgrading the services becomes easier. In order to understand the benefits that automatic deployment through Kubernetes provides, it is necessary to look at the ways in which deployment used to be done earlier, as illustrated in Figure 5: 


As it can be seen, that movement from traditional deployment to virtualised and then container deployment is more beneficial as containers provide an efficient way to bundle and run the applications while at the same time ensuring the absence of downtime. In other words, once a container goes down then making sure that another container goes up becomes far easier with the usage of a system and that is what Kubernetes does. It provides a framework to run the distributed systems resiliently. It not only takes care of failover and scaling but also provides deployment patterns along with management of A deployment system [14]. Kubernetes is powerful tool that can schedules and automates different container-related tasks;
· Deployment: the ability of deploying several containers to certain host to ensure the anticipated running state.
· Rollout: this Kubernetes feature allow the users to start, resume, stop and role back when deploying containers.
· Service discovery: with Kubernetes Networking containers and exposing micro services within your deployed app to each other or to the Internet has become simpler and automated.
· Storage provisioning: Kubernetes will auto-mount local or cloud storages to the running containers as and when required.
lastly, Kubernetes most important features are load balancing the network traffic, scaling and self-healing to ensure high availability. 
[bookmark: _GoBack]Although there are many scenarios in which Kubernetes can be deployed and a variation in them can be seen with the variation in the size of the organisation. Some of the possible scenarios where Kubernetes can be deployed are Hybrid, In-house, Multi-cloud, On-premise, Cloud, etc. Among these, Hybrid is one of the scenarios that best illustrate its purpose. There might be cases where the data centre of an organisation performs excellently most of the time during the entire day but if a peak occurs, the local computing resources are simply not able to perform as they are supposed to. In this case, a hybrid solution is what can help the organisation get through as, in this  scenarios, Kubernetes makes sure that Virtual Machines are created on the cloud so that computing resources can be distributed when the serves present on the premises are full [15][16]. However, a simple efficient Kubernetes scenario would be only deploying out an application with multiple micro services (please see figure: 6)[e.g. Front end, Back end and Database]. The orchestration platform would schedule the different micro-services and containers to make sure that we utilise the computer resources in the best possible way. when it comes to networking, Kubernetes would auto-expose these different containers and services IP addresses. in addition, an orchestration platform has several pluggable points where you could use a key open source technologies such Prometheus and Istio to expose some important capabilities such logging [image: ]analytics and the ability to see the entire service mesh [17].
Figure 6 - Kubernetes application deployment

Conclusion
[bookmark: _Hlk31050305]The world we are living in and tech giants such as Google, Amazon, Microsoft, Adobe and others are all there because of advancements in cloud computing and Information Technology. Through this report, we came to enrich our knowledge with some key facts about the differences and similarities between trending technologies such as PaaS and CaaS. Also, the efficiency and usability of Docker in providing such services have been very well depicted. Although there are some drawbacks associated with Docker, it also provides a multitude of benefits that make it a technology that will last in the future. Infrastructure as Code is another fine example of a trending technology that has been introduced in this report and the discussion leads us to accept that it will be one of the major contributors to shape the future of cloud computing and fulfil many visions. Also, the usability of Kubernetes in the orchestration of Docker containers deserves to be trending the way it is trending now. Lastly, through this research, we came to acknowledge that mastering Kubernetes would have a great impact on any cloud computing engineer’s future career.
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