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1. Introduction
The increasing request for organic and environmentally sustainable products has fortified businesses to accept digital podiums that improve efficacy and customer engagement. Greenleaf Organics, a UK‑based eco‑conscious company, delivers specialised organic food, skincare items, and ecologically friendly household products. As the administration expands, it requires a reliable online system capable of supporting product management, supplier coordination, customer interaction, and order processing.
To meet these needs, Greenleaf Organics must gadget a robust relational database that safeguards accurate data management and integrity. A organised database is essential for managing relationships between suppliers, products, categories, customers, and orders, while also secondary inventory trailing, supplier registration, customer orders, product reviews, and transaction processing.
This account aims to strategise and devise a relational database solution tailored to the company’s effective requirements. It includes entity identification, ERD development, normalisation to Third Normal Form, SQL execution, and the use of stored procedures, triggers, and optimisation techniques to improve system performance.


2. Part A – Database Design & Implementation
2.1 Database Design
The database design stage identifies the vital machineries of an information system and organises them into an organised data model that supports operational processes with accuracy and efficiency. For Greenleaf Organics, the database must cope with suppliers, products, customers, orders, and feedback, as each activity generates significant data. Entities are defined from real‑world business objects, each with a set of attributes that describe their characteristics. For example, suppliers provide products, customers place orders, and products belong to categories. Entity Relationship Modelling is used to envision these structures before implementation. Key entities include Supplier, Product, Category, Customer, Order, OrderItem, and Review. Their relationships, counting one‑to‑many and many‑to‑many, form the foundation of a reliable relational database system.






2.1.1 Entities and Attributes


The database will include numerous key entities to care business operations. Suppliers are expert organic producers accountable for providing products. Foodstuffs signify the items available for sale in the online store, while Categories categorise products for arranged-back navigation and organisation. Customers include persons or businesses that make purchases through the platform. Orders uneasiness each purchase transaction, and Order Items detail the specific products built-in in each order. Finally, Reviews stores customer feedback on both products and suppliers, serving improve quality and trust. These objects(Entities ) together ensure efficient, structured, and reliable data management.

	Product

	Product_ID
	PK

	ProductName
	

	Price
	

	ExpireDate
	

	StockQuantity
	

	SupplierID
	FK


The following entities were identified:


	SUPPLIER

	Supplier_ID
	PK

	SupplierName
	

	ContactEmail
	

	Phone
	

	CertificattionDetails
	


    



	ProductCategory (Bridge Table)

	Product_ID
	FK

	Category_ID
	FK



	ProductCategory

	Category_ID
	PK

	CategoryName
	








	Customer

	Customer_ID
	PK

	Name
	

	Email
	

	Phone
	

	Address
	



	Order

	Order_ID
	PK

	Customer_ID
	FK

	Order_Date
	

	subtotal
	

	Status
	










	Review

	Review_ID
	PK

	Customer_ID
	FK

	Product_ID
	FK

	Rating
	

	Comment
	

	ReviewDate
	



	OrderItem

	OrderIteam_ID
	PK

	Order_ID
	FK

	Product_ID
	FK

	Quantity
	

	Price
	






















2.1.2 Relationships and ERD

The database defines key associations between entities to reflect business processes. Each supplier can provide multiple products, founding a one-to-many relationship. Products can belong to multiple categories, and each category can include many products, creating a many-to-many connotation. A single customer may place multiple orders, demonstrating a one-to-many relationship. Each order can contain several order items, representing the specific products purchased. Moreover, each product can receive multiple reviews from customers, capturing feedback and experiences. These relationships ensure precise illustration of business connections while upholding data integrity and subsidiary efficient queries.


The relationships include:
· One supplier supplies many products (1:M)
· Products belong to multiple categories (M: N)
· Customers place multiple orders (1:M)
· Orders contain multiple products (1:M via OrderDetails)
· Customers can review products (1:M)


[image: ]


ERD Diagram here showing entities, relationships, and cardinalities 2.1.2
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SCHEMA Entity Relationship Diagram (ERD) 2.1.2


2.1.3 Normalization

Normalisation organises data professionally by reducing redundancy and educating consistency. In Greenleaf Organic fertilizer, it splits suppliers, products, customers, and orders into structured tables. Through 1NF, 2NF, and 3NF, the database eliminates repeating groups, partial dependencies, and transitive dependencies, creating a reliable, maintainable relational structure that precisely supports business procedures.


The database design follows Third Normal Form (3NF):
First Normal Form (1NF)
· Each field contains atomic values.
· No repeating groups.
Second Normal Form (2NF)
· Non-key attributes fully dependent on the primary key.
Third Normal Form (3NF)
· No transitive dependency between attributes
1. Natural / Unnormalized Form (UNF)
At the start, your original Order structure is unnormalized because it contains nested lists/arrays within a single table (Products, Suppliers, Reviews). Example:

	OrderID
	CustomerID
	CustomerName
	Products
	SupplierDetails
	Reviews

	001
	CUST001
	John Doe
	[{ProductID, ProductName, ...}]
	[{SupplierID, SupplierName, ...}]
	[{ReviewID, Rating, ...}]



Characteristics: Repeating groups like Products, Suppliers, and Reviews exist within a single record, creating data redundancy risk and making it hard to query individual elements. 
This is Natural/UNF.


2. First Normal Form (1NF)
To reach 1NF, we remove repeating groups and ensure atomic values. This means:
· No nested arrays or lists
· Each column contains single values
Example (flattening one order-product row):
	OrderID
	CustomerID
	CustomerName
	ProductID
	ProductName
	Quantity
	Price
	Category

	001
	CUST001
	John Doe
	P001
	Organic Honey
	2
	50
	Food

	001
	CUST001
	John Doe
	P002
	Almonds
	2
	25
	Nuts



Characteristics: Each column holds atomic values. Repeating products and suppliers are split into multiple rows. Some redundancy remains, such as customer information repeating per product. 




3. Second Normal Form (2NF)

To reach 2NF, a table must first be in 1NF, with all columns holding atomic values and no repeating groups, and it essential have no partial dependencies, meaning every non-key attribute depends on the entire primary key, not just part of it

Order Table (2NF)
	OrderID
	CustomerID
	OrderDate
	TotalAmount
	Status






Order_Product Table (2NF)

	OrderID
	ProductID
	Quantty
	Price

	
	
	
	





Customer Table (2NF)
	CustomerID
	CustomerName
	CustomerEmail
	CustomerPhone
	CustomerAddress

	
	
	
	
	




Supplier Table (2NF)

	SupplierID
	SupplierName
	CotactEmail
	Phone
	CerificatioDetails

	
	
	
	
	



Order_Supplier Table (2NF)
	OrderID
	SupplierID

	
	



Order_Review Table (2NF)
	OrderID
	ReviewID
	Rating
	Comment
	ReviewDate

	
	
	
	
	



Characteristics: There are no partial dependencies. Each table has a primary key or composite key that uniquely determines all attributes, ensuring data integrity and eliminating redundancy within each table.

4. Third Normal Form (3NF)
Final 3NF Tables:
To reach 3NF, a table must first be in 2NF and have no transitive dependencies, meaning non-key attributes depend only on the primary key. For example, move CustomerName, CustomerEmail, CustomerPhone, and CustomerAddress to the Customer table instead of the Order table, and remove any attribute so that can be derived from other tables.

Customer Table
	CustomerID
	CustomerID
	CustomerEmail
	CustomerPhone
	CustomerAddress

	
	
	
	
	



Order Table
	OrderID
	CustomerID
	OrderDate
	TotalAmount
	Status

	
	
	
	
	



Product Table
	ProductID
	ProductName
	Price
	Category

	
	
	
	



Order_Product Table
	OrderID
	ProductID
	Quantity

	
	
	






Supplier Table
	SupplierID
	SupplierName
	ContactEmail
	Phone
	CertificationDetails

	
	
	
	
	



Order_Supplier Table
	OrderID
	SupplierID

	
	



Review Table
	ReviewID
	OrderID
	ProductID
	Rating
	Comment
	ReviewDate

	
	
	
	
	
	



Characteristics: Tables have no partial or transitive dependencies and are fully normalised, with each table demonstrating a single entity or relationship, auxiliary scalability, data integrity, and efficient queries.

[image: ][image: ]

  
                                  DATABASE NORMALISATION PROCESS image 2.1.3
	





2.2 Database Implementation
After completing conceptual design and normalisation, the database is implemented using SQL to create tables, describe constraints, and insert data. Each entity develops a relational table with primary and foreign keys, guaranteeing integrity. Sample data and enquiries are tested to verify relationships, apply constraints, and confirm that the system functions correctly.

                                                                [image: ]
Image for Database Implementation 2.2




















2.2.1 Table Creation and Constraints

Tables are fashioned with proper constraints:
· Primary Keys ensure uniqueness
· Foreign Keys maintain referential integrity
· Constraints include:
· NOT NULL
· UNIQUE (Email)
· CHECK (Rating BETWEEN 1 AND 5)


                        Example Constraint: 
                                                          [image: ]

Image Table creation and Constraint 2.2.1


Example:
CREATE TABLE Customer (
    CustomerID INT PRIMARY KEY,
    Name VARCHAR (100) NOT NULL,
    Email VARCHAR (100) UNIQUE,
    Address VARCHAR (255),
    Phone VARCHAR (15)
);


[image: Customer table ERD]

Image Table Creation 2.2.1





2.2.2 Sample Data Insertion

Sample data simulates real operations:
INSERT INTO Customer VALUES (1, 'John Smith', 'john@email.com', 'London', '07123456789');

INSERT INTO Product VALUES (1, 'Organic Honey', 'Pure honey', 5.99, 50, '2026-12-01', 1);
Test cases include:
· Placing orders
· Updating stock
· Adding reviews

[image: ]
Image Sample Data Insertion2.2.2

















TABLES 
Sample data with Atomic Value: SUPPLIERS TABLE

[image: ]
Image 2.2.2

Category Table with Atomic Value: Category Table

[image: ]
Image 2.2.2


Product Table with Atomic Value: Category Table

[image: ]
Image 2.2.2

ProductCategoryTable with Atomic Value: ProductCategory Table
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Image 2.2.2


 Customer Table with Atomic Value: Customer Table
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 Order Table with Atomic Value: Order Table
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OrderItem Table with Atomic Value:  OrderItem Table
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Review Table with Atomic Value:  Review Table
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Description and Testing

I HAVE CREATED THE DATABASE CALLED GreenLeafDB.
[image: ]
Image GreenLeafdb













Check Primary Keys
Primary keys ensure each record is unique.
-- Attempt to insert duplicate SupplierID (should fail)
INSERT INTO Supplier (SupplierID, SupplierName, ContactEmail, Phone, CertificationDetails)
[image: ]

VALUES (1, 'Duplicate Supplier', 'dup@example.com', '07123456780', 'Organic Certified');


Check Foreign Keys
Foreign keys ensure relationships are maintained between tables.
-- Attempt to insert a Product with a non-existent SupplierID (should fail)
INSERT INTO Product (ProductID, ProductName, Price, ExpiryDate, StockQuantity, SupplierID)
VALUES (101, 'Organic Soap', 5.50, '2026-12-31', 50, 999);  -- 999 does not exist

[image: ]


-- Correct Product insertion referencing existing Supplier
INSERT INTO Product (ProductName, Price, Stock, SupplierID)
VALUES ('Organic Honey', 6.99, 50, 1);
[image: ]


Check Many-to-Many Relationships
Product ↔ Category via ProductCategory bridge table.
-- Assign product to multiple categories
SELECT 
    p.ProductName,
    c.CategoryName
FROM Product p
JOIN ProductCategory pc ON p.ProductID = pc.ProductID
JOIN Category c ON pc.CategoryID = c.CategoryID
ORDER BY p.ProductName;

[image: ]




Check NOT NULL Constraints
Ensure that required fields are not left empty.
-- Attempt to insert Customer without Name

INSERT INTO Customer (CustomerName, Email, Phone, Address)
VALUES ('Michael Brown', 'customer@example.com', '07123456781', 'London, UK');


[image: ]


Check Data Integrity in Orders

SELECT *
FROM Orders
WHERE CustomerID NOT IN (
    SELECT CustomerID FROM Customer
);

[image: ]


-- Query to check order details
SELECT o.OrderID, c.Name AS Customer, p.ProductName, oi.Quantity, oi.Price
FROM `Orders` o
JOIN Customer c ON o.CustomerID = c.CustomerID
JOIN OrderItem oi ON o.OrderID = oi.OrderID
JOIN Product p ON oi.ProductID = p.ProductID


--Check Update and Delete Restrictions
Foreign key constraints prevent accidental deletion of related records.
-- Attempt to delete a supplier who has products
DELETE FROM Supplier WHERE SupplierID = 1.


-- Delete a product with no order items
[image: ]
                                                    DELETE FROM Product WHERE ProductID = 103;


















Check Aggregate Queries

Customers with More Than 1 Order
SELECT 
    CustomerID,
    COUNT(OrderID) AS TotalOrders
FROM Orders
GROUP BY CustomerID
HAVING COUNT(OrderID) > 1;

[image: ]











Validate queries that retrieve reports.

Scenario 
Greenleaf Organics wants to analyse customer purchasing behaviour by determining how much each customer has spent on orders.
Write an SQL query to display the name of each customer along with the total amount they have spent on all their orders. The total amount should be calculated by multiplying the quantity of each product by its price.
The query should combine data from the Customer, Orders, and OrderItem tables using appropriate JOIN operations. The results should be grouped by customer name to ensure that each customer’s total spending is calculated correctly.

-- Total sales per customer


SELECT 
    c.CustomerName, 
    SUM(oi.Quantity * oi.Price) AS TotalSpent
FROM Customer c
JOIN Orders o ON c.CustomerID = o.CustomerID
JOIN OrderItem oi ON o.OrderID = oi.OrderID
GROUP BY c.CustomerName;

[image: ]


GENERAL SQL SCENARIOS (10 QUESTIONS + ANSWERS)

1. Scenario: View all products
SELECT * FROM Product.

[image: ]

Result: Displays all products with price, stock, and supplier.

2. Scenario: Find products with a price greater than £5


[image: ]
Result: Shows only expensive products.


3. Scenario: Find customers from a specific email

[image: ]

Result: Returns one matching customer.

4. Scenario: Count the total number of products

[image: ]

Result: Shows the total number of products.


5. Scenario: Find average product price

[image: ]

Result: Displays average price.


5. Scenario: Sort products by price (highest first)

[image: ]
Result: Most expensive products appear first.



7. Scenario: Find products with low stock (<50)
SELECT ProductName, Stock
FROM Product
WHERE Stock < 50;

[image: ]
Result: Shows products needing restock.

8. Scenario: Update the stock of a product
UPDATE Product
SET Stock = 200
WHERE ProductID = 1;
[image: ]
                                                      Result: Product stock is updated.

9. Scenario: Delete a review
DELETE FROM Review
WHERE ReviewID = 1;

[image: ]
Result: Removes one review. (If I click ok then it will automatically delete it)

10. Scenario: Find the highest-priced product
SELECT ProductName, MAX(Price) AS HighestPrice
FROM Product;
[image: ]
Result: Shows the most expensive product.


 PART 2: JOIN SCENARIOS (5 ADVANCED QUESTIONS)

11. Scenario: Show customer orders with product names
SELECT c.CustomerName, o.OrderID, p.ProductName
FROM Customer c
JOIN Orders o ON c.CustomerID = o.CustomerID
JOIN OrderItem oi ON o.OrderID = oi.OrderID
JOIN Product p ON oi.ProductID = p.ProductID;


[image: ]

Result: Displays who ordered what.







12. Scenario: Show products with supplier names
SELECT p.ProductName, s.SupplierName
FROM Product p
JOIN Suppliers ON p. SupplierID = s.SupplierID;

[image: ]
Result: Shows the supplier of each product.

13. Scenario: Show products with their categories
SELECT p.ProductName, c.CategoryName
FROM Product p
JOIN ProductCategory pc ON p.ProductID = pc.ProductID
JOIN Category c ON pc.CategoryID = c.CategoryID;

[image: ]
Result: Shows product classification.
14. Scenario: Show total quantity ordered per product
SELECT p.ProductName, SUM(oi.Quantity) AS TotalSold
FROM Product p
JOIN OrderItem oi ON p. ProductID = oi. ProductID
GROUP BY p. ProductName;

[image: ]
Result: Shows best-selling products.












15. Scenario: Show customer reviews with product names
SELECT c.CustomerName, p.ProductName, r.Rating, r.Comment
FROM Review r
JOIN Customer c ON r.CustomerID = c.CustomerID
JOIN Product p ON r.ProductID = p.ProductID;


[image: ]
Result: Displays reviews with customer and product.











FULL INTEGRATED SQL SCENARIO (QUESTION)
Scenario Question:
Greenleaf Organics wants to analyse customer purchasing behaviour and manage product inventory efficiently.

Write SQL queries to:
1. Display each customer's name along with the total quantity of products they have ordered. 
2. Only include customers who have ordered more than 2 items in total. 
3. Sort the results by total quantity in descending order. 
4. Use appropriate JOIN operations to combine relevant tables. 
5. Group the results correctly to calculate totals. 
6. Additionally, update the stock of a specific product (ProductID = 1) by reducing it by 5 units after a purchase. 
7. Finally, delete all reviews where the rating is less than 3.




1: SELECT + JOIN + GROUP BY + WHERE + ORDER BY

The query identifies customers who bought more than two items by joining Customer, Orders, and OrderItem data. It calculates each customer’s total quantity ordered; filters result to include only high‑volume buyers and sorts them in downward order. This helps Greenleaf Organics acknowledge its most vigorous and engaged customers.
Solution:
SELECT 
c.CustomerName,
   SUM (oi. Quantity) AS TotalQuantity
FROM Customer c
JOIN Orders o ON c. CustomerID = o. CustomerID
JOIN OrderItem oi ON o. OrderID = oi. OrderID
GROUP BY c. CustomerName
HAVING SUM(oi.Quantity) > 2
ORDER BY TotalQuantity DESC;



[image: ]
Explanation:
· SELECT → retrieves customer name and total quantity 
· JOIN → connects Customer, Orders, OrderItem 
· GROUP BY → groups data per customer 
· HAVING (WHERE for groups) → filters totals > 2 
· ORDER BY → sorts highest first

9. UPDATE (Reduce Stock)
UPDATE Product
SET Stock = Stock - 5
WHERE ProductID = 1;

[image: ]

DELETE (Remove Low Ratings)
DELETE FROM Review
WHERE Rating < 3;

[image: ]
















2.2.3 Stored Procedures, Triggers, and Functions
Stored Procedures: 
Stored procedures automate tasks such as inserting or updating data, while transactions ensure multiple operations prosper composed using COMMIT and ROLLBACK. GreenLeaf Organics also assistances from triggers, which automatically record changes for auditing, and functions, which reappearance calculated values such as stock levels or totals. Composed, these features improve dependability, maintain data integrity, and support well-organized managing across the database system.
[image: ]
Image Stord Procedure 2.2.3





1. Stored Procedure: AddProduct
This procedure:
· Inserts a new product
· Validates supplier ID
· Uses a transaction
· Rolls back on error
· Automatically logs via the trigger (next section)

DELIMITER $$

CREATE PROCEDURE AddProduct(
    IN p_ProductName VARCHAR(100),
    IN p_Price DECIMAL(10,2),
    IN p_Stock INT,
    IN p_SupplierID INT
)
BEGIN
    DECLARE EXIT HANDLER FOR SQLEXCEPTION
    BEGIN
        ROLLBACK;
        SELECT 'FAILED: Error inserting product' AS Message;
    END;

[image: ]

  
Trigger (Audit Logging):
CREATE TRIGGER trg_AfterInsertProduct
ON Product
AFTER INSERT
AS
BEGIN
    INSERT INTO AuditLog (Action, Date)
    VALUES ('Product Added', GETDATE());
END;


[image: ]


FUNCTION EXAMPLE (Based on Your Actual Tables)
Function: GetProductStock (ProductID)
Returns the current stock level of a product.
✔ Uses your real column names
✔ Uses your real Product table
✔ Valid MySQL deterministic function
DELIMITER $$

CREATE FUNCTION GetProductStock(p_ProductID INT)
RETURNS INT
DETERMINISTIC
BEGIN
    DECLARE v_stock INT;

    SELECT Stock INTO v_stock
    FROM Product
    WHERE ProductID = p_ProductID;

    RETURN v_stock;
END $$

DELIMITER ;

[image: ]













2.2.4 Transaction Handling (BEGIN, COMMIT, ROLLBACK)

Scenario: Order Processing with Transaction Handling
Scenario Description 
When a customer seats an order in the Greenleaf system, numerous actions must occur composed. These include generating the order, adding items to the order, and updating the product stock.
To sustain data integrity, these operations are implemented as a single transaction. If all steps are effective, the transaction is committed. However, if any step fails (for example, if there is not sufficient stock available), the entire business is rolled back to avert inconsistent data.

TRANSACTION HANDLING SCENARIOS (WORD‑STYLE QUESTIONS)
Scenario 1 — Successful Order Placement (COMMIT)
GreenLeaf Organics receives a new order from CustomerID = 3 for:
· ProductID = 5 (Shampoo)
· Quantity = 2
The system must:
1. Begin a transaction
2. Insert a new order into the Orders table
3. Insert the order item into OrderItem
4. Reduce the product stock
5. Commit the transaction

START TRANSACTION;

INSERT INTO Orders (CustomerID)
VALUES (3);

SET @order_id = LAST_INSERT_ID();

INSERT INTO OrderItem (OrderID, ProductID, Quantity, Price)
VALUES (@order_id, 5, 2, 8.99);

UPDATE Product
SET Stock = Stock - 2
WHERE ProductID = 5;

COMMIT;

[image: ]









Write the SQL code that performs this complete transaction.

Scenario 2 — Insufficient Stock (ROLLBACK)
A customer attempts to purchase:
· ProductID = 11 (Vitamins)
· Quantity = 100
Since the product only has 40 units in stock, the system must:
1. Begin a transaction
2. Attempt to insert the order
3. Detect insufficient stock
4. Roll back the entire transaction
5. Display a message indicating failure

[image: ]


Write the SQL code that performs this logic using ROLLBACK.

Scenario 3 — Multi‑Item Order With Error (ROLLBACK)
CustomerID = 7 places an order containing:
· ProductID = 2 (Apples), Qty = 1
· ProductID = 20 (Invalid product — does not exist)
The system must:
1. Begin a transaction
2. Insert the order
3. Insert the first order item successfully
4. Fail on the second item
5. Roll back the entire transaction

START TRANSACTION;

INSERT INTO Orders (CustomerID)
VALUES (7);

SET @order_id = LAST_INSERT_ID();

-- First item (valid)
INSERT INTO OrderItem (OrderID, ProductID, Quantity, Price)
VALUES (@order_id, 2, 1, 3.00);

-- Second item (invalid product)
INSERT INTO OrderItem (OrderID, ProductID, Quantity, Price)
VALUES (@order_id, 20, 1, 0.00);

-- This will fail → triggers rollback
ROLLBACK;


[image: ]


Write the SQL code that handles this scenario.

Scenario 4 — Manual Cancellation of an Order (ROLLBACK)
An admin starts updating an order:
· They reduce stock
· They update the order item
· They realise the wrong order was selected
The admin must:
1. Begin a transaction
2. Make changes
3. Roll back manually


[image: ]








Write the SQL code that demonstrates this.

Stored Procedure 1 — Successful Order Placement (COMMIT)
Creates an order, inserts an item, updates stock, and commits safely.
DELIMITER $$

CREATE PROCEDURE PlaceOrderSingleItem(
    IN p_CustomerID INT,
    IN p_ProductID INT,
    IN p_Quantity INT
)
BEGIN
    DECLARE v_price DECIMAL(10,2);

    DECLARE EXIT HANDLER FOR SQLEXCEPTION
    BEGIN
        ROLLBACK;
    END;

    START TRANSACTION;

    -- Get product price
    SELECT Price INTO v_price
    FROM Product
    WHERE ProductID = p_ProductID;

    -- Insert order
    INSERT INTO Orders (CustomerID)
    VALUES (p_CustomerID);

    SET @order_id = LAST_INSERT_ID();

    -- Insert order item
    INSERT INTO OrderItem (OrderID, ProductID, Quantity, Price)
    VALUES (@order_id, p_ProductID, p_Quantity, v_price);

    -- Update stock
    UPDATE Product
    SET Stock = Stock - p_Quantity
    WHERE ProductID = p_ProductID;

    COMMIT;
END $$

DELIMITER ;

[image: ]

TEST: CALL PlaceOrderSingleItem(3, 5, 2);



[image: ]
T PlaceOrderSingleItem(3, 5, 2)


2.2.5 Performance Tuning & Indexing

Performance tuning is fundamental in database management, notably for high-volume systems. It enhances query speed, resource use, and user experience. GreenLeaf Organics incorporates query analysis, design optimisation, indexing, and monitoring. Nonstop tuning prevents slow operations, delays, and customer dissatisfaction, safeguarding efficient and reliable database operation over time.

[image: ]

Image2.2.5





Indexes created on:
· Product Name
· CustomerID in Orders
· ProductID in Reviews
CREATE INDEX idx_product_name ON Product (Name);


[image: ]
Image2.2.5


SHOWING INDEX FROM CUSTOMERS 

[image: ]
SHOW INDEX FROM orderitem; image 2.2.5
Benefits:
· Faster search queries
· Improved JOIN performance
· Reduced execution time

Query Optimisation
Query optimisation refers to the method of adjusting the efficiency of SQL queries to reduce implementation time and resource utilisation. This is specifically essential when querying large tables such as Product, OrderItem, or Customer, which may hold thousands of rows.
Key techniques used in query optimisation for GreenLeaf Organics include:

MY tables do NOT include:
· StockQuantity → correct column is Stock
· Order → correct table is Orders
· Name → correct column is CustomerName
· Status → this column does NOT exist in Orders

1. Selective Columns 
Your Product table contains:
ProductID, ProductName, Price, Stock, SupplierID
So, the corrected version is:
SELECT ProductName, Price, Stock
FROM Product
WHERE Stock > 10.

[image: ]






2. Using Joins Efficiently 
SELECT 
    o.OrderID,
    c.CustomerName,
    SUM(oi.Quantity * oi.Price) AS TotalAmount
FROM Orders o
INNER JOIN Customer c 
    ON o.CustomerID = c.CustomerID
INNER JOIN OrderItem oi 
    ON o.OrderID = oi.OrderID
GROUP BY o.OrderID, c.CustomerName;

[image: ]

2.2.5 Performance Improvements
Implementing query optimisation and indexing strategies results in noticeable performance developments for the GreenLeaf Organics database:
Faster query execution improves performance on large tables, enabling the retrieval of orders and products. Optimised queries lower CPU, memory, and I/O usage, supporting additional users. Recording becomes quicker, producing near-real-time insights. Scalability guarantees growth without dreadful conditions. Users enjoy faster searches, smoother orders, and receptive systems, while maintenance tasks enhance simpler and less supply-intensive overall for future stability and efficiency.














2.3 Justification and Literature Support


Literature Support for Design Decisions

 The GreenLeaf Organics database design monitors academic principles. Elmasri and Navathe bring to light relational design and normalisation. Connolly and Begg explain SQL, constraints, and transactions. Silberschatz, Korth, and Sudarshan cover indexing and triggers. Together, these support integrity, productivity, consistency, maintainability, reliability, and effective database performance practices throughout systems.














Modern Stationary Website Report
PART B



3. PART B – PHP Website Development
3.1 Overview of Website Topic
The website ModernStationary is an informational platform that showcases a range of stationery products. The purpose of the site is to allow users to browse products by category and brand, search for specific items, and view detailed product information.
The system is database-driven, meaning all product data is stored in a MySQL database (Stationerydb) and dynamically displayed using PHP. Additionally, an administrator can manage the content through CRUD operations (Create, Read, Update, Delete).

3.2 Database Design for Website
Database: Stationerydb
Tables: brands, categories, products, users.
The products table links to brands and categories using foreign keys.

3.2.1 Tables and Relationships
The database Stationerydb contains four main tables:
	brands	

	Brands_ID
	

	Brand_Name
	



	Categories	

	Category_ID
	

	Category_Name
	





	Product	

	Product_ID
	Primary Key

	Product_Name
	

	Price
	

	Brand_ID
	Foreign Key

	Category_ID
	



· brand_id (Foreign Key → brands.brand_id)
· category_id (Foreign Key → categories.category_id)

	Users	

	User_ID
	Primary Key

	UserName
	

	Password
	Hashed





Relationships
· One brand can have many products (1-to-many)
· One category can have many products (1-to-many)
· The products table is normalised using foreign keys:
· avoids duplication of brand/category names
· improves data consistency
Normalization
· The database is in Third Normal Form (3NF):
· No repeating groups
· No partial dependencies
· No transitive dependencies



3.2.2 Sample Data
brands
	brand_id
	brand_name

	1
	Staedtler

	2
	Faber-Castell

	3
	Pilot





categories
	category_id
	category_name

	1
	Pens

	2
	Pencils

	3
	Notebooks



products
	product_id
	product_name
	price
	brand_id
	category_id

	1
	Ballpoint Pen
	1.50
	3
	1

	2
	HB Pencil
	0.80
	2
	2

	3
	A4 Notebook
	3.00
	1
	3


users
	user_id
	username
	password

	1
	admin
	(hashed password)





Additional supporting E_R Diagram for ModernStationerydb Tables:
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Image for E R Diagram 3.2.2














3.3 PHP Implementation
3.3.1 Dynamic Content Display
PHP is used to connect to the database and retrieve data dynamically.
Example:
Database Connection:
<?php
$conn = new mysqli("localhost", "root", "", "Stationerydb");
if ($conn->connect_error) {
    die("Connection failed: " . $conn->connect_error);
}
?>

Display Products:
<?php
$result = $conn->query("SELECT * FROM products");
while($row = $result->fetch_assoc()) {
    echo $row['product_name'] . " - £" . $row['price'];
}
?>

Insert Product (Prepared Statement):
<?php
$stmt = $conn->prepare("INSERT INTO products (product_name, price, brand_id, category_id) VALUES (?, ?, ?, ?)");
$stmt->bind_param("sdii", $name, $price, $brand, $category);
$stmt->execute();
?>


[image: ]
Test_db.php

3.3.2 CRUD Operations
The website allows administrators to manage products:
· Create: Add new products via a form
· Read: Display products on the website
· Update: Edit existing product details
· Delete: Remove products from the database
Example:
INSERT INTO products (product_name, price, brand_id, category_id)
VALUES (?, ?, ?, ?)


[image: ]

Add_proudact.php
[image: ]
Dashboard.php
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Index.html
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Login.php
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OrderSummary.php
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Proudactlist.php
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CreatAccount.php
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Update Product 





3.3.3 Search/Filter Functionality
Users can search and filter products by:
· Product name (keyword search)
· Category
· Brand
Example:
SELECT * FROM products 
WHERE product_name LIKE? 
AND category_id =?


[image: ]
Image 3.3.3
This improves usability by allowing users to quickly find relevant items.

3.3.4 Security Measures (Login, Input Validation)
Security features implemented:
· Login system
· Only admin users can access CRUD features
· Password hashing
· Passwords stored securely using password_hash ()
· Input validation
· Prevents empty or invalid data
· Prepared statements
· Prevent SQL injection attacks




3.4 SQL Injection Overview
3.4.1 Explanation and Examples 

SQL Injection is a major security vulnerability that occurs when attackers insert malicious SQL code into input fields. 
This happens when user input is not properly validated or sanitised before being included in SQL queries.

For example, in a login system, a developer might write:
SELECT * FROM users WHERE username = '$username' AND password = '$password';

If an attacker inputs: ' OR '1'='1
The query becomes logically true and allows unauthorized access.

SQL Injection is dangerous because it can expose sensitive data such as usernames and passwords, allow attackers to modify or delete data, and even take control of the entire database.

In the ModernStationary website, potential vulnerabilities exist in login forms, search bars, and input forms. 
To prevent this, prepared statements are used. Prepared statements separate SQL code from user input, ensuring that input is treated as data rather than executable code.

Example secure code:
$stmt = $conn->prepare("SELECT * FROM users WHERE username = ? AND password = ?");
$stmt->bind_param("ss", $username, $password);

This prevents attackers from injecting SQL because the database does not interpret input as part of the query structure.

Additional security measures include input validation, password hashing, and limiting user access.

Testing was conducted by entering malicious input such as ' OR '1'='1 into forms. The system correctly rejected these attempts, demonstrating that SQL injection defences were effective.

Overall, SQL injections are a serious threat, but it can be prevented through secure coding practices such as prepared statements and proper validation.




3.4.2 Vulnerabilities in Website Code

The preliminary website lacked appropriate input validation, achieving it vulnerable to SQL injection attacks, where malicious input changes database queries. High-hazard areas included the login form, search bar, and product input forms, all of which undertook user data without adequate protection, hypothetically allowing unauthorised access or data manipulation.

[image: ]
Image3.4.2


3.4.3 Anti-SQL Injection Measures Implemented
The following protections were used:
· Prepared Statements (PDO/MySQLi)
$stmt = $conn->prepare("SELECT * FROM products WHERE product_name = ?");
$stmt->bind_param("s", $search);
$stmt->execute();
· Input validation
· Ensures only expected data is entered
· Password hashing
· Prevents exposure of plain-text passwords
· Escaping output
· Prevents XSS attacks
Why effective:
· Prepared statements separate SQL logic from user input
· Attackers cannot inject malicious SQL code
[image: ]

Image 3.4.3
SELECT * FROM products WHERE product_name = '' OR '1'='1';(This would return all products, exposing unauthorised data.)
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Image SQL -Injection Vulnerability



3.4.4 Screenshots of Testing and Results
(Include in your report)
You should show:
1. Code using prepared statements
2. Attempted SQL injection input:
3. ' OR '1'='1
4. Result showing:
· Query fails OR returns no unauthorised data

[image: ]
Image 3.4.4
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After inserting product name: Pens

5. Conclusion and Reflection
The project successfully demonstrated PHP and database integration, CRUD operations, and security implementation. The test demonstrates that the implementation of prepared statements successfully prevents SQL injection attacks. Malicious input no longer affects the SQL query, and the system acts securely even when intentionally attacked.
This validates that the website now meets secure coding standards for database interactions.
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