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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Misogyny, harassment, racism, and offensive messages are some of the most recent terms in the media describing police officer’s behaviours (Brunt, 2022). The behaviour of police officers is often scrutinised and made public, particularly when the behaviour falls below the level of professional standards. In this assignment I will explore the impact of organisational justice on my own behaviour and the ways in which South Wales Police (SWP) are taking steps to raise ethical standards. 

To consider the impact of organisational justice on me as a member of the police service, the term organisational justice must first be defined. Organisational justice refers to an employee’s perception of fairness in the workplace and how this is reflected in their own behaviour and attitude at work (HRZone, 2013). To reflect upon my personal experience of organisational justice, I will explore my own perception of fairness within SWP and how I believe it is exhibited in my attitude and behaviour as a police officer. I will further dissect organisational justice into two categories: procedural justice and distributive justice. In simple terms, procedural justice refers to ‘how well’ an employee feels treated by the company and distributive justice relates to how much a person feels they give and receive in comparison with other colleagues (College of Policing, 2015). 

During my short tenure within SWP, I have already experienced several different line managers due to promotions and change of departments. This has provided me with the ability to see different styles of management and therefore the consistency in fairness levels. Since starting as an operational officer I have been treated with fairness, support and encouragement from my team, sergeants, Local Policing Inspectors and Sector Inspectors. I had a recent experience of attending an incident where we performed Cardiopulmonary Resuscitation (CPR) and the unfortunately the patient did not survive. By the next morning I had received a personal email from my LPI offering support and guidance in relation to the incident. I have experienced many other situations where I have felt valued and appreciated by both my team and my immediate superiors. 

I believe these experiences, alongside my personal moral beliefs and my adherence to the Code of Ethics are reflected in my attitude and behaviour at work. Greenberg states previous research has demonstrated that procedural justice has a more positive impact on behaviours and attitudes at work than distributive justice (2011). Although I perceive my treatment at SWP to be fair and this will be reflected in my behaviour, I also believe that my personal beliefs and life experiences are a contributing factor. Prior to joining SWP, I worked in a customer facing role for fourteen years, providing me with a great sense of pride in offering help and assistance where possible. I believe that my positive attitude and my standards of behaviour reflect both my treatment by SWP but also my own morality levels.  

From day one of joining SWP I have been made aware of the importance of being a professional police officer and understood that my every action could and would be scrutinised by the public daily. SWP ensure that all police officers adhere to the Code of Ethics set out by the College of Policing. The Code of Ethics was created in 2014 and provide the high standards of behaviour expected of all staff within policing (College of Policing, 2021).  The College of Policing states that the Code of Ethics themselves will note reduce unprofessional behaviour alone, it needs to be embedded within staff to promote confidence in challenging colleagues and always doing the right thing (2021). 
 
The Anti-Corruption Unit (ACU) of SWP has recently begun a new initiative to help tackle sexual predators within the force. A key area of the ACU is to identify members of staff who are sexual predators, targeting either within the SWP force or vulnerable members of the community (SWP, 2022). The goal is to recruit members of staff into a confidential focus group to help staff understand what sexual misconduct, abuse of position and how sexual harassment begins and progresses (SWP, 2022). I believe this focus group will help staff members understand what the signs to look for in officers’ interactions with both other members of SWP and members of the public. 

A heinous incident of sexual predation and abuse of power came to light in March 2021, when a young woman, Sarah Everard, was walking through Clapham in London and was approached by a police officer. The officer falsely arrested, raped, and killed Sarah. Recent information has come to light which, had it been exposed sooner, may have been able to prevent this heinous crime. The murderer, Wayne Couzens, had been nicknamed ‘The Rapist’ by colleagues within the Metropolitan Police (McCann, 2021). McCann states that Couzens was given this nickname as he frequently made women feel uncomfortable (2021). Reflecting on this incident, it has made me question whether the Metropolitan Police have a similar focus group for identifying sexual misconduct and abuse of position. 

SWP also proactively advertises the Police Integrity Line, an anonymous reporting system where police officers can anonymously report misconduct (Crime Stoppers, 2013). Crime Stoppers states that a police officer can use either the online form or the telephone number which is active 365 days a year (2013). The Police Integrity line was a viable option for any of Wayne Couzens’ colleagues, particularly those who referred to him as ‘The Rapist’. The anonymity would have provided protection to those officers who came forward and the rape and murder of Sarah Everard could have been prevented. 

Another step which SWP is taking to raise ethical standards is additional training in Equality and Diversity, one of the Standards of Professional Behaviours (College of Policing, 2014). The Equality and Diversity training provided an open space to talk about race and prejudices people may have experienced or see in the workplace. The training required officers to self-reflect on any unconscious biases they may hold and to practice self-reflection in a sensitive topic of conversation. Although the Standards of Professional Behaviours promote equality and diversity, racism within the police is frequently talked about in the media. There have been some occasions where the media has called into question an entire police force, (BBC News, 2021). 

Organisational Justice is the perception of fairness within the workplace. Reflecting on my own experience within SWP, I believe that both my perception of fairness within SWP and my own belief system are reasons for my high standards of behaviour. SWP are currently taking steps to raise ethical standards, particularly towards sexual misconduct, racism, and general police misconduct.  
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

Multi-agency approach models vary across locations and organisations; however, most models have three common principles: Information sharing, joint decision making and coordinated intervention (Home Office, 2014). A multi-agency approach utilises all available resources and organises specialist support on an individual basis. Throughout this assignment, I will consider and reflect on an incident in which a multi-agency approach was required to support a suspect involved in a larger scale drug line. 

A colleague and I responded to a grade 1 emergency call reporting a child threatening other children in the park with a knife. The reporting person was the parent of one of the victims who had followed the suspect back to their address as the property backed onto the park and was only a short distance from the incident. Upon our arrival, my colleague and I were met by our Sergeant who felt that due to the ages of the victims and suspect, his attendance would be beneficial. There were two females located outside of the property, who were each a parent to two of the victims. The four children were sat inside a minibus van, so my colleague and I decided to speak with the parents first to gather an initial account. Our Sergeant attended the address and spoke with the parents of the suspect. My colleague and I spoke with the two females who stated that two of the children were autistic and were very shaken up by the incident so may not be able to provide many details at the time. 

My colleague and I separated the four children and spoke to the two sets of siblings individually. I was informed that the four children were at the park with their parents who were approximately 20 metres away when the incident occurred. They stated that they had never seen or met the suspect before and did not know or understand why they would have threatened them with the knife. They advised me that the suspect had approached them and attempted to draw them into a fight by aggravating them and threatening to hurt them whilst waving the knife around. To get away from the suspect, one of the children pushed the suspect over from behind and then they all ran to their parents. 

After speaking with both parties, my colleague and I discussed briefly what we had been told and the information provided separately was very similar. Due to the age of the victims, it was clear that we would require an Achieving Best Evidence (ABE) interview to collect evidential accounts from each victim. We obtained the details of all involved and advised them that we would be in contact to arrange interviews and to explain the process and what to expect. After the victims had left the address, we joined our Sergeant inside the property and my colleague provided him with the update from the victims. The suspect had provided a slightly different story to our Sergeant; however, they did provide us with the twelve-inch bread knife which was used. We concluded that from the initial evidence, the offence of Affray under the Public Order Act 1986 had been committed. Section 3(1) of the Public Order Act states that an offence is committed when a person threatens or uses unlawful violence towards another and if other persons were present, it would cause them to fear for their safety (1986). 

We arrested the suspect and due to their young age, 14, we arranged for an appropriate adult to attend the police station. As the suspect had openly admitted to having the knife and taking it outside, just with a slightly different version to the victims, we decided not to seize the knife, but to take evidential photographs. Due to the suspects age and the requirement to have them under constant one to one watch, we minimised the time spent in custody and interviewed immediately. Both inside and outside of the interview our discussions with the suspect were highly concerning and suggested their involvement in county lines. The National Crime Agency (NCA) states that county lines is the movement of drugs, usually across local authority borders, by people who are coerced into it, usually vulnerable people and children (2019). 

Due to the suspects age, vulnerability, and the severity of the incident, I considered every option that was available to me. I submitted a high-risk Public Protection Notification (PPN) which is initially sent to the South Wales Police Public Protection Unit (PPU). The PPU are actively involved in serious and complex crimes and their main role is to ensure safeguarding throughout the community (Guernsey Police, 2019). The PPU are involved in the Multi Agency Safeguarding Hub (MASH), an integrated approach to safeguarding vulnerable persons at the earliest opportunity (Cardiff and The Vale Regional Safeguarding Board, 2016). The participating agencies range from the local council, members of the health board, probation services, police, voluntary organisations, and social landlords (Bridgend County Borough Council, 2021). The PPN resulted in a youth justice social worker being appointed to assist the family and the suspect and attempt intervention of county lines.

I then submitted the relevant form to the Youth Offending Service (YOS), however I also personally contacted YOS to discuss the incident as I felt prompt action was required. Whilst speaking with a member of YOS, they advised me of an organisation called St Giles Cymru. St Giles is a trust which is dedicated to supporting young people and offering early intervention. The trust has developed a specific group aimed towards helping young persons leave county lines and rebuild their lives (St Giles Trust, 2019). I decided that St Giles Cymru would be an excellent option to try and assist the suspect and hope that the intervention is early enough to prevent further incidents and exploitation. 

The resolution to the incident itself, was the arrest of the suspect and the subsequent safeguarding of the victims. Due to the suspect and victims not knowing each other the suspect was unaware of their addresses, therefore the bail conditions imposed were not make contact either directly or indirectly. I also completed PPN’s for the victims and referred them to a unit called victim support. Victim support is an independent charity who provide specialist support to victims of traumatic incidents and crimes (Victim Support, 2022). At the time of the arrest, the available evidence were the individual accounts of the victims, the admission from the suspect that they did take the knife to the park and the statement from the parents regarding the initial disclosures from the victims. This evidence was strong enough to arrest the suspect under Section 24(2) of the Police and Criminal Evidence (PACE) Act 1984. Section 24(2) states that: 

If a constable has reasonable grounds for suspecting that an offence has been committed, he may arrest without a warrant anyone whom he has reasonable grounds to suspect of being guilty of it.
			
(24(2) PACE, 1984, https://www.legislation.gov.uk/ukpga/1984/60/section/24). 

The initial evaluation of the evidence was discussing the disclosures from each party with both my colleague and Sergeant. At the time, this was all the evidence that was available to us, and we required further information. This requirement provided one of the necessities to arrest to perform a prompt and effective investigation. The arrest was justified under Section 24(2) PACE 1984 and was necessary to safeguard the victims and prevent any further persons becoming victims. The referrals made through MASH, to YOS and St Giles I believe were justified as they aim to resolve the root cause of the incident, in this case, exploitation through county lines. 

The justification of referrals was highlighted several months later, when I was made aware of the suspect again. The Criminal Investigation Department (CID) from the opposite side of the force contacted response policing in my area to contact the suspect. It transpired that the suspect had been travelling over one hour to deliver drugs and was witness to an aggravated robbery. I updated PPU on the current movements of the suspect and upon further investigation, the PPU issued a Public Protection Order (PPO). It became apparent that the parents of the suspect were allowing him to freely travel across force and were unable to assist in safeguarding the suspect. I believe that had I not referred the suspect on this first incident, then there may not have been sufficient evidence and information to gain a PPO to safeguard the suspect. 

The potential consequences of not putting in the correct referrals could range from: the suspect being violent towards or causing injury to future victims, the suspect’s behaviour escalating and resulting in a long prison sentence, the suspect becoming too ingrained in gang culture and worst of all, someone dying. A seventeen-year-old male who was involved in county lines, was recently murdered in Barry, South Wales. The male had made the simple error of entering another gang’s territory which resulted in him being stabbed nine times (BBC News, 2021). 

This incident related to a suspect committing the offence of affray and was consequently arrested. The incident was the starting point of a multi-agency approach to help intervene and prevent the exploitation of the suspect through their involvement in county lines. Throughout this experience I personally interacted with the YOS, members of the PPU involved with MASH, youth justice social workers and members of St Giles Trust. This incident has highlighted that for complex crimes such as county lines, is a lengthy process and cannot be resolved by one agency. A multi-agency approach enables specialist support for victims and suspects alike and can provide long term intervention and assistance. The potential consequences of failing to safeguard victims of county lines can be serious, long term and even fatal. 
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

There has been a significant spike in Anti-Social Behaviour (ASB) reports from Councils, Police and Housing association, however studies suggest that over 56% of victims or witnesses of ASB do not report it (Neighbourhood Watch, 2021). To tackle ASB, different approaches and authorities must be considered. For this assignment, I will reflect on an incident involving ASB which required the joint efforts of mental health professionals and housing associations. 

I attended a call where a male reported his neighbour for threatening him, shouting through the flooring at him and general Anti-Social Behaviour (ASB). On the way to the call, I utilised my work phone to access the police computer system to search both parties and any previous incidents they had been involved in. It quickly became apparent that this was an ongoing issue with over thirty occurrences between the two over the past six months. All allegations made were not criminal offences but disturbances and annoyances between the two parties. The more I searched through the occurrences the more unusual they became. One of the last reports from the female was that the male had sprayed an aerosol through the hallway to try to kill her because he knows she has asthma. 

This and some other similarly unusual occurrences led me to suspect that some or both parties may have mental health issues. My colleague and I noted that the male had advised the call operators that he had gone to a friend’s further down the road to avoid his neighbour. The male advised us that on this occasion, the female who lived downstairs, had been shouting abusive language so that he could hear. The male also advised us that she will shout at him when he goes outside to put his rubbish bags out. My colleague and I decided to speak with the male regarding all the occurrences to see if there was a root cause, or if we could work out a resolution between the two parties. The male stated that they used to be friends and he used to help her by fixing broken items in her apartment. This changed approximately six months prior to this call, where the male believes that her mental health had rapidly deteriorated. 

Due to the nature of the ongoing calls, the male was aware that there were no criminal offences, however he was requesting help in any form, to prevent the situation from escalating. My colleague and I went to speak with the female and it was made abundantly clear that police intervention would not be appropriate. The moment the female opened the door, she shouted abuse at my colleague and I and made it clear she was extremely anti police. Using every tactic possible, we attempted to simply have a conversation with the female, and she refused. We returned to speak with the male who was not surprised by the female’s actions and stated that he has similar interactions with her which is why he has not been able to fix the problem. 

When speaking with the male, he stated that he has been looking to move accommodation due to all the incidents with his neighbour. He advised us that his apartment was social housing, and they were looking to move him within a week. My colleague and I provided our contact details to pass onto the housing department if we can be of any assistance. I asked the male if the female was also under social housing, which he stated that she was not. The flats were rented out separately, it also transpired that the flat in which the female resided had recently been condemned. The female had not moved out due to not having to pay rent, however the male informed us that the flat was covered in mould and was unliveable. This raised concerns for my colleague as there were now both health concerns and mental health concerns for this female. 

My colleague and I spoke with the neighbourhood policing team as it appeared they had been attempting to manage the ongoing neighbour issues. When speaking with the Sergeant, she stated that the female is now withdrawing from the neighbourhood policing team and have not been able to make contact in the last week. My colleague and I were able to arrange temporary accommodation for the male until the housing department had a permanent placement for him. My colleague and I both agreed that although the male was the victim, it was the best immediate solution at the time. The male was also very keen to move as he stated that he just wanted to have a fresh start somewhere else. I completed a Public Protection Notification (PPN) and risk assessed the female as high risk. 

After our encounter with the female and researching through all previous occurrences, it became clear that the police were not the appropriate authority to assist the female. The PPN triggers a multi-agency review and incorporates the health board, council, housing and many other units and authorities. My colleague and I felt the priority for this female was to ensure her mental and physical wellbeing. The PPN triggered a response from the mental heath service who after initial assessment requested to a magistrate for a warrant under Section 135 Mental Health Act 1983. Section 135 of the Mental Health Act enables an Approved Mental Health Professionals (AMHP) and police to enter a property and complete a mental health assessment (1983). 

Section 135 of the Mental Health Act was applicable in this situation as the AMHP believed that the female had a mental illness, was in a private place and was unable to care for herself (Rethink Mental Illness, 2013). The incident resulted in the female being detained in hospital under Section 2 of the Mental Health Act, which imposes a compulsory detention for up to 28 days for assessment and treatment (1983). The male received a permanent residence after approximately ten days of staying in temporary accommodation and was very thankful to my colleague and I for assisting with the housing department. 

Repeat victimisation is generally understood to mean victims who are repeatedly targeted. One of the most common tactics advised by police officers to prevent repeat victimisation is target hardening. Target hardening can empower the victim to feel safer in their own home, providing a secure environment and reducing the risk of targeting (The You Trust, 2021). I believe that target hardening is one of the best methods to suggest for victims of crime and ASB as it can increase the safety of the victim and their property, whilst also providing reassurance. 

Repeat offending can be slightly more difficult to tackle, as there are many reasons behind offenders committing crime and ASB. Suggestions for youth offenders who disrupt local communities out of boredom or lack of comprehension to what they are doing, can be tackled with diversionary tactics. Diversionary tactics can include all members of the community assisting in engagement programmes, from cultural activities to arts and sports and also explaining the harm and damage ASB causes to members of the community (Local Government Association, 2012). Behaviour contracts can also be used to prevent reoffending, two of the main types of contracts are an ‘Acceptable Behaviour Contract’ and a ‘Parental Control Contract’ (Gravesham Borough Council, 2019). 

This incident was part of an ongoing neighbour dispute and ASB, which resulted in the detention of the offender under the Mental Health Act. This incident was not suitable for police intervention alone and demonstrated the need for a multi-agency approach. The offender in this instance was a vulnerable person who required assistance with her mental health. The victim had been subject to repeat victimisation by his neighbour through no fault of his own. Target hardening can be an effective measure to help protect repeat victimisation, however due to the nature of the incidents, this would not have been appropriate in this incident. There are many diversionary activities and behaviour contracts which can assist in preventing reoffending by persons committing ASB. 

Word Count: 1336.

Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

Information and intelligence are key to identifying the greatest threats, enabling crime agencies to prioritise action cause maximum disruption to criminals (National Crime Agency, 2019). The incident which I have selected to reflect on occurred due to intelligence led policing. The submissions of intelligence by local officers led to the seizure of large quantities of cash and controlled drugs. Throughout this task I will consider my use and development of information and intelligence and how I have applied learning from previous experiences to this incident. 

My colleague and I were conducting proactive mobile patrols around areas which have intelligence suggesting frequent drug dealings. It was the early hours of the morning with very few cars on the road. We were approaching a major junction which was traffic light controlled and showing red for our direction of travel. There was one car ahead of us who continued through the red traffic lights and turned left. My colleague and I followed the vehicle, as he was driving, I performed a vehicle check on my mobile phone. My colleague turned on the blue emergency lights to indicate to the driver of the vehicle to stop at a safe place. Section 163 of the Road Traffic Act provides police constables or traffic officers the power to stop a vehicle (1988). Police officers do not require a reason to stop a vehicle according to the Section 163 of the Road Traffic Act, however we were requesting the vehicle to stop due to committing the offence of Section 36(1) Road Traffic Act, failing to comply with a traffic signal (1988). 

It became apparent very quickly after turning on the blue emergency lights that the vehicle was not going to stop. The vehicle had increased their speed and the standard of driving had fallen considerably. After approximately 20 seconds of following the vehicle, my colleague and I turned into a side road and ‘stood down’ following South Wales Police policy as we are not traffic pursuit trained. As we stopped the police vehicle, we realised that the driver had gone into a dead-end street, and we caught him exiting his vehicle and running away. My colleague and I followed him which led to a canal with a series of bridges above and footpaths below. My colleague went up across the bridges and I went down along the canal footpaths. After a couple of minutes, we communicated via our radios and decided to head back towards the police van as we had both lost sight of the male. 

As I was approaching the last set of steps up towards the main road, I saw the driver stand up from behind a small hedge. The male saw me and started to run towards his car and the police van. My colleague was already at the van and the male, unknowingly, ran straight towards him. My colleague arrested the male for failing to stop under Section 163 of the Road Traffic Act 1988. When the male was detained, we could smell a strong smell of both alcohol and cannabis, the male had glazed eyes and appearing to be under the influence of illicit drugs and or alcohol. The driver refused to provide a sample of breath at the roadside and was therefore further arrested under Section 6 the Road Traffic Act 1988. Section 23(2) of the Misuse of Drugs Act states that a constable may search a person and their vehicle if they have reasonable grounds to suspect that they may be in possession of a controlled drug (1971). 

Utilising the power to search under 23(2) Misuse of Drugs Act, my colleague and I searched the male and his vehicle. Due to the gender of the suspect, my male colleague searched his person, and I searched the vehicle. My colleague and I ensured to respect the male’s privacy by stepping out of the main street, so the search was not performed in full view of the road. The search was also recorded on body worn video, to provide reassurance to the suspect that their rights were always adhered to. My colleague found several small bags of a green herbal substance which appeared to be cannabis. Inside the car, I found several clear bags of a white powder which we believed to be cocaine. Additionally, we found several mobile phones which were older models without internet function and a new iPhone. There was a large backpack which held hundreds of small clear plastic bags and a cannabis grinder. Considering all items found during the search, my colleague and I suspected the male of possessing multiple controlled drugs with the intent to supply (PWITS). Contrary to section 4(1) of the Misuse of Drugs Act my colleague and I further arrested the male on suspicion of PWITS. 

During the process of booking the suspect into custody, the Chief Inspector was made aware of the incident and authorised a Section 18, Entry and Search after Arrest under the Police and Criminal Evidence (PACE) Act (1984). To achieve best practise, we requested other officers who were not involved in the incident to complete the Section 18 search of the suspects premises. The officers found and seized over £18,000 in cash and approximately one kilogram of cocaine from the property. The suspect agreed to complete an intoxilyzer breath test whilst in custody and was found to be over the prescribed limit of alcohol whilst in charge of a motor vehicle and was further arrested under Section 5 of the Road Traffic Act (1988). 

This incident occurred due to the proactive patrols my colleague and I were performing on our night shift. We had gathered, analysed, and evaluated the relative intelligence for the areas within our policing sector. This intelligence had been collected from local officers and had been submitted to our intelligence unit for evaluation and development. Utilising this incident to gather further intelligence, my colleague and I went to the camera room to review the public closed-circuit television (CCTV) cameras. My colleague and I wanted to review the CCTV to see if we could establish where the vehicle had been prior to our contact at the traffic lights. This review of CCTV falls inline with Principle 1.1 of the Surveillance Camera Code of Practice, as we had a legitimate aim in preventing crime or disorder (Home Office, 2021). We were able to trace the vehicle moving around different parts of the city and noticed that they crossed over with previous intelligence of drug dealings on certain streets. 

My colleague and I decided to drive through some of the streets we identified from the CCTV and noted that one of the streets had only 16 houses. The street was a dead-end and was very short in length. We noted that one of the houses approximately halfway down had a camera doorbell and noted the house number on our pocket notebooks. Due to the time of day, we requested for one of the local Police Community Support Officers (PCSO) to attend the address the next day. Our aim was to firstly see if they were willing for us to check their camera recordings and secondly whether there was anything to note on there. The recording was better than we could have expected and clearly showed the suspect with another person in the vehicle. The second person exits the vehicle, attends an address opposite the doorbell camera and appears to deliver a small item. The second male then returns to the vehicle and they both drive off. 

The PCSOs, my entire team and other officers from my station could not identify the second male from the doorbell camera recording. My colleague and I decided to capture the best still image of the male and send it to the intelligence unit for analysis. The image was then distributed to all officers around my base command unit (BCU) via their police email accounts to identify the male. A few officers from the other side of the city were able to identify the male and informed us that he is a new resident in the city and has moved from the other side of the force. It was clear that this male had several links to many drug lines across the entire area of the South Wales Police force. The link between the male we arrested, and the second male had not been identified before and indicated the potential for a large-scale operation for the Organised Crime Unit (OCU). 

Throughout this incident I applied several learnings from previous serious investigations. Although I have only been an operational police officer for a short period of time, I have had the pleasure to work with many different Sergeants and police constables. Each officer has different methods to investigating serious crimes and some officers have a wealth of experience to learn from. One of my Sergeants was previously a detective in the Major Crime Unit (MCU) and I learned a great deal from him. One of the main teaching points that he imparted was to ensure to exhaust all avenues of intelligence before moving onto the next. When time and resources permit, utilising the Police CCTV can provide invaluable intelligence and also provide further lines of enquiries. This was certainly the case in this incident as the CCTV resulted in highlighting new routes to patrol in our area and informed us of a new drug dealer operating in our area.

Throughout this incident I gathered intelligence and information from a variety of sources including: established intelligence provided by the intelligence unit, police computer systems, CCTV, performing searches to gather evidence and utilising members of the public’s doorbell cameras. Throughout the initial incident, my colleague and I followed all policing principles and ethics, including ensuring that the officer searching the suspect was the same gender and the suspects privacy respected. The intelligence gathered from the overt Police CCTV cameras enabled us to gather new information of routes and locations the suspect had driven through the night. The CCTV also led to the intelligence from the doorbell camera was developed by identifying a new suspect who is known to be connected with other drug lines in different areas of the police force. This intelligence was developed as far as I could reasonably progress it and I passed on all information to the OCU. I also identified and submitted the new intelligence which linked the two males together and the new location of the second male. Throughout the collection and reviewing of intelligence I ensured to follow the Surveillance Camera Code of Practice.  
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In January 2022, DataReportal recorded internet usage by over 4.95 billion people worldwide (2022). The ever-growing number of internet users is apparent and reflected in the rising scale and complexities of cybercrime statistics (National Crime Agency, 2021). National Society for the Prevention of Cruelty to Children (NSPCC) reports that Online grooming crimes recorded by police reached a record high in 2021, increasing by over 70% in the last three years (2021). In this assignment I will reflect upon an incident involving online child grooming, explain the actions taken to reduce the risk of harm and detail which persons are most vulnerable to this crime.

My colleague and I attended an incident where a teacher reported that one of their students was being subjected to online grooming. The school that the child attends is a residential educational facility for young persons who have learning disabilities.   On attendance, we were met by both the reporting teacher and the headmaster and discussed the incident first before meeting with the child. The teacher explained that the child had received several indecent naked images from an unknown person online. There had also been numerous requests by the same online user for the child to reciprocate and send naked images. Our immediate response was to ensure that the child was safeguarded from any further communications with the online groomer. The teacher advised us that they were in possession of the iPad and the child had no other access to internet enabled devices. 

The next step was to determine whether the child had sent any indecent images in return. My colleague and I were concerned that if the child had sent any images, the online user could use these for further exploitation in the future. Childline utilises ‘Charlotte’s Story’ to demonstrate and create awareness of the potential additional exploitation children can experience through online grooming (2016). ‘Charlotte’s story’ describes young female sent naked images of herself in response to an online groomer, who then used these images to blackmail the girl to send more. When the girl did not send anymore pictures, they posted the nude images online and were also sent to her parents. 

The teacher advised us that upon discovering the first couple of images and messages from the online groomer, they confiscated and switched off the iPad as per the guidance of the 101 operators. The teacher stated that they had not searched the iPad further, however the child had denied sending any photographs in return. Our initial action was to complete a preliminary search of the iPad to establish which offences had occurred and to what extent. To assist in our search, my colleague asked if the application used to send the images was known. The teacher advised that it was an application which they had not seen before and were unsure how the child could have gained access to it. The headmaster explained that the iPad’s were the school’s property and there were strict internet and security measures in place to safeguard their pupils.  

The teacher informed us that the victim is autistic and that their hobby is in anything technological. The National Autistic Society states that people with autism can become highly focussed and can become experts in their special areas of interest (2020). The teacher believes this has helped the child to bypass their security measures and download an application which would normally be blocked.  My colleague and I switched on the iPad and were able to quickly determine the application used was called ‘Discord’. ‘Discord’ is a communication platform which enables over 150 million active monthly users to connect via text, video, and calls (Discord, 2022). Through our initial search, it did not appear that the victim had sent any photographs to the online groomer. However, our search did return six indecent images sent by the groomer and over twenty requests for the child to send naked pictures of their genitals. 

The evidence on the iPad led us to believe that the offence of Sexual Communication with a Child under Section 15A of the Sexual Offences Act (SOA) 2003 had been committed. There are three main points to prove regarding S15A of the SOA: (1) That a person (A) intentionally communicates with person (B) for the purpose of obtaining sexual gratification, (2) The communication is sexual or is intended to encourage (B) to communicate in a way that is sexual, (3) (B) is under the age of 16 and (A) does not reasonably believe that (B) is 16 (Sexual Offences Act 2003). The child’s profile clearly stated that their age was 12 and this was reiterated by the child through their initial text conversation. The communication was certainly sexual and there were many attempts to encourage the child to reciprocate. To conclude whether the online groomer had sent these for his sexual gratification would only be determined upon further investigation.   

Due to the initial evidence found on the iPad, I seized the device utilising Section 19 of The Police and Criminal Evidence (PACE) Act 1984. Section 19 (3) of PACE states that a constable may seize any evidence that they have reasonable ground to believe is in relation to an offence and is necessary to prevent the evidence from being lost, concealed, damaged, or altered (1984). My colleague and I also wanted to submit the iPad for a forensic download to establish if any other offences had occurred, whether in relation to this incident or any other potential occurrences. The next stage in the investigation was to speak with the victim in the company of an appropriate adult (AA). The headmaster advised us that the child can struggle in unfamiliar social situations, however his social worker would assist and has an excellent rapport with the victim.

Due to the school being residential the social worker was on site and able to assist. The victim was able to detail precisely how they evaded the security measures and downloaded the ‘Discord’ application, and it was clear that they enjoyed the technological challenge. This highlighted the safeguarding issues that need to be addressed as the victim’s hobby is creating additional vulnerabilities. My colleague and I discussed our concerns with the social worker, teacher, and headmaster and resolved to devise a plan for future safeguarding of the child. I discussed with the social worker the necessity to speak with the victim about online dangers with talking to strangers and the need to adhere to the security measures in place at the school. 

In previous similar incidents and in other circumstances, this would usually be something which I would discuss with the victim. Due to the victim’s learning disabilities, they were a lot more comfortable and receptive to the social workers advice and guidance than mine or my colleagues. In discussions with the social worker, we also determined who else may be susceptible to online grooming through evading the security systems in place. There were only two other students who were deemed capable of bypassing the internet security and the social worker stated that they would speak with them individually and call police should any evidence of online grooming be found. 

I submitted a public protection notification report (PPN) to ensure that all associated agencies were informed of the incident and could assist where required. The social worker and teacher stated they were looking to create new technological challenges for the victim that are safe and secure whilst satisfying their hobby. Discussing the incident with the headmaster, I suggested that when teaching the children the concept of ‘Stranger Danger’, it should reflect the online dangers as well. Informing the students of the reasons why there are security features and how it will help them to stay safe whilst using the internet. 

The immediate actions taken by my colleague and I to reduce the risk of harm from this incident included: Seizing the iPad, providing words of advice to the victim and social worker, organising school wide advice for pupils, identifying other potential pupils at risk, and incorporating other agencies to assist with future safeguarding.  Childnet states that online grooming is when someone builds an online relationship with a child with the intention to exploit them or cause them harm (2021). By this definition, the victim of online grooming will therefore always be a child. Using the College of Policing’s definition of vulnerability, all children are classed as vulnerable. 

Research commissioned by the NSPCC discovered a group of characteristics in children aged between eleven and seventeen, which doubled their likelihood of receiving, sending or being asked to send nude pictures to adults (2020). The characteristics deemed to affect vulnerability were: unhappiness, being an extrovert, loneliness, and heavy reliance on social media. The Internet Watch Foundation’s (IWF) 2020 report highlights that 93% of victims in the child sexual abuse images found online were of girls, and the most targeted age range is 11-13 years old (2021). The data collated by the IWF and NSPCC suggests that girls aged between 11-13 years old, who feel lonely, unhappy, rely on social media and are extroverted, are the most vulnerable and at risk of online grooming. 

The number of internet users are increasing year on year and with the global pandemic of coronavirus leading to both adults and children utilising technology more for school and work, it appears the number will continue to increase. Online grooming occurs when a child displays vulnerabilities online and adults use this to build a relationship to exploit them. The removal of technology would eradicate this offence and reduce the risk of harm to children globally. However, this would not be practical or ethical when the world of education and commerce is only ever increasing in technology. 
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