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[bookmark: _Toc169938055]INTRODUCTION 
Science and innovation are central to delivering a world-class police service and a service the public expects and deserves. Automated facial recognition (AFR) and live facial recognition (LFR) technology are a new and innovative genre of surveillance platforms that have emerged as a powerful tool in the field of law enforcement, particularly in the United Kingdom (Surveillance Camera Commissioner , 2020).   This technology has the potential to revolutionise policing by enabling quick and accurate identification of suspects and criminals via biometrics, a security process that relies on the unique biological characteristic of individuals to verify who they are. The use of this technology dates back to the late 19th century (THALES , 2023), however, since its introduction into UK policing in 2017, the widespread use of AFR has dominated public attention and has raised significant ethical, legal, and privacy concerns (Almeida, et al., 2021). 
This literature review will delve deeper into the present status of AFR/LFR technology in the UK, examining three key thematic areas with a specific focus on its impact on policing. Drawing upon academic sources, the review will offer an evaluation of AFR/LRF as a pertinent contemporary issue in policing.
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Figure 1 – Illustration of a retrospective sequence of UK events concerning facial recognition technology (UK Parliament, 2024; College of Policing, 2022;  UK Parliament, 2021;  Judiciary UK, 2020; High Court of Justice, 2019; UK Parliment, 2019; Information Commissioners Office, 2019; South Wales Police, 2016; GOV.UK, 2012; GOV.UK, 2008).

The utilisation of AFR/LFR technology presents sociotechnical challenges that bring to light both existing and emerging issues prompting questions and exposing dilemmas. According to a study conducted by the Surveillance Camera Commissioner's (2020),  the use of facial recognition technology (FRT) by police forces in the UK has increased significantly in recent years, with a growing number of deployments in public spaces, events, and other settings. Considered as a crime fighting tool with significant crime prevention benefits which includes its ability to enhance public safety and security enabling rapid and accurate identification of individuals, the accuracy and reliability of AFR technology have been questioned by the civil libertarian groups including Big Brother watch, criticising it as a waste of public funds and labelling it as a dangerously authoritarian and inaccurate technology that has not been approved by the public or parliament (Biometric Update.Com, 2024).

Currently only two forces, South Wales Police (SWP) and the Metropolitan Police Service (MPS) have embraced the use of AFR/LFR technology.  As part of the Policing Ministerial Facial Recognition scale-up plan, the government is actively encouraging other forces to procure the technology with the aim of enhancing its current capability and expanding its utilisation (The Guardian, 2023), in conjunction with retrospective facial recognition technology (RFR) (GOV.UK, 2024). This technology retrospectively maps a facial image captured from an alleged crime to a police custody data set and police national database (PND) enabling a more formal matching and identification at a national level.    However, accompanied and in conjunction with other policing challenges which have fostered enduring public debates and tension, AFR rapid development has “led to complex ethical choices in terms of balancing individual privacy rights versus delivering societal safety” (Almeida, et al., 2021, p. 1).  

There is a growing backlash against the use of AFR technology, with civil liberties groups and privacy advocates calling for greater regulation and oversight to ensure that its use is consistent with human rights principles (Legislation.gov.uk, 1998). Supporting the challenging landscape Barber (2022) outlines additional support for concerns regarding the precision, accuracy and reliability of AFR systems and long running tensions around the use of new technologies including LFR which remains a contentious issue for policing.  Despite such challenges, the UK government has continued to invest in the development and deployment of AFR technology (Biometric Update.Com, 2024; Clark, 2023). The Home Office has provided funding for pilot projects and research initiatives aimed at testing and evaluating the effectiveness of AFR systems in different operational contexts with the aim of solving more crimes and improving community safety. 

[bookmark: _Toc169938057]Legal Framework and Regulations
Automation of mass surveillance in policing poses a significant threat to the safeguarding of fundamental rights, particularly in the context of the extensive operation of surveillance camera systems.  Policing operators must prioritise the protection of private and family life - Article 8, as a crucial aspect of their responsibilities (Equality and Human Rights Commission, 2021; Legislation.gov.uk, 1998).

SWP and the MPS, as the sole forces in England and Wales that utilise LFR technology rely on current legislation. Whilst LFR can be lawfully deployed under specific conditions, the absence of a robust legal framework raises apprehensions about the implications of widespread policing surveillance and the potential reinforcement of discrimination, highlighting that legislation is lagging and the government is struggling to define parameters for the permissible use of this technology (Seng, et al., 2021).  Although regulations such as GDPR protects publics privacy, there is no specific FRT legislation governing its use which poses a policing challenge. Consequently, two legal proceedings have been initiated against SWP to address the use of LFR (High Court of Justice, 2019) followed by the Court of Appeal (Judiciary UK, 2020). 
Acknowledging the legal basis for the overt deployment of LFR, within the proceedings the Court of Appeal, emphasised LFR unlawful. In alignment with the European Court of Human Rights a set of minimum safeguards must be specified (Adensamer & Klausner, 2021) strengthening its deployment. Subsequently, the use of AFR/LFR technology in the UK continues to raise intricate ethical and legal concerns as highlighted in the Court of Appeal ‘Bridges ruling’ the case brought by a civil liberty campaigner against SWP for utilising LFR and non- compliance with the Public Sector Equality Duty (GOV.UK, 2012). The court ruled that obtaining biometric data falls within common law powers (High Court of Justice, 2019), to collect information for a policing purpose and whilst the court of appeal affirmed the legal basis for police deployment of LFR, it called for greater oversight, citing concerns about the policies excessive discretion in this domain.
[bookmark: _Hlk169437217]Critically reviewing legislation and guidance Smith & Miller (2022) argue that there is a clear and sufficient legal framework. However, whilst common law provides a legal foundation, (High Court of Justice, 2019) there remains a lack of consensus on the legal standards that should apply with limited understanding.  (Seng, et al., 2021) agrees that this has led to confusion and inconsistency in the implementation of AFR technology across the UK with a mix of knowledge and concerns. 
Interestingly surveys have revealed varying public perceptions regarding the use of FRT.  An American online survey in 2019 indicated a larger majority trusted law enforce agencies to responsibly utilise FRT compared to a smaller number of technology companies and advertisers (Xiaojun & Pei-Luen, 2021). Whilst Ada Lovelace Institute (2019), identified support of FRT in the UK where there is a clear public benefit. 

[image: A graph showing facial recognition technology

Description automatically generated]
Figure 2 - Statics showing support for AFR where there is a public benefit (Ada Lovelace Institue, 2019).

However, a 2019 cross-national survey of the US, UK, China, and Germany found that the respondents’ acceptance rate of FRT for private use (52%) was higher than that of government-use FRT (42%) (Xiaojun & Pei-Luen, 2021), despite  the National Institute of Standards and Technology demonstrating massive gains in accuracy over the past five years 2013–2018 (Grother, et al., 2018).

Reviewing academic sources, surveys demonstrate diverse public perceptions towards the use of FRT. Interestingly, there is a greater acceptance of FRT for private use compared to government use in multiple countries, however there is clear support in the UK where there is a perceived public benefit. 

The lack of clear legal standards, combined with varying public opinions, has contributed to challenges in the consistent implementation of AFR technologies. Since its introduction into SWP in 2016, the framework surrounding the use of AFR technology in the UK remains a subject of debate and controversy. The European Union Agency for Fundamental Rights (2019) has also weighed in on the debate surrounding AFR technology, emphasising the need for a human rights-based approach to its use in policing, raising concerns about the potential for mass surveillance and the erosion of privacy rights in the context of AFR deployments in public spaces. In 2022, the House of Lord report (Justice and Home Affairs Committee), highlighted the lack of clarity and consistency in the legal standards governing the use of AFR technology by police forces calling for greater transparency and accountability in the implementation of AFR systems and robust safeguards to protect individuals' privacy and civil liberties.

The College of Policing (2022) as the professional body for policing have since published Authorised Professional Practice (APP) for the overt use of LFR based on the court judgement and the (amended) Surveillance Camera Commissioner (SCC) Code (GOV.UK, 2013). Taken together these are important steps in providing approved practice and guidance into a consolidated online format ensuring a consistent and compatible approach to police forces on a national basis.  
Whilst there is considerable scrutiny and outlets for the deployment of AFR/LFR the below illustration demonstrates the complexity of the governance and it is argued that there is a “potentially significant lacuna where it is unclear who is statutorily responsible for regulation and oversight” (Justice and Home Affairs Committee, 2022, p. 23).
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Figure 2 - Family tree of relevant governance arrangements (Justice and Home Affairs Committee, 2022).

[bookmark: _Toc169938058]Accuracy and Reliability
The precision, accuracy and reliability of AFR technology further constitutes a highly contested topic among law enforcement officials, academics, politicians and civil liberty organisations. Research by Essex University (2019; Murray, 2019) has further underscored the potential for bias and discrimination in the use of AFR technology in policing. The study found that AFR systems can exhibit racial and gender biases, leading to disparities in the identification of individuals from different demographic groups. One concern is the accuracy of the technology, as studies have shown that AFR systems can be prone to errors, particularly when used on individuals from minority groups (Seng, et al., 2021).  This raises concerns about the potential for bias and discrimination in policing activities particularly when used on individuals from minority groups.  Academic studies support this finding and according to Adensamer & Klausner (2021) additional minor factors regarding the equipment, officers’ expectations and engagement level during system use also has a significant influence on the results. However, the MPS offers an alternative perspective outlining that there is no statistically significant bias in relation to race and gender, emphasizing the probability of false matches is only one in 6000 (Gross & Murdia, 2023).  

Despite this, international cities including San Francisco, Boston and Poland have banned the use of facial recognition software motivated by concerns about racial and gender biases, false positives and excessive use. This presents serious ethical and social justice concerns, as its utilisation may lead to the disproportionate targeting and surveillance of marginalised communities. A notion supported by (Leslie, 2018) who elucidates the detrimental impact harms resulting from the deeply rooted historical pattern of discrimination inherent in the design and implementation of FRT. 
Whilst tensions exist between AFR adoption and the community, it can be argued that improvements in technology advancement is essential in advancing crime and keeping people safe particularly during high harm incidents including missing persons investigations, serious violence, crime prevention and counter terrorism providing substantial benefits in terms of safety and security (Hasan, et al., 2023; Bu, 2021). However, recent advancements in the technology and identity recognition without explicit consent in conjunction with the recent acknowledgment by SWP at the Black Police Association Conference acknowledging that institutional racism applies to the force, (South Wales Police, 2023; Police Professional, 2023), it could further raise profound concerns about the implications of the use of FRT. Given the potential for automated systems to perpetuate and amplify discrimination against certain groups, the deployment of AFR technology by SWP grappling with issues of racist bias could exacerbate existing disparities and reinforce systemic inequalities. 

Analysing existing literature gives emphasis to the importance of ensuring that the implementation of FRT gives due regard to the Public Sector Equality Duty (GOV.UK, 2012) and is accompanied by robust safeguards and oversight mechanisms to prevent further perpetuation of discriminatory practises.

[bookmark: _Toc169938059]Trust and Confidence
The balance between the use of AFR, people’s freedoms and rights and the police use of power is crucial to ensure that a culture of algorithm and authoritarian control at the expense of rights and freedom does not impact UK policing uniqueness of policing by consent (Zhilong & Lewis, 2023).  As technological capabilities advance, the enforcement of surveillance laws face ongoing scrutiny and despite the increasing pressure of policing to utilise technology, it is essential to prove that all operations are conducted ethically and in compliance with relevant legislation (Surveillance Camera Commissioner , 2020). Impacting trust and confidence, the influence of AFR/LFR on citizens privacy and relationship with the police highlights the need to examine what is considered acceptable in terms of redefining boundaries, sparking scrutiny and debate (Almeida, et al., 2021). In recent months there has been a gathering momentum of civil libertarian groups, politicians and regulators challenging whether LFR has received sufficient debate in parliament and whether the current legal landscape and governance is sufficient  (Almeida, et al., 2021) with the requirement for “FRT to be embedded in a strong regulatory framework” (Lewis & Crumpler, 2021, p. 2) .
However, it is argued that innovative technologies including FRT could revolutionise the way public services are delivered and redefine the understanding of citizenship (Bromberg, et al., 2019). This is interpreted that AFR has the potential to change how public services are provided redefining traditional ideas and concepts associated with citizenship, however academic research argues that the impact could destroy privacy rights and force individuals to change behaviour (Bu, 2021).
Critically reviewing and evaluating academic research, the duty is on policing to operate within the law and enhance trust and confidence across communities. Technology including AFR is becoming deeply infused in personal and professional lives. As societal perspectives evolve in a democratic context, primary law makers must consistently re-evaluate the legislative framework as there will be a need in the future for a different or revised set of checks and balances, along with updated AFR guidance.   Actively participating in both judicial review citations SWP and the MPS as primary influencers and users of the technology are well positioned to engage in constructive dialogue and engagement with law makers and civil groups. Horizon scanning as the police use of technology changes and adapts there will be a need to revisit the legal landscape within which policing operates and that the law is sufficient is a debate which must continue to address this contemporary issue.

[bookmark: _Toc169938060]Legislation Review and Identification of Gaps
The increasing use of automatic facial recognition technology in policing has raised significant ethical, legal, and social concerns, particularly regarding public engagement, legal clarity, and the need for ongoing dialogue among stakeholders. Despite its widespread adoption, there remains a notable gap in public understanding and engagement with the technology, as well as legal ambiguities surrounding its use. Additionally, research claims that automatic facial recognition technology exhibits statistical bias towards race, leading to disproportionate false positive identifications and discriminatory outcomes for certain racial and ethnic groups.

Smith & Miller, (2022) agree standards must be consistent with human rights principles and uphold individuals' rights whilst also promoting transparency, accountability, oversight and ethical principles. Purshouse & Campbell (2021) supports the notion that the legal framework is too imprecise to protect citizens and without comprehensive regulation, there is a risk of bias, discrimination, and misuse associated with AFR technology that could undermine public trust.

To address these challenges, it is essential to establish a theoretical framework that emphasises the importance of increased public engagement, clear legal guidelines, and ongoing dialogue among policy makers, law enforcement agencies, and civil society organisations. By fostering transparency, accountability, and legitimacy through collaborative decision-making processes and information-sharing, stakeholders can work together to mitigate the risks associated with automatic facial recognition technology, such as bias, discrimination, and privacy infringements. Proactive measures, including impact assessments and oversight mechanisms, are crucial to ensuring the responsible and ethical implementation of the technology. 

Incorporating these findings into future research and policy discussions, can foster the creation and development of a transparent, accountable, and ethically respectful framework that scrutinises the ethical utilisation of AFR technology (Raji, et al., 2020).
 
[bookmark: _Toc169938061]CONCLUSION 
FRT/LFR raises issues that go the heart of fundamental rights protections which include privacy and freedom of expression. The technology has transcended the realm of science to become a present-day reality that significantly impacts people’s daily lives. Its pervasive use has resulted in privacy infringement and breach on human rights yet in UK policing and within South Wales it has enhanced law enforcement capabilities. The stark reality is this innovative technology which continues to advance can bring both advantages and disadvantages. The challenge remains that in the absence of a proper legal framework, the widespread adoption could lead to serious consequences and hinder future technology developments.

Academic research has highlighted the inherent potential for discrimination in AFR technology. These findings highlight the impact on public confidence as well as concerns raised by civil liberty groups and the risk of mass surveillance and erosion of fundamental rights. Conversely, proponents of AFR technology in policing argue that its implementation can significantly enhance public safety and law enforcement efficiently aiding in crime prevention and investigation. Additionally, statistics show that the public is generally more receptive to the use of FRT in policing compared to utilisation by technology and private industries. This suggests that despite practical challenges, a higher level of trust and acceptance exists when AFR is employed by policing for enhancing security, safeguarding and crime prevention measures.  The question remains what role do politicians, the public and police want AFR technology to play in everyday society?  

Despite the challenges, the use of AFR technology in UK policing continues to grow. The government has invested significant funding in science and innovation incorporating AFR policies and guidance into their strategic vision and police forces are increasingly leveraging AFR technology to enhance their operational effectiveness with mutual aid deployments across the country. 
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