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Explain how the NIST Cybersecurity Framework plays a vital role in achieving the dominant objective of safeguarding digital assets and personal data in today’s society. 
[500 Words]
The protection of digital assets and personal data is crucial in today's linked and digitalized world to guarantee security, privacy, and trust for people, businesses, and society at large. This overarching goal is greatly aided by the National Institute of Standards and Technology's (NIST) Cybersecurity Framework (CSF), which offers an organized and flexible method for effectively addressing cybersecurity threats. [1]

The NIST CSF's emphasis on risk-based cybersecurity management is one of its core ideas. Organizations can identify, rank, and reduce cybersecurity risks that could jeopardize the availability, confidentiality, and integrity of digital assets and personal data by using the CSF.

The five primary tasks of the NIST CSF are identification, protection, detection, response, and recovery. These features serve as the cornerstone of a strong cybersecurity program designed to protect personal information and digital assets at every stage of their lives. [3]

Identify: Systems, assets, data, and capabilities are among the cybersecurity threats that organizations need to be aware of and manage. This covers risk assessment, asset management, and creating a baseline to guide risk management choices.

Protect: There are steps taken to reduce or contain the effects of a possible cybersecurity incident. This covers secure configurations, awareness training, data security, and access control.

Detect: To spot possible cybersecurity occurrences, procedures for detection and ongoing monitoring are in place. This includes the ability to detect anomalies, monitor security events, and detect incidents.

Response: Response plans are required by organizations in order to contain and lessen the effects of cybersecurity events that are discovered. Key elements include communication plans, recovery plans, and incident reaction plans.

Recovery: Plans and procedures for recovery are put in place to bring back services or capabilities that were compromised by a cybersecurity incident. This covers coordination with other parties, resilience enhancements, and backups.
Organizations can enhance their cybersecurity posture by implementing the NIST CSF, which aligns policies, processes, and controls with industry best practices and standards. This alignment promotes a continuous improvement culture in cybersecurity, improves incident response capabilities, and makes effective risk management easier.
In conclusion, by offering an organized, risk-based approach to cybersecurity management, the NIST Cybersecurity Framework is essential to accomplishing the overarching goal of protecting digital assets and personal data in today's society. Organizations may improve their cybersecurity posture, successfully manage risks, and contribute to a safer and more secure digital ecosystem by putting the CSF's essential functions into practice and embracing its principles.
How can the tools Nmap and Wireshark be utilized in the reconnaissance stage of a cyber-attack?
[300 words]
Nmap (Network Mapper) is a network scanning tool designed to discover hosts, services, and open ports on computer networks. During reconnaissance: [5]
Host Discovery: Nmap can find active hosts on a network by performing host discovery using methods like ICMP echo requests (ping scans), TCP SYN scans, or ARP requests.
Port Scanning: To find out which ports are open on target systems, Nmap can do port scans (such as TCP SYN and TCP connect scans). Also determining open ports facilitates the understanding of possible points of exploitation entry.
Service Enumeration: Nmap can identify open ports and then use service version detection to find out what kind of services are running on those ports and what version they are. Acquiring knowledge of particular service versions can facilitate attackers in recognising possible weaknesses linked to those services.
Wireshark is a network protocol analyser that captures and analyses network traffic. During reconnaissance: [6]
Packet Capture: Attackers can examine the contents of packets and examine network traffic by using Wireshark, which records packets as they travel over the network.
Traffic Analysis: Using Wireshark to analyse captured packets, one can discover details about IP addresses, protocols, and data payloads that are transferred between hosts. Attackers can learn about device kinds, network structure, and possible security flaws.
Protocol Decoding: A variety of network protocols can be decoded by Wireshark, providing information on application-layer protocols (such as HTTP, FTP, and SSH) as well as any potential security holes in protocol implementations.
During the reconnaissance stage of a cyber-attack, Nmap and Wireshark can be used together. As Nmap can find open ports, identify active hosts, and obtain details about the services and versions of target systems. Whereas In order to examine communication patterns, protocols, and potential vulnerabilities, Wireshark can record and analyse network traffic. [4]
To further investigate services, protocols, and potential vulnerabilities, an attacker can, for instance, use Nmap to locate target hosts and their open ports, followed by Wireshark to record network data pertaining to those hosts.
All things considered, Nmap and Wireshark are indispensable tools for reconnaissance since they offer important information about system configurations, network topology, and possible attack points in the early phases of a cyberattack.
Explain how the malware examples WannaCry and TeleRAT operate and discuss effective mitigation strategies for each.
[400 words]
The prominent ransomware WannaCry targets unpatched systems with the EternalBlue exploit, propagating via a Windows vulnerability. WannaCry encrypts files after infection and demands expenses to unlock them. To mitigate WannaCry: [7]
First and foremost, update all Windows systems with security patches as soon as possible. This includes the crucial MS17-010 patch, which fixes the EternalBlue vulnerability. Segment your network to isolate important systems and stop any infections. Install up-to-date endpoint and antivirus software to find and stop WannaCry variations. To stop EternalBlue exploitation, configure firewalls to deny external access to SMB ports (TCP ports 139 and 445). Finally, to reduce data loss, keep regular offline backups of important information.
TeleRAT is a type of Remote Access Trojan (RAT) that infects devices remotely and is distributed by phishing emails or malicious URLs. TeleRAT has the ability to carry out extra payloads, steal data, and keep an eye on activity. To mitigate TeleRAT: [8]
Make users aware of phishing so they don't click on dubious links or download attachments from unidentified sources. Install RAT-detection and -blocking endpoint security technologies, and make sure that threat intelligence is updated on a frequent basis. To prevent unwanted software execution, use application whitelisting. Keep an eye out for any odd activity in network traffic that might point to the presence of TeleRAT. Update operating systems and applications with the most recent security patches to stop vulnerabilities from being exploited. To improve access security, use multi-factor authentication (MFA).

Describe the implementation of phishing attacks known as Whaling and Pharming and discuss effective strategies to mitigate the risks associated with them.
[400 words]
A specific type of phishing known as "whaling" targets prominent figures in an organization, including CEOs, senior managers, and executives. The goal of this kind of attack is to trick high-ranking staff members into disclosing private information or taking activities that can jeopardize the security of the company. [9]
Cybercriminals employ individualized and persuasive strategies, like spoofing emails or creating phony websites that mimic authentic correspondence from reliable sources, in a whaling campaign. These emails frequently ask recipients to divulge login passwords, credit card numbers, or access to private networks in response to urgent or private requirements.
To mitigate these risks coming from Whaling attacks you could implement some of these strategies:
1) Security Awareness Training
Organize frequent security awareness training sessions with a focus on prominent people. Inform top managers and executives on the strategies employed in whaling attacks and stress the value of confirming the legitimacy of unusual inquiries.

2) Multifactor Authentication
Make it mandatory to employ multi-factor authentication (MFA) in order to access sensitive information and operate vital systems. By demanding more authentication than passwords, MFA offers an extra layer of security and lowers the possibility of unauthorized access if credentials are compromised.

3) Email Filtering and Authentication
Install effective email filtering software that can identify and stop fraudulent messages linked to whale attacks. To verify authentic emails and stop email spoofing, use Domain-based Message Authentication, Reporting, and Conformance (DMARC).
Pharming involves redirecting users from legitimate websites to malicious websites by compromising DNS servers or manipulating hosts files on users' computers. To mitigate Pharming attacks, you could implement:
DNS Security Measures: To prevent DNS cache poisoning and authenticate DNS answers, use DNSSEC (Domain Name System Security Extensions). Keep a close eye on DNS traffic and investigate any questionable DNS resolution activity.
Secure Web Browsing Practices: Teach people to only visit websites via HTTPS and to check SSL certificates to identify any possible reroutes to untrusted domains.
Network Monitoring and Intrusion Detection: Use network monitoring tools to identify any odd network activity or unauthorized DNS changes that could be signs of phishing attempts. To detect and stop malicious traffic that tries to reroute users, utilize intrusion detection systems (IDS).
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Create a secure network design incorporating two specified design principles focused on achieving high availability.
[150 words]



This is how I would create a design eliminating single points of failure. So that if something were to go wrong the whole network wouldn’t fall it would still run. 	
Which software and hardware technologies can be implemented to enhance network security during its operating?
[250 words]
There are loads of implementation I could use in order to enhance network security during it’s operating. Most of these fit into two categories: Software technology and Hardware technology. [10]
Software Technologies
Firewall - Install next-generation firewalls (NGFW) to prevent intrusions and enable sophisticated traffic inspection.
Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) - Use IDS/IPS software to monitor and block suspicious network activity in real-time.
Antivirus and Anti-malware Software - Install endpoint security solutions to detect and remove malicious software.
Virtual Private Networks (VPNs) - Establish secure, encrypted tunnels for remote access using VPN software.
Hardware Technologies
Secure Routers and Switches - Utilize network devices with built-in security features like ACLs and port security.
Hardware Security Modules (HSMs) - Deploy HSMs for secure cryptographic key management.
Network Access Control (NAC) Systems - Use NAC hardware to enforce endpoint security policies before allowing network access.
Unified Threat Management (UTM) Appliances - Deploy UTM devices combining multiple security functions into one.
Organisations may create a strong network security posture by putting these technologies into practice, guarding against dangers like malware infections, illegal access, and data breaches. An effective security plan must be maintained through frequent upgrades, monitoring, and user awareness training in dynamic threat settings.
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The goal of this project is to improve network security by utilizing sensible design principles and countermeasures for online threats. The network design prioritizes high availability and uses load balancing and redundancy to reduce downtime and maximize performance. Unfortunately, I didn’t manage to complete the design however I still had the research completed for it.
Tools like Nmap and Wireshark are used in the reconnaissance phase of cyberattacks to obtain vital information about target computers and network behaviour. Wireshark records and examines network traffic to help with threat identification and analysis, while Nmap carries out host discovery and port scanning.
Phishing attempts carry a great deal of risk. Examples are Whaling, which targets well-known people, and Pharming, which takes use of DNS weaknesses. Multi-factor authentication, security awareness training, and DNS security protocols like DNSSEC are examples of mitigation techniques.
In summary, a robust security posture incorporates these tactics into an all-encompassing cybersecurity architecture. In today's changing threat landscape, proactive monitoring, education, and technology deployment are essential for protecting digital assets and guaranteeing data confidentiality, integrity, and availability.
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