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Task 1


1.Objective
Over the past few years, the mainstream office work model has transitioned from standard office practice to working from home becoming the new standard. This has been sped up due to COVID-19. The assignment task has been given is to build a computer system that can allow an Electrical engineer to carry out tasks on software tools such as SolidWorks Electrical, Pspice and LabView efficiently from a working at home environment. The build is also required to be cost effective and can support further professional tasks that are necessary by the user.
2.Hardware 
2.1. Central processing unit (CPU)
The central processing unit (CPU) that will be used in this build is the Intel core i9 12900k processor. This was chosen as the 12900k has 16 cores and 24 threads [1], compared to its nearest competitor for value of money, the Ryzen 9 7900X, which has 12 cores and 24 threads [2]. CPU cores oversee managing data flow, carrying out computations, carrying out program instructions and coordinating with other parts. A CPU can perform more tasks at once if it has more cores, which enhances overall performance [3]. 
2.2. Motherboard 
[bookmark: _Hlk195687645]Due to the core i9 12900k chip being a 12th generation processor and having a FCLGA 1700 socket [4], the motherboard chosen for this build is the ROG Strix Z690 as its compatible with the 12900k CPU and provides a fast efficient performance. There are a 12 USB ports for external devices and accessories, all of which are prominently labelled and color-coded for simple identification. It also has Wi-Fi 6E which provides lightning-fast data transfers for smoother user usability [4]. 
2.3.RAM 
[bookmark: _Hlk195687669]The RAM that has been chosen is the corsair Vengeance DDR5 64GB, which operates at a 6000Hz capacity, this will speed up data movement between your CPU and RAM, so having a DDR5 with a higher frequency is a good option. A DDR5 RAM also gives you the capacity to upgrade your PC in the future. The DDR5 will also take some stress of your GPU as it improves frame rates and loading times, which will additionally benefit the user when multi-tasking different workloads [5]. 



2.4. Storage 
[bookmark: _Hlk195687711]For this build a primary and secondary storage as it will be required to have fast access for project and software storage. Additionally, storage for large data and back ups will be needed without it impeding the performance of the computer. As a primary storage for this build a Corsair MP600 Pro 1TB NVMe SSD will be used. A NVMe was chosen over a SSD as even though it is a little more expensive, the performance is better. A 1TB will be sufficient for engineering needs such as SolidWorks etc. This NVMe will run over the Peripheral component interconnect express (PCIe) bus [6], giving a maximum sequential read and write rates of 7,000 MB/sec and 6,850 MB/sec, respectively [7].
2.5. Graphics card (GPU) 
The component of hardware in charge of producing and displaying pictures and animations on your computer monitor is called a graphics card, this is sometimes referred to as a GPU for short [8]. The card that has been chosen for this build is the NVIDIA RTX 4070. The 4070 has 5,888 Cuda cores [9], this meaning it can be especially helpful for jobs that need to be broken down into individual parts as it enables the GPU to perform thousands of operations at once [10]. This being perfect for engineering needs. 
2.6. Cooling system 
As the computer gets hotter by heat generated by the CPU, GPU and power supply, it is essential that a good cooling system is installed, for performance and longevity. The Noctua NH-D15 is the cooling system that has been selected for this build. This has been selected as it’s a high-end air flow cooling system. Also, the large NF-A15 fans ensure great component cooling performance by supplying huge airflow across nearby motherboard components and heatsinks, in addition to contributing to the NH-D15's outstanding CPU cooling capabilities [11]. 
2.7. Operating system 
As the ROG Strix Z690 is a 12th generation intel processor, the operating system that has been opted for this build is windows 11. Even though windows 11 does require a minimum of a 64GB storage, 4GB RAM, and 1GHz CPU [12], which is catered for in this build. This Hardware requirement ensures better security, performance and user experience. 
2.8 Casing 
As the Motherboard is a ROG Strix Z960, it has been decided to choose a casing of the same branding. Therefore, the casing that has been selected is a ROG Strix Helios case. The ROG Strix Helios case is a mid-tower case with supports for multiple cooling fans [13], perfect for a high-performance computer tasked with daily engineering needs.



2.9. Additional accessories 
2.9.1. Mouse 
The Logitech MX Master 3S is the mouse that has been chosen for this build. The MX Master 3S offers 8K DPI, meaning a smoother cursor across the screen with less physical movement required. Also, it is wireless, which compares to a wired mouse gives improved user comfort for long hours carrying out tasks [14].

2.9.2. Keyboard 
The Logitex MX keys is a wireless, powerful keyboard with configurable keys giving the user a pleasant typing experience. It also reduces desk space without sacrificing functionality [15]. A wireless keyboard also gives you the freedom to move about during long days and less clutter on desk when compared to a wired keyboard.

2.9.3. Display 
A Dell S2422HZ Monitor is selected in this build as it comes with an inbuild high quality 5MP webcam, allowing the user to carry out meetings and teams calls. It also has a USB-C port allowing for an extra monitor in future if needs be. Also, an adjustable stand with swivel action allows the user more freedom and comfort [16].

3. Conclusion
This custom-built computer shown in this report is specifically designed to meet the performance and professional needs of an Electrical Engineer working remotely. The selected components include a powerful processor, graphics card, ample memory, and robust storage. The system is well-equipped to handle demanding engineering tasks such as simulations and circuit design using SolidWorks Electrical, Pspice, and LabVIEW.
At a total cost of £1879.35, this set up provides excellent value by balancing performance, reliability and usability in the long term. It is an investment that will support productivity in a professional engineering environment for years to come.





4. Shopping List 
	Component 
	Specification
	URL
	Cost 

	Intel core i9 12900k processor
	CPU
	Intel Core I9-12900K 3.20GHZ Chip : Amazon.co.uk: Computers & Accessories
	£294.68

	ROG Strix Z690
	Motherboard
	MSI Z790 GAMING PLUS WIFI Motherboard, ATX - Supports Intel 14th, 13th & 12th Gen Core Processors, LGA 1700 - DDR5 Memory Boost 7200+MHz/OC, 1 x PCIe 5.0 x16, 4 x M.2 Gen4, 2.5G LAN, Wi-Fi 6E : Amazon.co.uk: Fashion
	£189.99

	corsair Vengeance DDR5 64GB
	RAM
	VENGEANCE® 64GB (2x32GB) DDR5 DRAM 6000MHz C40 Memory Kit — Black
	£146.99

	Corsair MP600 Pro 1TB NVMe SSD
	Storage
	Crucial P3 1TB M.2 Internal SSD | Ebuyer.com
	£49.98

	NVIDIA RTX 4070
	GPU
	Gigabyte NVIDIA GeForce RTX 4060 GAMING OC Graphics Card - 8GB GDDR6, 128-bit, PCI-E 4.0, 2550MHz Core Clock, 2x DP 1.4, 2x HDMI 2.1a, NVIDIA DLSS 3 - GV-N4060GAMING OC-8GD : Amazon.co.uk: Computers & Accessories
	£309.99

	Noctua NH-D15
	Cooling system 
	Noctua NH-D15, Premium CPU Cooler with 2x NF-A15 PWM 140mm Fans (Brown) : Amazon.co.uk: Computers & Accessories
	£98.60

	ROG Strix Z690
	Operating system (OS)
	ASUS Intel ROG STRIX B760-F GAMING WIFI LGA 1700 DDR5 ATX Gaming Motherboard | Ebuyer.com
	£209.99

	ROG Strix Helios case
	Casing 
	ASUS ROG Strix Helios E-ATX Mid Tower PC Case - Black - CAA-ASHELIOS - Currys Business
	£249.16

	The Logitech MX Master 3S
	Mouse
	Logitech MX Master 3S - Wireless Performance Mouse with Ultra-Fast Scrolling, Ergonomic, 8K DPI, Glass Tracking, Silent Clicks, USB-C, Bluetooth, Windows, Linux, Chrome - Dark Gray : Amazon.co.uk: Computers & Accessories
	£79.99

	The Logitex MX keys
	Keyboard
	Buy LOGITECH MX Keys S Wireless Keyboard - Black | Currys
	£89.99

	A Dell S2422HZ 
	Monitor
	Philips Windows Hello Webcam 24 Inch Full HD Monitor | Ebuyer.com
	£159.99



Task 2

1.Introduction
In the ever-changing electronics manufacturing industry, cybersecurity plays a crucial role in protecting confidential data, ensuring production reliability, and protecting customer information. This report evaluates key cybersecurity risks faced by a company involved in the design and manufacture of electronic products. It outlines a strategy to minimise these risks and provides an incident response plan to manage potential threats
2. Cybersecurity Risk Identification 
2.1. Outdated Firewall 
Outdated Firewalls allow the network of the company to be vulnerable to unwanted access. Attackers could exploit these gaps to access sensitive data, disrupt operations or enter companies’ systems.
[bookmark: _Hlk195776828]2.2. Unpatched Devices 
Devices in the production line that run outdated firmware and use standard passwords, make them vulnerable to malware and ransomware, potentially halting production. This causing the company losses financially. 
2.3. Supply chain issues
The company relies on international suppliers, some of which can fail to comply with the companies cybersecurity standards. This raises the risk of corrupted materials entering the production process.
2.4. Employee Training
Employees can occasionally fall victim to phishing emails due to lack of awareness and training. This can lead to internal data leaks and unauthorised access to systems.

3. Risk prioritisation
	Risk
	Severity
	Likelihood
	Priority

	Outdated Firewall
	High
	High
	1

	Unpatched Devices
	High
	Medium
	2

	Supply Chain Issues
	Medium
	Medium
	3

	Employee Training
	Medium
	High
	4


Table: This table shows the risks, severity, likelihood and priorities of cyber-attacks.



4. Prevention 
4.1. Outdated Firewall 
To prevent unwanted access to the companies’ network, you should regularly update the firewall to provide a first line of defence. Firewalls are one of the best ways to defend your network from online security risks. In computer networks, firewalls prevent damage to one area of the network from spreading to the other areas. Network security issues can spiral out of control without firewalls, bringing down an increasing number of computers [17].
4.2. Unpatched Devices
[bookmark: _Hlk195781433]Data from Carnegie Mellon University and the FBI shows that over 90% of security breaches involve a software flaw that the IT department was aware of before and was brought on by a missed patch [18]. This shows the importance of regularly testing your companies security infrastructure, finding flaws inside the network and providing the relevant patches to prevent security breaches.
4.3. Supply chain issues
Supply chain issues arise when cyber attackers try to gain access through third parties to attempt to breach the companies’ network and data. To minimize the chances of this happening you should take preventive actions such as regularly scanning for easy  accessibility loopholes and making sure the third party is regularly keeping up to date with company security standards.
4.4. Employee Training
Employee training can be essential to preventing attackers access to the network. The right training on phishing such as workshops and E-learning could enhance employees’ awareness to spot potential risks. Also encouraging strong passwords, avoiding re using the same password and regular password updating could reduce vulnerability [19].

5.Conclusion 
In conclusion, this report emphasises the potential risks the companies could face, prioritisation of each potential risk and prevention of each identified risk effectively. By following these steps, it could significantly enhance the companies cyber security therefore preventing breaches of customers data and minimizing disruption of everyday company tasks.
Furthermore, following the clear and structured approach to identifying risks and prevention, any future breaches can be addressed swiftly and efficiently if the company continues to follow the strategies outlined in this report, such as regular risk assessments, monitoring and ongoing staff training. This making the company to be well-prepared to adapt to evolving cyber threats and maintain a secure network and data.
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