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1. Introduction
The advancement of technology and digital transformation has significantly contributed to increasing adoption of internet of Things, cloud computing, and artificial intelligence for bringing improvement in competitiveness and operations efficiency. These technologies bring enhancements in business capabilities; however, there is also the introduction of government, cyber security and regulatory challenges due to heavy dependence of organisations on remote access and outsourced cloud services. AeroLink Logistics (ALL) faces these challenges through its fragmented security governance, repeated data breaches, and third-party dependence. Therefore, the purpose of the current report is to conduct a vertical analysis of the established information security framework on the basis of which one integrated security governance and compliance approach would be recommended for the organisation, which would help in addressing its operations environment and evolving regulatory obligations.
[bookmark: _Toc235187068]2. Research into Information Security Frameworks and Models
[bookmark: _Toc235187069]ITIL Framework
The increasing adoption of Internet of Things, cloud computing and outsourced IT services has led to significant transformation in organisational service security requirements. In the opinion of Chandramouli and Chandramouli (2022), traditional perimeter-based security models are no longer efficient for organisations operating across third-party environments and geographically dispersed networks. Therefore, there is increased importance of internationally recognised information security frameworks for the establishment of structured governance, regulatory compliance, cyber risk management and enhancement of organisational resilience. Taking the case study of ALL into consideration, it is important to select the most appropriate combination of security frameworks due to its dependence on outsourced service providers, you won't operators, and cloud-based infrastructure and sensitive customer data.
The Information Technology Infrastructure Library is a widely adopted IT service management framework which puts emphasis on delivering value through effective management of IT services. As stated by Wang et al.(2022), it is focused towards promotion of continuous service improvements, problem management, change management, incident management and service continued due to which organisations are able to reduce operational disruption along with bringing improvement in service quality. It differs from the technical security framework by putting emphasis on governance of IT services and integration between operational prestigious and business objectives. The implication of this for the concerned organisation lies in strengthening service continuity, planning, incident response, procedures, and change management practices, taking the outsourced cloud infrastructure into consideration (Moonasar, 2025). However, ITIL provides limited guidance on data protection mechanisms and cyber security controls, which is indicative of the need for implementing it alongside a dedicated security framework instead of a standalone solution.
[bookmark: _Toc235187070]NIST Cybersecurity Framework 2.0
Additionally, the National Institute of Technology Cybersecurity Framework 2.0 is also considered to provide a risk-based and competency approach to cyber security management applicable across organisations of different sizes and industries. As studied by Katsantoniset al.(2023), there are six core functions in the updated framework, including governance, identification, protection, detection, responding and recovering. The introduction of the governance function is associated with growing recognition of cyber security as a strategic organisational responsibility. NIST CSF is focused towards vulnerability management, supply chain, security, continuous risk assessment and incident response, due to which it is highly relevant for organisations operating within outsourced and cloud-based environments. The organisation is dependent on infrastructure as a service, third-party logistics, partners and software as a service; therefore, NIST CSF is highly valuable in the provision of practical guidance for strengthening vendor management, cyber resilience and organisational accountability.
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Figure 1: Cybersecurity technologies 
(Source: Katsantonis et al.2023)
[bookmark: _Toc235187071]COBIT 2019
Moreover, there could also be consideration of COBIT 2019, developed by ISACA, that provides an effective enterprise governance framework related to information and technology to organisations through the maintenance of alignment between organisational objectives and IT investments to ensure effective regulatory compliance and risk management (Wattimury and Faza, 2023). The implication of this for the concerned organisation lies in addressing the lack of centralised government and clearly defined security responsibility, and therefore the framework would be beneficial in provision of an effective mechanism for bringing improvement in organisational accountability and strategic oversight. However, as argued by Viamianniet al.(2023, the limitation of COBIT includes its primary focus on organisational management and governance instead of proposing detailed technical security controls, which require integration with complimentary framework, including ISO/IEC 27001 and NIST CSF.
[bookmark: _Toc235187072]ISO/IEC 27001:2022
ISO/IEC 27001:2022 is one of the most recognised standards in the international market, known for establishment, implementation, maintenance and continuous improvement of information security management. According to Malatji (2023), it differs from the guidance framework through the provision of certified requirements on the basis of risk management approaches and is supported by security controls. The critical security documents are addressed through the standards outlined within ISO/IEC 27002:2021, which helps in ensuring accessibility, control, supplier relationship, maintenance, encryption, business continuity, information classification and incident management (Vakhulaet al.2024)
The analysis of each of the frameworks has helped in understanding the effectiveness in addressing different aspects of information security; however, the issue lies in the lack of satisfying the complex governance and security requirements of the organisation. Therefore, it is recommended for the organisation to adopt an integrated approach by combining the governance capabilities of COBIT, service management, and principles of ITIL and operational security guidance of NIST CSF to ensure a comprehensive security framework through which technological, regulatory and governance challenges would be addressed.







[bookmark: _Toc235187073]3. Proposed Information Security, Governance and Compliance Approach for AeroLink Logistics
[bookmark: _Toc235187074]Security Governance Structure
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Figure 2: Key elements of cybersecurity protocol 
(Source: Rambau et al.2026)
There should be implementation of a comprehensive information security strategy in order to address the fragmented security environment of ALL along with integration of governance, compliance, risk management, and operational security into a unified framework. Based on the study of Rambau et al.(2026), the organisation should not focus on a single security model; instead, there should be adoption of an integrated approach through the combination of COBIT 2019 for governance, ISO/IEC 27001:2022 for information security management and NIST Cybersecurity Framework for cybersecurity operations so that secure IT service management could be ensured in the organisation. The beneficial impact of this integrated approach lies in enabling the organisationin strengthening operational resilience, decision-making, regulatory compliance and establishment of a proactive security culture across different business functions.
[bookmark: _Toc235187075]Security Policies and Procedures
One of the primary priorities that should be the focus of the organisation is establishing a formal information security governance structure since it currently lacks clearly defined security responsibilities, resulting in poor collaboration and cooperation between the departments along with ineffectiveness in oversight of outsourced services (Rambau et al.2026). There would also be the formation of a security steering committee where the chief information security officer would be the chairman of the department, along with other members, including senior representatives from IT, operations, risk management, legal, and human resources, so that a team is formed for overseeing the organisational security strategies. The implementation of COBIT 2019 would help the committee in defining security objectives in alignment with business goals, monitoring security performance, ensuring accountability throughout the organisation and allocating responsibilities. The clear assignment of ownership for cyber security decisions would also have a significant impact on the improvement of organisational resilience through the reduction of governance gaps.
[bookmark: _Toc235187076]Cyber Risk Management
There should also be development of comprehensive security policies and procedures for establishment of consistent security practices across the organisation. Currently, ALL provides permission to employees, logistics, partners, and suppliers to access assistance through the user and manage devices across multiple locations; due to this, it is essential to implement a robust bring your own device and remote access policy. On the basis of the study of Prabakaran and Ramachandran (2022), in order to implement these policies effectively, there is a requirement for endpoint protection, software multifactor authentication, device registration, and securing virtual private network connections prior to the accessibility to corporate systems. Additionally, data retention, information classification, password management, encryption policies and acceptable use should also be introduced for standardisation of the handling and management of sensitive shipment data along with identifiable information about the customers. These policies should be complemented with phishing simulation exercises and regular employee awareness so that there is a reduction in human-related cyber security risk, which is one of the major causes contributing to data breaches at ALL.
[bookmark: _Toc235187077]Technical Security Controls
They should also be implementation of a formal risk management program for identification, assessment and continuous monitoring of cybersecurity risks. The focus of risk assessment should be on evaluation of threats related to AI-driven analytics, cloud infrastructure, IoT-based tracking sensors and threats faced due to 3rd party vendors. According to Acebeset al.(2024), there should also be prioritisation of the risks on the basis of their likelihood and impact on the organisation prior to the implementation of appropriate communication strategies. The security information and event management systems would help in continuous monitoring along with evaluation of regular volatility so that ALL is able to detect security incidents at an Early stage on the basis of which it could respond actively to emerging cyber threats.
[image: ]
Figure 3: Example of Risk matrix
(Source: Acebes et al.2024)
[bookmark: _Toc235187078]Expected Benefits of the Proposed Approach
It should also be noted that ALL is extensively dependent on outsourced services, due to which there is a need for stronger technical protection mechanisms. There should be adoption of a zero trust security architecture by the organisation on the basis of the principles of never trust, always verified so that it is ensured that every device, user and application is continuously authenticated Before getting accessibility to the organisational resources. Additionally, as reported by Ojo (2025), there should also be implementation of role-based access control, least privilege principles, multifactor authentication and privileged access management for bringing a reduction in unauthorised access to sensitive information. Protection of sensitive customer data should also be ensured through advanced encryption standards, for which there could be implementation of encryption during storage and transport security protocols during transmission. Additionally, regular firmware updates, network segmentation and secure device authentication should be done to the IOT devices used for shipment tracking so that vulnerabilities are minimised.
[bookmark: _Toc235187079]4. Critical Analysis: Importance of Continuous Updates to Regulations and Standards
[bookmark: _Toc235187080]Technological Changes Driving Regulatory Updates
The increasing usage of cloud computing, artificial intelligence (AI) and Internet of Things (IoT) and outsourced digital services have transformed cybersecurity from a technical job to a strategic governance function. The cyber risks, regulations, technology and business models are constantly changing, so firms cannot see compliance as a one-off exercise. Organisations must have governance frameworks for using cloud infrastructure, AI-based analytics, telecommuting and third-party service providers that are periodically assessed and altered to ensure security and regulatory compliance. This is especially true for AeroLink Logistics (ALL), which relies on outsourced Infrastructure-as-a-Service (IaaS), Software-as-a-Service (SaaS), IoT-enabled shipment tracking and remote access via unmanaged devices. These, coupled with the inconsistent governance structure and some breaches of consumer personally identifiable information (PII), provide serious security and compliance challenges for the firm. This emphasises the need for regular reviews to ensure cyber resilience, considering that legacy security policies create a governance gap between the organisation's activities and the current legal standards.
[bookmark: _Toc235187081]Evolving Cyber Threat Landscape
One of the main drivers of the constant upgrade of regulation and security needs is technological innovation. The advent of cloud computing, IoT sensors, edge computing, machine learning, artificial intelligence (AI), remote employment, SaaS and IaaS has increased the attack surfaces of organisations and introduced new governance challenges. Many traditional security frameworks were designed for centralised organisational systems and provide little advice on challenges such as AI-driven data processing, autonomous decision-making, cloud shared-responsibility models and IoT risks. Today's secure enterprise networks are architected with flexible governance, not perimeter limits, to safeguard distributed digital ecosystems (Chandramouli, 2022). AI-powered real-time logistical insights for EVERYONE. IoT sensors are being used to capture real-time shipment data over large geographic areas, processing operational and customer information. The introduction of sensitive information processing between platforms and external service providers complicates governance for these technologies. This means that governance frameworks and security rules need to be in constant evolution so that technology innovation is supplied with effective risk management, privacy protection and operational security and not new vulnerabilities.
[bookmark: _Toc235187082]Changes in Regulatory Requirements
Technology is moving faster than companies' security preparations, and the cyber threat landscape is evolving more quickly. Cyberattacks today include ransomware, phishing, zero-day vulnerabilities, insider threats and supply chain attacks. Cloud misconfigurations are increasingly targeting cloud infrastructure, third-party suppliers, AI applications and telework settings. Traditional perimeter-based security assumes that the internal organisational network is trusted; however, in today's digital settings, users, devices, and apps need to be continuously authenticated. This is reflected in the NIST Cybersecurity Framework (CSF) 2.0, where governance is a significant function and ongoing risk assessment, detection, and organisational resilience are emphasised (NIST, 2024). Zero Trust security architecture is based on the philosophy of "never trust, always verify", which is different from traditional security design. Users are authenticated and approved, no matter where they are located. This method is especially critical for ALL as it relies largely on 3rd party vendors and remote access, which dramatically increases the available attack vectors. Therefore, continuously improving governance structures enables firms to incorporate ever-increasing threat intelligence, develop proactive defensive mechanisms and increase incident response skills before cyber incidents escalate into severe organisational disruption.
[bookmark: _Toc235187083]Continuous Improvement in Security Frameworks
Regulatory changes are also on the horizon as legal and compliance requirements evolve with technology and the public's increasing awareness of data privacy. International standards and rules such as GDPR, ISO/IEC 27001:2022 and NIST CSF 2.0 are revised periodically to address new security challenges, cross-border data transfers and emerging digital technologies. Governments are also gradually introducing new policies around cybersecurity to strengthen the responsibility of organisations and protect key infrastructure. As McIntosh et al. (2024) point out, regulatory responsibilities are increasingly moving outside traditional information security management. They contend that governance frameworks should increasingly include AI governance alongside conventional cybersecurity dangers. AlsoMirtschet al. (2025) discover that ISO/IEC 27001 certification is increasingly utilised as a proxy for organisational security maturity since ongoing improvement keeps information security management systems aligned with rising risks and legal requirements. Governance practices need to be improved, or ALL might suffer penalties, non-compliance, reputational damage and loss of customer trust. ALL controls client shipment information in a number of jurisdictions. The continual revision of legislation should thus be regarded as a strategic requirement and not as an administrative choice.





[bookmark: _Toc235187084]Organisational Challenges
Continuous development also occurs in generally accepted security frameworks. This means that cybersecurity governance is dynamic in nature. ISO/IEC 27001 uses the Plan-Do-Check-Act (PDCA) cycle for continuous improvement. NIST CSF 2.0 is a continuous risk assessment. COBIT 2019 emphasises the significance of governance monitoring and performance measurement. ITIL advocates Continual Service Improvement to enhance the durability of IT services. Together, these frameworks allow businesses to systematically analyse risks, track security performance and implement changes to governance norms as organisational circumstances evolve. Rambau et al. (2026) state that "the combination of COBIT 2019, ISO/IEC 27001 and NIST CSF provides a more integrated approach to cyber resilience than the deployment of any one framework as each framework addresses different governance, operational security and compliance issues." The outcome validates the integrated governance approach offered for ALL in Section 3, integrating governance, operational security and regulatory compliance to manage the organisation's complex digital environment. Regular evaluation also drives governance maturity, accountability, resilience and regulatory compliance, and helps make sure that security capabilities keep pace with business objectives.
But there are many organisational hurdles to updating the regulations consistently. The ever-changing policies are inherently high in cost of adoption, ongoing retraining of personnel and resistance from staff members as security protocols alter. Coordination is particularly hard where organisations operate across several vendors, jurisdictions and regulatory environments - all adding to governance complexity. Updates to deployment may also cause brief disruptions in company operations with the implementation of new technology and compliance processes, but these drawbacks are outweighed by the long-term benefits. Good governance raises the probability of preventing costly cyber disasters and enhancing legal compliance, organisational resilience and confidence of stakeholders. For this, it all means that investing in ongoing governance reform is a more economic approach than the financial, operational and reputational costs of recurring security breaches.
To summarise, the ability to maintain laws and regulations current should be seen as a strategic governance competence, not a technical compliance exercise. Technology evolves rapidly and introduces new and sophisticated cyber dangers that in turn create increasing regulatory needs and international security standards. To remain resilient, firms therefore need to continue to enhance their governance structures, risk management processes and security measures. A culture of continual governance development will help AeroLink Logistics to respond more proactively to technological change, meet its regulatory obligations and improve its long-term resilience to cybersecurity threats. 
[bookmark: _Toc235187085]5. Recommendations
AeroLink Logistics (ALL) has to implement a number of strategic initiatives to improve its cybersecurity governance and compliance. To improve the maturity of governance, accountability, and strategic management of the organisation's security program, the company should have a continuous governance review process that includes quarterly reviews, annual external security audits, an executive security committee, and routine reporting to the board. Secondly, ALL will continuously monitor regulatory compliance via periodic GDPR compliance audits, ISO/IEC 27001 surveillance audits, NIST CSF gap assessments and live compliance dashboards to remain compliant with evolving regulatory requirements and minimise compliance violations.
The company should implement vendor governance through supplier risk assessment, periodic vendor security audit including strong security requirements in the Service Level Agreements (SLAs) and third-party penetration testing. These measures will increase vendor accountability and reduce vulnerabilities in the supply chain. Fourth, ALL will create a rolling security awareness program, including monthly cybersecurity training, phishing simulation exercises, role-based security training, and AI security awareness training, to mitigate human-related cyber threats. The organisation should recommend continuous threat monitoring by implementing a Security Information and Event Management (SIEM) system, creating a Security Operations Centre (SOC), integrating threat intelligence feeds, and automating vulnerability scanning and continuous patching to ensure rapid threat detection and effective incident response.
The recommendations will enhance the governance framework of ALL, improve regulatory compliance, strengthen its cyber resilience, secure business continuity and foster consumer confidence in this dynamic and ever-evolving cybersecurity environment.

[bookmark: _Toc235187086]6. Conclusion
This report assessed information security frameworks and advised on an integrated governance approach for improving AeroLink Logistics cybersecurity, governance and regulatory compliance. The investigation revealed that ITIL, COBIT 2019, NIST CSF 2.0 and ISO/IEC 27001 provide complementary skills in the fields of service management, governance, risk management and information security. Therefore, an integrated governance paradigm is the best option for ALL. As technology, cyber risks, and legal requirements keep evolving, ongoing regulatory improvement is key to boost organisational resilience, compliance, operational continuity and stakeholder confidence. 
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